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Abstract

Probabilisticpacketmarking(PPM)hasbeenstudiedas
a promisingapproach to realizeIP traceback. In this pa-
per, we proposea new PPM approach that improvesthe
current stateof the art in two practical directions: (1) it
improvesthe ef�ciency and accuracy of IP traceback and
(2) it providesincentivesfor ISPsto deployIP traceback
in their networks. Our PPM approach employsa new IP
headerencodingschemeto store the whole identi�cation
informationof a routerinto a singlepacket.Thiseliminates
thecomputationoverheadandfalsepositivesdueto router
identi�cation fragmentation.Our approach doesnot dis-
closethe IP addressesof the routershavingmarkedpack-
ets, thereby alleviating the ISP's securityconcernof dis-
closingnetworktopology. Our approach is able to control
thedistributionof markinginformation.Soit is suitableto
beimplementedasa value-addedservicewhich maycreate
revenuefor ISPs. Therefore our PPM approach improves
theperformanceandpracticabilityof IP traceback.

1 Intr oduction

IP tracebackis a techniquefor tracing the pathsof IP
datagramsback toward their origins. IP tracebackis not
a goal but a meansto defendingagainstdenial-of-service
(DoS) attacks. Identifying the origins of attackpacketsis
the �rst stepin makingattackersaccountable.In addition,
after �guring out the networkpath which the attacktraf-
�c follows, thevictim underDoSattackcanapplydefense
measuressuchas packet�ltering further from the victim
andcloserto thesource.That improvestheef�cacy of de-
fensemeasuresandreducesthe collateraldamageto inno-
centtraf�c.

Many IP tracebacktechniqueshave beenproposed[1, 2,
3]. Among them,the probabilisticpacketmarking(PPM)
approachhasbeenstudiedmostly[3, 4,5, 6,7,8]. In aPPM
approach,therouterprobabilisticallymarkspacketswith its
identi�cation information,andthenthewholenetworkpath
is reconstructedby combininga modestnumberof marked
packets.

There are two problemshindering the deploymentof
PPM approachesin the Internet. First, currentPPM ap-
proacheshave limited ef�ciency and accuracy in tracing
large-scaledistributedDoS(DDoS)attacks.Becauseof the
limited markingspacein IP header, theroutersplitsits iden-
ti�cation informationinto multiplefragmentsandmarksthe
packetwith oneof thosefragments.Thosefragmentsneed
to be reassembledat the destinationto restorethe router
identi�cation. In a DDoS attack, the attacktraf�c origi-
natesfrom multiple sourcesandthevictim receivesidenti-
�cation fragmentsfrom multiple routersin differentattack
paths.Thevictim needsto verify thecorrectnessof all com-
binationsof fragmentsand reconstructattackpathsbased
on correctfragmentcombinations.Theprocessof combin-
ing router identi�cation fragmentsandverifying their cor-
rectnessincurscomputationoverheadon victims andfalse
positivesin reconstructedattackpaths.

The secondproblem is that Internet serviceproviders
(ISPs)lack incentives to deployPPM approachesin their
networks. Although someend usersmay clamor for IP
tracebackfor DoS defense,ISPsare reluctantto support
PPM if they cannotsell PPM-basedIP tracebackasa ser-
vice. Moreover, similar to topologyprobingtools suchas
traceroute, thePPMapproachrevealsthenetworktopology
informationof the ISPsupportingit. ISPsgenerallyregard
their networktopologiesascon�dential. Soa cautiousISP
wouldnot like to supportPPM,just like it blockstraceroute
requests.

In this paper, we presentan accurateandsecurePPM
(ASPPM) approachthat addressesthe above-mentioned
problems.ASPPMidenti�es routerswith assignedID num-
bersinsteadof IP addresses.ASPPMalsoemploysanew IP
headerencodingschemeto storethecompleterouteriden-
ti�cation information into a single packet. In ASPPM, if
a markedpacketis to be forwardedto a customernot pur-
chasingIP tracebackservice,the marking information in
the packetwill be removed. Hence,ASPPMis suitableto
bedeployedby ISPsasa value-addedservice.

Recordingthecompleterouteridenti�cation information
within a singlepacketeliminatesthecomputationoverhead
andfalsepositiveswhichresultfromcombiningrouteriden-
ti�cation fragments.This alsoreducesthenumberof pack-



etsrequiredfor reconstructingattackpathssincea routerin
attackpathcanbederivedfrom just onemarkedpacketin-
steadof multiple ones.Representingrouterswith assigned
ID numbersinsteadof IP addressespreservesthecon�den-
tiality of ISPnetworks.Providing IP tracebackto usersasa
value-addedservicecreatesrevenuefor ISPs.Our solution
addressestheneedsof bothendusersandISPs.

The restof this paperis organizedas follows. We re-
view PPMapproachesin Section2. Section3 describesthe
ASPPMapproachin detail. Section4 evaluatestheperfor-
manceof ASPPMthroughmathematicalanalysisandsimu-
lation. Section5 discussestheissuesinvolvedin deploying
ASPPM.Section6 surveys relatedwork. Finally we con-
cludeour work in Section7.

2 Probabilistic PacketMarking

Burch et al. [9] suggestedthe possibility of IP trace-
backbasedon packetmarking. The intuition is to notify
thepacketdestinationof thenetworkpathby recordingthe
existenceof the routerson theroutein forwardedpackets.
Onefeasiblepacketmarkingschemeis thattherouterprob-
abilistically markspacketswith its identi�cation informa-
tion asthey areforwardedby that router. Themarkingin-
formationoverloadsa rarelyused�eld in IP header. While
eachmarkedpacketrepresentsonly a small portion of the
pathit hastraversed,thewholenetworkpathcanberecon-
structedby combiningamodestnumberof markedpackets.
This kind of approachis referredto asprobabilisticpacket
marking(PPM) [3].

Becauseof theprobabilisticnatureof PPM,apacketmay
arriveat thedestinationwithouthaving beenmarkedby any
of the intermediaterouters.Wily attackersareableto “in-
sert” falseroutersinto the networkpathby sendingpack-
etswith carefully forgedmarkingvalues. Most PPM ap-
proachesreserve a distance�eld in the marking spaceto
limit theeffect of fakemarkingvalues.Whena routerde-
cidesto mark a packet,it writes a zero into the distance
�eld; otherwise,therouterincrementsthedistance�eld us-
ing a saturatingaddition. In this way, any packetwritten
by theattackerwill have a distancegreaterthanthe length
of the true attackpath. Therefore,it is impossiblefor an
attackerto forgea routercloserthanthe �rst tracebacken-
abledrouterthroughwhich its packetshave to pass.

In aDDoSattack,therearemultipleattackersandtheat-
tacktraf�c traversesmultiplepathsbeforeconvergingat the
victim. Thegoalof IP tracebackis to reconstructtheattack
treewhich is rootedat thevictim andcomposedof theat-
tackpathsfrom all of theattackersto thevictim. Therefore,
in order to track multiple attackersin a DDoS attack,the
PPM approachneedsa mechanismto classify the routers
in differentattackpaths. Two kinds of schemesare em-
ployedin PPMapproachesto reconstructattacktrees.One

is edgemarking, the other is nodemarkingsupplemented
with a networkmap. In the edgemarkingscheme,which
is usedin CEFS[3] and AMS [4], a markedpacketcar-
riestheinformationaboutanedgein thenetworkpath.An
edgeis representedwith the two routersat eachendof a
link. This schemecandistinguishmultiple attackpathsbe-
causetheedgesin thesamepathcanbejointedtogetherand
theroutersin differentpathsproducedisjoint edges.In the
nodemarkingscheme,which is usedin FIT [6], a marked
packetcarriesonly theinformationof an individual router.
Thevictim consultsits upstreamroutermap(atreetopology
rootedat thevictim) to discernroutersin differentpaths.

The advantagesof PPM approachesinclude low over-
headon routers,no additional network traf�c, and sup-
porting incrementaldeployment. However, thereare two
challengesin applyingPPMapproachesfor IP tracebackin
practice.
(1) Scalability. CurrentPPM approachesarenot scalable
to large-scaleDDoS attacks. Thereis no placein current
IP headerdesignatedto storemarkinginformation.To store
markinginformationin anIP optionis not feasiblebecause
most routershandlepacketswith IP optionsvery slowly.
In PPM approaches,the marking informationoverloadsa
rarely used�eld in IP header, i.e., 16-bit IP identi�cation
�eld. A singlepacketusuallycannot�t the identi�cation
informationof arouter(e.g.,a32-bit IP addressor anIP ad-
dresshashwith similarlength).Theusualsolutionis to split
therouteridenti�cation into multiplenon-overlappingfrag-
ments.Whena routerdecidesto marka packet,the router
randomlyselectsonefragmentandmarksthe packetwith
theselectedfragmentplus its offset in theoriginal identi�-
cation. Thosefragmentsarereassembledat the receiver to
restoretherouteridenti�cation. In aDDoSattack,theattack
traf�c originatesfrom multiple sourcesandthe victim re-
ceivesidenti�cation fragmentsfrom multiple routersat the
samedistance.Thevictim needsto try all combinationsof
the fragmentsat eachdistancewith disjoint offset values,
checktheir correctness,andthenacceptscorrectones.

Thereare two kinds of schemesto verify the correct-
nessof fragmentcombinations.Oneschemeis to include
an integrity veri�cation code in marking values,such as
a hash[3] or a checksum[5] of router identi�cation. All
packetsmarkedby thesameroutercarry the integrity veri-
�cation codeswhich areidenticalor compatiblewith each
other. Theotherschemeis to usecandidateroutersetsde-
rived from markingvalues[4, 6]. In this scheme,the vic-
tim maintainsanupstreamroutermapandall routersat the
samedistancefrom the victim in the maparegroupedto-
getheras a candidaterouter set. If a combinationof the
routeridenti�cation fragmentsat a distancecorrespondsto
oneelementin thecandidateroutersetof thesamedistance,
it is acceptedasvalid.

Neitherschemeis 100%accurate,moreor less,in veri-



fying thecorrectnessof fragmentcombinations[3, 4, 5, 6].
Falsepositivefragmentcombinationsintroducenonexistent
routersin reconstructedattackpaths. In addition,the pro-
cessof combiningrouteridenti�cation fragmentsandveri-
fying their correctnessincurscomputationoverheadon the
victim. Themoretheattackersin aDDoSattack,thehigher
thecomputationoverheadandthemorethenumberof false
positives. Hence,router identi�cation fragmentationpre-
ventsPPM approachesfrom being scalableto large-scale
DDoSattacks.
(2) Incentives. ISPs lack incentives to deploy PPM ap-
proachesin their networks.In general,ISPsarenot willing
tosupportanew protocolthatcannotbesoldasaservice.IP
tracebackacceleratesvictim's reactionto DoS attacksand
improvestheef�cacy of DoSdefensemeasures.Although
somecustomersmayclamorfor IP traceback,it is not easy
for ISPsto offer PPM-basedIP tracebackasa value-added
serviceto createbene�t. Sinceit is unrealisticto maintain
per-�o w stateat routers,the routerssupportingPPM have
to markeachforwardedpacketwith sameprobability, dis-
regardingwhetherthe packetdestinationis paying for IP
tracebackservice. ISPsneeda mechanismto restrict the
useof IP tracebackserviceonly to payingcustomers.

More importantly, ISPswould not like to disclosethe
detailsof their networksbecauseof securityconcerns.In
currentPPMapproaches,the routermarkspacketswith its
IP addressor relatedvariants(e.g.,hashof IP address).Any
dedicatedendsystemcanconstructanupstreamroutermap
andderivetheIPaddressesof thoseroutersin themapbased
on themarkinginformationin received packets.Attackers
mayutilize thatmappingfeatureto setISP's routersastar-
gets.

3 ASPPM Approach

The accurateandsecurePPM (ASPPM) approachis a
nodemarkingscheme. The endsystemmaintainsan up-
streamrouter map using the packetmarking information
collectedduring peacetime. Sameas previous PPM ap-
proaches,ASPPMreservesa distance�eld in the marking
spaceto dealwith fakemarkingvalues.AlthoughASPPM
is similar to FIT [6] in someaspects,ASPPMemploysa
differentmarkingalgorithmanddeploymentschemeto im-
proveIP tracebackperformanceandappealto ISPs.

First,ASPPMdoesno longeridentify routersby their IP
addressesor relatedvariants. Instead,the identi�cation of
a routerconsistsof two parts,its autonomoussystem(AS)
numberandanID numberuniquelyassignedwithin theAS.
Hence,anendsystemcannotinfer routerIP addressesfrom
themarkingvaluesin received packets.Thatalleviatesthe
ISP'ssecurityconcernof disclosingnetworktopology.

Second,ASPPMstorestheentireidenti�cation informa-
tion of arouterin asinglepacket.Therefore,therouterdoes

not needto split its identi�cation informationinto multiple
fragments.This eliminatesthe computationoverheadand
falsepositivesdueto routeridenti�cation fragmentation.It
alsoreducesthenumberof packetsrequiredfor reconstruct-
ing attackpathssinceonly onemarkedpacketis enoughto
identify a routerin attackpath.

Third, our marking algorithm facilitatesdistinguishing
markedpacketsandtheunmarkedpacketsoriginatedfrom
legitimateusers.That featurehelpsto �lter out noisedur-
ing mapconstructionprocessandimprovestheaccuracy of
upstreamroutermap.

Last,ASPPMcanrestrictpacketmarkinginformationto
interestedcustomersonly. A networkservicewhichcanbe
restrictedto a subsetof customersis suitableto beoffered
asavalue-addedservice.SoIP tracebackbasedonASPPM
cancreaterevenuefor ISPsasa value-addedservice.

3.1 Packet Marking

In PPM approaches,the routerssupportingPPM mark
packetsand reconstructedattack pathsare composedof
only thosetraceback enabledrouters. So we arguethat it
is enoughfor PPM approachesto identify only traceback
enabledroutersinsteadof all routersin the Internet. In
ASPPM,eachtracebackenabledrouterhasa nonzero13-
bit ID numberwhich is uniquely assignedwithin its AS.
Nonzero13-bit numbersare suf�cient to represent8191
routers.Sinceonly tracebackenabledroutersneedID num-
bers,13 bits areenoughfor any AS providedthat thereare
nomorethan8191tracebackenabledroutersin theAS. An
AS is identi�ed by its globalunique16-bitAS number. Soa
tracebackenabledrouteris identi�ed by its AS numberand
its ID numberwithin theAS.

We borrow the one bit distanceschemefrom FIT [6].
One bit in the marking spaceis reserved as the distance
�eld. Whena routerdecidesto mark a packet,the router
replacesthe� ve leastsigni�cant bitsof theTTL �eld in the
packetwith a global constantc, andcopiesthe sixth least
signi�cant bit of theTTL �eld to the1-bit distance�eld of
thepacket.TheTTL �eld is decrementedby oneeachtime
thepacketis forwardedby a router. Thepacketdestination
cancalculatethehopcountsfrom therouterwhich marked
thepacketbasedon theTTL valueanddistance�eld value
in thepacketaswell astheconstantc. For every forwarded
packet,the routercalculatesa markingpredicatebasedon
the TTL value, distance�eld value, and constantc. The
marking predicatewill be true if the packethasnot been
markedfor thepast32hops.If themarkingpredicateis true,
the router will mark the packetdeterministically. Other-
wise,therouterwill markthepacketprobabilistically. The
purposeof the markingpredicate,similar to the saturating
additiononthedistance�eld in otherPPMapproaches,is to
preventattackersfrom forging a routercloserthanthe �rst
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Figure 1. Encoding marking inf ormation into
IP header.

tracebackenabledrouterin theattackpath.Wereferreaders
to [6] for details.

In ASPPM,the markingvalueconsistsof 29-bit router
identi�cation (16-bit AS numberand13-bit routerID num-
ber) and 1-bit distancevalue. Figure 1 depictshow the
marking information �ts into IP header. The AS number
overloadsthe IP identi�cation �eld, the distancebit over-
loadsthe unused�ag bit next to the IP identi�cation �eld,
and the router ID numberoverloadsthe fragmentoffset
�eld.

Sameasall otherPPM approaches,ASPPMreusesthe
IP identi�cation �eld which is designatedfor IP fragmen-
tation. Measurementstudiesshow that lessthan0.25%of
packetsare fragmentedin the Internet[10]. Ref. [3] dis-
cussesthebackwardcompatibility issuesof reusingthe IP
identi�cation �eld. ASPPMalsoreusesthereserved�ag bit
for packetmarking,assuggestedin [11]. Becausethefrag-
mentoffset�eld becomesmeaninglesswhentheIP identi�-
cation�eld is usedfor thepurposeotherthanIP fragmenta-
tion, it hasbeenproposedto reusethefragmentoffset�eld
for packetmarking[12, 13]. Sincethe destinationregards
the IP datagramwith a nonzerovaluein the fragmentoff-
set�eld asanIP fragment,reusingthefragmentoffset�eld
may causethe destinationhost to confusemarkedpackets
with IP fragments.Additional mechanismsarerequiredto
avoid thiskind of confusion.In ASPPM,themarkinginfor-
mationin the fragmentoffset �eld of a markedpacketwill
beremovedbeforethepacketarrivesat thedestination.For
anenduserinterestedin IP traceback,aspeci�c serveroper-
atedby theuseritself or its ISPinterceptsandprocessesthe
markinginformation.We will discussthis issuethoroughly
in Section3.2.

Theroutermarkspacketswith a globalcertainprobabil-
ity q. Whena routerdecidesto marka packet,besidesstor-
ing its identi�cation information in the packetandsetting
thedistance�eld, therouteralsosetsDon't Fragment(DF)
�ag to be 1 andMore Fragments(MF) �ag to be 0. Fig-
ure2 describesthemarkingalgorithm.We omit thedetails

For eachpacketp
let r bea randomnumberfrom [0,1)
calculatethemarkingpredicateQ
IF r < q OR Q = trueTHEN

p.identi�cation := AS number
p.fragmentoffset:= routerID number
p.DF := 1
p.MF := 0
setthedistancebit andTTL �eld accordingly

Figure 2. Packet marking algorithm at trace-
back enabled router s.

of the distancemanipulationprocedurewhich is identical
with FIT.

Thepurposeof settingtheDF andMF �ags is two fold.
First, settingthe DF �ag preventsthemarkedpacketfrom
beingfragmenteddownstreamfrom themarkingrouter. So
themarkinginformationwill not beremoved. Second,set-
ting the DF and MF �ags helpsthe packetdestinationto
distinguishmarkedpacketsandtheunmarkedpacketsorig-
inatedfrom legitimate users. In ASPPM, a packetis re-
gardedasa markedpacketif its DF �ag is 1, MF �ag is 0,
andfragmentoffset�eld hasanonzerovalue.This function
reducesthefalsepositivesin theupstreamroutermap. We
will describethedetailsin Section3.3.

3.2 Deplo ymen t

ASPPMis deployedwithin individualASes.Someor all
routersof anAS areenhancedto supportASPPMmarking
procedure,andall edgeroutersarein chargeof thedistribu-
tion of packetmarkinginformation.Themarkinginforma-
tion canonly reachthe customerspayingfor IP traceback
service. If edgeroutersforwarda markedpacketto a cus-
tomernetworkor a local hostwhich doesnot purchaseIP
tracebackservice,edgerouterswill resetthe identi�cation
�eld andfragmentoffset�eld to remove themarkinginfor-
mationin thepacket.

Figure3 describestheforwardingprocedureat theedge
routersof ASesdeployingASPPM.SupposeanAS, sayA,
supportsASPPMandoneof its edgerouters,r , forwards
a markedpacketp. If packetp is destinedto a local host
which is not paying for IP tracebackservice,the marking
informationin packetp will beremoved; if p is destinedto
a local hostwhich is paying for IP tracebackservice,the
markinginformationwill remainin thepacket.If packetp
is beingforwardedto a customernetworkof A, themark-
ing informationin packetp will beremovedor unchanged,
dependingon whetherthe customernetworkpurchasesIP
tracebackservice.If packetp is beingforwardedto a peer



For eachmarkedpacketp
let N bethenext hopnetwork
let D bethedestinationnetworkof p
let d bethedestinationhostof p
IF D is thecurrentAS THEN

IF d purchasesIP tracebackserviceTHEN
forwardp

ELSE
remove markinginformation
forwardp

IF N is a customernetworkTHEN
IF N purchasesIP tracebackserviceTHEN

forwardp
ELSE

remove markinginformation
forwardp

IF N is a peeror provider networkTHEN
IF D supportsASPPMTHEN

forwardp
ELSE

remove markinginformation
forwardp

Figure 3. Packet forwar ding algorithm at edge
router s of AS deplo ying ASPPM.

or provider network,router r will checkwhetherthe des-
tination networkof p supportsASPPM.If the destination
networkdoesnotsupportASPPM,themarkinginformation
will be removed. Otherwise,themarkinginformationwill
remain.

Weproposeto utilize BGPprotocolasthevehicleto dis-
tributetheASPPMdeploymentinformationin AS level. So
ASeswill know the existenceof remoteASessupporting
ASPPM.EachAS deployingASPPMadvertisesits support
to ASPPMin a BGP attribute in the networkrouteadver-
tisement.Only onebit is enoughto representthe ASPPM
deploymentstatus.Weproposeto utilize thecommunityat-
tributein BGP to carry theASPPMdeploymentstatusbit.
Thecommunityattributeis 32 bits in length. Thecommu-
nity attributeis transitiveandoptional,whichmeansthat if
a routerdoesnotunderstandsomenew communityvalue,it
will still forwardthevalueto next hop.

For endusersthatareinterestedin IP tracebackservice,
weproposeto usetraceback proxyservers(TPS)to process
packetmarkinginformation.TheTPSinterceptsthemark-
ing valuesin packetsbeforethey reachtheendusers.The
TPSconstructstheupstreamroutermapduringpeacetime,
and reconstructsattackpathsupon the requestof the end
userunderDoSattack.Therearetwo possiblelocationsfor
the TPS.One is at ISP side (e.g., be co-locatedwith ISP
edgerouters),the other is at userside(e.g.,resideon end

Stub AS

Stub AS

traceback proxy server (TPS)

edge router supporting ASPPM

edge router not supporting ASPPM

Transit AS

C

B

A

end system

Figure 4. ASPPM deplo yment. Transit AS A
and stub AS B full y deplo y ASPPM. All edge
router s in ASes of A and B suppor t ASPPM.
Stub AS C par tiall y deplo ys ASPPM. In AS
C, onl y the edge router connected with AS A
suppor ts ASPPM.

user�re walls). ISPsmay charge more in the former case
sinceISPsdedicatemoreresourcesfor servingendusers.

If a stubAS hasonly a few endusersinterestedin IP
tracebackservice,upgradingall its edgeroutersto support
ASPPMmay not be desirable. We proposean alternative
deploymentschemeso that ASPPM can be partially de-
ployedin a stubAS in returnfor modestperformancede-
crease.ThestubAS only needsto upgradetheedgerouter
connectedwith its providerAS andinstallaTPSco-located
with thatedgerouter. Theedgerouterremovesthemarking
valuesin all packetsexceptthosedestinedto theendusers
paying for IP tracebackservice. The TPS interceptsand
processesthemarkingvaluesin thepacketsdestinedto the
enduserspayingfor IP traceback.A stubAS partially de-
ployingASPPMcannottraceDoSattacksoriginatedwithin
its network.Figure4 illustratesthedeploymentof ASPPM
in AS level.

Each AS deployingASPPM charges a fee to its cus-
tomers(networksor end users)who are interestedin re-
ceiving packetmarkinginformation.Thatonly payingcus-
tomerscan get the marking information reducesthe at-
tacker'schanceto getthatinformationto infer ISPnetwork



# DF MF Offset Meaning
1 0 0 0 unmarkedpacket,fragmentationallowed
2 0 0 > 0 lastfragment
3 0 1 0 �rst fragment
4 0 1 > 0 intermediatefragment
5 1 0 0 unmarkedpacket,fragmentationnot allowed
6 1 0 > 0 markedpacket
7 1 1 0 improbable
8 1 1 > 0 improbable

Table 1. Meaning of combinations.

topologies. It is possiblefor attackersto manageto get
themarkinginformation,for example,throughpurchasing
IP tracebackserviceor perpetratingman-in-the-middleat-
tacks.But attackerscannotderive routerIP addressesfrom
packetmarking informationsincethe router identi�cation
doesnot reveal IP addresses.Usually, an ISP which is se-
cretive aboutits topologyinformationis not willing to re-
spondto networktopologyprobingsuchastraceroute. So
it is impossiblefor attackersto maprouteridenti�cationsto
IP addressesusingthosetools.

3.3 Map Construction

Tracebackproxyservers(TPS)makeuseof packetmark-
ing informationto constructupstreamroutermapsduring
peacetime. The packetsin the sameTCP connectionare
viewed as traversingthe samenetwork path. Hence,the
marking information in thosepacketsis usedto construct
the network path. This idea was originally proposedin
FIT [6]. Themarkingalgorithmemployedin ASPPMim-
provestheef�ciency andaccuracy of mapconstructionpro-
cedure.

In FIT, the router is identi�ed by a hashof its IP ad-
dressand eachmarkedpacketcarriesa fragmentof the
hash.After collectingenoughdifferentidenti�cation frag-
mentsfrom a routerat a particulardistance,theendsystem
needsto scanthroughthewhole IP addressspaceto �gure
out theIP addressof that router. Althoughsomeoptimiza-
tions might be appliedto this process(e.g.,consideronly
A, B, andC classIP addresses,or storeall IP addressesin
a list indexed by their hashvalues),this mappingprocess
still imposescomputationor memoryoverheadon endsys-
tems. Moreover, a packetmay traversethe networkwith-
out beingmarkedby routers. Packetreceiverscannotdis-
tinguish markedpacketsandunmarkedpackets. The end
systemregardsthe randomvaluesin the marking �eld of
unmarkedpacketsasthemarkinginformationfrom routers
andusesthemto constructupstreamroutermaps.Thoseun-
markedpacketsintroducenonexistentroutersin constructed
upstreamroutermaps.

In ASPPM,routersarerepresentedas ID numbersand
one markedpacketcontainsthe completerouter identi�-

cation. One markedpacketunambiguouslyindicatesthe
router having markedthat packet. In addition, a marked
packetand an unmarkedpacketoriginatedfrom a legiti-
mateuserare distinguishablein ASPPM. If a packethas
beenmarkedby a router, its DF bit is 1, MF bit is 0, and
fragmentoffset �eld has a nonzerovalue. It is unlikely
that this settingappearsin an unmarkedpacketoriginated
from legitimate users. An IP datagramwith DF �ag be-
ing 1 will not befragmentedwhile traversingthenetwork.
Whenthe router fragmentsan IP datagram(its DF �ag is
0), theDF �ag will not bechanged[14]. It is unlikely that
hostssendan IP fragmentwith DF �ag setas1. Table1
lists thecombinationsof all possiblevaluesof thefragment
�ags and fragmentoffset �eld. Therefore,almostall un-
markedpacketsoriginatedfrom legitimateuserscanbedis-
tinguishedfrom markedpackets.During mapconstruction
process,theTPScan�lter outmostunmarkedpacketsfrom
legitimateusers,therebyreducingthe falsepositiverouters
in upstreamroutermaps.

3.4 A ttac k Path Reconstruction

Whenhaving detecteda DoSattack,thevictim informs
its TPSto reconstructattackpathsbasedonthemarkingin-
formation in attackpackets. The marking value in a sin-
gle packetreveals the identi�cation of the router having
markedthatpacketandits distancefrom thevictim. Given
this information,aroutercanbepinpointedin theupstream
routermap easily. Pinpointinga router in the mapdeter-
minesall downstreamroutersin thenetworkpathfrom that
router to the victim, so the processof attackpath recon-
structionis generallyfasterin nodemarkingschemesthan
edgemarkingschemes.Receiving markedpacketsfrom all
downstreamroutersin anattackpathmakesthevictim more
con�dentaboutthecorrectnessof thepath.Requiringfewer
packetsto reconstructattackpathsmeansthatthevictim can
reactto DoSattacksmorequickly.

Dependingon the reactionafter reconstructingattack
paths, the victim may or may not needto contactASes
to maprouteridenti�cations to IP addresses.If thevictim
wantsto setuppacket�lters atsomeremoteroutersto rate-
limit attacktraf�c, thevictim just informsappropriateASes
abouttheID numbersof therouters.In thiscase,thereis no
needto maprouteridenti�cationsto IP addresses.

4 Evaluation

4.1 Analysis

Givena PPM approach,we assumethe markingproba-
bility at routersis q andtherouteridenti�cation is divided
into k fragments. Supposein a DDoS attack, the attack
traf�c traversesm distinct routersat a speci�c distanced.



In otherwords,therearem routerswhich ared hopsaway
from thevictim in theattacktree.Therewill bemk possible
combinationsof fragments.Amongthem,m combinations
arecorrect,andtherest(mk � m) combinationsareincor-
rect. The computationoverheadof combiningthosefrag-
mentsandverifying theircorrectnessis boundedby O(mk ).
Givena veri�cation scheme,let p betheprobabilityof ac-
ceptinganarbitraryfragmentcombinationascorrect.Then
theprobability that therearefalsepositive combinationsat
distanced is:

f = 1 � (1 � p)m k � m :

In ASPPM,the completerouter identi�cation is stored
into a singlepacket. That is, k = 1. Therefore,the com-
putationoverheadof combiningidenti�cation fragmentsis
boundedby O(m) andtheprobabilityof falsepositivecom-
binationsf = 0. ASPPMdoesnot generatefalsepositive
routersin theprocessof reconstructingattacktrees.

4.2 Sim ulation

Throughsimulation,we studythenumberof packetsre-
quired by ASPPM in (1) upstreamrouter map construc-
tion and (2) attackpath reconstruction.We simulatethat
packetstraversenetworkpathsof different length and all
routersin the network path mark packetswith the same
probability. We set the marking probability to be 0.04,
which is usedin most simulationwork on previous PPM
approaches[3, 4, 6]. We conduct1000test runs for each
settingof parameters.For comparisonpurpose,weperform
a similar simulationfor FIT. We assumethat FIT needs3
markedpacketsto identify a markingrouter. Thatnumber
is thesmallestoneusedin FIT [6].

Figure 5 shows the meanand 95th percentilefor the
numberof packetsrequiredto constructa networkpathin
upstreamroutermap. The numberof packetsrequiredin
ASPPMis aroundonethird of thatin FIT. Mapconstruction
is basedonthepacketsreceivedfrom thesameTCPconnec-
tion. Wecannotalwaysexpectto receiveenoughpacketsfor
constructingtheentirenetworkpathbeforea TCPconnec-
tion is closed. Figure6 depictsthe averagepercentageof
thenetworkpathbeingconstructedgivena certainnumber
of packets.In thesimulation,we setthelengthof network
pathto be15and25hops,respectively. Consideranetwork
pathwhich is h hopsin length.If theendsystemconstructs
thenearestn consecutive routersin thepathafterreceiving
a certainnumberof packets,we saythat n

h � 100%of the
pathis constructed.Whenthe numberof received packets
is small (� 200),ASPPMcanconstructmorepercentageof
networkpaththanFIT.

Figure 7 shows the meanand 95th percentilefor the
numberof packetsrequiredto reconstructan attackpath.
After identifying a routerin an attackpath,the victim can

determineall downstreamroutersin thesamepaththrough
consultingtheupstreamroutermap.Therefore,reconstruct-
ing anattackpathneedsfewer packetscomparedwith con-
structinga network path of the samelength in upstream
routermap.ASPPMneedsaroundonethird asmany pack-
etsasFIT to reconstructattackpaths. Partially identi�ed
attackpathsarestill valuablefor DoSdefense.Figure8 de-
pictstherelationshipbetweentheaveragepercentageof the
attackpathbeingreconstructedandthenumberof received
packets.We assumetheattackpathis 15and25hopslong,
respectively. Supposean attackpath is h hopsin length.
If thefurthestrouterbeingidenti�ed by thevictim afterre-
ceiving acertainnumberof packetsis m hopsaway, wesay
that m

h � 100%of the attackpathis reconstructed.When
receiving a small numberof packets(� 100), ASPPMcan
reconstructmorepercentageof attackpaththanFIT.

ASPPMrequiresfewer packetsthanFIT for bothrouter
mapconstructionandattackpathreconstruction.This is be-
causeASPPMneedsonemarkedpacket,insteadof multiple
ones,to determinea routerin thenetworkpath.

5 Discussion

Thereare somelooseendsthat needto be mentioned
aboutourapproach.Wediscussthemostimportantones.

5.1 Backw ard Compatibilit y

Theonebit distanceschememodi�es the TTL valuein
markedpackets.TheTTL modi�cation maycauseapacket
to be droppedprematurelybeforereachingthe destination
or preventroutersfrom discardingpacketsin routingloops.
The study in [6] shows that the one bit distancescheme,
with a carefully selectedTTL replacementconstantc, can
avoid bothof theaforementionedproblems.

ASPPMreusesthefragmentoffset�eld andthemarking
valuein that�eld will beremovedbeforethepacketreaches
thedestination.ThatmaymakeanIP fragmentappearto be
a non-fragmentedIP datagram.ASPPMtries to avoid this
mistakeby discouragingIP fragmenttraf�c in thenetwork.
Whenan edgerouterof an AS supportingASPPMis for-
wardinga packet,if thepacketis an IP fragment(the2nd,
3rd, 4th,7th,and8th lines in Table1), therouterwill drop
thepacketandsendbackan ICMP “fragmentationneeded
andthe DF bit wasset” error messageto the source.The
sourceis thenexpectedto reducethepacketsizefor future
packetsgoing towardthesamedestinationto avoid further
fragmentation.

5.2 Ov erhead

If a markedpacketis destinedto a router, the router
shouldbe able to toleratenonzerovaluesin the fragment
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Figure 5. Number of packets required for map construction.
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Figure 6. Percentage of map construction.

offset �eld of the packet. The marking information will
not reachthe networknot supportingASPPMor the stub
AS partially deployingASPPM. The AS fully deploying
ASPPMneedstoupgradeall routersto toleratenonzeroval-
uesin thefragmentoffset�eld. Upgradingall routersin an
AS may be dif�cult in the initial deploymentphase. We
proposean alternative solution. Supposean AS begins to
deployASPPM.TheAS upgradessomeroutersto support
ASPPM marking algorithm and modi�es all edgerouters
for controllingthedistributionof markinginformation.The
restlegacy routersin theAS networkareunchanged.Those
tracebackenabledroutersandthe edgerouterskeeptrack
of the informationof legacy routers. The edgeroutersre-
move the marking information in the packetsdestinedto
the legacy routers. And the tracebackenabledroutersdo
not markthepacketsdestinedto the legacy routers.In this
way, not all routersin thenetworkneedto be upgradedin
theinitial deploymentphase.

Thereisaclosecooperationbetweenthetracebackproxy
serverandenduser. In theprocessof constructingupstream
routermaps,thetracebackproxyserver needsto keeptrack
of theTCPconnectionsfrom andto its users.In theprocess
of reconstructingattackpaths,thevictim needsto notify the
tracebackproxyserverabouttheattacksignaturesothatthe
tracebackproxy server can reconstructattackpathsbased

onattackpackets.
The edgeroutersof the AS deployingASPPMcontrol

thedistribution of packetmarkinginformation. That intro-
ducessomeoverheadto edgerouters.Becauseedgerouters
only keeptrackof AS-level statusinformationandthesta-
tusof localhosts,theincurredstorageoverheadis scalable.
Moreover, ASPPMdoesnot introduceadditionalprocess-
ing overheadto corerouters.

6 RelatedWork

Motivatedby the increasingfrequency of DoS attacks
anddemandfor Internetforensicanalysis,many IP trace-
backapproacheshavebeenproposed.Basedonthelocation
wherethe networkpath informationis recorded,IP trace-
backapproachescanbeclassi�ed into threecategories:

� packetmarking: the information is recordedin for-
wardedpackets.

� ICMP traceback:theinformationis recordedin router-
generatedICMP packets.

� packetlogging: theinformationis recordedat routers.

Burchetal. [9] mentionedtheideaof IP tracebackbased
onmarkingpackets,eitherprobabilisticallyor deterministi-
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Figure 8. Percentage of attac k path reconstruction.

cally, with theidenti�cation information(e.g.,IPaddresses)
of theroutersthey passthrough.

Savageet al. [3] developedCEFS,a well-known proba-
bilistic packetmarking(PPM)approach.CEFSis an edge
markingscheme.An edgeis encodedastheExclusive OR
(XOR) of the two IP addressesmakingup the edge. The
XOR resultingvalueis furtherdividedinto eightfragments.
Eachmarkedpacketcarriesonefragment,theoffsetof that
fragment,andan integrity veri�cation code(a hashvalue
of IP address)which is for reassemblingthefragmentscor-
rectly at the packetdestination.Songet al. [4] presented
AMS to improve CEFSin two aspects.First, a router is
identi�ed by thehashvalueof its IP address.Thatprovides
�e xibility to encoderouteridenti�cation andto balancethe
tradeoff betweentheef�ciency andaccuracy of attackpath
reconstruction.Second,AMS usesanupstreamroutermap
in placeof the integrity veri�er to check the correctness
of fragmentcombinations.FIT [6] employsnodemarking
schemetoexploit thefull potentialof upstreamroutermaps.
It alsomakesuseof theTTL �eld in IP headerto calculate
thedistanceof a markingrouterfrom thevictim sothatthe
distance�eld in markingspaceis reducedto onebit.

Someresearchworkshave beenconductedon the theo-
reticalaspectof PPMapproaches.Parketal. [7] studiedthe
effectivenessof PPMapproachesin theadversarialcontext

whereattackerscanforge markingvalues.Alder [8] theo-
reticallyanalyzedthetradeoffs betweenthesizeof marking
space,thenumberof attackers,andthenumberof packets
requiredto reconstructattackpaths.

The proposalsof IP tracebackbasedon deterministic
packetmarking (DPM) either abandonthe constrainton
themarkingspace[15] or carryextra assumptions(e.g.,all
ingressroutersaretracebackenabled)[16]. Themajorfea-
sible applicationof DPM is to createa commonpathsig-
naturefor all packetstraversingthe samenetwork route,
for the purposeof �ltering out attacktraf�c at the victim
site[17, 18,19].

Bellovin et al. [1] proposedICMP traceback(iTrace).
The principle idea is that routersselectpacketswith low
probability(1/20,000),andthensendICMP tracebackmes-
sagesincluding the contentsof sampledpacketsandlocal
path information to the samedestinationsas the selected
packets.Mankin et al. [20] introduceda feedbackmecha-
nism into iTrace. With that feedbackmechanism,the vic-
tim is ableto inform routersof its interestto receive ICMP
tracebackmessages.SorouterscancreateandsendICMP
tracebackmessagespurposefullyinsteadof randomly. Bar-
ros [21] suggesteda simpleenhancementto iTraceto ad-
dressDDoSre�ector attacks[22]. Thesuggestionis to let
routersalsosendICMP tracebackmessagesto the sources



of thesampledpackets.
Sager[23] suggestedto realizeIP tracebackwith packet

logging. The main idea is to log packetsat the routers
throughwhich they passand derive network pathsbased
on the logging informationat routers. Historically, packet
logging was thought to be impractical becauseof enor-
mousstoragespacefor packetlogs. Snoerenet al. [2] pre-
sentedhash-basedIP tracebackwhich reducesthe storage
overheadsigni�cantly. Their approachrecordspacketdi-
gests,insteadof packetsthemselves, in a space-ef�cient
datastructure,Bloom �lter [24]. Someenhancementson
hash-basedIP tracebackhave beenproposedto further re-
ducethestorageoverheadof packetdigests[25, 26,27].

7 Conclusion

In this paper, we have presenteda new probabilistic
packetmarking approachfor IP traceback.Our approach
storesthewholerouteridenti�cation within asinglepacket.
Therefore,thereis nocomputationoverheadandfalseposi-
tivesresultingfrom routeridenti�cation fragmentation.Our
approachdoesnot disclosethe IP addressesof the routers
having markedpacketssoasto preserve thecon�dentiality
of ISPnetworks.Our approachcanrestrictthemarkingin-
formationto payingcustomersonly. So it is suitableto be
implementedasa value-addedserviceto createrevenuefor
ISPs.Our approachimprovestheperformanceof IP trace-
backandprovidesincentivesto ISPs.

Oneissuein ourfuturework is thepricingof theIP trace-
backservicebetweenASes.Sincetheprovider AS usually
cannotgettheinformationontheexpenseandearningof its
customerASes,theprovider AS canonly charge a �at fee
for its IP tracebackservice. An overcharged fee may dis-
couragecustomerASesfrom purchasingthe service;and
an underchargedfee may dampenthe passionof provider
AS.
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