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Abstract

Probabilisticpadketmarking(PPM) hasbeenstudiedas
a promisingapptoad to realizelP tracebak. In this pa-
per we proposea new PPM approad that improvesthe
current state of the art in two practical directions: (1) it
improvesthe efciency and accuiacy of IP tracebak and
(2) it providesincentivesfor ISPsto deployIP tracebak
in their networks. Our PPM approacd employsa new IP
headerencodingschemeto stote the whole identi cation
informationof a routerinto a singlepadet. Thiseliminates
the computatioroverheadandfalsepositivesdueto router
identi cation fragmentation. Our apprad doesnot dis-
closethe IP addresseof the routershavingmarkedpadk-
ets, thereby alleviating the ISP's securityconcernof dis-
closingnetworktopology Our approad is ableto contol
thedistribution of markinginformation. Soit is suitableto
beimplementedsa value-addedervicewhich maycreate
revenuefor ISPs. Theefore our PPM approacd improves
the performanceand practicability of IP traceba&.

1 Intr oduction

IP tracebackis a techniquefor tracing the pathsof IP
datagramdack toward their origins. IP tracebackis not
a goal but a meansto defendingagainstdenial-of-service
(DoS) attacks. Identifying the origins of attackpacketsis
the rst stepin makingattackersaccountableln addition,
after guring out the network path which the attacktraf-
¢ follows, thevictim underDoS attackcanapply defense
measuresuch as packet Itering further from the victim
andcloserto the source.Thatimprovesthe ef cacy of de-
fensemeasuresind reduceghe collateraldamageto inno-
centtrafc.

Mary IP tracebackechniqueshave beenproposedl, 2,
3]. Amongthem,the probabilisticpacketmarking (PPM)
approacthasbeenstudiedmostly[3, 4,5, 6,7, 8]. InaPPM
approachtherouterprobabilisticallymarkspacketswith its
identi cation information,andthenthewhole networkpath
is reconstructedby combininga modestnumberof marked
packets.

There are two problemshindering the deploymentof
PPM approachesn the Internet. First, currentPPM ap-
proacheshave limited ef ciency and accurag in tracing
large-scaldaistributedDoS (DDoS) attacks Becausef the
limited markingspacen IP headertheroutersplitsits iden-
ti cation informationinto multiple fragmentsandmarksthe
packetwith oneof thosefragments.Thosefragmentseed
to be reassembledt the destinationto restorethe router
identi cation. In a DDoS attack, the attacktrafc origi-
natesfrom multiple sourcesandthe victim recevesidenti-
cation fragmentdrom multiple routersin differentattack
paths.Thevictim needso verify thecorrectnessf all com-
binationsof fragmentsand reconstructattack pathsbased
on correctfragmentcombinations.The processf combin-
ing routeridenti cation fragmentsand verifying their cor
rectnessncurs computationoverheadon victims andfalse
positivesin reconstructeattackpaths.

The secondproblemis that Internet service providers
(ISPs)lack incentvesto deploy PPM approacheén their
networks. Although someend usersmay clamor for IP
tracebackfor DoS defense,ISPsare reluctantto support
PPMif they cannotsell PPM-basedP tracebackasa ser
vice. Moreover, similar to topology probingtools suchas
traceoute the PPMapproachrevealsthenetworktopology
informationof the ISP supportingit. ISPsgenerallyregard
their networktopologiesascon dential. Soa cautiousISP
wouldnotlike to supportPPM,justlike it blockstraceroute
requests.

In this paper we presentan accurateand securePPM
(ASPPM) approachthat addresseshe abose-mentioned
problems ASPPMidenti es routerswith assignedD num-
bersinsteadf IP addresseASPPMalsoemploysanew IP
headerencodingschemeo storethe completerouteriden-
ti cation informationinto a single packet. In ASPPM, if
a markedpacketis to be forwardedto a customemot pur-
chasinglIP tracebackservice,the marking informationin
the packetwill be removed. Hence, ASPPMis suitableto
bedeployedby ISPsasavalue-addedervice.

Recordinghecompleterouteridenti cation information
within a singlepacketeliminateshe computatioroverhead
andfalsepositiveswhichresultfrom combiningrouteriden-
ti cation fragments.This alsoreduceghe numberof pack-



etsrequiredfor reconstructingttackpathssincea routerin
attackpathcanbederived from just one markedpacketin-
steadof multiple ones.Representingouterswith assigned
ID numbersgnsteadof IP addressepreseresthe con den-
tiality of ISP networks.Providing IP tracebacko usersasa
value-addedervicecreategevenuefor ISPs. Our solution
addressethe need=f bothendusersandISPs.

The restof this paperis organizedas follows. We re-
view PPMapproachem Section2. Section3 describeshe
ASPPMapproachn detail. Section4 evaluateghe perfor
manceof ASPPMthroughmathematicahnalysisandsimu-
lation. Section5 discussesheissuednvolvedin deploying
ASPPM. Section6 surweys relatedwork. Finally we con-
cludeourwork in Section?.

2 Probabilistic PacketMarking

Burch et al. [9] suggestedhe possibility of IP trace-
backbasedon packetmarking. The intuition is to notify
the packetdestinatiorof the networkpathby recordingthe
existenceof therouterson theroute in forwardedpackets.
Onefeasiblepacketmarkingschemas thatthe routerprob-
abilistically markspacketswith its identi cation informa-
tion asthey areforwardedby thatrouter The markingin-
formationoverloadsa rarelyused eld in IP header While
eachmarkedpacketrepresent®nly a small portion of the
pathit hastraversedthewhole networkpathcanberecon-
structedby combininga modesnumberof markedpackets.
This kind of approactis referredto asprobabilisticpacket
marking(PPM) [3].

Becaus®f theprobabilisticnatureof PPM,a packetmay
arrive atthedestinatiorwithouthaving beenmarkedby ary
of the intermediaterouters. Wily attackersareableto “in-
sert” falseroutersinto the network path by sendingpack-
etswith carefully forged marking values. Most PPM ap-
proachegesere a distance eld in the marking spaceto
limit the effect of fake markingvalues. Whena routerde-
cidesto mark a packet,it writes a zero into the distance
eld; otherwisetherouterincrementghedistanceeld us-
ing a saturatingaddition. In this way, ary packetwritten
by the attackemwill have a distancegreaterthanthe length
of the true attackpath. Therefore,it is impossiblefor an
attackerto forge aroutercloserthanthe rst tracebaclen-
abledrouterthroughwhichits packetdave to pass.

In aDDoSattack therearemultiple attackerandtheat-
tacktraf c traversesnultiple pathsbeforeconveming atthe
victim. Thegoalof IP tracebacks to reconstructhe attack
treewhich is rootedat the victim and composedf the at-
tackpathsfrom all of theattackergo thevictim. Therefore,
in orderto track multiple attackerdn a DDoS attack,the
PPM approachneedsa mechanisnto classify the routers
in differentattack paths. Two kinds of schemesare em-
ployedin PPMapproache$o reconstrucattacktrees.One

is edgemarking, the otheris nodemarking supplemented
with a networkmap. In the edgemarkingschemewhich
is usedin CEFS[3] and AMS [4], a markedpacketcar
riestheinformationaboutanedgein the networkpath. An
edgeis representedvith the two routersat eachendof a
link. This schemecandistinguishmultiple attackpathsbe-
causdheedgesn thesamepathcanbejointedtogetherand
theroutersin differentpathsproducedisjoint edges.In the
nodemarking schemewhich is usedin FIT [6], a marked
packetcarriesonly theinformationof anindividual router
Thevictim consultdts upstreamoutermap(atreetopology
rootedat the victim) to discernroutersin differentpaths.

The advantagesof PPM approachesnclude low over
headon routers,no additional network traf c, and sup-
porting incrementaldeployment. However, thereare two
challengesn applyingPPMapproachefor IP tracebackn
practice.

(1) Scalability. CurrentPPM approachesire not scalable
to large-scaleDDoS attacks. Thereis no placein current
IP headedesignatedo storemarkinginformation.To store
markinginformationin anlP optionis notfeasiblebecause
most routershandle packetswith IP optionsvery slowly.
In PPM approachesthe marking information overloadsa
rarely used eld in IP headeri.e., 16-bit IP identi cation
eld. A single packetusuallycannott the identi cation
informationof arouter(e.g.,a32-bitIP addres®r anlIP ad-
dresshashwith similarlength). Theusualsolutionis to split
therouteridenti cation into multiple non-overlappingfrag-
ments.Whena routerdecideso marka packettherouter
randomlyselectsone fragmentand marksthe packetwith
the selectedragmentplusits offsetin the original identi -
cation. Thosefragmentsarereassembledt the recever to
restoretherouteridenti cation. In aDDoSattack theattack
traf ¢ originatesfrom multiple sourcesandthe victim re-
ceivesidenti cation fragmentsrom multiple routersat the
samedistance.Thevictim needdo try all combinationsof
the fragmentsat eachdistancewith disjoint offset values,
checktheir correctnessandthenacceptsorrectones.

Thereare two kinds of schemedo verify the correct-
nessof fragmentcombinations.One schemds to include
an integrity veri cation codein marking values,suchas
a hash[3] or a checksum[5] of routeridenti cation. All
packetamarkedby the sameroutercarry the integrity veri-
cation codeswhich areidenticalor compatiblewith each
other Theotherschemsds to usecandidateroutersetsde-
rived from markingvalues[4, 6]. In this schemethe vic-
tim maintainsanupstreanroutermapandall routersatthe
samedistancefrom the victim in the mapare groupedto-
getheras a candidaterouter set. If a combinationof the
routeridenti cation fragmentsat a distancecorresponds$o
oneelemenin thecandidateoutersetof thesamedistance,
it is acceptedhsvalid.

Neitherschemds 100%accuratemoreor less,in veri-



fying the correctnessf fragmentcombinationd3, 4, 5, 6].
Falsepositive fragmentcombinationsntroducenoneistent
routersin reconstructedttackpaths. In addition,the pro-
cessof combiningrouteridenti cation fragmentsandveri-
fying their correctnesincurscomputationoverheadon the
victim. Themoretheattackersn aDDoSattack,thehigher
thecomputatioroverheadandthe morethe numberof false
positives. Hence,routeridenti cation fragmentationpre-
vents PPM approachedrom being scalableto large-scale
DDoSattacks.
(2) Incentives. ISPslack incentivesto deploy PPM ap-
proachesn their networks.In general|SPsarenot willing
to supporianew protocolthatcannotesoldasaservice.lP
tracebaclkaccelerategictim's reactionto DoS attacksand
improvesthe ef cacy of DoS defensemeasuresAlthough
somecustomersnay clamorfor IP tracebackit is not easy
for ISPsto offer PPM-basedP tracebaclasa value-added
serviceto createbene t. Sinceit is unrealisticto maintain
per o w stateat routers,the routerssupportingPPM have
to mark eachforwardedpacketwith sameprobability, dis-
regardingwhetherthe packetdestinationis paying for IP
tracebackservice. ISPsneeda mechanisnto restrictthe
useof IP tracebaclserviceonly to payingcustomers.
More importantly ISPswould not like to disclosethe
detailsof their networksbecauseof securityconcerns.In
currentPPM approachegshe routermarkspacketswith its
IP addres®r relatedvarianty(e.g.,hashof IP address)Any
dedicatedndsystemcanconstrucianupstreanroutermap
andderivethelP addressesf thoseroutersin themapbased
on the markinginformationin receved packets.Attackers
may utilize thatmappingfeatureto setISP's routersastar-
gets.

3 ASPPM Approach

The accurateand securePPM (ASPPM) approachis a
node marking scheme. The end systemmaintainsan up-
streamrouter map using the packetmarking information
collectedduring peacetime. Sameas previous PPM ap-
proachesASPPMreseresa distanceeld in the marking
spaceto dealwith fake markingvalues.Although ASPPM
is similar to FIT [6] in someaspectsASPPM employsa
differentmarkingalgorithmanddeploymenschemeo im-
prove IP tracebaclperformanceindappeato ISPs.

First, ASPPMdoesno longeridentify routersby their IP
addressesr relatedvariants. Instead the identi cation of
arouterconsistof two parts,its autonomousystem(AS)
numberandanID numbermniquelyassignedvithin the AS.
Hence anendsystemcannotinfer routerlP addresseSom
the markingvaluesin receved packets.Thatalleviatesthe
ISP's securityconcerrof disclosingnetworktopology

SecondASPPMstoregheentireidenti cation informa-
tion of arouterin asinglepacket.Thereforetherouterdoes

not needto split its identi cation informationinto multiple
fragments. This eliminatesthe computationoverheadand
falsepositivesdueto routeridenti cation fragmentationlt
alsoreducegshenumberof packetgequiredfor reconstruct-
ing attackpathssinceonly onemarkedpacketis enoughto
identify arouterin attackpath.

Third, our marking algorithm facilitates distinguishing
markedpacketsandthe unmarkedpacketsoriginatedfrom
legitimate users. That featurehelpsto lter out noisedur
ing mapconstructiorprocessandimprovestheaccurag of
upstreanroutermap.

Last,ASPPMcanrestrictpacketmarkinginformationto
interesteccustomernly. A networkservicewhich canbe
restrictedto a subsef customerss suitableto be offered
asavalue-addedervice.SolP tracebaclbasedbn ASPPM
cancreaterevenuefor ISPsasavalue-addedervice.

3.1 Packet Marking

In PPM approachesthe routerssupportingPPM mark
packetsand reconstructedattack paths are composedof
only thosetraceba& enabledrouters. Sowe amguethat it
is enoughfor PPM approacheso identify only traceback
enabledroutersinsteadof all routersin the Internet. In
ASPPM, eachtracebackenabledrouter hasa nonzerol3-
bit ID numberwhich is uniquely assignedwithin its AS.
Nonzero 13-bit numbersare sufcient to represent8191
routers.Sinceonly tracebaclenabledoutersneediD num-
bers,13 bits areenoughfor ary AS providedthatthereare
no morethan8191tracebaclenabledoutersin the AS. An
ASisidenti ed by its globaluniquel6-bitAS number Soa
tracebaclenabledouteris identi ed by its AS numberand
its ID numberwithin the AS.

We borrow the one bit distanceschemefrom FIT [6].
One bit in the marking spaceis resered as the distance
eld. Whena routerdecidesto mark a packet,the router
replaceghe veleastsigni cant bitsof theTTL eld in the
packetwith a global constantc, and copiesthe sixth least
signi cant bit of the TTL eld to the 1-bit distanceeld of
thepacket.TheTTL eld is decrementetdy oneeachtime
the packetis forwardedby a router The packetdestination
cancalculatethe hop countsfrom the routerwhich marked
the packetbasedonthe TTL valueanddistanceeld value
in the packetaswell astheconstant. For every forwarded
packet.the routercalculatesa markingpredicatebasedon
the TTL value, distance eld value, and constantc. The
marking predicatewill be true if the packethasnot been
markedor thepast32hops.If themarkingpredicatdstrue,
the router will mark the packetdeterministically Other
wise, therouterwill markthe packetprobabilistically The
purposeof the marking predicate similar to the saturating
additiononthedistanceeld in otherPPMapproachess to
preventattackerdrom forging a routercloserthanthe rst
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Figure 1. Encoding marking information into
IP header.

tracebaclenabledouterin theattackpath.Wereferreaders
to [6] for details.

In ASPPM,the markingvalue consistsof 29-bit router
identi cation (16-bit AS numberand13-bitrouterID num-
ber) and 1-bit distancevalue. Figure 1 depictshow the
marking information ts into IP header The AS number
overloadsthe IP identi cation eld, the distancebit over
loadsthe unusedag bit next to the IP identi cation eld,
and the router ID number overloadsthe fragment offset
eld.

Sameasall other PPM approachesASPPMreuseghe
IP identi cation eld which is designatedor IP fragmen-
tation. Measuremenstudiesshav thatlessthan 0.25% of
packetsare fragmentedn the Internet[10]. Ref. [3] dis-
cusseghe backwardcompatibility issuesof reusingthe IP
identi cation eld. ASPPMalsoreusegheresered ag bit
for packetmarking,assuggestedh [11]. Becausehefrag-
mentoffset eld becomesneaninglesgvhenthelP identi -
cation eld is usedfor thepurposeotherthanlP fragmenta-
tion, it hasbeenproposedo reusethe fragmentoffset eld
for packetmarking[12, 13]. Sincethe destinatiorregards
the IP datagramwith a nonzerovaluein the fragmentoff-
set eld asanlP fragmentreusingthefragmentoffset eld
may causethe destinationhostto confusemarkedpackets
with IP fragments.Additional mechanismsrerequiredto
avoid thiskind of confusion.In ASPPM,themarkinginfor-
mationin the fragmentoffset eld of a markedpacketwill
beremoved beforethe packetarrivesat the destination For
anenduserinterestedn IP tracebackaspeci c seneroper
atedby theuseritself or its ISPinterceptsaandprocessethe
markinginformation.We will discusghisissuethoroughly
in Section3.2.

Theroutermarkspacketswith a global certainprobabil-
ity g. Whenarouterdecidego marka packetbesidesstor
ing its identi cation informationin the packetand setting
thedistanceeld, therouteralsosetsDon't Fragmen{DF)
ag to be 1 andMore Fragment{MF) ag to be 0. Fig-
ure 2 describegshe markingalgorithm. We omit the details

For eachpacketp

letr bearandomnumberfrom [0,1)

calculatethemarkingpredicateQ

IFr < gORQ =trueTHEN
p.identi cation := AS number
p.fragmentoffset:= router|D number
p.DF:=1
p-.MF:=0
setthedistancebit andTTL eld accordingly

Figure 2. Packet marking algorithm at trace-
back enabled routers.

of the distancemanipulationprocedurewhich is identical
with FIT.

The purposeof settingthe DF andMF ags is two fold.
First, settingthe DF ag preventsthe markedpacketfrom
beingfragmentedlownstreanfrom the markingrouter So
the markinginformationwill notberemaoved. Secondset-
ting the DF and MF ags helpsthe packetdestinationto
distinguishmarkedpacketsandthe unmarkedpacketsorig-
inated from legitimate users. In ASPPM, a packetis re-
gardedasa markedpacketif its DF ag is 1, MF ag is 0,
andfragmentoffset eld hasanonzerovalue.Thisfunction
reduceghefalsepositivesin the upstreanroutermap. We
will describehedetailsin Section3.3.

3.2 Deployment

ASPPMis deployedwithin individual ASes.Someor all
routersof anAS areenhancedo supportASPPMmarking
procedureandall edgeroutersarein chage of thedistribu-
tion of packetmarkinginformation. The markinginforma-
tion canonly reachthe customergayingfor IP traceback
service. If edgeroutersforward a markedpacketto a cus-
tomernetworkor a local hostwhich doesnot purchasdP
tracebackservice,edgerouterswill resettheidenti cation
eld andfragmentoffset eld to remove the markinginfor-
mationin the packet.

Figure 3 describeghe forwardingprocedureat the edge
routersof ASesdeployingASPPM.SupposanAS, sayA,
supportsASPPM and one of its edgerouters,r, forwards
a markedpacketp. If packetp is destinedto a local host
which is not payingfor IP tracebackservice,the marking
informationin packetp will beremoved;if p is destinedo
a local hostwhich is payingfor IP tracebackservice,the
markinginformationwill remainin the packet.If packetp
is beingforwardedto a customemetworkof A, the mark-
ing informationin packetp will be remaved or unchanged,
dependingon whetherthe customemetwork purchases$P
tracebackservice. If packetp is beingforwardedto a peer



For eachmarkedpacketp
letN bethenext hopnetwork
let D bethedestinatiometworkof p
let d bethedestinatiorhostof p
IF D isthecurrentAS THEN
IF d purchase¢P tracebaclserviceTHEN
forwardp
ELSE
remove markinginformation
forwardp
IF N is acustomemetworkTHEN
IF N purchase$P tracebaclserviceTHEN
forwardp
ELSE
remove markinginformation
forwardp
IF N is apeeror provider network THEN
IF D supportsASPPMTHEN
forwardp
ELSE
remove markinginformation
forwardp

Figure 3. Packet forwarding algorithm at edge
routers of AS deploying ASPPM.

or provider network, routerr will checkwhetherthe des-
tination network of p supportsASPPM. If the destination
networkdoesnotsupportASPPM,the markinginformation
will beremored. Otherwise the markinginformationwill
remain.

We proposeo utilize BGP protocolasthevehicleto dis-
tributethe ASPPMdeploymeninformationin AS level. So
ASeswill know the existenceof remote ASessupporting
ASPPM.EachAS deployingASPPMad\ertisedts support
to ASPPMin a BGP attributein the networkroute adwer
tisement. Only onebit is enoughto representhe ASPPM
deploymenstatus We proposeo utilize the communityat-
tributein BGP to carry the ASPPMdeploymentstatusbit.
The communityattributeis 32 bits in length. The commu-
nity attributeis transitive andoptional,which meanghatif
arouterdoesnotunderstandomenen communityvalue,it
will still forwardthevalueto next hop.

For endusersthatareinterestedn IP tracebaclservice,
we proposdo usetracebak proxyserverg TPS)to process
packetmarkinginformation. The TPSinterceptghe mark-
ing valuesin packetseforethey reachthe endusers.The
TPSconstructghe upstreanroutermapduring peacdime,
and reconstructsattack pathsuponthe requestof the end
userunderDoSattack.Therearetwo possibldocationsfor
the TPS.Oneis at ISP side (e.g., be co-locatedwith ISP
edgerouters),the otheris at userside (e.g.,resideon end

Transit AS

Stub AS

€3 edge router supporting ASPPM

‘ edge router not supporting ASPPM
?l traceback proxy server (TPS)

[ end system

Figure 4. ASPPM deployment. Transit AS A
and stub AS B fully deploy ASPPM. All edge
routers in ASes of A and B support ASPPM.
Stub AS C partially deploys ASPPM. In AS
C, only the edge router connected with AS A
suppor ts ASPPM.

user rewalls). ISPsmay chage morein the former case
sincelSPsdedicatemoreresourcegor servingendusers.

If astubAS hasonly a few end usersinterestedn IP
tracebackservice,upgradingall its edgeroutersto support
ASPPMmay not be desirable. We proposean alternatve
deploymentschemeso that ASPPM can be partially de-
ployedin a stubAS in returnfor modestperformancede-
crease.The stubAS only needgo upgradethe edgerouter
connectedwith its provider AS andinstalla TPSco-located
with thatedgerouter The edgerouterremovesthe marking
valuesin all packetsxceptthosedestinedo the endusers
paying for IP tracebackservice. The TPS interceptsand
processethe markingvaluesin the packetdestinedo the
enduserspayingfor IP traceback.A stubAS partially de-
ploying ASPPMcannottraceDoS attacksoriginatedwithin
its network. Figure4 illustratesthe deploymenof ASPPM
in AS level.

Each AS deploying ASPPM chages a fee to its cus-
tomers(networksor end users)who are interestedin re-
ceiving packetmarkinginformation. Thatonly payingcus-
tomerscan get the marking information reducesthe at-
tackers chanceo getthatinformationto infer ISP network



# | DF | MF | Offset | Meaning

1 0 0 0 unmarkedpacketfragmentatiorallowed

2 0 0 >0 lastfragment

3 0 1 0 rst fragment

41 0 1 >0 intermediatdragment

5 1 0 0 unmarkedpacketfragmentatiomot allowed
6 1 0 >0 markedpacket

7 1 1 0 improbable

8 1 1 >0 improbable

Table 1. Meaning of combinations.

topologies. It is possiblefor attackersto manageto get
the markinginformation,for example,throughpurchasing
IP tracebackserviceor perpetratingnan-in-the-middleat-

tacks. But attackersannotderive router|P addresseffom

packetmarking information sincethe routeridenti cation

doesnot reveal IP addressesUsually, an ISP which is se-
cretive aboutits topologyinformationis not willing to re-

spondto networktopologyprobingsuchastraceoute So

it isimpossiblefor attackerdo maprouteridenti cationsto

IP addressessingthosetools.

3.3 Map Construction

Tracebaclproxy seners(TPS)makeuseof packetmark-
ing informationto constructupstreanrouter mapsduring
peacetime. The packetsin the sameTCP connectionare
viewed as traversing the samenetwork path. Hence,the
marking informationin thosepacketsis usedto construct
the network path. This idea was originally proposedin
FIT [6]. Themarkingalgorithmemployedin ASPPMim-
provestheef ciency andaccurag of mapconstructiompro-
cedure.

In FIT, the routeris identi ed by a hashof its IP ad-
dressand eachmarkedpacketcarriesa fragmentof the
hash. After collectingenoughdifferentidenti cation frag-
mentsfrom arouterat a particulardistancetheendsystem
needgo scanthroughthe whole IP addresspaceo gure
outthe IP addres®f thatrouter Although someoptimiza-
tions might be appliedto this procesge.g.,consideronly
A, B, andC classIP addressesyr storeall IP addresses
a list indexed by their hashvalues),this mappingprocess
still imposescomputatioror memoryoverheadn endsys-
tems. Moreover, a packetmay traversethe networkwith-
out beingmarkedby routers. Packetrecevers cannotdis-
tinguish markedpacketsand unmarkedpackets. The end
systemregardsthe randomvaluesin the marking eld of
unmarkedpacketsaasthe markinginformationfrom routers
anduseghemto construcupstreanmmoutermaps.Thoseun-
markedpacketsntroducenonistentroutersin constructed
upstreanroutermaps.

In ASPPM,routersarerepresenteés|D numbersand
one markedpacketcontainsthe completerouter identi -

cation. One markedpacketunambiguouslyindicatesthe
router having markedthat packet. In addition, a marked
packetand an unmarkedpacketoriginatedfrom a legiti-

mate userare distinguishabldn ASPPM.If a packethas
beenmarkedby a router, its DF bit is 1, MF bit is 0, and
fragmentoffset eld hasa nonzerovalue. It is unlikely
that this settingappearsn an unmarkedpacketoriginated
from legitimate users. An IP datagranwith DF ag be-
ing 1 will not befragmentedvhile traversingthe network.
Whenthe routerfragmentsan IP datagram(its DF ag is
0), the DF ag will notbechanged14]. It is unlikely that
hostssendan IP fragmentwith DF ag setasl. Tablel

liststhecombination®f all possiblevaluesof thefragment
ags andfragmentoffset eld. Therefore,almostall un-
markedpacketsriginatedfrom legitimateuserscanbedis-
tinguishedfrom markedpackets.During mapconstruction
processtheTPScan lter outmostunmarkedacketdrom

legitimateuserstherebyreducingthe falsepositive routers
in upstreanroutermaps.

3.4 Attac k Path Reconstruction

Whenhaving detecteda DoS attack,the victim informs
its TPSto reconstrucattackpathshasednthe markingin-
formationin attackpackets. The marking valuein a sin-
gle packetreveals the identi cation of the router having
markedthat packetandits distancefrom the victim. Given
thisinformation,aroutercanbe pinpointedin the upstream
routermap easily Pinpointinga routerin the map deter
minesall downstreanroutersin the networkpathfrom that
router to the victim, so the processof attack path recon-
structionis generallyfasterin nodemarkingschemeghan
edgemarkingschemesReceving markedpacketsrom all
downstreanroutersin anattackpathmakeghevictim more
con dentaboutthecorrectnessf the path. Requiringfewer
packetdo reconstrucattackpathsmeanghatthevictim can
reactto DoS attacksmorequickly.

Dependingon the reaction after reconstructingattack
paths, the victim may or may not needto contactASes
to maprouteridenti cations to IP addresseslf the victim
wantsto setup packetlters atsomeremoteroutersto rate-
limit attacktraf c, thevictim justinformsappropriateASes
aboutthe ID numbersf therouters.In thiscasethereis no
needto maprouteridenti cationsto IP addresses.

4 Evaluation
4.1 Analysis

Givena PPM approachwe assumeahe marking proba-
bility atroutersis g andtherouteridenti cation is divided
into k fragments. Supposein a DDoS attack, the attack
traf c traversesm distinctroutersat a speci c distanced.



In otherwords,therearem routerswhich ared hopsawvay

fromthevictim in theattacktree. Therewill bem* possible
combination®f fragments Amongthem,m combinations
arecorrect,andtherest(m® ~m) combinationsareincor-

rect. The computationoverheadof combiningthosefrag-

mentsandverifying their correctnesis boundedy O(mk).

Givenaveri cation schemelet p bethe probability of ac-
ceptinganarbitraryfragmentcombinationascorrect. Then
the probability thattherearefalse positive combinationsat

distancd is:

f=1 @ p™ ™

In ASPPM,the completerouteridenti cation is stored
into a singlepacket. Thatis, k = 1. Therefore the com-
putationoverheadof combiningidenti cation fragmentss
boundedy O(m) andthe probabilityof falsepositive com-
binationsf = 0. ASPPMdoesnhot generatdalsepositive
routersin the procesf reconstructingttacktrees.

4.2 Simulation

Throughsimulation,we studythe numberof packetse-
quired by ASPPM in (1) upstreamrouter map construc-
tion and (2) attack path reconstruction. We simulatethat
packetstraversenetwork pathsof differentlength and all
routersin the network path mark packetswith the same
probability. We set the marking probability to be 0.04,
which is usedin most simulationwork on previous PPM
approache$3, 4, 6]. We conduct1000testrunsfor each
settingof parametersi-or comparisorpurposee perform
a similar simulationfor FIT. We assumeéhat FIT needs3
markedpacketgo identify a markingrouter Thatnumber
is thesmallestoneusedin FIT [6].

Figure 5 shavs the meanand 95th percentilefor the
numberof packetsrequiredto constructa networkpathin
upstreanroutermap. The numberof packetsrequiredin
ASPPMis aroundonethird of thatin FIT. Map construction
is basednthepacketgecevedfromthesamerCPconnec-
tion. We cannotalwaysexpectto receve enoughpacketdor
constructinghe entire networkpathbeforea TCP connec-
tion is closed. Figure 6 depictsthe averagepercentagef
the networkpathbeingconstructedjivena certainnumber
of packets.In the simulation,we setthelengthof network
pathto be 15and25 hops,respectiely. Consideranetwork
pathwhichis h hopsin length.If theendsystemconstructs
thenearesh consecutie routersin the pathafterreceving
a certainnumberof packetswe saythat & 100%o0f the
pathis constructed Whenthe numberof receved packets
is small( 200),ASPPMcanconstructmorepercentagef
networkpaththanFIT.

Figure 7 shavs the meanand 95th percentilefor the
numberof packetsrequiredto reconstructan attackpath.
After identifying a routerin an attackpath,the victim can

determineall downstreanroutersin the samepaththrough
consultingheupstreanroutermap. Thereforereconstruct-
ing anattackpathneeddewer packetscomparedvith con-
structinga network path of the samelength in upstream
routermap. ASPPMneedsaroundonethird asmary pack-
etsasFIT to reconstructattackpaths. Partially identi ed
attackpathsarestill valuablefor DoSdefenseFigure8 de-
pictstherelationshipbetweerthe averagepercentagef the
attackpathbeingreconstructe@ndthe numberof receved
packets We assumehe attackpathis 15 and25 hopslong,
respectrely. Supposean attackpathis h hopsin length.
If thefurthestrouterbeingidenti ed by the victim afterre-
ceiving a certainnumberof packetds m hopsaway, we say
that = 100%of the attackpathis reconstructed\When
receving a small numberof packets( 100), ASPPMcan
reconstructmorepercentagef attackpaththanFIT.

ASPPMrequiresfewer packetghanFIT for bothrouter
mapconstructiorandattackpathreconstructionThisis be-
causeASPPMneedsonemarkedpacketjnsteadf multiple
onesto determinearouterin the networkpath.

5 Discussion

Thereare someloose endsthat needto be mentioned
aboutour approachWe discusghe mostimportantones.

5.1 Backward Compatibilit vy

The onebit distanceschememodi es the TTL valuein
markedpacketsThe TTL modi cation may causea packet
to be droppedprematurelybeforereachingthe destination
or preventroutersfrom discardingpacketsn routingloops.
The studyin [6] shows that the one bit distancescheme,
with a carefully selectedT TL replacementonstantc, can
avoid bothof theaforementionegroblems.

ASPPMreuseghefragmentoffset eld andthe marking
valuein that eld will beremoredbeforethe packetreaches
thedestinationThatmaymakean|P fragmentappeato be
a non-fragmentedP datagram.ASPPMtriesto avoid this
mistakeby discouragindP fragmenttraf ¢ in the network.
Whenan edgerouterof an AS supportingASPPMis for-
wardinga packet,if the packetis an IP fragment(the 2nd,
3rd, 4th, 7th, and8th linesin Table 1), the routerwill drop
the packetand sendbackan ICMP “fragmentationneeded
andthe DF bit wasset” error messageo the source. The
sourceis thenexpectedto reducethe packetsizefor future
packetgyoing towardthe samedestinatiorto avoid further
fragmentation.

5.2 Overhead

If a markedpacketis destinedto a router the router
shouldbe able to toleratenonzerovaluesin the fragment
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offset eld of the packet. The marking information will
not reachthe network not supportingASPPM or the stub
AS partially deploying ASPPM. The AS fully deploying
ASPPMneeddo upgradeall routersto toleratenonzeroval-
uesin thefragmentoffset eld. Upgradingall routersin an
AS may be dif cult in the initial deploymentphase. We
proposean alternatve solution. Supposean AS beagins to
deployASPPM.The AS upgradesomeroutersto support
ASPPM marking algorithm and modi es all edgerouters
for controllingthedistributionof markinginformation. The
restlegag routersin the AS networkareunchangedThose
tracebackenabledroutersandthe edgerouterskeeptrack
of theinformation of legag routers. The edgeroutersre-
move the marking informationin the packetsdestinedto
the legag routers. And the tracebackenabledroutersdo
not markthe packetdestinedo the legag routers.In this
way, not all routersin the networkneedto be upgradedn
theinitial deploymenphase.

Thereis aclosecooperatiorbetweerthetracebaclproxy
senerandenduser In theproces®f constructingupstream
routermaps thetracebackproxy sener needgo keeptrack
of the TCP connectiongrom andto its users.In theprocess
of reconstructingttackpathsthevictim needdo notify the
tracebaclproxy senerabouttheattacksignaturesothatthe
tracebackproxy sener can reconstructattack pathsbased
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on attackpackets.

The edgeroutersof the AS deploying ASPPM control
thedistribution of packetmarkinginformation. Thatintro-
ducessomeoverheado edgerouters.Becausesdgerouters
only keeptrack of AS-level statusinformationandthe sta-
tusof local hosts theincurredstorageoverheads scalable.
Moreover, ASPPM doesnot introduceadditionalprocess-
ing overheado corerouters.

6 RelatedWork

Motivatedby the increasingfrequeng of DoS attacks
anddemandfor Internetforensicanalysis,mary IP trace-
backapproachebave beenproposedBasedonthelocation
wherethe network pathinformationis recorded P trace-
backapproachesanbeclassi edinto threecateories:

packetmarking: the informationis recordedin for-
wardedpackets.

ICMP tracebacktheinformationis recordedn router
generatedCMP packets.

packetiogging: theinformationis recordedatrouters.

Burchetal. [9] mentionedheideaof IP tracebaclbased
on markingpacketsegitherprobabilisticallyor deterministi-



Arithmetic Mean

Number of packets

100

XXX
,><—><~><—><>‘>¢><’><

VRV el
X%%X—%X—)@)«X»X»X%*%%X XX
I

Il Il Il Il Il
0 5 10 15 20 25 30
Path length

0

95th Percentile

900
AT

800 | ASPPM ---x---

Number of packets

100 [y e ¢ 56 50 36 XXX 7

0 L L L L L L
0 5 10 15 20 25 30

Path length

Figure 7. Number of packets required for attack path reconstruction.

Path Length = 15

1 - > O
c 09 x E
S o8| |
k) L i
o 07F
g 06! E
c i
@ 0.5 f‘g *
g 04 |
g 03 |
I |
g 0.2 B
< 01 I FIT —

: ASPPM ---x---

0 Il Il Il

0 100 200 300 400

Number of packets

Path Length = 25

1 N g r o
£ 09 - e
S 08! |
G L i
s 07
g 06 g
c |
@ 057’; B
8 oaf g
S o3 |
I |
g 0.2 - B
< oaf T ——
: ‘ ‘ ‘ ASPPM —x—
0 100 200 300 400 500 600

Number of packets

Figure 8. Percentage of attack path reconstruction.

cally, with theidenti cation information(e.qg.,IP addresses)
of theroutersthey passthrough.

Savageet al. [3] developedCEFS,a well-known proba-
bilistic packetmarking (PPM) approach.CEFSis anedge
markingscheme An edgeis encodedasthe Exclusive OR
(XOR) of the two IP addressemaking up the edge. The
XOR resultingvalueis furtherdividedinto eightfragments.
Eachmarkedpacketcarriesonefragment.the offset of that
fragment,and an integrity veri cation code (a hashvalue
of IP addressyvhichis for reassemblinghe fragmentsor
rectly at the packetdestination. Songet al. [4] presented
AMS to improve CEFSin two aspects.First, a routeris
identi ed by the hashvalueof its IP addressThatprovides
e xibility to encoderouteridenti cation andto balancehe
tradeof betweernthe ef ciency andaccurag of attackpath
reconstructionSecond AMS usesanupstreanroutermap
in place of the integrity veri er to checkthe correctness
of fragmentcombinations.FIT [6] employsnodemarking
schemeo exploit thefull potentialof upstreanroutermaps.
It alsomakesuseof the TTL eld in IP headeto calculate
thedistanceof a markingrouterfrom the victim sothatthe
distanceeld in markingspaces reducedo onebit.

Someresearchworks have beenconductedn the theo-
reticalaspecof PPMapproacheark etal. [7] studiedthe
effectivenesof PPM approache@ the adwersarialcontext

whereattackerscanforge markingvalues. Alder [8] theo-
retically analyzedhetradeofs betweerthe sizeof marking
spacethe numberof attackersandthe numberof packets
requiredto reconstrucattackpaths.

The proposalsof IP tracebackbasedon deterministic
packetmarking (DPM) either abandonthe constrainton
the markingspacg15] or carry extra assumptionge.g.,all
ingressroutersaretracebaclenabled]16]. The majorfea-
sible applicationof DPM is to createa commonpathsig-
naturefor all packetstraversingthe samenetwork route,
for the purposeof Itering out attacktrafc at the victim
site[17, 18,19].

Bellovin et al. [1] proposedICMP traceback(iTrace).
The principle ideais that routersselectpacketswith low
probability(1/20,000) andthensend CMP tracebacknes-
sagesdncluding the contentsof sampledpacketsandlocal
path informationto the samedestinationsas the selected
packets.Mankin et al. [20] introduceda feedbackmecha-
nisminto iTrace. With that feedbackmechanismthe vic-
tim is ableto inform routersof its interestto receive ICMP
tracebackmessagesSorouterscancreateandsendICMP
tracebackmessagepurposefullyinsteadof randomly Bar-
ros [21] suggestea simple enhancemerto iTraceto ad-
dressDDoSre ector attacks[22]. The suggestions to let
routersalsosendICMP tracebackmessageto the sources



of thesampledpackets.

Sagerf23] suggestedb realizelP tracebackvith packet
logging. The main ideais to log packetsat the routers
throughwhich they passand derive network pathsbased
on the logging informationat routers. Historically, packet
logging was thoughtto be impractical becauseof enor
mousstoragespacefor packetlogs. Snoereret al. [2] pre-
sentedhash-basedP tracebackwhich reducegshe storage
overheadsigni cantly. Their approachrecordspacketdi-
gests,insteadof packetsthemseles, in a space-etient
datastructure,Bloom lter [24]. Someenhancementsn
hash-basetP tracebackhave beenproposedo furtherre-
ducethe storageoverheadf packetdigestd25, 26, 27].

7 Conclusion

In this paper we have presenteda new probabilistic
packetmarking approachor IP traceback. Our approach
storeghewholerouteridenti cation within a singlepacket.
Thereforethereis no computatioroverheadandfalseposi-
tivesresultingfrom routeridenti cation fragmentationOur
approachdoesnot disclosethe IP addressesf the routers
having markedpacketssoasto presere the con dentiality
of ISP networks.Our approactcanrestrictthe markingin-
formationto payingcustomernly. Soit is suitableto be
implementedchsa value-addederviceto createrevenuefor
ISPs. Our approachimprovesthe performancef IP trace-
backandprovidesincentivesto ISPs.

Oneissuein ourfutureworkis thepricing of thelP trace-
backservicebetweenASes. Sincethe provider AS usually
cannotgettheinformationon theexpenseandearningof its
customerASes,the provider AS canonly chage a at fee
for its IP tracebackservice. An overchaged fee may dis-
couragecustomerASesfrom purchasingthe service;and
an underchaged fee may dampenthe passionof provider
AS.
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