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Abstract

The use of cryptographic hash functions like MD5 or SHA for messageauthentication has
becomea standard approach in many Internet applications and protocols. Though very easyto
implement, thesemechanismsare usually basedon ad hoc techniquesthat lack a soundsecurity
analysis.

We present new constructions of messageauthentication schemesbasedon a cryptographic
hash function. Our schemes,NMA C and HMA C, are proven to be secureas long as the un-
derlying hash function has somereasonablecryptographic strengths. Moreover we show, in a
quantitativ e way, that the schemesretain almost all the security of the underlying hashfunction.
In addition our schemesare e±cient and practical. Their performanceis essentially that of the
underlying hash function. Moreover they usethe hash function (or its compressionfunction) as
a black box, so that widely available library code or hardware can be used to implement them
in a simple way, and replaceability of the underlying hash function is easily supported.

¤Department of Computer Science& Engineering, Mail Code 0114, Univ ersity of California at San Diego, 9500
Gilman Driv e, La Jolla, CA 92093. Email: mihir@cs.ucsd.edu . http://www-cse.ucsd.edu/users/mihir .

y IBM T.J. Watson Research Center, PO Box 704, Yorktown Heights, New York 10598. Email: canetti@
watson.ibm.com. Work done while author was at MIT, supported by a post-doctoral grant from the Rothschild
Foundation.

zIBM T.J. Watson Research Center, PO Box 704, Yorktown Heights, New York 10598. Email:hugo@watson.ibm.
com.

1



Con ten ts

1 In tro duction 3
1.1 Authenticit y and MACs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 MACing with cryptographic hash functions . . . . . . . . . . . . . . . . . . . . . . . 3
1.3 This work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.4 A closer look . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.5 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Basic Notions 6
2.1 MACs and their security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.2 Cryptographic Hash Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

3 Key ed Hash Functions 9

4 The Nested Construction NMA C 10
4.1 The function NMA C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
4.2 Security analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

5 HMA C: A ¯xed IV varian t 13
5.1 The function HMA C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
5.2 Security of HMA C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
5.3 Implementation considerationsfor HMA C . . . . . . . . . . . . . . . . . . . . . . . . 14

6 A ttac ks and Comparison to other Prop osals 15

2



1 In tro duction

1.1 Authen ticit y and MA Cs

Verifying the integrit y and authenticit y of information is a prime necessity in computer systems
and networks. In particular, two parties communicating over an insecurechannel require a method
by which information sent by oneparty can be validated asauthentic (or unmodi¯ed) by the other.
Most commonly such a mechanism is basedon a secret key shared between the parties and takes
the form of a MessageAuthentication Code (MA C). (Other terms used include \In tegrit y Check
Value" or \cryptographic checksum"). In this case,when party A transmits a messageto party B ,
it appends to the messagea value called the authentication tag, computed by the MAC algorithm
asa function of the transmitted information and the sharedsecretkey. At reception, B recomputes
the authentication tag on the received messageusing the samemechanism (and key) and checks
that the value he obtains equals the tag attached to the received message. Only if the values
match is the information received consideredas not altered on the way from A to B .1 The goal
is to prevent forgery, namely, the computation, by the adversary, of a message(not sent by the
legitimate parties) and its corresponding valid authentication tag. A precisede¯nition of MACs
and their security is in Section 2.

1.2 MA Cing with cryptographic hash functions

MACs have most commonly beenconstructed out of block ciphers like DES. (The most popular in
this genre is the CBC MAC, analyzed in [BKR , PV1].) More recently , however, there has beena
surgeof interest in the idea of constructing MACs from cryptographic hashfunctions like MD5 [Ri]
and SHA-1 [SHA]. This is particularly visible in the Internet communit y, wherethe development of
security protocols has led to the needfor simple, e±cient, and widely available MAC mechanisms.

It is easyto seewhy peoplewant to MAC with cryptographic hash functions: the popular hash
functions are faster than block ciphers in software implementation; thesesoftware implementations
are readily and freely available; and the functions are not subject to the export restriction rules of
the USA and other countries. The more di±cult question is how best to do it. Thesehashfunctions
were not originally designedto be used for messageauthentication. (One of many di±culties is
that hash functions are not keyed primitiv es,ie. do not accommodate naturally the notion of secret
key.) So special care must be taken in using them to this end. In particular, although many
constructions have beenproposed,they lack a sound and realistic security analysis. Thus there is
a need for constructions which maintain the e±ciency of the hash functions but are backed by a
more rigorous analysis of their security. This is what we provide.

Section 1.5 describessomebackground and previous work on this subject. We now proceedto
describe our work.

1.3 This work

In this paper we present two (related) new schemes,NMA C (the Nestedconstruction) and HMA C
(the Hash basedmac). They can utilize any cryptographic hash function of the iterated type, and
enjoy several attractiv e security, e±ciency, and practicalit y features.

Security. Our constructions enjoy a formal security analysis that relates the security of the new
functions to basicpropertiesof the underlying hashschemes,like their resistanceto collision ¯nding.

1 More generally, MA C schemescan involve the use of state information (e.g., a counter), use random nonces,or
apply other mechanisms than just appending a tag. For concretenesswe stick for now to simple MA Cs.
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Our analysisconsidersany genericattack on MAC schemes(rather than showing security against a
partial list of possibleattacks) and shows that such an attack succeedsonly if the underlying hash
function is weak. Moreover, this relation betweenthe assumedproperties of the hash function and
the security of the resultant MAC mechanism can be tightly quanti¯ed.

In summary, what this analysissays is that if signi¯cant weaknessesare ever found in the MAC
schemesproposedhere, then not only doesthe underlying hash function needto be dropped from
these particular usages,but also it must be dropped from a wide range of other standard and
popular usagesto which thesefunctions are now subject. Moreover, our constructions require from
the hash function signi¯cantly weaker properties than standard collision-freeness. In particular,
current successfulmethods for ¯nding collisions in MD5 [Do1, Do2] seeminapplicable to breaking
our schemeswhen the hash function in use is MD5 [Do3].

Efficiency. Our constructions use the cryptographic hash functions in a very simple way. In
particular, the performancedegradation relative to the underlying hash scheme is minimal. This
is motivated by the useof thesefunctions in basic applications like IP (Internet Protocol) security
[At1, At2] wherethe performancecost of such a function in°uencesthe computational and network
performanceof many other applications.

Bla ck box usage of hash functions. The constructions and analysis presented here are free
from any dependency on the peculiarities of the underlying hash function. We only exploit the
general structure of functions like MD5 and SHA-1, as being built on top of a basic compression
function which works on ¯xed length messages,and is then iterated multiple times in order to
processvariable length inputs (see Section 2). Therefore, the underlying hash function (or the
corresponding compressionfunction) can be seenas a module that can be easily replaced in case
serious weaknessesare found in the hash function, or when new (possibly, more secureor more
e±cient) hashfunctions are designed.This replaceability property is fundamental given the limited
con¯dence earnedso far by thesefunctions.2

Besidesthe security advantage, there is a practical advantage to MAC schemesthat use the
underlying hash functions as a \black-box" (ie. by applying the hash function, or compression
function, \as is", without any modi¯cations). Namely such schemespermit the immediate use of
existing and widely available library code that implements these functions. They also permit use
of hardware-basedimplementations of the underlying hash scheme. Our NMA C construction uses
the compressionfunction as a black-box; our HMA C construction, even more conveniently , uses
only calls to the iterated hash function itself.

1.4 A closer look

Before getting into the more technical aspects of the paper we further discussour approach and
results.

Keying hash functions. The ¯rst obstaclethat onefaceswhen coming to designa MAC scheme
basedon a cryptographic hash function (we limit ourselves, from now on, to \MD5-lik e" iterated
hash functions, as described above), is that the latter usually do not use any cryptographic key.
Rather, they are public functions that anyone can compute without the involvement of keys and
secrets.This is in sharp contrast to a MAC function, which usesa secretkey asan inherent part of
its de¯nition. Our approach to solve this problem is to key thesehashfunctions through their initial

2 It is worth observing that in the caseof messageauthentication, as opposed to encryption, the breaking of a
MA C doesnot compromise tra±c authenticated in the past with the broken MA C. One can avoid the vulnerabilities
created by new attacks, by replacing the underlying hash scheme as soon as this is broken.
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variable (IV) (for details seeSection 2). That is, the usually ¯xed IV de¯ned by thesefunctions is
replacedby a random (and secret) string which becomesthe key to the MAC.

Secure MA Cs fr om secure hash functions. A more fundamental problem is how to build
the messageauthentication function in a way that the hardnessof forging an authenticated message
can be related to the cryptographic strength of the underlying hash function.

You can't make good wine from bad grapes: obviously, somestrengths must be assumedof the
hash function. On the other hand the assumptionsshould not be too strong, especially given that
not enoughcon¯dencehasbeengatheredin current candidateslikeMD5 and SHA-1. (In particular,
it would certainly be possibleto come up with \pro vably secure" MACs if one assumedthe hash
functions behaved like completely random functions, but this is lessuseful.) Our goal is to design
MACs that involve the useof cryptographic hashfunctions in a simple way, yet their security can be
arguedon the basisof reasonablesecurity assumptionson the underlying hash function. Moreover,
we want this analysis to provide a quantitative relationship between the assumed strength of the
hash function and the proven strength of the MAC.

We achieve the above goalsin a strong sense.We are able to present a relatively simple analysis
of our schemewhich shows that an attacker that is able to forge our MAC function can, with the
samee®ort (time and amount of collected information), break the underlying hash function in one
of the following ways: (1) The attacker ¯nds collisions in the hash function even when the IV is
random and secret,and the hash value is not explicitly known; or, (2) The attacker is able to forge
the secretly keyed compressionfunction viewed as a MAC function applied to ¯xed length and
partially unknown messages.

Consequently , existenceof such attacks would contradict someof the basic assumptionsabout
the cryptographic strength of thesehash functions. Successin the ¯rst of the above attacks means
successin ¯nding collisions, the prevention of which is the main designgoal of cryptographic hash
functions. But in fact, even more is true: successin the ¯rst attack above is even harder than
¯nding collisions in the hash function, becausecollisions when the IV is secretand the hash value
is not explicitly known (as is the casehere) is far more di±cult than ¯nding collisions in the plain
(¯xed IV) hash function. In particular, attacks when the IV is secret require interaction with the
legitimate user of the function, and disallows the parallelism of traditional birthday attacks. Thus,
even if the hash function is not collision-free in the traditional sense,our schemescould be secure.
The successof the secondattack above would imply that the randomnessproperties of the hash
functions are very poor, and that all the bits of the hash output are simultaneously predictable
(even with a secret IV and partially unknown input).

Westressthat our analysesuseexact analysis(no asymptotics involved), considergeneric rather
than speci¯c attacks, and establish a tight relationship betweenthe securitiesof the MAC and the
underlying hash function.

Actual versus pr oven strengths. It is important to realize that our results are guided by
the desire to have simple to state assumptionsand a simple analysis. In reality, our constructions
are even stronger than the analysesindicate, in the sensethat even were the hash functions found
not to meet the stated assumptions, our schemesmight be secure. For example, even the weak
collision resistanceproperty as we state is an overkill, becausein actualit y, in our constructions,
the attacker must ¯nd collisions in the keyed function without seeingany outputs of this function,
which is signi¯cantly harder.

The later remark is relevant to the recently discovered collision attacks on MD5 [Do2, Do3].
While these attacks could be eventually adapted to attack the weak collision-resistanceproperty
of MD5, they do not seemto lead to a breaking of NMA C or HMA C even when usedwith MD5.
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(SeeSection 6 for further discussion.) A more complex set of assumptionson the hash functions
can be formulated to capture theseextra strengths of our constructions but it is omitted here.

1.5 Related work

The exact security treatment of MACs beganin [BKR ] (where CBC-MA C is analyzed), and we use
their de¯nitions. Further block cipher basedconstructions were provided and analyzed in [BGR].

MAC constructions based on cryptographic hash functions have been in use for a few years
(see Tsudik [Ts] for an early description of such constructions and Touch [To] for a list of In-
ternet protocols that use this approach). Preneel and van Oorschot [PV1, PV2] survey existing
constructions and point out to someof their properties and weaknesses;in particular, they present
a detailed description of the e®ectof birthday attacks on iterated constructions. (These attacks
remain the best possibleoneson our schemes. But in practice they are infeasible. SeeSection 6
for more information.) They also present a heuristic construction, the MDx-MA C, basedon these
¯ndings. Kaliski and Robshaw [KR] discussand comparevarious constructions. Performanceissues
are discussedin [To, BGV].

In this work we have initiated the ¯rst rigorous treatment of the subject and, in particular,
present the ¯rst constructions whosesecurity can be formally analyzed,without resorting to unre-
alistic assumptionssuch as the \idealit y" of the underlying hash functions.

In a companion work [BCK1] we consider how to design \pseudo-random functions" based
on iterated compressionfunctions. We show that if the compressionfunction is pseudo-random
then so is its iteration. The notion of a pseudo-randomfunction is stronger than that of a MAC,
and therefore that work can be viewed as making stronger assumptionsthan us (namely that the
compressionfunction is pseudo-random)in order to attain a stronger end (namely that the iterated
construction too is pseudo-random).

Our HMA C construction was recently chosenas the mandatory to implement authentication
transform for Internet security protocols and for this purpose is described in an Internet draft
[KBC ] and an upcoming RFC.

2 Basic Notions

2.1 MA Cs and their securit y

A MAC is a function which takesthe secretkey k (shared betweenthe parties) and the messagem
to return a tag MACk (m). The adversary seesa sequence(m1; a1); (m2; a2); ¢¢¢; (mq; aq) of pairs of
messagesand their corresponding tags (that is, ai = MACk (mi )) transmitted betweenthe parties.
The adversary breaks the MAC if she can ¯nd a messagem, not included among m1; ¢¢¢; mq,
together with its corresponding valid authentication tag a = MACk (m). The successprobabilit y
of the adversary is the probabilit y that shebreaks the MAC. (Notice that an adversary who ¯nds
the key certainly breaks the scheme,but the schemecan also be broken by somehow combining a
few messagesand corresponding checksums into a new messageand its valid checksum.)

The sequence(m1; a1); (m2; a2) ¢¢¢; (mq; aq) might have arisen in several ways. The simplest is
a known messageattack in which the legitimate parties choosethe messagesin a way un-in°uenced
by the adversary, and the adversary, eavesdroppingon the wire, picks them up. If the adversarycan
choosethe sequenceof messagesm1; ¢¢¢; mq, then it is called a chosenmessageattack. Notice that
a MAC scheme secureagainst chosenmessagesis stronger than one which is secureonly against
\kno wn messages".Here we will refer to chosen-messageattacks, except if otherwise stated. We
will consider the chosen messagesas \queries" chosen by the adversary and answered (i.e., the
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corresponding checksumsrevealed)by the party (or parties) possessingthe key to the MAC. Notice
that a messagem i can be chosenby the adversary as a function of the previously seenmessages
and corresponding authentication tags.

Following [BKR ], wequantify security in terms of the successprobabilit y achievableasa function
of the number q of valid MAC examplesseenby the adversary, and the available time t. (Note
the successprobabilit y achievable for given t; q dependson the parametersof the MAC scheme, in
particular its key length.) Then we say that MAC is a (²; t; q; L )-secure MAC if any adversary that
is not given the key k, is limited to spend total time (number of operations) t on the attack, and
to request the value of the function MACk in up to q messagesm1; m2; : : : ; mq of its choice, each
of length at most L , cannot break the schemeexcept with probabilit y better than ².

As a convention we include in the time bound t the time it takesto compute the function MACk

in each of the requestedqueries. This captures more realistically the fact that the time taken to
compute the MACs which form the answers to thesequeries(especially when the number q of them
is big) may constitute a signi¯cant portion of the time complexity of the attack. We also include
in it the size of the code of the adversary's algorithm. (One can imagine an adversary who has
pre-computed a lot of information and put it into its code).

Notice that the above de¯nition is stated in terms of a generic attacker; we do not limit the
attacker to any particular attacks or cryptanalytical techniques. Anything the adversary can do
under the given resourcebounds (time and queries) is captured by this de¯nition. Also, notice the
lack of asymptotics in this de¯nition. Here t; q, and L can be replacedby actual numbers.

We observe that although we motivate and present our messageauthentication schemes in
the context of messageauthentication for communications, the same techniques can be used to
authenticate information that is stored in an insecuremedium, and can be subject to malicious
modi¯cation. Finally, westressthat while in this paper weconcentrate solelyon MAC constructions
that usecryptographic hash function as their basis, there is an extensive literature covering MAC
schemesbasedon di®erent techniques.

2.2 Cryptographic Hash Functions

Basic pr oper ties. Cryptographic hash functions map strings of di®erent lengths to short, ¯xed-
size,outputs. Thesefunctions, e.g.,MD5 or SHA-1, are primarily designedto be collision resistant.
This means that if we represent such a hash function by F , then it should be infeasible for an
adversaryto ¯nd two strings x and x0such that F (x) = F (x0). Notice that this cryptographic notion
doesnot involve any secretkey. Indeed, the collision-resistanceproperty is usually attached to key-
lessfunctions. The prime motivation for such functions is to be combined with digital signatures
in a way that makesthesesignaturesmore e±cient and yet unforgeable. For that application it is
required that the function be publicly computable and, in particular, that it involve no secretkey.
(See[Ne] for background on collision-resistant hash functions.)

In addition to the basic collision-resistanceproperty, cryptographic hash functions are usually
designedto have some randomness-like properties, like good mixing properties, independenceof
input/output, unpredictabilit y of the output when parts of the input are unknown, etc. Not only
do theseproperties help in making it harder to ¯nd collisions, but also they help to randomize the
input presented to the signature algorithm (e.g., RSA) as usually required for the security of these
functions.

It is the combination of theseproperties attributed to cryptographic hash functions that make
them so attractiv e for many usesbeyond the original designas collision-resistant functions. These
functions have been proposed as the basis for pseudorandomgeneration, block ciphers, random
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Figure 1: A compressionfunction. (b = 512, ` = 128 in MD5.).

transformation, and messageauthentication codes. We concentrate on a particular classof crypto-
graphic hash functions, which we call iterated constructions.

Itera ted constr uctions. A particular methodology for constructing collision-resistant hash
function hasbeenproposedby Merkle [Me] (and later by Damgºard [Da].) This methodology forms
the basis for the design of the most common cryptographic hash functions like MD5 and SHA-1.
It is basedon a basic component called compression function which processesshort ¯xed-length
inputs, and is then iterated in a particular way in order to hash arbitrarily long inputs. Such a
compressionfunction, which we denote by f , acceptstwo inputs: a chaining variable of length `
and a block of data of length b. (For MD5 and SHA-1 we have b = 512, while for the ¯rst ` = 128
and for the second` = 160. For the detailed description of the compressionfunctions of these
functions see[Ri, SHA].) SeeFigure 1.

The operation of the iterated hash function is as follows. First, an b-bit value IV is ¯xed. Next
an input is hashed by iterating the compressionfunction. That is, if x = x1; x2; : : : ; xn is the
input, where the x i 's are blocks of length b each and n is an arbitrary number of blocks, then let
xn+1 = jxj be the messagelength. The value of the iterated function F on x is hn+1 whereh0 = I V
and hi = f (hi ¡ 1; x i ) for i = 1; 2; : : : ; n + 1. SeeFigure 2.

Notice that a way to pad messagesto an exact multiple of b bits needs to be de¯ned, in
particular, MD5 and SHA pad inputs to always include an encoding of their length.

The motivation for this iterativ e structure arises from the observation (of Merkle [Me] and
Damgºard [Da]) that if the compressionfunction is collision-resistant then sois the resultant iterated
hashfunction. (The converseis not necessarilytrue). Thus, this structure providesa generaldesign
criterion for collision resistant hash functions since. Namely, it reducesthe problem to the design
of a collision resistant function on inputs of some¯xed size.

In the rest of this paper wewill concentrate on iterated hashfunctions, exceptif stated otherwise.
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Figure 2: The iterated construction of a hash function given a compressionfunction f . The input jxj to
the last iteration illustrates the appending of the messagelength as in MD5 and SHA-1.
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We will use the symbol f to denote the compressionfunction, and F to denote the associated
iterated hash which we assumeto include a standard way to pad inputs to to an exact multiple of
b bits.

3 Key ed Hash Functions

Recall our goal is to build securemessageauthentication functions from cryptographic hash func-
tions (in particular, from iterated hashfunctions). A ¯rst clear obstacleis that while secretkeysare
an essential ingredient in a messageauthentication function, most cryptographic hash functions,
and speci¯cally functions like MD5 or SHA, do not use keys at all. Therefore, we ¯rst need to
de¯ne a way to usecryptographic hash functions in conjunction with a key.

The most common approach to key a hash function (see[Ts]) is to input the key as part of the
data hashedby the function, e.g., hashing data x using key k is performed by applying the hash
function F to the concatenation of k and x. Our approach is to key the function's IV. Namely,
instead of using a ¯xed and known IV as de¯ned by the original function, we replace it by a
random and secretvalue known only to the parties. It turns out that the latter approach has some
signi¯cant analytical advantages. It allows for a better modeling of keyed hash functions asneeded
for the security analysis of thesefunctions. On the other hand, we will also seethat this approach
can be \sim ulated" through the useof keys padded and prependedto data (seeSection 5).

Using the \k eyed IV" approach we can de¯ne keyed hashfunctions asa family of functions. Let
f k de¯ned by f k (x) = f (k; x) be the keyed compressionfunction, where jkj = ` and jxj = b. Now
we associate to any iterated hash construction (e.g., MD5, SHA-1) a family of (keyed) functions
f Fkgk . Namely for x = x1 : : : xn de¯ne Fk (x) to be kn+1 where ki = f k i ¡ 1 (x i ) for i = 1; : : : ; n + 1,
k0 = k, and xn+1 = jxj. Notice that the spaceof keys is the same for the keyed compression
functions and for the keyed iterated hash functions: it is the set of all the strings of length `. The
original iterated hashfunction is obtained asa particular member of the keyed family, namely, F I V .

As noted before the notion of collision-resistancehas been traditionally attached to public
(keyless)functions. In this work we extend this notion to (secretly) keyed hash functions.

De¯nition 3.1 We say that a family of keyed hash functions f Fkg is (²; t; q; L )-weakly collision-
resistant if any adversary that is not given the key k, is limited to spend total time t, and seesthe
values of the function Fk computed on q messagesm1; m2; : : : ; mq of its choice, each of length at
most L , cannot ¯nd messagesm and m0 for which Fk (m) = Fk (m0) with probabilit y better than ².

Notice that the above requirement is weaker than the traditional requirement of collision-
resistance from (key-less) hash functions. In the latter case, it is enough to ¯nd collisions for
a known and ¯xed IV. Also in the caseof secretly keyed hash functions the adversary needsto get
its \examples" (the messagesm1; m2; : : : ; mq in the above de¯nition) from the legal user itself who
knows the key k. In the key-lesscase,the attacker can work in ¯nding collisions independently
of any user or key. Moreover, even brute force collision search attacks can becomefeasible for
functions like MD5 due to the easinessof parallelization of theseattacks (see[VW]). In contrast,
attacks on secretly keyed hash functions cannot be parallelized as they require interaction with the
legal user.

The best known collision attacks (seeSection 6) on our schemeswould require the legal user to
hash about 264 messages(of, say, one block each) known to the adversary using the samekey. If
the hashing can be done at a speedof 1Gbit/second this would require continuous hashing (using
the samekey) during 250,000years.
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We note that attacks that ¯nd collisions on the hash function with random and known IVs
(such attacks are known for MD4 [Do1]) can be adapted (via extension attacks) to ¯nd collisions
even if the IV is secret. Such an attack would compromisethe weak collision resistanceproperty
of the hash function. We will seethat in our constructions, extension attacks are prevented by a
double application of the hash function. (This issueis further discussedin section 6.)

4 The Nested Construction NMAC

We present our basicconstruction NMA C (for \Nested MAC") and its analysis. In the next section
we describe a variant, HMA C, that is further gearedtowards practical applications. Denote by f k

and Fk the keyed versionsof a given compressionfunction and its iterated function, as described
in Section 2.

4.1 The function NMAC

Let k = (k1; k2) where k1 and k2 are keys to the function F (i.e., random strings of length ` each).
We de¯ne a MAC function NMA C(x) which works on inputs x of arbitrary length as

NMA Ck (x) = Fk1 (Fk2 (x)) :

Notice that the outer function acts on the output of the iterated function and then it involvesonly
one iteration of the compressionfunction. That is, this outer function is basically the compression
function f k1 acting on Fk2 (x) padded to a full block size (in somestandard way as de¯ned by the
underlying hash schemeF ).

Notice the simplicit y and e±ciency of the construction. The cost of the internal function is
exactly the sameas hashing the data with the basic (keylesshash function). The only additional
cost is the outer application which, assaid, involvesonly one iteration of the compressionfunction.
Most importantly , in the next section we provide with a rigorous analysis of the strength of this
construction relative to the cryptographic strength of the underlying hash function.

4.2 Securit y analysis

Following we state the main analytical result regarding the proposed function NMA C. For the
de¯nitions of a secureMAC and weakly collision-resistant functions seeSections2.1 and 3, respec-
tiv ely.

Theorem 4.1 If the keyed compressionfunction f is an (² f ; q; t; b)-secureMAC on messagesof
length bbits, and the keyed iterated hashF is (²F ; q; t; L )-weakly collision-resistant then the NMA C
function is an (² f + ²F ; q; t; L )-secureMAC.

The theorem thus states that any adversary that mounts an attack against the function NMA Ck as
a MAC by querying the function in q inputs of length at most L (i.e., the adversary, that doesnot
know k, gets the value of the function NMA Ck on q messagesof its choice) and spending a total
processingtime of t in the attack, has a probabilit y of successwhich is no more than twice the
probabilit y of successof an adversary that spends the sameresourcesin ¯nding collisions for the
secretly keyed iterated function, and no more than twice the probabilit y of successof an adversary
that under the sameresourcestries to break the keyed compressionfunction as a MAC.

Pro of of Theorem 4.1: Let's ¯x parameters q,t, and L , for the number of queries, processing
time, and length of messages,respectively, available to an attacker that tries to break the function
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Chooserandom k2

For i = 1; : : : ; q do
AN ! x i

AN Ã f k1 (Fk2 (x i ))
AN ! (x; y)
output (Fk2 (x); y)

Figure 3: The algorithm A f

NMA C. Let's denote this attacker by AN and its probabilit y of successby ²N . Let ²F be the best
probabilit y of successof any adversary that under the above sameresourcestries to ¯nd collisions
for the function Fk2 without knowing k2. Using AN we will build an adversary A f that forgesthe
MAC function f k1 on inputs of length b by spending q queriesand time t with a successprobabilit y
of ² f ¸ ²N ¡ ²F . Thus, we show that any adversary that tries to break the function NMA C using
the above resourceshas a probabilit y of success²N of at most ² f + ²F . The theorem then follows.

We specify A f using AN as a subroutine. Recall that AN works as follows. It queriesthe function
NMA Ck (for which it does not know k) on a messagex1 and gets the response NMA Ck (x1), it
then producesa secondquery x2 for which it gets NMA Ck (x2), and so on for a total of q queries.
It ¯nally outputs a pair (x; y). If x 6= x i , for i = 1; 2; : : : ; q, and y = NMA Ck (x) then the attack
succeeds,otherwise it fails.

Remember that the goal of A f is to forge f k1 , by querying the latter function on messagesthat A f

itself chooses.In order to describe A f we needto specify how it choosesthe messagesto query, and
how it ¯nally outputs a messagex and an authentication tag. We use the following notation: for
a string s of length `, we denote by s the result of s padded to a full block of length b as speci¯ed
by the underlying hashing scheme.

A f starts by ¯rst choosing a random key k2 for the keyed iterated hash function Fk2 . It then
activatesAN which producesqueriesto the function NMA C that areansweredby A f in the following
way: for each query x i presented by AN , the algorithm A f computeszi = Fk2 (x i ), and queriesf k1

on zi ; the answer f k1 (zi ) returned by f k1 is then fed to AN as the responseto its query x i . (Notice
that the answers to AN correspond to the case that AN is querying the function NMA Ck for
k = (k1; k2).) Finally, after such q queriesare answered,AN outputs its forgery (x; y). A f usesthis
pair (x; y) to compute the pair (Fk2 (x); y), which it then outputs as its forgery. SeeFigure 3.

Next we analyze the successprobabilit y ² f of the above algorithm A f . Notice that A f fails in two
cases:whenever AN fails (i.e., AN fails to output a successfulforgery for a new message),or when
AN outputs a correct forgery for a new messagex (di®erent from all queried x i 's) but for which
Fk2 (x) = Fk2 (x i ), for somei = 1; : : : ; q. Notice that in the later case,

Fk2 (x) = Fk2 (x i ): (1)

We then bound the failure probabilit y of A f by the sum of the above two failure events, namely,
that AN fails or that equality (1) holds. Notice, ¯rst, that the behavior of AN asusedin the above
algorithm A f , is equivalent to the behavior of AN when trying to break the function NMA Ck , where
k = (k1; k2) and each of k1 and k2 were chosenat random and not given to AN . This is so since
each of AN 's queriesx i is answeredby A f with the value f k1 (Fk2 (x i )) which is exactly NMA Ck (x i ).
Therefore, the probabilit y that AN fails during the above algorithm is as its probabilit y to fail to
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forge NMA Ck , which by de¯nition is at most 1 ¡ ²N .

In order to bound the probabilit y that equality (1) holds, one needsto note that the algorithm
described above for A f can be usedas an algorithm for ¯nding collisions for the function Fk2 with
secretk2, by choosing a random key k1 for the compressionfunction f k1 , and quering the function
Fk2 on the messagesx i producedby AN . In this caseequality (1) implies the successof the collision-
¯nding algorithm. By the de¯nition of ²F , no collision search algorithm against Fk2 which is limited
to the above resources(number of queriesand time) can ¯nd collisionswith probabilit y better than
²F , therefore we get that the probabilit y that (1) holds is at most ²F .

Summarizing, the probabilit y 1 ¡ ² f that the above algorithm A f fails to forge f k1 is at most
(1 ¡ ²N ) + ²F . That is, ² f ¸ ²N ¡ ²F . Therefore, ²N · ² f + ²F and the theorem follows.

Next we present a few remarks on the above analysis.

Remark 4.2 An important aspect of the analysis is that the proof of the theorem is constructive,
namely, givenan adversary(or algorithm) that breaksthe newfunction NMA C with somesigni¯cant
probabilit y, onecanexplicitly show an algorithm that using the sameresourcesbreaksthe underlying
hash function with at least half of that probabilit y. This shows the practicalit y of the analysisand
that the degradation of security when going from the underlying hash function to the NMA C
construction is minimal. This is even stronger consideringthe generic nature of our \attac ker". It
represents all possibleattackers, including all possiblefuture developments in cryptanalysis.

Remark 4.3 Our de¯nitions and analysis are stated in terms of chosen(and adaptive) message
attacks sincetheseare the strongest attacks that onewants to protect against. One can have more
re¯ned de¯nitions which quantify separately the number of chosenmessagesand number of known
messagesrequired by an attack. Although this distinction is signi¯cant in practice, we omit it here
for simplicit y. However, it is important to realize that our analysis deals very satisfactorily with
this practical aspect as it preserves the number of known/chosen messageswhen translating an
attack on the NMA C function to an attack on the underlying hash (e.g., if there is a known-only
messageattack on NMA C, then such an explicit attack exist also against the iterated function F ,
or the compressionfunction f ).

Remark 4.4 The actual assumptionsrequired by our analysisare even weaker than stated above
sincean attacker trying to break NMA C by attacking the compressionfunction as a MAC cannot
chooseor control (and even know) the exact value on which this function is applied sincethe value
of Fk2 (x) is not exposedto the attacker. Similarly, when trying to break the function via collisions
of the internal computation Fk2 (x) the adversary doesnot obtain the actual result of this function
but only its value after applying Fk1 (however, notice, that the application of the outer function
doesnot hide the fact that collisions occurred in the internal computation).

Remark 4.5 The weak-collision-freenessassumption made in the theorem can be replacedby the
signi¯cantly weaker assumption that the inner hash function is collision resistant to adversaries
that seethe hash value only after it was hashedagain with a di®erent secretkey.

Remark 4.6 Another aspect by which the result is more general than stated in the theorem is
as follows. Notice that although we use the same function for the inner and outer application
in NMA C one could use totally di®erent functions for these two applications. In that casethe
above theorem would still hold given the MAC assumptionon the outer function, and the collision-
resistanceproperty of the internal function. This can lead to hybrid approaches like using SHA-1
(keyed through its IV) for the internal iterated function, and DES-MAC-CBC for the external, etc.
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Remark 4.7 In spite of the use of two di®erent keys k1 and k2, the security of the function is
given by each individual key (of length `) and not by the combination (2`) of their lengths. For
more details on this aspect seethe divide and conquerattack in Section 6.

Remark 4.8 Preneel and van Oorschot [PV1] recommendoutputting only half of the bits of the
hash output as the authentication tag. This recommendationis motivated by the fact that forgery
attacks are anyway doablewith complexity 2`=2 through birthday attacks (seeSection6), and that
by outputting only half of the bits these attacks require more chosen messages. Carrying this
recommendationto our constructions would require the assumption that the compressionfunction
with truncated output (e.g., only the `=2 most signi¯cant bits of output) constitutes a secureMAC.
Whether this is acceptableor not dependson the assumedproperties of the particular compression
function in use. (The tradeo® here is that by outputting less bits the attacker has less bits to
predict in a MAC forgery but, on the other hand, the attacker also learns lessabout the output of
the compressionfunction from seeingthe authentication tags computed by the legitimate parties.)
Applications for which a saving in the MAC length is important can adopt our constructions with
a reducedoutput of (at least) `=2 bits.

Remark 4.9 One can ask how much our assumptions on the underlying hash function can be
further weakenedand still have a simple construction of a secureMAC. Although we cannot answer
this question in a formal way (e.g., secureMAC functions can be built from the weaker assumption
that the compressionfunction is a one-way function, but the known constructions to achieve that are
totally impractical), we can point out to two facts. First, by just assumingthat the compression
function is a MAC one cannot guarantee that the iterated function is a MAC. That is clearly
shown by the extension attacks discussedin Section 6. In particular, this shows that one cannot
just omit the outer application of Fk1 in NMA C and still get a secureMAC. As for basing the
construction in collision-resistanceonly, we stressthat this property also is insu±cient to make the
function a secureMAC. Indeed, one can construct examplesof strong collision-resistant functions
that are easily forgeable as MAC. Moreover, one can show this to hold for speci¯c proposals of
MAC functions basedon hash schemes.

5 HMAC: A ¯xed IV varian t

Due to the wide availabilit y of free library code for existing hash functions (especially MD5), it is
a practical advantage to build MAC mechanisms that use these functions as a black-box, so that
the MAC can be implemented by simply calling the existing function. The NMA C construction
presented in Section 4 requires direct accessto code for the compressionfunction (rather than
for the overall hash function), in order to key the IV. Such a change is trivial for functions with
well-structured code like MD5 (see[Ri]). However, in somecasesone would still like to avoid even
those minimal changes,and use the code (or hardware implementation) as is. Here we present an
adaptation of NMA C that achievesthis goal. As an additional advantage, this construction involves
a single `-bit long key k as opposedto two di®erent keys as in NMA C. This has someadvantages
at the level of key management. With an additional assumption on the underlying compression
function one can show the applicabilit y of the NMA C analysis to HMA C.

5.1 The function HMAC

Let F be the (iterated and key-less)hash function initialized with its usual ¯xed IV. The function
HMA C works on inputs x of arbitrary length and usesa single random string k of length ` as its
key:
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HMA Ck (x) = F (¹k © opad; F (¹k © ipad; x))

where ¹k is the completion by adding 0's of k to a full b-bit block-sizeof the iterated hash function,
opadand ipadare two ¯xed b-bits constants (the \i" and \o" are mnemonicsfor inner and outer), ©
is the bitwise Exclusive Or operator, and the commasrepresent concatenation of the information.
opad is formed by repeating the byte x'36' as many times as neededto get a b-bit block, and ipad
is de¯ned similarly using the byte x'5c'. (For example, in the caseof MD5 and SHA-1 thesebytes
are repeated 64 times).

5.2 Securit y of HMAC

The security of HMA C is basedon the security of NMA C. The main observation for relating these
two functions and their security is that by de¯ning k1 = f (¹k © opad) and k2 = f (¹k © ipad), we get
that HMA Ck (x) = NMA C(k1 ;k2 ) (x). In other words, the above transformation on the key makes
HMA C a particular caseof NMA C, wherethe keysk1 and k2 are \pseudorandomly" derived from k
using the compressionfunction f . Sincethe analysisof NMA C assumesthat k1 and k2 are random
and independently chosenkeys, then in order to apply this analysis to HMA C oneneedsto assume
that k1 and k2 derived using f cannot be distinguished by the attacker from truly random keys.
This represents an additional assumptionon the quality of the function f (keyed through the input
k) as a pseudorandomfunction. We require a relatively weak form of pseudorandomnesssincethe
adversary trying to learn about possible dependenciesof k1 and k2 does not get to seedirectly
the output of the pseudorandomfunction on any input. To sum things up, attacks that work on
HMA C and not on NMA C are possible,in principle. However, such an attack would reveal major
weaknessesof the pseudorandomproperties of the underlying hash function.

It is important to note that in practice most keys are chosenpseudorandomly rather than as
truly random strings; in particular, it is plausible that even if one usesNMA C, implementations
will choose to derive k1 and k2 using a pseudorandomgenerator. In the caseof HMA C such a
pseudorandomgenerator is \built-in" through the de¯nition of the function using the function f
and the above de¯ned pads. This usefor pseudorandomgenerationof functions like MD5 or SHA-1
is very common in practical implementations (in fact, the designersof SHA-1 recommendedusing
this function for pseudorandomderivation of various quantities in the DSS standard [DSS]).

The above particular valuesof opadand ipad were chosento have a very simple representation
(to simplify the function's speci¯cation and minimize the potential of implementation errors), and
to provide a high Hamming distancebetweenthe pads. The latter is intended to exploit the mixing
properties attributed to the compressionfunction underlying the hash schemes in use. These
properties are important in order to provide computational independencebetweenthe two derived
keys.

Finally, we note that the use of a single `-bit long key as opposedto two (independent) keys
doesnot represent a weakening of the function relative to exhaustive search of the key, sinceeven
when chosenindependently the keys k1 and k2 can be individually searched through a divide and
conquerattack as described in Section 6.

5.3 Implemen tation considerations for HMAC

Here we point out to someimplementation issues.Notice that HMA C results in a slower function
than NMA C sincethe former requires two extra computations of the compressionfunction (on the
blocks (¹k©opad) and (¹k©ipad)). This can have a negligible e®ectwhen authenticating long streams
of data but may be signi¯cant for short data. Fortunately, an implementation can avoid this extra
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computation by \caching" the values of k1 and k2 (as de¯ned in section 5). That is, these values
are computed only once when the key k is generatedor shared the ¯rst time, and then stored as
the actual keys to the function NMA C. To use these separatekeys the implementation needsto
be able to initialize the IV's of the hash function to these values before processingthe data. (As
said before this is usually very easyto do.) In this way, HMA C servesthose implementations that
require the useof the iterated hash function with no modi¯cation (i.e., with the ¯xed IV), and at
the sametime it doesnot penalize implementations that can key the function through the IV.

Notice that one can de¯ne the function HMA C to support variable length keys. However, less
than ` bits for the key is not recommendedsince that would weaken the strength of the keyed IV
(i.e, k1 and k2). On the other hand, longer than `-bit keyswill not provide, in general,with added
strength sincethe derived k1 and k2 are anyway of length ` (still, having a longer key k may help,
depending on the properties of the compressionfunction f and the randomnessof the key k, to
have a stronger pseudorandome®ecton the generation of k1 and k2).

Finally, we stress that as in any cryptographic implementation, a securekey management is
essential for the security of functions like the onesproposedhere. In particular, a periodic refresh-
ment of keys is advisable. Even if under currently known attacks (seeSection 6) one could usethe
same key for extremely long periods of time without cryptanalytic compromise, implementation
should limit the time and amount of information processedwith the samekey.

6 A ttac ks and Comparison to other Prop osals

In Section 4 we have established a tight and general relationship between the security of the
function NMA C and the underlying hashfunction, in a way not known to hold for any other similar
construction. We are thus assuredthat if a \good" cryptographic hash function is used then all
attacks against our schemeswill fail to be practical. Nonethelessit is instructiv e to actually see
what known attacks achieve, and cross-check that indeed they don't work. We also compare our
construction to other proposals.

Bir thd ay att acks. As shown in [PV1] and our companion work [BCK1], birthday attacks, that
are the basis to ¯nding collisions in cryptographic hash functions, can be applied to attack also
keyed MAC schemesbasedon iterated functions (including also CBC-MA C, and other schemes).
Theseattacks apply to our new constructions aswell. In particular, they constitute the best known
forgery attacks againstboth the NMA C and HMA C constructions. Considerationof theseattacks is
important sincethey strongly improve on naive exhaustive search attacks. However, their practical
relevanceagainst these functions is negligible given the typical hash lengths like 128 or 160, since
theseattacks require knowledgeof the MAC value (for a given key) on about 2`=2 messages(where
` is the length of the hash output). For valuesof ` ¸ 128 the attack becomestotally infeasible.3 In
contrast to the birthday attack on key-lesshash functions, the new attacks require interaction with
the key owner to produce the MAC values on a huge number of messages,and then allow for no
parallelization. For example, when using MD5 such an attack would require the authentication of
264 blocks (or 273 bits) of data using the samekey. On a 1 Gbit/sec communication link, onewould

3We illustrate the birthda y attack against NMA C (it similarly applies against HMA C). Other variations are
possible. The attacker collects the value of NMA Ck on a number of equal-length messagesuntil it ¯nds two di®erent
messagesm1 and m2 for which NMA Ck (m1) = NMA Ck (m2). Subsequently , it requests the value of NMA Ck on a
messagem0

1 = (m1 ; B ), for some block B (i.e., m0
1 equals m1 concatenated with the block B ; the issue of length

padding is omitted here as it can be easily handled). The attacker then outputs a forgery for m0
2 = (m2 ; B ) using the

authentication tag NMA Ck (m0
1). If the collision NMA Ck (m1) = NMA Ck (m2) was due to a collision in the internal

function Fk 2 (m1) = Fk 2 (m2) then the forgery is successful.Only after collecting about 2`= 2 messagesthe probabilit y
of such an attack to succeedis signi¯can t.
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need250,000years to processall the data required by such an attack. This is in sharp contrast to
birthday attacks on key-lesshash functions which allow for far more e±cient and close-to-realistic
attacks [VW ].

Notice that theseattacks produce forgery of the MAC function but not key recovery. In [PV2],
however, it is shown that in someversionsof the envelope method (the casewhere the samekey
is used to prepend and append and no block alignment of the appended key is performed), the
birthday attacks can be further enhancedto provide full key recovery in time much shorter than
required by full exhaustive search. Since these attacks require at least the complexity mentioned
above for forgery basedon birthday attacks, they cannot be consideredas practical ones. Yet, it is
interesting to note that they do not apply to either of our constructions, sincehere the alignment
issueexploited by theseattacks is no applicable.

The forms of birthday attacks that apply to our constructions can becomefeasibleonly if very
signi¯cant weaknessesin the collision probabilit y of the underlying hash function are discovered.
However, in such a casethe basicuseof such a function ascollision-resistant (as originally intended)
would be strongly compromised,and the function should be dropped for cryptographic use. Finally,
we mention that thesebirthday attacks (at least in their straightforward form) can be avoided by
randomizing the MAC construction in a per-messagebasis. We refer to [BCK1] for further details.

Collision att acks on the key-less hash function. Consider the \app end-only" construc-
tion: MACk (x) = F (x; k). Assume that two strings x and x0 are known for which F (x) = F (x0)
(this collision corresponds to the key-lesshash function). Then, regardlessof the key k in use,
one knows that MACk (x) = MACk (x0) (actually, that is true for extensionsof x and x0 as well).
Finding a collision pair x; x0 for the function F is far easierthan attacking NMA C through collisions
in Fk , wherek is unknown. As showed in the above discussionon birthday attacks, while the latter
is totally infeasible even for hash lengths of ` = 128, ¯nding collisions to the plain hash function
through birthday attacks approachesfeasibility (see[VW]). The reasonis that such a collision at-
tack on the plain hash function can be performed o®-lineand independently of any secretkey (and
thus requiresno interaction with the legitimate owner of k), and it is strongly parallelizable. None
of theseadvantagesfor the attacker exist when attacking NMA C. In addition, as the recent expe-
rience teachesus, it is much easierto ¯nd collisions via analytical methods (e.g., [Do1, Do2, Do3])
against the key-lessfunction than breaking our schemes.We ¯nally note that a variant of NMA C
where the outer function is keyed but not the internal (i.e., Fk (F (x))) is susceptibleto the same
attack through plain collisions as the append-only construction, and is signi¯cantly weaker than
NMA C.

The extension att ack. Consider the \prep end-only" construction: MACk (x) = F (k; x) (i.e.,
the key k is prepended to the data x and the hash function { with the ¯xed IV { computed on
the concatenatedinformation). Becauseof the iterativ e structure of F it is easyto seethat if one
knows the value of MACk (x) wherex contains an integral number of blocks, then onecan compute
the value of MACk on any extension y of x (i.e., any string y that contains x as a pre¯x) by just
using the result of MACk (x) as an intermediate value of the chaining variable in the computation
of MACk (y). This attacks needsno knowledge of or direct attack on the key k. In NMA C this
attack is prevented through the outer application of Fk1 , which avoids the exposureof the result of
the iterated function Fk2 .

As noted in section 3 extension attacks can allow the transformation of attacks against a hash
function that usesa random but known IV into an attack against secret IVs. Such attacks are
known against MD4 [Do1] and are plaussible to exist against MD5 [Do2, Do3]. However, these
attacks are inapplicable against our MAC constructions where,assaid above, the outer application
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of the hash function prevents the extensionattacks.

Divide and conquer att acks. Consider the method, known as the \envelope" method, that
combines the above prepend and append constructions, namely, MACk1 ;k2 (x) = F (k1; x; k2). Pre-
neel and van Oorschot [PV1] observe that in an attack directed to recover the whole key one does
not needto work exponential time on the added length of keysk1 and k2 but one can recover both
keys in a total time which is exponential on the length of one key. This is done by ¯rst ¯nding
collisions in the MAC function, and then searching exhaustively for a key (k1) that producesthese
collisions. Once we have the right k1 it is straightforward to ¯nd k2 by exhaustion. Although this
attack is impractical, it serves to illustrate the basic fact that the strength of the function comes
from its individual keys and not from their combined length.

A similar attack holds against NMA C. This is in no contradiction with the analysis of Sec-
tion 4 that shows the security of NMA C basedon the strength of the individual underlying func-
tions, i.e., the keyed compressionfunction as a MAC and the keyed iterated function as weakly
collision-resistant. The divide and conquer attack shows that one cannot replace in Theorem 4.1
the expression² f + ²F by the much stronger ² f ¢²F . It also servesto show that the useof a single
`-bit long key in HMA C doesnot weaken the function against exhaustive search.

Comparison with the constr uction of [PV1 ]. In [PV1] a construction is proposedwhich is
also a variant of the envelope method. It usesa keyed IV and an appended key, but in addition
it usesa third key that is applied to in°uence the internal rounds of the compressionfunction
in use. (All these keys are derived from a single underlying key.) This is a heuristic measure
intended to counter possibleweaknessesof the compressionfunction in use,and no formal analysis
of the construction is provided. We note that this construction is more \in trusive" in the sense
that it requiressomemore changesto the existing hash functions, and it impacts performancein a
moderate but noticeable way.

Comparison with rf c1828. The MAC schemedescribed in RFC1828[MS] hasbeenproposedas
a standard mechanism for messageauthentication in the context of IP (Internet Protocol) security.
This function, which usesMD5 as the underlying hash function, is basedon the envelope method,
but padsthe prependedkey to a full block boundary. In addition, it usesthe samekey for prepend-
ing and appending. The best analysis known for this type of functions is given in [BCK1] which
show that when using di®erent and independent keys (for prepend and append) the security of the
function can be based on the pseudorandomproperties of the underlying compressionfunction.
The NMA C function presented in this paper enjoys a superior security analysis in two important
aspects: it requiresweaker assumptionson the underlying hash function (since the pseudorandom-
nessof the compressionfunction implies our assumptions),and the security of the underlying hash
function is preserved in a signi¯cantly stronger way (as quanti¯ed in Theorem 4.1) than in the
analysis in [BCK1]. Another important di®erenceis that the HMA C variant dealsbetter with the
use of a single key than does the construction of RFC1828; in the latter, the use of the samekey
for prepend and append makesthe analysis in [BCK1] lessapplicable and, in particular, makesthe
schemesusceptibleto the above mentioned key recovery attack of [PV2].

HMA C has now replacedthe RFC1828construction as the mandatory to implement authenti-
cation transform for Internet security protocols [KBC].
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