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1 Introduction

My research approaches software security challenges from the perspective of pro-
gramming language design and analysis. Such language-based approaches to secu-
rity constitute an increasingly important area of converging research because they
provide provable, mathematical guarantees about the security of large, real-world
software systems, rather than relying upon error-prone, manual inspection of pro-
grams or incomprehensive random testing. My work at UTD since 2006 has resulted
in

e $4.0 million in federal research awards ($1.9 million as PT + $2.1 million as
Co-PI) including 2 Career awards (from AFOSR and NSF, respectively),

e approximately 30 scholarly research publications in peer-reviewed con-
ferences and journals,

e a history of intellectually challenging, high-quality classroom teaching
(median student evaluation: 9/10 intellectual challenge, 4.54/5 overall quality
= “Excellent” over 12 courses), and

e supervision of 7 Ph.D. students (first 2 graduations expected Fall 2011 [1J,[2])
and 3 Masters students (2 graduations [3], 1 pending).

2 Original Investigation

This section describes my three main research directions: machine-certified, bi-
nary, in-lined reference monitors (7 next-generation malware attacks
and defenses (7 and cloud and peer-to-peer computing security (§2.3).
Successes are briefly highlighted in terms of noteworthy publications and grants
awarded.

2.1 Language-based binary analysis

The birth of computer science as a discipline can be traced to a pair of famous
proofs by Goédel and Turing, who discovered that certain mathematical problems
are inherently undecidable—that is, no machine or algorithm can ever solve them



reliably. This imposes fundamental limitations on the ability of security systems to
reliably distinguish safe software from unsafe software.

My 2006 publication in ACM Transactions On Programming Languages
And Systems (TOPLAS) [4] showed that protection systems based on auto-
mated binary transformation (instead of merely inspection) can potentially circum-
vent this historic computability barrier. For example, a compiler or binary rewriter
can automatically remove all safety-violating behaviors (without corrupting any safe
behaviors) for many large classes of programs and safety policies that are undecid-
able by static inspection alone. This established an important connection between
computational complexity theory and software security research that has been cited
over 120 times since its publication (according to Google Scholar).

My subsequent research has leveraged this insight to build powerful, high-assur-
ance software protection systems based on formally certified, in-lined reference mon-
itors (IRMs). IRM systems automatically augment untrusted binary software with
runtime security checks to produce safe, self-monitoring code. The transformed code
can subsequently be formally machine-verified to prove that it respects the origi-
nal policy. This removes the potentially complex binary rewriter from the trusted
computing base (TCB) in favor of a smaller verifier. Soundness proofs for the veri-
fier further reduce the TCB to the foundations of mathematics. This novel strategy
thus marries the strong formal guarantees of provably sound, static program analysis
with the power of dynamic protection systems.

My research has developed practical IRM systems for .NET bytecode [5], Java
bytecode [6), 7,8, 9, 3], 10, 11], 1, 12], and ActionScript Flash bytecode [13] 14, 15],
and my most recent work has extended the approach to x86 native code architec-
tures [16], 17]. I have published algorithms for realizing automated, formal IRM
certification as type-checking [5] 18] and as model-checking [14] 19]. My work
has received a

e 2008-2011 Young Investigator (Career) award from the U.S. Air Force Office
of Scientific Research (AFOSR).

Such awards are highly competitive; mine was the only one awarded for cyber-
security that year to my knowledge.

My recent 2010 publication in the 9th International Conference on Aspect-
Oriented Software Development (AOSD) [8] draws from these experiences to
propose a purely declarative, aspect-oriented approach to IRM policy specification.
Policy specifications for IRMs must be extraordinarily detailed in order to facilitate
fully automated, binary-level enforcement and verification. This can make them
extraordinarily difficult for humans to write, leading to dangerous policy specifi-
cation errors. We show that when policies are expressed in a purely declarative,
aspect-oriented style, many errors become detectable as inconsistencies that can
be automatically uncovered by exposing non-determinism in the policy’s underlying
security automaton. The work has significant applications for advice conflict detec-
tion in traditional aspect-oriented programming as well. AOSD is a Tier-1 software
engineering conference (a 22% acceptance rate in 2010).

As part of our work on applying IRMs to CISC native code, I this year published
a paper in the European Conference on Machine Learning and Principles



and Practice of Knowledge Discovery in Databases (ECML PKDD) [17]
that proposes the first machine learning-based approach to static 86 disassembly.
The x86 disassembly problem is notoriously difficult, yet a necessary first step for
many secure software analyses, such as reverse engineering and binary instrumen-
tation. Our approach inferred substantially better disassemblies of large, real-world
(non-open source) software applications than the best commercial disassemblers used
for reverse engineering today. ECML PKDD is a Tier-1 conference (acceptance rate
20% for 2011).

My future plans [21] include extending IRM-based security to mobile web ad-
vertisements in collaboration with the University of Illinois at Chicago (UIC). The
proposed project has been awarded a

e National Science Foundation (NSF) Trustworthy Computing grant for collab-
orative research that was funded for over $1.2 million for 2011-2014 ($560K
for UTD).

I am the sole UTD PI for the proposal.

2.2 Malware attacks and defenses

Cyber-security research is not just about defending against existing attacks; it must
also anticipate next-generation attacks and even develop counter-attack strategies
for cyber-warfare. This is exemplified by the ongoing virus-antivirus arms race, in
which defenders relentlessly develop new malware detection strategies to anticipate
and counter new malware developed by attackers. My work applies recent advances
in automated stream mining to the problem of malware detection [22] 23] [24] 25,
26, 27] and malware obfuscation and propagation [28]. The work has been awarded
an

e Active Defense grant from the U.S. Air Force Office of Scientific Research
(AFOSR) ($450K for 2011-2014), and a

e 2011 grant from the U.S. Army ($350K for 2011-2012).

I am the PI for the first proposal and a Co-PI for the second.

This ongoing work addresses challenges faced by a malware defense community
that must currently rely upon time-consuming, semi-manual approaches to virus
signature inference and generation. This places defenders at a significant disadvan-
tage relative to attackers, who can introduce new binary obfuscations with far less
time and effort. As a result, defenders struggle to keep pace with the ever growing
pool of malicious software, and remain particularly vulnerable to zero-day attacks.

Our research shows that highly accurate malware classifications can be obtained
fully automatically through the use of data mining algorithms for unbounded-length,
concept-drifting streams. Supporting concept-drift allows such algorithms to adapt
as attackers introduce new obfuscations, and identify zero-day attacks far more
quickly than is possible with approaches that require human intervention.



For example, our publication in the ACM Transactions on Management
Information Systems (TMIS) [26] demonstrates that stream mining-based mal-
ware detection can be elegantly expressed as parallelized Hadoop MapReduce com-
putations. This makes it exceptionally well suited to cloud computing architectures.

Stream mining-based defenses can also become powerful attacks if directed against
conventional antivirus protections. Our 2009 publication in the Computer Stan-
dards & Interfaces Journal [28] demonstrates that any antivirus product that
divulges its classification decisions leaks enough information for a stream mining al-
gorithm to infer and usually defeat its classification model. Such reactively adaptive
malware learns and adapts to signature-based antivirus protections fully automati-
cally in the wild, rendering such defenses ineffective. Attackers already exploit this
information manually when crafting new attacks, and we believe it will not be long
before the technique begins appearing in automated form within self-propagating
malware.

My ongoing research in this area is studying possible defenses for next-generation
malware attacks, as well as language-based approaches that leverage stream mining
for polymorphic, zero-day malware defense. The proposed work has garnered a

e 2011 National Science Foundation (NSF) Career award for language-based
polymorphic malware security ($504K for 2011-2016).

NSF Career awards are widely regarded as some of the most prestigious grants avail-
able to untenured researchers, and are highly competitive—only 22% of proposals
were funded in 2010.

2.3 Cloud computing security

Cloud computing is significant area of current data security research that extends
decentralized, distributed computing technologies, such as peer-to-peer networking,
to massively distributed clouds of low-cost, heterogeneous machines. My research
has developed new security-aware protocols and security applications for cloud com-
puters [29] 30, 31}, 132}, 33, 26, 34].

As an example of this work, my 2007 publication in the 23rd Annual Com-
puter Security Applications Conference (ACSAC) [29] introduced a flexible,
efficient data ownership privacy enforcement strategy for structured, decentralized,
peer-to-peer networks. ACSAC is one of the top five national security conferences
(with a 20.9% acceptance rate for 2007). My more recent work has applied these
technologies for data security in the semantic web [33], and using economic the-
ory (e.g., [35, 136]) to incentivize non-malicious behavior in networks of mutually
distrusting cloud nodes.

The work has been awarded an

e NSF EArly-concept Grant for Exploratory Research (EAGER) for 20092011
($80K).

EAGER grants are increasingly difficult to obtain; they are awarded only to highly
novel research proposals that are deemed to have a potential for exceptionally high
reward.



3 Classroom teaching

One significant root of the software security crisis is a dearth of adequate security
training in most computer science programs today. Computer science undergradu-
ates are typically trained to program quickly to meet tight product deadlines, and
to meet quality standards that are measured purely in terms of code correctness and
efficiency under standard conditions and with standard program inputs. They are
not typically trained to think systematically about adversarial conditions or secu-
rity vulnerabilities as they write code. The result is an industrial culture that often
incorrectly presumes that security is a finishing touch that can be added to software
near the end of its development.

Software engineering experts increasingly agree that this approach to security
does not scale adequately to large systems, and has been a major contributor to
the deeply flawed critical cyber-infrastructure we see today. Code that is robust
against attacks requires careful planning during all stages of the software develop-
ment lifecycle, including an implementation phase manned by programmers who
have been trained to think like attackers as they write code. This means that effec-
tive computer security education cannot be limited to isolated courses outside the
main curriculum (though such courses are still valuable). Security awareness and
best practices must be integrated into all aspects of the curriculum as a fundamental
quality criterion for all programming tasks.

I have put this philosophy into practice at UTD through the introduction and
integration of significant security components to numerous traditionally non-security
courses in the computer science program. My efforts along those of my colleagues
have received a

e $1.7 million award from the National Science Foundation (NSF) for a Federal
Cyber Service: Scholarship for Service program at UTD for 2010-2014.

(I am one of four Co-PIs for the proposal.)
In 2008 a Masters student under my supervision was awarded a prestigious

e Information Assurance Scholarship from the U.S. Department of Defense ($42K
for 2008-2009).

(I was the sole PI for the proposal.) This was the first such award ever granted to
a UTD student. The student was employed by the DoD upon graduation, and has
subsequently entered the Ph.D. program of Harvard University. Two undergradu-
ates under my supervision have been admitted to the Computer Science graduate
programs of Carnegie Mellon and Oxford, respectively, demonstrating that students
graduating under my supervision are competitive with top candidates in the field.
In Fall and Spring 2009 I taught two instances of the computer science Senior
Design Course (CS4485) in which undergraduates worked in teams of 4 or 5
to design and implement secure peer-to-peer file-sharing systems. This aggressive
curriculum introduced students to a vast array of security considerations to which
most had never before been exposed. These included data integrity and privacy



considerations, network protocol analysis, the advantages and limitations of crypto-
graphic I/O, security implications of race conditions, and man-in-the-middle attacks.
Rather than presenting students upfront with the security ramifications of their de-
sign choices, students were permitted to discover vulnerabilities in a natural way
as they became apparent, whereupon I introduced the advanced concepts necessary
to address them. For many students this resulted in a first-time understanding of
why a systematic, methodological approach to programming is so important in a
large project, and how hard it is to “add security” later when security has not been
properly considered from the ground up.

As aresult of their efforts, two teams submitted their final projects to the Dallas
ComputingFest competition, one of which earned second place in the senior-
level division for their innovative approach to securing Chord peer-to-peer networks
against message-dropping attacks. Student evaluations rated the course an average
of 4.7 out of 5.0 in overall satisfaction—an extremely high rating for a non-elective.
(For comparison, the average evaluation over the previous years was 2.5 out of 5.0,
and evaluations for my offerings are both higher than any other offering of the course
currently on record.)

At the graduate level, I have significantly redesigned the Advanced Program-
ming Languages (CS6371) core course to emphasize the security applications of
advanced program analyses such as polymorphic type theory, automated verification
condition generation and checking, axiomatic semantics, and advanced programming
paradigms such as functional and logic programming. This material is extended and
elaborated in my Language-based Security (CS7301) graduate elective, which
builds upon this foundation to train students in software verification through auto-
mated theorem-proving, model-checking, binary analysis and modification, malware
detection, and information flow tracking. Student evaluations of both courses are
consistently high (4.2 for CS6371 and 4.8 for CS7301, on average) despite difficulty
rankings that are consistently in the 9th decile relative to other UTD courses. This
shows that students are learning extremely challenging material, but in a way that
is accessible and interesting.

My teaching has also subsequently led to the National Science Foundation
(NSF) Career Award that I received in 2011 ($504K for 2011-2016). Career pro-
posals require a very significant educational component that integrates cutting-edge
research with learning opportunities for graduates and undergraduates. My history
of creative, high-quality classroom teaching was therefore essential for receiving this
award.

4 Service

Over the past five years I have served on the program committees of 3 conferences
related to programming languages, software engineering, and/or computer secu-
rity, as well as serving as the General Chair of the 11th ACM International
Symposium on Practical Aspects of Declarative Languages (PADL) in
2009, and the Registration Chair of the 10th IEEE High Assurance Sys-
tems Engineering Symposium (HASE) in 2007. In addition to these titled



appointments, I regularly review scientific articles for such high-profile venues as
the IEEE Transactions on Dependable and Secure Computing (TDSC)
and the ACM Transactions on Information and System Security (TIS-
SEC). Personally writing rigorous, constructive reviews for these journals (rather
than delegating the task to students) is time-consuming, but I feel that doing so
is important for maintaining the high quality standards of these journals, and is
therefore an important contribution to the field.

I also hold memberships with the two most important professional societies in
my discipline—the Association of Computing Machinery (ACM) and the
Institute of Electrical and Electronics Engineers (IEEE).

Within the computer science department, I have served on the 3-person Teach-
ing Assistant committee for the past 3 years, and on the Computer Systems
Group Committee since joining the department in 2006.

In Fall 2009 I voluntarily extended my required course load to teach CS4485:
Computer Science Project for a second straight semester when a substitute in-
structor became needed at the last minute. This was a significant time sacrifice
because at that time CS4485 essentially required the instructor to individually ad-
vise every student in the class in a medium-to-large software development project.
Enrollment in 2009 was higher than in any prior year because CS4485 had just
become a required course, with the result that I individually advised over 80 un-
dergraduate students during 2009. Although the effort was exhausting, it was
also rewarding; several of the positive outcomes are discussed earlier in this narrative

(see §3)).

5 Future Plans

In 2011 T brought in over $1 million in funding for UTD dedicated to two new
NSF research projects that I will lead over the next 3-5 years. The projects will
combine my work described in and to develop advanced malware protection
technologies for commercial operating systems and web browsers. I am therefore well
positioned to continue and expand my research program at UTD over the next 5
years. I have an active pipeline of submitted and in-progress research manuscripts
toward these projects (about 4 submitted and 6 in-progress at the time of this
writing).

The NSF Career portion of the funding includes a significant educational com-
ponent that supports the integration of my research into educational opportunities
for graduate and undergraduate students. This is important for supporting our de-
partment’s new federally funded Scholarship for Service program with courses and
material that teach advanced computer security skills demanded by federal employ-
ers and Dallas-area defense contractors such as Raytheon and Rockwell-Collins that
constitute significant sources of enrollment in UTD’s CS program.
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