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1. Why is it important that a small or medium-sized business have access to cyber 

security expertise? 

 

Cyber attacks are pervasive. They do not differentiate between large, medium, and 

small companies. If a company, small, medium or large, has information including 

sensitive emails and intellectual property to protect, they should have cyber security 

expertise either in-house or through a reliable and reputable service provider. 

 

2. If the business has a board of directors, what is the best way for the business owner 

or its existing board to find a new board member who has that specialized skill set? 

Cyber attacks are so prevalent that every corporate board must have a cyber 

security specialist. This person must have minimum qualifications such as auditing 

expertise and knowledge of cyber security risks, vulnerabilities and solutions. For 

example, certifications such as CISSP (certified information systems security 

professional) would help. More importantly the person must have experience 

managing cyber security for a corporation (e.g., CISO – chief information security 

officer).  

3. What about a business that does not have a formal board of directors; how can they 

fill the knowledge gap that would otherwise be covered by a board member with 

cyber security expertise? 

The business must have someone equivalent to a CISO. If a business is serious about 

protecting their information from cyber attacks, they must have expertise in cyber 

security. If finance is a concern (since CISOs are highly paid) they must contract 

cyber security with a reliable and reputable security service provider.  

4. What role can a CFO play in helping his or her company ensure the best security 

posture possible? When evaluating cybersecurity product proposals, what should 

CFOs be looking at besides cost? 

CFOs are responsible for the financial aspects of an organization. They are not in 

general cyber security specialists. A CFO must work with the CEO and decide on 

the following. Should the company 

 



 hire a CISO, and/or 

 hire a contractor (e.g., reputable and reliable security service provider) to 

handle all cyber security matters?  

 

5. What is the difference between a proactive and reactive cyber security solution, and 

how can a business know which type is best for its needs? 

 

Proactive cyber security solutions anticipate the potential attacks and provide 

solutions ahead of time. A reactive cyber security solution is to wait until the attack 

happens and then figure out what to do. I strongly believe in proactive solutions. 

That is, try and anticipate the types of attacks, carry-out risk analysis, and ensure 

proper controls are installed. It is like managing one’s health. We can be proactive – 

that is, eat healthy food, get enough sleep, etc. or be reactive, such as wait until we 

get diabetes and then get treatment.  

 

6. What are the most important benefits/advantages of choosing a proactive security 

solution? A reactive solution? 

 

One cannot anticipate all types of attacks as new types of attacks are being 

developed all the time by the hackers. At least by being proactive the business would 

have installed solutions for known vulnerabilities. This way they can protect quite a 

lot of the sensitive information as well as protect from the malicious corruption of 

the information.  

 

7. What legal and/or fiduciary duties or responsibilities do board members have in the 

area of cyber security?  

 

Board members do have legal and fiduciary responsibilities in the area of cyber 

security just like they would have in the area of finance. Cyber security must be 

taken very seriously by the corporations just like the business aspects. Cyber 

security strategy must be intertwined with the business strategy. Therefore, the 

CEO, CFO, CIO, CISO and the board must work together. Cyber security is 

everyone’s responsibility from the employee to the management to the board 

members. 

 

8. Same question for business owners? 

 

As I have mentioned in my answer to question #7, cyber security is everyone’s 

responsibility. However, the business owners have the ultimate responsibility as they 

have to hire the appropriate people such as the CFO, CIO, the CISO and appoint 

the appropriate board members.  

 

 



9. Same question for CFOs?  

 

While a CFO is crucial for every corporation, I believe that the company must have 

a CISO (or a reputable and reliable cyber security service provider) to work with 

the CFO to ensure the security of an organization. CISOs have to be taken seriously 

and they must have authority and funding. Usually a CFO’s job is to ensure that the 

company’s finances are in order. Costs may impact the amount spent on cyber 

security solutions. This is why a company needs someone like a CISO who is an 

advocate for cyber security.  

 

10. From the perspective of good business practice and competitive standing, why is it 

important that owners, directors and CFOs factor cyber security issues into their 

decision-making processes?  

As I have mentioned, every corporation must have a cyber security strategy. This 

strategy cannot be a stand-alone strategy. It has to be intertwined with the business 

and financial strategies. This is why the CEO, CFO, CIO and CISO have to work 

together with the board members and every employee to ensure that the company 

provides appropriate cyber security solutions.  

11. Are there any other thoughts or comments you would like to add? 

I would like to reiterate the key points that I have made. 

 A business must be proactive about cyber security. 

 Cyber security must have an advocate in the company. Ideally this should be the 

CISO. I believe that CISO is as important as a CFO. They must work together. 

 The board members have a legal and fiduciary duty to ensure that proper cyber 

security practices are being followed by the company just like they would 

examine the finances of a company.  

 The CEO and the business owners have the ultimate responsibility to hire the 

appropriate people and ensure that the CISO gets sufficient funding to install 

cyber security solutions. One cannot afford to cut back on cyber security 

expenses just like one cannot afford to neglect one’s health.  


