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Is Secretary Hillary Clinton’s Email Problem an 

Inference Problem? 

Bhavani Thuraisingham, August 23, 2015 

BACKGROUND:  It’s been almost six months since we first heard about Secretary of State Hilla-

ry Clinton’s use of a personal server to carry out State Department business while she was the Sec-

retary of State between 2009 and 2013. Back on March 4, 2015 I wrote an article for New York 

Daily News that Mrs. Clinton should never have used a personal server to carry out State Depart-

ment Business. I still maintain that position as I was thinking purely from a cyber security point of 

view. That is, having a personal server with less protections than those provided by the State De-

partment Servers means that the personal servers are far more vulnerable. Since I wrote the article, 

Mrs. Clinton gave a press conference on March 9, 2015 that she did not receive nor send classified 

information. However recently we have received a lot more information. In particular, some of the 

emails received by Mrs. Clinton were potentially Confidential, Secret or Top Secret. There was 

also a recent Associated Press story earlier this month (August 2015) that these emails may not 

have been marked classified and that they may have been sent by multiple agencies. 

The purpose of my current article is to examine the Inference Problem that I have been working on 

for almost three decades (at Honeywell. MITRE, NSF and UT Dallas) and see if such a problem 

may have occurred in the case of Mrs. Clinton’s emails. Since my background is purely in cyber 

security and computer science, I am not here to pass judgment as to whether Mrs. Clinton knowing-

ly or unknowingly handled classified information on her server. 

INFERENCE PROBLEM So what is the inference problem? Inference is the process of posing 

queries to databases and forming conclusions from the legitimate responses received.  If the con-

clusions are information that the recipient is not authorized to know, then the inference process 

becomes a problem. This problem has come to be known as the inference problem. 

I have studied this problem for the past 30 years and have published numerous papers and have 

obtained multiple patents on this topic, In addition I have also received several prestigious awards 

from both IEEE and ACM for my work on the inference problem. Let me first explain more about 

this problem and then discuss the connection to Mrs. Clinton’s email problem. 

There are various types of inferences that we have studied. They include Inference by association, 

Inference by deduction, and Inference by data mining. We explain each of them. 
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Inference by Association is the problem where the individual members of the association (that is, 

the individual pieces of information) are Unclassified, but when combined together, the combina-

tion is Classified.  

Inference by Logical Deduction: Suppose one can derive B from A1, A2,…An. Suppose each of 

A1, A2, …An is Unclassified and B is Classified. Then we have an inference problem through de-

duction. 

Inference by Data Mining: Suppose we have n pieces of data A1, A2, … An each of which is un-

classified. We apply some data mining techniques on A1, A2, …An and extract the nugget B. If B 

is Classified then an inference problem has occurred through data mining.  

We have given several more examples of the problem as well as our research on inference problem 

and published a recent book on this topic “Secure Dare Provenance and Inference Control with 

Semantic Web” by Thuraisingham, Cadenhead, Kantarcioglu and Khadilkar, CRC Press, August 

2014.  

INFERENCE PROBLEM AND CLINTON EMAILS So now we come to Mrs. Clinton’s email 

problem. An AP story on August ?? 2015 mentioned that the email itself may be Unclassified but 

combined with previous emails could be classified. Now this is a classic case of inference problem. 

For example, Mrs. Clinton may have received four different emails E1, E2, E3, and E4 each of 

which is unclassified. Suppose they are received in increasing order of time at T1, T2, T3 and d T4. 

Suppose also that the four emails combined together is Unclassified. Now suppose at time T5 she 

gets a fifth email E5. While E5 is Unclassified, combined with say E3 and E4, that is, the combina-

tions of E3, E4 and E5, the result may be Classified. Now the sender of the email, let’s assume the 

CIA thinks it only sent E5 to Mrs. Clinton. It may not know that Mrs. Clinton already has E3 and 

E4. Then neither CIA nor Mrs. Clinton would know that a serious security violation via inference 

has occurred. 

Let’s take another example. CIA sends an unclassified email E6 to Mrs. Clinton and NGA sends a 

second Unclassified email E7 to Mrs. Clinton. Neither the CIA nor NGA knows about what the 

other has sent to Mrs. Clinton. Suppose E6 and E7 together is classified. This means a serious se-

curity violation via inference has offered without the knowledge of Mrs. Clinton, CIA and NGA. 

Now, one could argue that Mrs. Clinton as Secretary of State should have known that E3, E4 and 

E5 together is Classified and E6 and E7 together is Classified. But I am not qualified to comment 
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on that matter. That is, I do not know whether the Secretary of State should know what is Classi-

fied and what is not Classified. Furthermore, I am not a policy expert on classifying documents. 

A SOLUTION TO THE PROBLEM: So the inference problem that might have occurred is due 

to two reasons, One is that the agencies perhaps did not talk to each other and share information as 

to what they sent to Mrs. Clinton. That is, when CIA sent E5 to Mrs. Clinton should it have known 

that based on the information that Mrs. Clinton has already received, she should not have received 

E5 at the Unclassified level? Furthermore, should CIA and NGA have shared the fact that they 

were sending E6 and E7 to Mrs. Clinton in which case the emails would have had appropriate secu-

rity markings? Therefore what we need is a security mechanisms that will check what messages are 

being sent to Mrs. Clinton and determine if the new message that arrives could cause a potential 

security problem. If so, either the message is not delivered, or the message is given the correct se-

curity marking. 

We have developed multiple inference controllers over the past 25 years and we believe that our 

inference controllers can be adapted to solve the inference problem that could have occurred with 

Mrs. Clinton’s emails. 

DIRECTIONS: In conclusion, we need tools and techniques to develop sophisticated inference 

controllers that have to be installed in the government computers so that we will not be facing the 

problems we have today. Now, technology alone cannot solve the problem. We need to work with 

policy specialists and lawyers so that we develop effective and useful inference controllers.  

 

  


