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Before I answer this question, let’s step back and look at the history. Applying data mining techniques for 
counter-terrorism problems began in the late 1990s and its implications for individual privacy was also 
apparent at that time. By then research on privacy-preserving data mining was in progress and the early 
publications appeared around the year 2000. However much of the work was carried out as an academic 
exercise. The horrific 9/11 attacks changed the landscape. Research and development programs were 
initiated by federal agencies, the most notable being the Terrorism Information Awareness Program (TIA) 
initiated at DARPA. While the TIA program created much controversy and the word data mining became 
somewhat awkward to use, research was active not only on applying data mining for counter-terrorism, but 
also on privacy-aware data mining. The 9/11 commission report resulted in information sharing strategies 
being formulated by various federal agencies and the terror events in Madrid in 2004 and London in 2005 
also provided much support for such work. However, perhaps due to a lack of significant terror attacks in the 
western world and a perceived view that Al-Qaeda was a weakened terror group we became complacent. 
Agencies were struggling to get funding for research on data mining for counter-terrorism as well as for 
information sharing efforts. Events such as the WikiLeaks and the Snowden leaks earlier in this decade also 
made the general public skeptical about such work. Possibly as a result of this view, we are now witnessing 
the emergence of the virulent ISIS and a stronger Al-Qaeda. The terrorists now have access to the various 
advances in information technology including the World Wide Web and the social media. Furthermore, the 
terrorists are not just from the middle east but also born and raised in the western world including the USA, 
UK, France, Germany, Canada, Brussels, the Netherlands, Scandinavia, and even Australia. We have seen 
lone wolf attacks in the western world in recent years. These events now make the world an even more 
dangerous place to live than it was in 2001. 
 
So now the question is, could Big Data Mining/Analytics have prevented the chilling terror attacks in Paris? 
Before I answer this question, let me also explain what is needed for successful data mining/analytics. First, 
what is the difference between data mining and data analytics? In my onion they are the same. Data mining 
is essentially the process of digging through massive amounts of data and uncovering new patterns and 
trends such as making associations and links and predicting the future. One needs to have expertise in 
statistics, machine learning and data management technologies to develop powerful data mining algorithms. 
These data mining algorithms examine various samples of the data, use reasoning techniques such as 
probabilistic reasoning, and identify the missing links between different entities that may be humans, events, 
places or things. The challenge then is to identify such links with high accuracy and with low false positives 
and negatives. Some believe that data analytics is different from data mining. For example, back in 2009, I 
gave a presentation on data mining for counter-terrorism to a group providing support to the DHS. One 
person in the audience mentioned that what I was describing was not appropriate as DHS does not carry out 
data mining, but it carries out data analytics. He mentioned that the difference was the following. Data 
mining produces new patterns such as John Smith is a suspicious person while data analytics already 
assumes that John Smith is suspicious and attempts to find out more information about John Smith and his 
activities. Let’s assume that both data mining and analytics are the same. That is, not only do we want to 
find patterns like John Smith is suspicious, once we find out he is suspicious we also explore all the 
connections John Smith has had in the past, is having at present, and possibly will have in the future. Next, 
what is big data? It’s just massive amounts of different kinds of data such as structured data, text, audio, 
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video, images, and animation data. It includes social media data on Face book and Twitter, data on the 
World Wide Web, as well as surveillance data. So we now have massive amounts of different kinds of data 
that change in real-time which we did not have back in 2001. However, the data mining technologies have 
also advanced a great deal and can uncover patterns and trends on massive amounts of data with higher 
accuracy and precision as well as with lower false positive and negatives than they did in 2001. However, 
without having good data, that is consistent and accurate data, we cannot carry out data mining and produce 
useful and meaningful results. It’s like garbage-in-garbage-out. Therefore, data collection is a must to carry 
out data mining/analytics. This is where we are at a loss. It takes enormous efforts and manpower to collect 
good data. Data could come from electronic media or from human contact. The Snowden leaks is not helping 
us with data collection as the general public is quite weary of data collection. I believe in individual privacy 
but I also believe in data collection. Therefore it is essential that the technologists work with privacy 
advocates and lawyers to collect meaningful data. We have been saying this for a decade, but we have to 
now get serious about it. Once we collect the data, we need policies and laws to use the data as well as to 
manipulate the data so that meaningful information can be extracted from the data. Without being able to 
collect, use, manipulate and analyze the data, we cannot carry out useful data mining. 
 
So now I ask the question for the third time. Could Big Data Mining/Analytics have prevented the Paris 
terror attacks? After listening and reading about this incident, I would say probably not. Why? Because we 
did not have all the pieces of the puzzle. That is, we did not have all the data to carry out meaningful mining. 
Let us examine the situation. Some of the Paris terrorists had been trained in the Middle East. If the French 
authorities knew this, then why did they not carry out surveillance on the terrorists 24x7? Why did they give 
up surveillance on some of them last summer? In fact one of the terrorists was in prison for while, and so 
why was he released? The wives and/or girl friends of the terrorists had spoken on the phone on numerous 
occasions. Why were the conversations not monitored? Were all the social media interactions of these 
terrorists and their associates captured? Based on the information that is available publicly, I believe that the 
French authorities could have done a lot more to collect and analyze the data. Protecting its citizens should 
be the utmost priority of any government. 
 
So, what do we do? We absolutely need closer collaborations between the agencies within a country and 
across countries. We need to start spending more on research as to how to collect, use, and mine the data and 
obtain meaningful results without violating the privacy of the individuals who are not considered suspicious. 
This may be an impossible problem as how can we determine that a person is not suspicious? Technology 
alone cannot solve such hard problems. We need to be even more vigilant in getting the technologists, risk 
analysts, privacy advocates, policy makers and lawyers and even economists, psychologists, political and 
social scientists, and educators to work together. We cannot just pay lip service to this problem any longer. 
We cannot afford to be politically correct all the time or worry about antagonizing the privacy advocates or 
the Islamic community as reasonable people will understand. At the same time, while free speech is 
precious, we should not engage in risky behavior and express opinions that will incite and infuriate terrorists 
as they are unreasonable people. For example, if I walk alone down a lonely street at two am in the morning 
I am asking for trouble, especially being a woman, even though I believe it is my right. If we are not vigilant 
and make every possible precaution and work together as a global community to combat terrorism, we will 
definitely see many more unimaginable attacks like the ones we witnessed in Paris this past week. I am 
hearing people say that what is happening in Paris is like “stage four cancer” and there is no hope. I believe 
that “as long as there is life there is hope” and even stage four cancer could be cured or at least 
prevented/contained from spreading with modern biomedical sciences. Therefore let’s work together and 
develop a cure for this “cancer” called terrorism. With unprecedented computing power we have today and 
the tremendous advances in information and analytics technologies, we can make significant progress if we 
work together. Let us educate the global community that there is a lot of good in this world and we must 
eradicate the evil. There is a saying that “it takes a village to raise a child”. In the same way it takes a world 
or perhaps even a universe to combat terrorism. 

 


