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During the early days of July 2015 there was a lot of discussion in encryption due to congressional 

hearings about the “Terrorists Going Dark” due to encryption. Therefore I put together these notes 

to help those who are not experts in the field to get some basic knowledge.  

Backdoor: This was a term introduced around 1973 (Multics project). The designer creates a backdoor 

for someone (likely unauthorized) to enter into the system and cause damage (e.g., stealing the data and 

secrets). 

Cryptography: The study of encryption. Data is encrypted (i.e., modified) with a key using a technique 

(cryptographic algorithm) so that an intruder is unable to read the data even if he steals it unless the 

intruder has the correct key (possibly the same key) to decrypt the data. The modified data is called the 

cipher text while the original data is called the plaintext,  

Backdoor in Cryptography: An intruder can bypass the crypto system, get the key, decrypt the data and 

read the original data (called plaintext) 

Example Crypto System is Public Key Cryptography: A user/person has two keys; public key and 

private key. The public key is generated by a certificate authority and is publicly known. For example, 

Bob and Alice can make their public keys known to each other by exchanging credentials. The private 

key is only known to the user/person. This private key may be randomly generated by some random 

number generator. It could consist of a certain number of bits – e.g., 256 bits (0110011111………). When 

Bob wants to send a secret to Alice, he can encrypt the secret message with Alice’s public key. Only 

Alice can decrypt it as the secret can only be decrypted with Alice’s private key. When Bob wants to send 

a message to Alice so that Alice is certain that the message came from Bob (e.g., registered letter which 

may not have a secret message) then Bob will encrypt it with his private key. Then anyone who has Bob’s 

public ley including Alice can decrypt the message. This way Alice knows the message from Bob is 

authentic.  

Some information about the key: Data (including messages) may be encrypted with a key. This key 

could be some combination (some mathematical algorithm) that consists of a randomly generated number 

and a user password. This key is stored in a highly secure location (e.g., kernel memory) that cannot in 

general be accessed by anyone. However during a kernel attack (e.g., rootkit attack) the intruder can 

bypass the regular mechanisms and access the kernel memory and subsequently get access to the key. 

Companies like Intel are developing novel methods to use hardware to store the key.  

Different people sharing the key: A key usually consists of multiple bits. Therefore different people 

could know parts of the key but no one person knows the entire key. Bob could know the bits say 010, 

Mary the bits 100, Paul the bits 011 …., Combining all these bits 010100011… would result in the key. 

This is like have multiple locks to a safe where no one knows the entire combination, but parts are known 

to different people. 

Do we absolutely need encryption?: There are many techniques such as access control, binary code 

analysis (that is analyzing the bits that the machines execute), source code analysis (analyzing the code 

written in a programming language like Java) that are being developed to secure various systems. But we 

hear every day that some hacker has bypassed the protection mechanisms. Just like thieves monitor a 



house to find say unlocked doors, hackers carry out surveillance on systems and networks to find 

vulnerabilities. Once a hacker bypasses the protection mechanisms, he/she may have access to the data 

(secrets). Therefore unless the data is encrypted using say a 256 bit key, the attacker can have access to 

the data. 

Pros and Cons of the Backdoor mechanism for a crypto system: The backdoor mechanism will enable 

a law enforcement official to have access to the messages sent by criminals and terrorists. However a 

hacker could also exploit such a vulnerability. Privacy advocates are concerned that such a backdoor 

mechanism may allow a law enforcement official to obtain sensitive data about the law abiding people.  

Identity Theft: Hacker can access say social security numbers that are encrypted by exploiting system 

vulnerabilities such as a backdoor. This could result in identity theft. However identity theft can also 

occur in other ways. A person could type his social security number and a malicious code (malware) 

planted by the hacker could observe the keyword strokes and infer the social security number. Another 

example is when a user opens a web browser and a malware could hijack the user and take him to a web 

page set up by the hacker. The user is unaware of it and could enter sensitive information such as his/her 

social security number. These attacks are application level attacks. It should be noted that if the social 

security numbers are not encrypted it would be much easier for a hacker to have access to the numbers. If 

they are encrypted then the hacker will have to decrypt the cipher text and then obtain the plaintext.  

Application vs Kernel attacks: Browser attacks and planting malware on say an application that carries 

out some calculation are application level attacks. One could develop trusted applications (verify that the 

application has no vulnerabilities) to minimize the risks involved.   However, if the kernel (the heart of 

the operating system that manages all the applications) is attacked then the entire system could be 

vulnerable. It is almost impossible today to develop end to end security (that is all the components 

including networks, systems, and applications are secure). Therefore our objective is to minimize the risks 

involved.  


