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Abstract

This paper discusses standards-based approaches for secure data sharing across organizations. In particular, current standards as well as
standardization trends for data integration, multimedia data management, active real-time data management, data warehousing and mining, expert
data management, semantic web data management, knowledge management, visualization, metadata extraction and management, and security
management for data sharing are discussed. We will illustrate the ideas with an example from emergency response and public health awareness
application domain.
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1. Introduction

Cyber crime as well as threats to national security is costing
organizations billions of dollars each year. There is a critical
need for organizations to share data so that analysts could
analyze the data, mine the data, and make effective decisions.
While there is an urgent need for numerous applications
including counter-terrorism, emergency response, public health
awareness, and financial analysis to share data, there is also a
need to protect the information within an organization.
Essentially we have a conflict between data sharing and data
security. The challenge is to enforce appropriate administration
and security policies that facilitate data sharing as needed.

This paper describes a flexible architecture and techniques for
secure data sharing across agencies with special emphasis on
standards-based approaches. We focus on data, metadata and
policy integration and the standards for data sharing. Fig. 1
(adapted from [1]) illustrates the need for coordinated activities
betweenmultiple organizations (such asCDC: Center forDisease
Control,HRSA: HumanResources andServicesAdministration)
in the crisis management domain for working with one another to
monitor and manage the spread of infectious diseases. Here,
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organizations such as local, state and federal governments as well
as hospitals have to work together and integrate the diverse
sources of information. Standards-based interoperability for
secure data sharing is critical for such applications. In particular,
we need standards for the following functions:

• Data and Information Integration to ensure connectivity
between complex diverse data sources

• Multimedia and geospatial data management to handle
different data types as well as locations

• Active and real-time data management to ensure distributed
real-time information access

• Data mining and data warehousing for decision support
• Expert data management for reasoning about the events and
incidents to help in decision support

• Semantic web data management to ensure standards-based
interoperability

• Knowledge Management for establishing strategies, pro-
cesses and metrics for decision support

• Visualization for understanding the events, incidents and
situations

• Metadata extraction and management for integration and
complex data management

• Security technologies to ensure confidentiality, privacy, trust
and integrity
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Fig. 2. Layered architecture for secure data sharing and decision support.
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We examine each of the functions and discuss standards that are
either in place or needed for secure data sharing. Data and infor-
mation integration is discussed in Section 2. Multimedia and geos-
patial information management is discussed in Section 3. Active
real-time data management is discussed in Section 4. Data mining
and warehousing for decision support are discussed in Section 5.
Expert data management is the subject of Section 6. Semantic web
data management is discussed in Section 7. Knowledge manage-
ment is discussed in Section 8. Visualization for incident detection
is discussed in Section 9. Metadata management and extraction is
the subject of Section 10. Security management is discussed in
Section 11. The paper is concluded in Section 12.

For time-critical applications such as crisis management,
there are two major components. One is data sharing and the
other is decision support. The data sharing component consists
of data integration where data from structured and unstructured
sources have to be integrated. The integrated data has to be
analyzed using data mining and data warehousing techniques.
For real-time applications, active data management techniques
will ensure that triggers are enforced on the data so that incidents
are propagated in a timely manner. Finally the integrated data,
the results obtained from activating triggers as well as the results
from data mining are collected and analyzed by a decision
support system to give advice to the incident commanders and
decision makers. One can carry out decision support analysis
using partial data in which case the analysis as well as integration
will be carried out incrementally. This is the bottom up approach
where it is assumed that not all of the data is available at one
time. The top-down approach integrates all of the data first and
then carries out the mining and subsequently decision support
analysis. Both approaches have advantages and disadvantages.
However, the bottom up approach is more realistic as in the case
of real-world applications data often arrives incrementally.
Therefore the challenge is to be able to integrate the data
dynamically and carry out incremental data analysis.

In this paper we will focus only on the data sharing aspects
where the data is integrated, mined as well as triggers enforced
for timely dissemination. In particular, we will focus on current
standards as well as the trends for secure data sharing. The

Fig. 1. Data sharing across organizations.
standards discussed here do not depend on whether we are
proposing a top-down or a bottom up approach to data sharing
and analysis. That is, the standards are general enough to apply
for both approaches. Fig. 2 illustrates an architecture for data
sharing and decision support. Data may be in different formats
such as XML (eXtensible Markup Language), RDF (Resource
Description Framework), andOWL (Web Ontology Language).

2. Standards for data and information integration

2.1. The problem

As illustrated in Fig. 1, data from the various data sources at
multiple levels such as local, state and federal levels have to be
integrated so that the data can be mined, patterns extracted and
decisions made. The databases include national intelligence
databases that contain information about potential terrorists and
their patterns of attack, the CDC (Center for Disease Control)
databases that contain information about infectious diseases,
stock pile databases as well as hospital databases. Unless the data
is integrated and the big picture is formed, it will be impossible to
inform all the parties concerned about the incidents that have
occurred. While the different local, state, and federal agencies
have to share data, they also need to enforce appropriate security
policies so that the data does not get into the hands of unautho-
rized individuals. Essentially the agencies have to share as much
data as possible but at the same time maintain the security
requirements. Fig. 3 illustrates the architecture of a system where
data and policies are exported to a coalition environment [2].

2.2. Current standards

Data integration has been attempted for about 20 years. Until
recently brute force integration techniques consisting of transla-
tors and gateways were used between the multiple data
management systems. Standards such asRDA (Remote Database
Access) were developed initially for client-sever interoperability.
Later object-base wrappers were used to encapsulate the multiple
systems including the legacy systems. For example, distributed
object management standards were used to encapsulate systems
and applications into objects. However, common representation
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of the data remained a challenge. It is only recently that we have a
good handle on syntactic integration through standards such as
XML (eXtensible Markup Language). The idea is as follows:
each data system publishes its schema (also called metadata) in
XML. Since all the systems now represent their schema inXML,
the systems can talk to each other in a seamless fashion.

2.3. Trends in standardization

2.3.1. Semantic heterogeneity
While much progress has been made on syntactic integra-

tion, not much work has been reported on semantic integration.
For example, multiple systems may use different terms for the
same data; the procedure EKG (Electro Cardiogram) is called
ECG in the United Kingdom. Even within the same state,
different hospitals may use different terms to mean the same
entity. For example, one hospital may use the term influenza
while another hospital may use the term flu. In some cases, the
same term may be used to represent different entities. While
repositories and dictionaries have been built, a satisfactory
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Fig. 4. Multimedia inform
solution for semantic heterogeneity is still not available. The
development of semantic web technologies including the
Resource Description Framework language standard shows
promise to handle semantic heterogeneity.

2.3.2. Security policy integration
Little work has been reported on policy integration. There is an

urgent need for multiple organizations to share data and at the
same time enforce security policies. These policies include
policies for confidentiality, privacy, and trust. For example, patient
data may be shared by multiple organizations including hospitals,
levels of government and agencies. It is important to maintain the
privacy of patient data. However it is also important that there are
no unnecessary access controls so that information sharing is
prohibited. One needs flexible policies so that during emergency
situations it is critical that all of the data is shared so that effective
decisions can be made. During normal operations, it is important
to maintain confidentiality and privacy. In addition, trust policies
ensure that data is shared between trusted individuals. The
standards efforts in this area include Role-based access control
(RBAC) as well as Platform for Privacy Preferences (P3P). We
will revisit the security standards in Section 7.

3. Standards for multimedia and geospatial data
management

3.1. The problem

Data will include structured data as well as unstructured data
such as text, voice, video and audio. Data emanating from
multiple data sources including sensor and surveillance data have
to be integrated and shared. Managing, integrating and mining
multimedia data remains a challenge. We need efficient indexing
techniques as well as XML and RDF (Resource Description
Framework) based representation schemes. Furthermore, the data
has to bemined so that patterns and trends are extracted [3]. Fig. 4
(adapted from [4]) illustrates a situation where video data is
captured and summaries are produced. Video data could be data
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Fig. 5. Unusual pattern detection with geospatial data.
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emanating from surveillance cameras or news feeds such asCNN
(Cable News Network) video data. The emergency response
system has to integrate the data, make sense out of the data and
rapidly produce summaries so that the emergency response team
can read and understand the data. Fig. 5 illustrates a situation
where geospatial data is mined and unusual patterns are detected.
For example, the box at the top is the normal data that is used to
train the data miner. The box at the bottom illustrates a situation
where there are some unusual patterns at a particular geographical
location (such as a large number of activities are noticed).

3.2. Current standards

Managing multimedia data such as developing efficient
indexing strategies as well as query processing and storage man-
agement schemes are well understood. More recently representa-
tions such as SMIL (SynchronizedMarkup Language) andGML
(Geospatial Markup Language) standards have been developed
for video and geospatial data [3]. Furthermore, languages such as
XML and RDF are being used to represent text data. While the
engineering community is developing standards for audio data
encoding, W3C is developing Voice Markup Languages for rep-
resenting audio data.

3.3. Trends in standardization

3.3.1. Multimedia data/information integration
Integrating data from heterogeneous data sources that contain

multimedia data remains a challenge. Some of the needs include
extracting metadata from multimedia data such as images and
video aswell as developing ontologies to facilitate interoperability.
Semantic heterogeneity discussed in Section 2 also remains a
challenge formultimedia data integration. Some directions include
developing a language such as GRDF (Geospatial Resource
Description Framework) for specifying semantics for multimedia
geospatial data. Policy integration for multimedia data remains a
challenge. Do we classify pixels and frames? How can images be
downgraded so that users from different levels can view the data
that they are authorized to see? While we have a good handle on
standards for representing multimedia and geospatial data, we
need integration and security standards for multimedia data.

3.3.2. Multimedia data mining
While some work has been reported on text, image, audio and

video datamining,much remains to be done. For example, how can
one mine integrated multimedia data? How can false positives and
false negatives be eliminated or at least reduced? What are the
trainingmodels used for multimedia data?What are the appropriate
outcomes for multimedia data mining? Does it make sense to ex-
tract metadata and then mine the metadata? What are the standards
for mining multimedia data? Not much work has been carried out
on developing standards for data mining. Therefore, much remains
to be done before appropriate standards for multimedia data mining
are developed. We discuss standards for data mining in Section 5.

4. Active real-time data management

4.1. The problem

As stated in Section 2, the time-critical, information-sensitive
goals of managing a crisis include actions such as the early
confirmation of cases and correct identification of exposed popu-
lations over a relevant time period. Early confirmation means that
triggers have to be activated when certain situations occur.
Suppose a hospital is flooded with 30 patients within 15minwho
are all reporting a temperature of 105°. There has to be a rule
such as “If more than 20 patients register at a hospital within
20 min with temperature greater than 102° then alert the emer-
gency response system”. To effectively process a large number
of rules, we need active data management. Furthermore, the
various parties involved such as federal, state and local govern-
ments have to be informed within a certain time. That is, if the
authorities are notified after say 2 h then it will be difficult to
contain the spread of the disease. This means we need real-time
data management capabilities. Fig. 6 illustrates the various
modules of a real-time information management system. This
system includes modules for various infrastructure services,
real-time data management and applications such as multi-
sensor integration (MSI) where data from multiples sensors are
integrated and fused in a timely manner.

4.2. Current standards

Much research has been carried out on real-time and active
data management. For example, techniques for real-time query
processing, transaction management as well as enforcing triggers
and rules have been developed. Furthermore, there are systems
that process rules and at the same timemeet timing constraints [5].
Language such as SQL (Structured Query Language) has been
extended to query real-time databases. Furthermore the Object
Management Group has developed real-time object request
broker standard specifications for integrating various real-time
components.
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4.3. Trends in standardization

While there are techniques for active real-time data manage-
ment, the challenge is to develop an integrated system for end-to-
end data management. For example, the data manager will ensure
that the data is current and the transactions meet the timing
constraints. However in an emergency situation there are numer-
ous dependencies between different data sources. For example
when rule A gets triggered, that would result in rules C, D, and E
getting triggered in multiple data management systems. Such
chain rule processing remains a challenge. We also need end-to-
end real-time processing. That is, in addition to the data manager,
the infrastructure, the network and the operating system have to
meet timing constraints. This remains a challenge. Incorporating
security into real-time processing techniques remains largely
unexplored. For example, in an emergency situation, real-time
processing and activating triggers may be more critical than
enforcing access control techniques. Furthermore, the system
must ensure that the deadlines are not missed due to malicious
code and attacks. While we have standards for real-time data
management and integrating real-time components, we need
standards for integrating security into real-time systems.
Furthermore, interface standards for end-to-end real-time proces-
sing are also needed.

5. Standards for data warehousing and mining

5.1. The problem

Data has to be integrated and warehoused during non-crisis
situations so that rules and patterns can be extracted to aid in the
decision making process that can be utilized during crisis
situations. Data warehouses ensure that the data is cleaned and
formatted for mining and decision support. Essentially data
warehouses must ensure the quality of the data. A data ware-
house should be able to answer queries such as “how many
stockpiles are located in Region X and Region Y? Data mining
systems examine large quantities of data and extract patterns
and trends often previously unknown [6]. For example, associa-
tion rule mining techniques should output rules of the form
“Attack A and attack B often occur together”. Furthermore, if it
is the case that a bioterrorism attack often precedes an attack on
the subway system, then the data mining tool may arrive at the
conclusion that “whenever there is a bioterrorism attack, there is
also an attack on the major subway system of the city” [7].
Fig. 7 illustrates an example data warehouse while Fig. 8
illustrates the steps to data mining.

5.2. Current standards

Data warehouses and data mining systems are commercially
available. There aremany tools tomanage thewarehouse and some
tools to build a warehouse. Much of the data managed by ware-
houses or mined by data miners are relational data. There are some
tools now to mine text data. Languages such as SQL have been
extended to query data warehouses and data mining tools. Fur-
thermore data models such as multi-dimensional data models have
been developed for datawarehouses and suchmodels have become
defacto standards. Furthermore, languages such asXML are being
employed for integrating multiple data sources into the warehouse.
In the case of data mining, a preliminary discussion on developing
standards was discussed in [8] where approaches for standardizing
the data mining process, hypercube-based data modeling, as well
as extending SQL for data mining were proposed.

5.3. Trends in standardization

In the case of data warehousing, we need a standards-based
approach for integrating access control models with the multi-
dimensional data models. We also need to handle the different
data formats such as structured and unstructured data. Es-
sentially we need to examine the data integration standards
discussed in Section 2 and adapt them for integrating data into
the data warehouses. We need to develop standards-based ap-
proaches to building a data warehouse. Currently we use an ad
hoc approach to bring the relevant data into the warehouse.
Standards for the data warehouse building process would be very
useful for organizations to create data warehouses. In the case of
data mining very few developments have been reported on
standardization. One needs to revisit the ideas proposed in [8]
and determine which of the proposals need to be standardized in
the near-term. Furthermore, data mining may causes privacy
violations [9]. Therefore we need to examine the standards
specified by the World Wide Web Consortium (W3C) on
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Platform for Privacy Preferences (P3P) and determine standards
for privacy preserving data mining [10].

6. Standards in expert data management

6.1. The problem

While the data warehouses and data miners will extract
patterns and detect anomalies, we need systems to reason about
the application, use the results from the data warehouse and data
miners and give advice to the decision maker. Essentially we
need expert systems also sometimes called knowledge base
management systems for this purpose. Such systems will learn
from past experiences on incident detection and management,
use the nuggets given by the data mining tools and determine
the actions to be taken such as “notify the incident commander
in location X within 5 s”. Fig. 9 illustrates the modules of such
an expert data management system.

6.2. Current standards

Expert systems have been developed since the 1960s. These
systems can reasons about applications, mimic the experts and
help the users in decisionmaking process. These systems function
in numerous domains including medical, financial, military and
healthcare [11]. Standards activities for knowledge representa-
tions and interfaces have been carried out for a while. For
example, standard representations for frames, rules and object-
based knowledge representation schemes have been specified.
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6.3. Trends in standardization

6.3.1. Mimicking human reasoning
While much progress has been made on expert systems

technologies, these systems still do not perform at the level of
the human. That is, the understanding power of such systems is
very limited. Systems such as CYC made many promises but
did not live up to the expectations [12]. We need to make these
systems more intelligent. Standards for enhanced knowledge
representation to mimic the human mind as well as standards-
based reasoning techniques would be helpful.

6.3.2. Integrated expert system
For the near-term, we need to integrate expert systems with

the data mining tools and data warehousing tools so that these
systems can be utilized by the decision maker. This is an area
that is very promising and we believe that such integrated
systems can be developed. Standards for interfaces for such
integration would be helpful.

7. Standards for semantic web data management

7.1. The problem

Standards are needed for different systems to interoperate.
Furthermore, we need ontologies to specify objects so that
multiple systems can work with the ontologies to handle se-
mantic heterogeneity. Languages such as OWL (Web Ontol-
ogy Language) have been developed to specify ontologies. The
semantic web consists of a collection of technologies such as
XML, RDF, and Ontologies that facilitate interoperability. It is
essentially about machine processable web pages. The idea is
for agents to read and understand the web pages and take
actions. In emergency response applications, there is no time
for the humans to read the web pages and make decisions. The
process has to be automated. In addition, the semantic web has
to ensure secure interoperability. Fig. 10 illustrates the layered
architecture of a dependable semantic web that enforces se-
curity, privacy and trust. The lowest layer has protocols such as
URI (Universal Resource Identifier) and HTTP (Hypertext
Transfer Protocol). Other layers include those for XML, RDF
Policies
Ontologies
 Rules
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Fig. 11. Policy manager for the semantic web.
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andOWL. The enforcement of various policies is illustrated in
Fig. 11.

7.2. Current standards

Semantic web is the vision of Tim Berners Lee and is utilized
by many applications including e-business and e-learning [13].
Due to the extensive investments by the DoD and other agencies,
many technologies such as XML, RDF and Ontologies have
been developed. Semantic webs are being developed for
different communities [14]. Note that semantic web itself is a
collection of standards such as XML and RDF for document
representation. Essentially the entire effort of W3C can be
regarded to be a standardization effort.

7.3. Trends in standardization

7.3.1. Trustworthy dependable semantic webs
While semantic webs are being developed for different

communities, there is little work on enforcing security, privacy
Fig. 13. Visualizing co
and trust for these semantic webs. XML, RDF and Ontologies
have to be secure. Furthermore, there is a need to incorporate
trust negotiation for the semantic web [15].

7.3.2. Policy management
Due to the inferencing and deduction capabilities inherent with

these semantic webs, it is possible for security and privacy to be
violated through inference. Therefore there is a need to build
inference and privacy controllers that ensure confidentiality and
privacy. Standards for policy specifications as well as interface
standards for such inference controllers would be helpful.

7.3.3. Multimedia data
XML and RDF are markup languages for text data. There is

a need to develop markup languages for multimedia data. While
there are extensions to XML for multimedia data such as video
and geospatial data, RDF which incorporates semantics is yet to
be extended for multimedia data.

8. Standards for knowledge management

8.1. The problem

Knowledge management is the process of using knowledge
as a resource to manage an organization. It could mean sharing
expertise, developing a learning organization, teaching the staff,
learning from experiences, as well as collaboration. In the
collection of papers on knowledge management by Morey [16],
knowledge management is divided into three areas. These are
strategies such as building a knowledge organization and
making the staff knowledge workers, processes (such as
techniques) for knowledge management including developing
amethod to share documents and tools, and metrics that measure
the effectiveness of knowledge management. For the emergency
management applications, past experiences can be used for
incident detection. Furthermore, the knowledge management
ncepts in a corpus.
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processes can be used to manage the incidents. For example,
when an incident occurs, process A gets activated. This process
in turn triggers processes B and C. Fig. 12 illustrates aspects of
knowledge management.

8.2. Current standards

Many organizations now have knowledge management
practices. These include commercial corporations as well as
government organizations. For example, US (United States)
Army's Knowledge Management System has received much
praise from the Department of Defense. The knowledge
management tools are being used by an organization to learn
about the expertise and enhance the performance. These tools
could be utilized by the incident commanders and decision
makers for the emergency management applications. Standards
have been developed for specifying policies and procedures.

8.3. Trends in standardization

8.3.1. Integrated knowledge management capability
While knowledge management technologies have advanced,

we still need an integrated capability. For example, we need to
establish processes and strategies form start to end. An organi-
zation must empower every employer to be a knowledge
worker. Similarly for emergency management applications, we
need to establish the processes and strategies for effectively
handling incidents in emergency situations. Standards for entire
process modeling as well as gathering metrics are needed.

8.4. Secure knowledge management

Very little work has been carried out on secure knowledge
management [17]. We need to protect the intellectual property
of an organization while promoting data sharing. Similarly in an
emergency management environment, the resources need to be
protected from the adversary. For example, the answer to the
question “how many stockpiles are available” should not be
seen by the adversary. Security standards have to include those
for knowledge management.

9. Standards in visualization

9.1. The problem

Many advances have been made on visualization [18]. For
surveillance and incident management we need visualization
tools that display the incidents and their geographical locations.
Visualizing the spread of diseases is also an urgent need. Data in
the databases as well as results of data mining tools have to be
visualized (Fig. 13).

9.2. Current standards

There are now many tools on visualizing data in the data-
bases as well as displaying results from data mining. There are
also graph-based tools that display the nodes and links. The
nodes could be the incident locations and the links are the
connections between the locations. Standards exist for visual-
ization languages as well as for display.

9.3. Trends in standardization

There is a need for real-time visualization and determining the
changes happening in real-time. Furthermore the tools have to
visualize a large amount of information and there is only a little
space for display. Therefore the tools have to summarize the
information in real-time and display useful information. Essen-
tially some data mining techniques will aid the visualization
process. Improved standards for real-time visualization including
language as well as display standards are needed.

10. Metadata extraction and management

10.1. The problem

Initially metadata was used to define the data in the database.
Then metadata included the schemas for distribution and
integrating heterogeneous systems. For web and multimedia
data management, metadata includes annotations, as well as
XML schemas and RDF schemas. Essentially metadata
describes the data on the web as well as the multimedia data
[19]. Fig. 14 illustrates metadata for image data. For emergency
response applications, we need to extract metadata from the data
such as metadata relating to the semantic web and data
warehouses. The data mining tools will have to examine the
data as well as the metadata and detect abnormal situations.
Metadata will also specify information about the various
geographical locations. This information will have to be
examined to determine the spread of infectious diseases.

10.2. Current standards

Techniques for metadata extraction and management are
well understood for many systems including distributed and
heterogeneous databases. Furthermore, annotation management
systems are being developed. XML schemas provide informa-
tion about XML documents. This is one of the major
breakthroughs with the semantic web. Standards for metadata
have been developed since its inception with the Three schema
architecture. Since then standards have been developed for data
dictionaries, SQL, information retrieval languages and more
recently the semantic web.
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10.3. Trends in standardization

10.3.1. Metadata for multimedia data
While there are tools for annotating text and images, we need

enhancements to these tools so that more useful information can
be extracted. Furthermore, better metadata extraction tools for
audio and video data are also needed. We also need metadata
standards for multimedia data.

10.3.2. Semantic web
While we now have XML schemas, specifying semantics is

a major challenge. W3C is proposing RDF for specifying
semantics. Furthermore, RDF schemas which describe proper-
ties about statements have also been developed. However, this
work is still preliminary. We need enhanced metadata extraction
and management tools for the semantic web for intelligent
information integration. Standards should specify ways of
dealing with semantics for the semantic web.

11. Standards for security management

11.1. The problem

Security includes confidentiality, privacy, trust, and data integ-
rity. A broader term is dependable systems or trustworthy systems
that also include real-time processing and fault tolerance. Security
is critical for many of the information technologies we have
discussed in this section. These include data/information
integration, multimedia data management, and active real-time
data management, data warehousing and mining, and semantic
webs. There is a critical need for organizations to share data as
well as data be processed in a timely manner, but at the same time
enforce various security policies. Fig. 15 illustrates security policy
integration in a coalition environment. In this example, A and B
form a coalition while B and C form a second coalition. A could
be California, B could be Texas and C could be Oklahoma.
California and Texas could form a coalition as part of the larger
states in theUS and Texas andOklahoma could form a coalition as
Component Policy
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Component Pol
for Componen

Generic Policy
for Component A

Generic Polic
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Export Policy
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Fig. 15. Security policy integration a
part of the neighboring states in the South of US for emergency
management.

11.2. Current standards

Security for relational databases has been studied extensively
and standards such as secure SQL have been developed. In
addition several secure data management system products have
been developed. There has been research on incorporating
security into next generation data management systems. There
is also work on data quality as well as trust management [20].
Other security standards include secure object request brokers
as well as standards for secure e-commerce and encryption.
Finally W3C is specifying standards for privacy such as the
P3P.

11.3. Trends in standardization

11.3.1. Security for next generation systems
While there is research on incorporating security for semantic

webs and heterogeneous data systems, this research is in the early
stages. There is an urgent need to develop operational systems that
enforce security. Furthermore, security has conflicting require-
ments with real-time processing. We need to enforce flexible
policies and subsequently standards for specifying these policies.

11.3.2. Trustworthy systems
Integration of features such as confidentiality, privacy and trust

in informationmanagement systems is a critical need.While there
is some progress on enforcing individual features, integrating all
of these features into a system remains a challenge. This is an area
where standards can help a great deal. That is, we need standards
for the integration of features such as security and real-time
processing. In addition, data quality standards are also needed.

11.3.3. Policy integration
As stated in Section 2, we need standards for policy

integration. For example,XML andRDFmay be used to specify
icy
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security policies. Therefore these languages can be used for
generic policies. This is an area that needs further investigation.

12. Summary and directions

In this paper we have discussed standards for secure data
sharing across organizations with crisis management in the public
health domain as an application area [21]. These organizations
could be government organizations, financial institutions,
hospitals or universities. As we have stated there is a strong
need for organizations to share data and form the big picture so
that the data may be analyzed and effective decisions be made.

We identified ten functions for data sharing across organiza-
tions. These included data integration, multimedia data manage-
ment, real-time data management, data warehousing and mining,
semantic web data management, metadata management, visual-
ization, knowledge management, expert data management and
security management. For each function, we discussed the pro-
blem, current standards and trends in standardization.

The standards efforts of the World Wide Community that
include representation standards such asXML,RDF andOWL as
well as integration standards by the Object Management Group
community, that include standards such as Object Request
Brokers, have shown much promise for data sharing. In addition,
various e-commerce standards are being developed by consortia. It
is critical that organizations should start deploying these standards
in their integration efforts. Furthermore, due to the development of
various standards, it is also important that organizations do not
reinvent the wheel. It is time to asses state of the art in standards
such as what we have done in this paper for data sharing,
determine the progress and fill in the gaps. That is, we need amuch
focused approach to standardization. It is important that industry,
academia and governments work together towards developing
national and international standards for data sharing.
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