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Abstract In this paper we describe a technique to identify change

points for an ongoing testing process. This allows for
The application of th€DM Model has proven to be effec-  the automatic identification of re-calibration points (pre
tive and accurate. The piecewise approximation used reliesously done manually) for th€DM Mobdel which simpli-
on the proper identification of re-calibration points. Thes fies the use of the model as well as increases its accuracy.
points are identified based on the observation of the testingThe proper identification of change points can also be used
process. However, not all change points are easily identifi- to determine a signature for the testing process of future
able. In this paper we present a new technique for the au- projects allowing the estimation of the time of occurrence
tomatic identification of change points which increases the of specific change points.
applicability and accuracy of theDM Mbdel . In addition, In the remainder of this paper we first present a brief
identification of change points can also be used to increasedescription of theCDM Model in Section 2. Section 3
the understanding of the general behavior of a testing pro- presents a discussion about the need for an automatic
cess by providing an expected signature for future projects change point detection mechanism. The nature of changes
points is discussed in Section 4 followed by the description
of the technique used to identify them in Section 5. The
application of the approach proposed here to a testing pro-
1 Introduction cess is the subject of Section 6. Concluding remarks are
presented in Section 8 along with a brief description of the
potential use of change points to capture a signature for a

The state variable model of the software testing process,testing process.

hereafter referred as th@DM Model 1, has been success-
fully applied to a series of industrial projects. The apglic
tion of theCDM Model is done, in most of the cases, using
a piecewise approach. That is, the mode{ns} calibrated

when a “visible” change in the testing process is observed. he Soft Testing P STP) is based h
For example, if the number of testers changes, the modelth€ Software Testing Process ( ) is based upon three as-

is adjusted according to the changes; also, if a new testingsr:]msp_}_igns_‘ hTEe a:sqmr;tions are ?ased_on an an:loghy of
tool is applied, a recalibration is done to account for the ad the with the physical process of a spring-mass-dashpot

vantages of using the tool. However, not all changes in theSyStem gnd alsq in _V_olte_rras pre_dator-prey model [15]'.A
testing process are easily identified as the ones just men_descnpnon and justification of this analogy and the choice

tioned. When a new part of the system that has a higherof a Iinegr model are given elsewhere [6]. _The m(_)del has
defect density, starts to be tested the behavior of the deca)Peen validated using sets of data from testing projects and

of defects will suffer some changes that cannot be immedi-a_ISO by means of an _extremal case and a sen_sitivity an_aly-
ately identified by just “looking” at the data. These changes sis [7]. The assumptions and the corresponding equations

in the behavior can be statistically identified and are known follow.

2 TheCDM Model

A linear deterministic model of the system test phase of

as change points [5, 11]. Assumption 1: The rate at which the velocity of the remain-
1CDM stands forCangussuDeCarlo, andMathur, the authors of the NG €rTors changes is directly proportional to the net ajepli
model. effort (¢,,) and inversely proportional to the complexity. Y



of the program under test, i.e., of the model is done when certain conditions that are ei-
ther known (personnel re-allocation) or easily observable

P(t) = en(t) = en(t) = (1) se (1) occur. However, even the easily observable conditions are,

Se in general, noticed only many steps after the fact. Even in

this case, users are not interested in finding out when to re-

Assumption 2 The effective test effort () is proportional  calibrate the model, they just want to up-load data and col-
to the product of the applied work force’f) and the num-  |ect the estimations. The simpler the tool the better. I thi

ber of remaining errorsx), i.e., for an appropriat€ (s. ), case an automatic identification of change points can have
a high impact on the applicability of the approach. In addi-

er(t) = C(se) wy r(t) (2) tion, the accuracy of the approach can be further improved

¢ . _ _ with an automatic identification of change points that are
where((s.) = = is a function of software complexity. not necessarily visible by naked eyes. The nature of some

Parameterb depends on the characteristics of the product change points of interest is discussed next in Section 4.
under test.
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= Data available for prediction
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Estimation without re-estimation
1111 Re-estimation using identified change point

Assumption 3 The error reduction resistance,() opposes
and is proportional to the error reduction velocity)( and

is inversely proportional to the overall quality) of the test
phase, i.e., for an appropriate constant

1.
rlt) =€ 3)

Combining Egs. 1, 2, and 3 in a force balance
equation and organizing it in a State Variable format
(x = Axz 4+ Bu) [15] produces the following system
of equations.
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8¢ v e Figure 1. Prediction using the  CDM Model
F, above is included in the model to account for un-  With and Witho‘_’t the use of the identification
foreseen disturbances such as hardware failures, petsonne ©f @ change point.
illness, team dynamics, economic or any event that slows
down or even interrupts the continuation of the test pracess
Along with the model in Eqg. 4, an algorithm, based on
system identification techniques [13], has been develaped t
calibrate the parameters of the model [6]. The fast conver-
gence presented by the algorithm increases the model ap
plicability and accuracy. Finally, a parametric controbpr
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Assume a scenario where 20 data points are available as
represented by the solid line in Figure 1. Also assume that
no change has been made in the testing process. The dash-
dotted line in Figure 1 represents prediction when the 20

cedure is used to compute required changes in the model iflata ptohlnts a:f Esedd_tf(f) calflbrate tr?et modlzl.b Atsh It car: bfe
order to converge to desired results according to time con-3€€N. INE prediction diers from what woulld be e rest o
straints [6]. TheCDM Mbdel has been applied to data from the data. A change in the rate of the decay of defects has

actual large industrial projects with encouraging reg6lts been introduced 6_“ time t=14. If the model is re-_callb_rat_eq
at that change point, the accuracy of the prediction signifi-

. L cantly increases as seen in Figure 1. If we assume the goal
3 Need for the Automatic Identification of is to achieve 90% defect reduction, the estimation without
Change Points the identification of the change point results in an expected
completion time of 33 time units. When the recalibration is
One of the major goals of the feedback control approach done, the completion time is estimated to be 45 time units.
based on th€DM Model is the development of a toolto  The completion time for the actual data, based on the es-
help managers predict and control their testing process. Th tablished goal, is 49 time units. Therefore, in this case, th
tool must be user friendly and the process must be as auproper identification of the change leads to a 25% increase
tomated as possible. As stated earlier, {he} calibration of accuracy of estimation which clearly justifies its use.
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Figure 2. Change point associated with an ini-
tial linear decay during system testing.
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Many different types of events can affect the behavior of
the decay of defects during the testing process. For exam-
ple, a three hours’ meeting with all the testers would reduce
their productivity for that day and impact the behavior & th
process. Another example could be that a major defect has
been found and testing has to temporarily stop while wait-
ing for the defect to be fixed. Also, testers may be more pro-
ductive on days preceding an evaluation. In summary, these 1or
events can be considered as noise in the testing process and |
the consideration of all possible events would lead to the ‘ ‘ ‘ ‘ ‘ ) :
identification of change points in almost every day of the e B e e e
process. This is clearly not a desired solution since they do
not change the overall behavior of the process. Our interest Figure 4. Change points associated with
is on two specific events that, though have a major impact  changes in the rate of decay of defects.
on the behavior of the process, are not easily/immediately
identifiable.

The beginning of a system test phase is sometimes dis-
turbed by a sequence of defects that prevent the progress dfive change points in Figure 2. Points such as 15 and 20
testing. Many of them are associated with the installatfon o Would be identified as change points while they are due to
the product on a different testing environment. Also, when Noise and not to changes in the behavior of the process. Sta-
testing a new product, the team may need additional time totistical analysis needs to be conducted to minimize the num-
learn the specifics about the software. The combination ofber of false alarms and accurately identify actual change
these two events leads to an initial aimost linear small de- POINts.
crease of the number of defects followed by an exponential ~ Another scenario that frequently occurs during the test-
decay. This change in behavior, as seen in Figure 2, is ondng process is the change in the rate of decay of defects.
of the change points of concern here. One reason for this change may be the testing of a more de-

One could argue that the change point described abovdective part of the system. Also, even after system testing
can be easily identified by just looking at the data. Fig- has started, sometimes new functionality is integrateteo t
ure 2 shows the number of defects per time unit for the datasystem. This would also change the rate of decay of defects
from Figure 3. A naive approach would be to consider the as the new code may present a higher defect density than
first large difference between two consecutive points as athe already partially tested code.
change point. However, this would lead to many false pos-  Figure 4 shows two change points associated with the

pran Changing Point

number of remaining defects




the case of unknown distributions, the naive maximum like-
% _changing point 2 lihood scheme is likely to return a change at every point,

o 1 unless restrictions are enforced on the number of change
points A or the minimum distancé\ between them [12].
4 1 Still, this restricted maximum likelihood scheme is often

inefficient. For instance, it can be shown to detect change
points in any sample of ¥ > 2A Bernoulli(p) variables
if and only if at least two observations are different. It
follows that the probability of a false alarm is as high as
1 —pY — (1 —p)Y inthis case.

A conceptually different binary segmentation
scheme [19] is an iterative procedure that divides the
observed sample into two most distant subsamples, then

number of defects
w
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time divides each subsample, etc., until all the obtained subsam

ples are homogeneous. The disadvantage of this scheme is

Figure 5. Change point associated with that no more than one change point is assumed at each step.
changes in the rate of decay of defects. For example, in the case of two intermittent distributions,

it is unlikely to find a point separating two significantly
different subsamples.

. . These problems can be resolved uential estima-
events described above. The change points were randomI)in P byeay

ted by chanaina the rate of d f defects. As it n schemehat (1) considers increasing subsamples in-
generated by changing the rate ot cecay ot detects. AS flgyq 4 of the entire sample that may contain complicated
can be seen from Figures 4 and 5, the identification of the

S . : atterns; (2) detects one change point at a time and does
change points in this case is more subtle than the prewoui

d imol h to identify th Id lead ot assume its uniqueness in the observed data; (3) has an
case and any simple approach fo igentily them wollld lea option of detecting 0 change points if the entire sample has
to series of missing or false positive identifications.

the same density or follows the same general trend.

This sequential algorithm, formally described in [2], has

5 Detection of multiple changes found direct applications in epidemiology and energy fi-
nance [4].

In classical change point problems, the distribution of
observed data changes at an unknown moment, which is
the parameter of interest. Samp{e = (X, X 2) consists
of two subsamples from distributiorfsand g, respectively,
separated by an unknown change point

A process withmultiple change pointss described as T(h) =inf{n : W, > h},
X =(X1,X5,X3,..., X)),

Step 1: sequential detection

Observations are sampled sequentially until a stopping
rule detects a change point. A popular well-studied change
point detection scheme is based on¢hsum rule

where

X1 = (X0, o, Xuy) ~ hi W, = maxlog 9(Xng1, -, Xn)
XQZ(XV1+1,...,XV2) ~ f2 (5) k f(Xk‘+1a~~~;Xn)
~~~~~~~~~~~~~~~~~~~~~ is thecusum process’ andg are the pre- and post-change
Xn=(Xoasgt, - X0 ~ N densities or probability mass functions. This stopping rul
is known to possess a number of optimal properties, includ-
ing minimization of the mean delay under a constraint on
the rate of false alarms [14, 17]. In the case of unknown or
partially known densities, one uses their best estimates fo
each “potential” value: of a change point, computes the

wherefi, ..., f, are either known or unknown densities
or trends,v;, ¢ = 1,..., A — 1, are change points (with
a convention tha, = N is the total sample size and
vy = 1), and X is the unknown number of homogeneous

subsamples. : . : .
The objective here is to estimats; v, Vr-1), apa- generalized likelihood ratibased cumulative sums
rameter of an unknown dimension! The possibility of a ho- . p
. . 7 g(Xk+1a aXn)
mogeneous sample with no change poimis= 1) is not W, = Hlkaxlog z (6)
excluded. (X1, Xn)

Several multiple change point estimation schemes haveand defines the stopping rUfé(h) similarly to T'(h). This
been described in the literature. A maximum likelihood stopping rule achieves asymptotically equivalent mean de-
based procedure is proposed in [8]. However, especially inlay and mean time between false alarms [1].



Facing a possibility of early or frequent change points,
one should increase sensitivity of the algorithm by chagsin
a low thresholdr or a high probability of type | errot.

The price to be paid is the increasing rate of false alarms,

however, false change points will (hopefully) get filtered a
Step 3.

If only a sample of sizeV is available, all abovemen-
tioned stopping rules are curtailed so tigt7" < N} = 1.
In the case whefi'(h) = N andW,, < h, the scheme re-

sults in zero detected change points. In all the other cases,

wherep(k, T, X)) is thep-value of the likelihood ratio test
comparing subsampleX; = (X;,...,X;) andX, =
(Xkg1y .- Xf).

Step 3: tests of significance

To eliminate false alarms, significance of each detected
change point has to be tested. Likelihood ratio tests ase eas
to implement here, and significance of the detected change
point is measured by the minimupavaluep(vysp, T, X).
If the test is significant, one applies steps 1-3 to the post-

a change point is detected and its location needs to be esti¢hange subsampleXy;, k > vy p}, searching for the next

mated.

Step 2: post-estimation
Notice that the stopping rul€ itself is a poor estimator
of the change point. Indeed, if7" < v, itis a false alarm.

change point. Otherwise, we have a false alarm, and the
search continues based on the initial sample, or a part of it
starting after the last change point that was found signifi-
cant.

If T > v, itis a biased estimator that always overestimates 5.1 Adaptation of the sequential detection scheme

the parameter. Therefore, the detected change point has to

be post-estimated.e., estimated after its occurrence is de-
tected by a stopping rule.

One way of obtaining an approximately unbiased esti-
mator ofv is to estimate the bias df (k) and subtract it
fromT'(k). According to [1], this bias, also known agean
delay is asymptotically(h + C)/K(f,g), ash — oo,
where K (f, g) is the Kullback information number, and

is a constant. In the case of sufficiently long phases be-

for the CDM Model

The described CDM Model does not belong to the type
of classical change point models considered by [11] and
others. Essentially, involvement of new testing tools fol-
lowed by recalibration forces abrufriend changei the
parameter of Poisson distribution of the number of defects.
The trend, in each segment between successive change
points, is linear or exponential, as described above, but it

fore and after the change point, subtracting the estimatedcharacteristics such as the slope and the intercept change a

bias fromT'(%) yields an approximately unbiased estimator

of v. However, in the case of frequent change points and

unknown densities, no reliable estimators(ofand K are
available.
A last-zeroestimator

vz =sup{k < T(h), Wi = 0},

proposed in [16] and [18], is essentially the maximum like-
lihood estimator of/, assuming a fixed-size sample rather
than a sample of a random siZ& which is the stopping

each change point.

Change point detection algorithms for the intrinsic prob-
lem where changes occur in the trend of unobserved pa-
rameters were considered in [9] and [10]. The abovemen-
tioned cusum change detection algorithm, proposed there,
happens to involve computational complications when seg-
ments contain unknown parameters.

Alternatively, one can use least-squares method for our
types of nonlinear trends because the parameter of Poisson
distribution equals its expectation. For each segment, the

rule. The corresponding estimator in the case of unknownchoice between a linear and an exponential trend model is

densities is
U =sup {k < f(h), W, = 0} .

It can be shown that this estimator fails to satisfy an impor-
tant property oflistribution consistencj3].

Notice that for integer-valued and {v;}, distribution
consistency is equivalent to convergence in probability. |
also implies that a sample with no change points<{ 0)
provides no false alarms with the probability converging to
1, and the probability of not detecting a change point in a
sample with change points converges to 0.

Distribution-consistent schemes exist. One of them is
based on the cusum stopping rdieand theminimum p-
valueestimator

Upp = arg min~p(k,f,X),
1<k<T

also decided by the lower sum of squares. Following this
simple scheme, one still follows Steps 1-3, with the follow-
ing modifications:

— maximization of the generalized likelihood ratio in (6)
is replaced by the minimization of the weighted sum of
squared residuals

k
W, = H}jn{; \/E(XZ — fZ

— the stopping rule is defined as

Y4 D VailXi - a)

i=k+1

T(h)y =inf{n:p, < a},

wherep,, is a I/T/n-basedp-value testing significance of a
change point at;



— likelihood ratio tests are replaced by ANOVA F-type and 7 change points significant at the 1% level. Six datasets

tests. did not provide a single change point, showing that a model
Fitting the linear trend model (X;) = a + b¢; and the with steady trend is more suitable for them.
exponential trend moddl (X;) = exp(a+ bt;) — 1 to each Project o has around 100 days of collected data for sys-

segment of data leads to nonlinear minimization of the sumtem testing. The size of the project can be considered as
of squares, however, standard least squares estimates medium to large and the testing team was relatively large
with good experience in the testing of similar products.-Spe

b= 2o (Xi = X)(fi —t) anda = X — bl cific details cannot be given here due to proprietary reasons
Dot —1)? However, this does not interfere with the results presented
for the linear model. and here. Also, Projecty is referent to the first release of the
' product.
po Tlog(L4 Xi)(ti=D) o e
b= S (NE anda = log(1 + X) — bt Project a
100 = = = actual data
for the exponential model can serve as the initial approxi- | —prediction | |
90 O change points

mation.

Once the preliminary set of change point estimates is
obtained by the sequential scheme, it can be noticeably re-
fined. Indeed, given the set of estimated change points, each
of them can be re-estimated from the segment exactly be-
tween the preceding and the succeeding change points. At
the same time, change points that are not significant rela-
tive to the chosen level are removed by merging the cor-
responding segments of data. Each refinement of the es-
timated set of change points allows to better estimate the
remaining change points. % 0 100 150

After a cycle of iterations, the procedure converges. As time = inworking days
a result, all the remaining change points are significant at
the levelo, and each of them is estimated from the segment
exactly between the neighboring two change points.

Distribution consistency of the proposed scheme follows
similarly to [3].

percentage of remaining defects
a
g

Figure 6. Change point associated with
changes in the rate of decay of defects.

As can be seen from Figure 6, Projedbas a clear linear
) decay in the first twenty days of testing. This is due to in-
6 Case Studies stallation problems in a different environment but is minl
due to severity one defectsand also to a learning period for
The proposed multiple change point detection algorithm the testers. These issues are common in the first release of
described in Section 5 has been applied to a series of 14 datproducts as in the case of ProjectAfter this initial linear
sets from large industrial projects. The described sequen-decay, as it can be seen in Figure 6, an exponential decay in
tial algorithm was coded in MatLab. The duration of these the number of remaining defects is observed.
projects range from 50 to more than 400 days of system Only small changes in the testing process were made
testing2. Due to proprietary reasons, the plots presented during the time period specified in Figure 6 and therefore
here have been normalized to 100% for the decay of defectgecalibration would not be needed for the process. How-
and to a 100 for the number of defects detected per timeever, a clear change in the behavior of the process occurs
unit (testing days in all the case studies). Due to space con-around day 20 of Project. As stated before, in order to
straints only one of the 14 case studies is presented next anthcrease accuracy and also to account for un-modeled char-
is referred hereafter as Project The results from the other  acteristics of the testing process, the application ofabil
13 data sets are similar varying mostly with respect to the Model is done using a piecewise approximation. In the
number of identified change points. The initial scheme de- case of Projecty, to achieve this goal the manager would
tected up to 11 change points although some of them werehave to first plot the data and select points of recalibration
eliminated during the subsequent refinement and re-testingincurring an extra step in the utilization of to®M Model .
The final set of change point estimates contained between G

SDefects classified as severity one in the specific comparmysdb
2Though system testing was the predominant phase, the atiegof stop testing defects, that is, testing cannot proceed &#ierdefect can be
new functionality was not uncommon during the phase fixed.
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Figure 7. Change point associated with change points for 14 data sets

changes in the rate of decay of defects.

the accuracy of the approach. A change point that is iden-

The availability of technique described in Section 5 al- tjfied too late does not allow time so that the appropriated
lows for the automatic identification of changes in the be- gctions can be taken. For example, assume a change point at
havior of the process releasing the manager from the task¢ime+ = 25 is identified only at time = 150; by the time
Two change points are identified for Projectboth being  of the identification the results of any possible corrective
associated with an initial linear decay. The first change gctions are, most likely, negligible. In general, the lange
point occurs at day 13 and the second at day 23. As cant takes to identify the change points, the smaller the ef-
be seen in Figure 6 the use of the identified change pointstects of the corrective actions. Therefore, a minimization
to recalibrate the model, results in a better approximation gf the latency time is desired. A minimum number of data
of the actual behavior of the process. Figure 7 shows thepgints is required to collect enough information to identif
normalized number of defects per time unit and the asso-phe change points. In the case studies conducted, a mini-
ciated change points. Changes are clear at the initial partyym of 10 data points were chosen to start the identifica-
of the data and though variation can be observed after thattjgn of a new change point. A total of 46 change points

the overall behavior of an exponential decay is preserved asyere identified for all 14 data sets analyzed. As can be seen

seen in Figure 6. in Figure 8, 76% of the change points were identified us-
ing arround 14 data points and 11% using around 24 data
7 Performance Analysis points. This is a very good indication of the accuracy of

the approach. In only a few cases, the change points were
identified very late. However, in all these cases, the chenge
were so subtle that the late identification would have mini-
mal impact on the re-calibration of the model.

Two features must be taken into consideration when con-
sidering the accuracy in the identification of change points
The first one regards the correct identification of the points
A careful analysis of the identified change points for the
case study presented in Section 6 and thirteen other psoject8  Concluding Remarks and Future Work
had revealed the proper identification of the points. Ciearl
the significance level plays a major role when identifying  One of the major factors associated with the wide use of
the points. The lower the significance level, the more sen-a technique is its usability. Test managers are not intedest
sitive is the approach. This results in the identificatiomof in learning the intrinsic mathematical details of a tecleiq
smaller number of change points but also avoids false pos-even though the benefits may justify such effort. A consid-
itives. A very small significance level can be used when erably less improvement with low investment is, in general,
change points are associated with critical applicatioms. | preferred in detriment of a larger improvement associated
all the data sets analyzed, a significance level of 0.01 haswith high costs. Furthermore, managers may not have the
been used. mathematical skill to apply the methods. The easier a tech-

The latency in the identification of the change points is nique is to use, the more it will be used by test managers.
the second measurement that provides a good indication ofTheCDM Model is not different. Until a friendly interface



is available, its use will be limited by studies conducted in [5] M. Basseville and I. V. NikiforovDetection of Abrupt
conjunction with researchers. Changes: Theory and ApplicationPTR Prentice-
The technique described here is one step closer to al- Hall, Inc., 1993.

low the implementation of a friendly interface for tG®M
Model . The technique allows the automatic identification
of recalibration points, increasing the accuracy of the pre . . .
dictions and releasing the manager from the tedious work proce.ssJEEE Transactions on Software Engineerjng
of the manual identification of the points. The results pre- 28(8):782-796, August 2002.

sented here are a clear indication of the applicability ef th [7] Jodo W. Cangussu, Raymond A. DeCarlo, and

change point technique to the testing process. The points  Aditya P. Mathur. Using sensitivity analysis to val-

were successfully identified for the case studies conducted idate a state variable model of the software test pro-

within a reasonable latency. cess. IEEE Transactions on Software Engineering
Some change points may result in just a small increase 29(5):430-443, May 2003.

in the accuracy of the model. However, they can be used

to acquire a better understanding of the testing process. [8] Y.-X Fu, R.N. Curnow. Maximum likelihood estima-

If we could trace back all the facts at the days of the tion of multiple change pointsBiometrika 77:563—

change points, we could be able to identify the causes of the 573, 1990.

changes and use them to improve not only the prediction of [9]

the model but mainly the overall behavior of the process.

For example, if we knew that the integration of a new func-

tionality was done at certain day and this caused a change in

the decay of defects, we could apply the same (or average]10] R. Gill and M. Baron. Consistent estimation in gener-

decay every time a new functionality is added during sys- alized broken-line regressiotinder review 2002.

tem testing. As stated before, though these additionsdhoul . o

not happen during system testing, it is not uncommon to ob-[11] D. V. Hinkley. Inference about the change-point in a

serve them. Inferences from the change in behavior could sequence of random variableBiometrika 57:1-17,

be derived and the expected behavior predicted for future 1970.

projects. Many other sources of change points can be iden-[lz] C.-B. Lee. Nonparametric multiple change-point esti-

[6] Joao W. Cangussu, Raymond A. DeCarlo, and
Aditya P. Mathur. A formal model for the software test

R. Gill. Change-Point Analysis of Gradual Change
Models in Exponential FamiliesPh. D. Dissertation,
The University of Texas at Dallas, 2002.

_tified if a detailed study relating their_occurr_ence and eaus mators.Statist. Probab. Letter27:295-304, 1996.

is conducted. However, such study is outside the scope of

this paper and deferred to future work. [13] Lennart Ljung. System Identification: Theory for the
user. Prentice-Hall, Englewood Cliffs, New Jersey,
1987.
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