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Abstract

The state variable model of the software test process has
been shown to be a promising approach for the control of
the system test phase of the Software Test Process. How-
ever, the presence of unforeseen perturbations and noise
in the data collection process motivates the application
of a stochastic approach. This paper explores a stochas-
tic model construct upon the deterministic state variable
model. The Capability Maturity Model is used to identify
levels of disturbance and noise that can be associated with
the maturity level of processes. Simulation results are pre-
sented as an indication of the applicability of the stochastic
state model.

1. Introduction

The understanding and controlling of a process requires
knowledge about the state of the process at a given time.
The more information available regarding the states of the
process the better the controllability level. The software de-
velopment process has been modeled using different tech-
niques ranging from finite state machine, process language,
and simulation based models among others [1, 2, 3, 4, 5, 6].
Recently, a state variable approach has also been used to
model and control the system test phase of the Software Test
Process (STP) [7, 8]. A state variable is a set of differential
equations organized in a matrix format allowing the predic-
tion and control of the states of a process. This approach
distinguishes from the others by presenting, under a control
theory perspective, a closed feedback control loop.

Despite the difficulty in creating mathematical models,
plausible accurate models have been derived for physical
and non-physical systems [9, 10]. However, the difficulty
level arises when modeling non-physical system due to the
fact that observation/measurement of these processes is not
accurate, more specifically, they are subject to disturbances
and noise data. Under these circumstances, a stochastic

rather than a deterministic model appears to be a better so-
lution to represent the process. The software test process
presents such characteristics and seems to be suitable for a
stochastic approach.

Here, a stochastic model of the software test process is
presented. The model is a variant of a previously specified
deterministic control model, briefly described in Section 3.
The new model accounts for foreseen and unforeseen per-
turbations as well as for noise in the data collection process.
The level of disturbances can be adjusted according to the
maturity level of the organization.

The remainder of this paper is organized as follow. Sec-
tion 2 presents background material related to state model
and the Capability Maturity Model [11]. A brief descrip-
tion of the deterministic model of the STP is presented in
Section 3. The new stochastic model construct upon the
deterministic version is presented in Section 4 along with
a description of foreseen perturbations and the association
of CMM levels to unforeseen disturbances and noise level.
A result from the simulation runs is presented in Section 5.
Section 6 presents the concluding remarks.

2 Background

In this section a brief description of two important top-
ics related to the stochastic model of the software test pro-
cess is presented. Section 2.1 presents a short description of
state variable models whereas Section 2.2 define the matu-
rity level of a organization based on the CMM levels. These
levels are used later in Sections 4.2 and 4.3 to define distur-
bance and noise degrees expected in a specific process.

2.1 State Models

Linear state models have provided useful representations
for a multitude of systems, ranging from engineering to bi-
ological and social processes [10]. The general format of
a deterministic Linear Time Invariant (LTI) state model is



presented in Eq. 1.

{ #(t) = Az(t) + Bu(t) 0
u(t) = Ca(t) + Du(t)

where z(t) is the state vector, u(t) is the input, and A, B,
C, and D are coefficient matrices [9, 10]. The dominant
variables that can properly characterize the states of a pro-
cess compose the state vector z(t). The availability a state
model capturing the dominant aspects of a process allows
the application of control theory. The fundamental control
problem, as defined by Goodwin [9], is stated below:

Definition: the central problem in control is to find
a technically feasible way to act on a given process
so that the process adheres, as closely as possible
to some desired behavior. Furthermore, this ap-
proximated behavior should be achieved in the face
of uncertainty of the process and in the presence of
uncontrollable external disturbances acting on the
process.

Based on the definition above it can be seen that the Soft-
ware Development Process (SDP), more specifically the
STP, presents all the ingredients for the application of con-
trol theory. The adherence to a desired behavior, the pres-
ence of uncertainty, and external disturbances are common
place in any SDP and therefore justifies the investigation of
the approach presented here.

2.2 Capability Maturity Model

The levels of the Capability Maturity Model are pre-
sented in Figure 1 [11]. A brief description [11] of each
level is presented next to allow the association, in Sec-
tions 4.2 and 4.3, of CMM levels to disturbance and noise
levels in organizations/groups with distinct process matu-
rity.

Initial Level (1): this level can be characterized by present-
ing an “ad hoc” process completely dependent on the skills
of the project manager. Coding and testing are the typical
solutions for a crisis. The capability of organizations/groups
at Level 1 is unpredictable, unstable and dependent on indi-
vidual rather than an organizational level.

Repeatable Level (2): this level presents an improve-
ment by establishing policies and management proce-
dures/controls at organizational level. This allows success-
ful practices, based on previous projects, to be repeated
leading to more realistic expectations. Projects at Level 2
are more stable due to the discipline ensured by the estab-
lished management controls.

Defined Level (3): the major difference between Levels 2
and 3 is the presence of software process standards at the
latter. Not only standards but also verification mechanisms
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Figure 1. Levels of the Capability Maturity
Model

and completeness criteria are in place at the organizational
level. Stability and consistence are two major characteris-
tics of processes in organizations at Level 3.

Managed Level (4): qualitative and quantitative goals are
established for both, the software product and process.
Measurement plays a central role in achieving these goals.
Predictability represents the major improvement achieved
by organizations at Level 4.

Optimizing Level (5): a continuously process improve-
ment characterizes organizations at Level 5. Analysis of
the results of projects and new technologies combined with
constant revision of the standards and control procedures
lead to process improvement and consequently better pro-
cess prediction capabilities.

The Managed Level (4) requires an environment where
quality and productivity can be measured. With these two
properties and others required at lower levels a direct use
of a deterministic model is foreseen. The same will apply
to Level 5, since it represents an improvement over Level
4. Although Level 3 has a well defined software develop-
ment environment, the process characteristics are not com-
pletely appropriate to a deterministic approach due to lack
of measurement. The lack of measurement at levels 1 and
2 increases making the use of a deterministic model more
difficult, though not impossible.

3. Previous Results: Deterministic Model

The linear deterministic model of the STP is based upon
three assumptions. These assumptions and the correspond-



ing equations are presented below [7]. They are based on an
analogy of the STP with the physical process typified by a
spring-mass-dashpot system and also in Volterra’s predator-
prey model [10]. A description and justification of this anal-
ogy and the choice of a linear model is outside the scope of
this paper [7]. The model has been validated using sets of
data from testing projects [12] and also by means of a ex-
tremal case and sensitivity analysis [13, 14].

Assumption 1: The rate at which the velocity of the remain-
ing errors changes is directly proportionalto the net applied
effort (ey, ) and inversely proportional to the complexity (s.)
of the program under test, i.e.,

#(t) = 6”8“) N

en(t) = 7(t) sc 2)

Assumption 2: The effective test effort (e} ) is proportional
to the product of the applied work force (wy) and the num-
ber of remaining errors (r), i.e., for an appropriate {(s.),

ef(t) = ((sc) wy r(t) 3)

where ((s.) = ib is a function of software complexity.
s

c
Parameter b depends on the characteristics of the product
under test.

Assumption 3: The error reduction resistance (e,) op-
poses, is proportional to the error reduction velocity (1),
and is inversely proportional to the overall quality () of
the test phase, i.e., for an appropriate constant &,
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Combining Eqs. 2, 3, and 4 in a force balance
equation and organizing it in a State Variable format
(z = Az 4+ Bu)[9, 10] produces the following system of

equations.
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F4 above is included in the model to account for unfore-
seen disturbances such as hardware failures, personnel ill-
ness or any event that slows down or even interrupts the
continuation of the test process.

Along with the model in Eq. 5 an algorithm has been de-
velop to calibrate the parameters of the model [15]. The fast
convergence presented by the algorithm increases the model
applicability and accuracy [16]. Finally, a parametric con-
trol procedure is used to compute required changes in the
model in order to converge to desired results according to
time constraints [7]. The input u(¢) is, in general, used to
drive the system. However, the procedure used for the con-
trol of the system in Eq. 5 uses a parametric approach and
the input F is used to account for unforeseen perturbations,
as stated earlier.

4. Stochastic Model

The deterministic model described in Section 3 seems to
be appropriated to control relatively well defined test pro-
cesses, where the level of unpredictability is not critical.
However, in practice, test processes are subject to a vari-
ety of external disturbances. In addition, collected data is
often noisy and prediction of the intermediate states of the
process may be compromised depending on the level of in-
accuracy of the data. Under such circumstances, one alter-
native would be the use of a stochastic model as presented in
Eq. 7. In this case, the prediction of the intermediate states
of a system becomes an stochastic rather than a determinis-
tic process.

{ &(t) = Az(t) + Bu(t) + Gn(t) o

y(t) = Ca(t) + De(?)

where z(t) is the state vector, u(t) is the input, A, B, C, G,
and D are coefficient matrices, and 1 and ¢ are two mutu-
ally independent noise sequences [17].

The inclusion of noise components represents the ma-
jor difference between the deterministic and the stochastic
model. The influence of randomly external disturbance is
accounted for by the noise sequence 7(¢) in Eq. 7 whereas
the inaccuracy of the collected/measured data is represented
by the noise sequence ¢(t) in the output part of the same
equation.

4.1 Input Characterization

The input Fy; in the deterministic model of Eq. 5 was
used to account for unforeseen perturbations. However, Fy
was included, periodically, as the average perturbation from
the previous time period(s) and therefore still characterizes
a deterministic process. Fy was also used to model com-
mon disturbances in the test process, such as a training pe-
riod, a migration of the product under test from the develop-
ers to the users environment, the replacement of an already
tested component, etc. [18]. Since unforeseen perturbations
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Figure 2. Results of the perturbation of the
process due to the migration of the system
from the development to the user’s environ-
ment. A pulse input signal is used to repre-
sent the disturbance.

are accounted for by the stochastic processes 7(t) and ¢(t),
Fy is used here account to for foreseen perturbations as the
ones mentioned above [18]. This appears to be a reasonable
approach due to the fact that these disturbances can be mod-
eled and they are, in many situations, anticipated/expected.
As before, the system is not driven by the input u(¢) and a
parametric control technique can still be applied.

For example, assume the test process cannot be con-
ducted, from the beginning, at the user’s environment. The
process starts at the developer’s environment and the migra-
tion will be allowed at a known time period. Since the time
is known in advance, the effect of the migration on the out-
come of the test process can be predict. The prediction of
the results at three different time periods can be seen in Fig-
ure 2. As expected, the later the migration is performed, the
larger the effect of the disturbance [18]. More results on the
characterization of the input can be found elsewhere [18].

4.2 Disturbance Characterization

As stated above, 7(t) and ¢(t) account for unforeseen
perturbations. Both of these stochastic processes are rep-
resented here by uniform randomly distributed white noise
sequences. The major concern becomes how to character-
ize the level of the disturbance to proper represent the ones
found in different software test processes. The maturity
of the organization/group where the process is being con-
ducted is a good indication of the level of disturbance ex-
pected. The levels of the Capability Maturity Model [11]
presented in Section 2.2 can be used for this purpose.
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Figure 3. Average Disturbance Levels associ-
ated with each CMM level.

The matrix G in Eq. 7 determines the level of the dis-

0
where Dj, ranging from zero to two, represents the distur-
bance level. The disturbance is inserted by perturbing the
velocity component (G,1 = ;) of the model which will,
in a chain reaction, perturb the acceleration component. In
this case, the direct perturbation of the acceleration compo-
nent is not necessary and therefore G'3 1 = 0.

Now, let . be the expected decay of number of errors
and r,4 be the disturbed decay. The distance between these
two curves is computed as A = | r. — 7, |. Figure 3 depicts
how the average distance A changes as the disturbance level
increases from 0O to 2 for 50 simulation runs. As can be
observed, A increases exponentially as the disturbance level
increases. Initially one would expect to set the disturbance
level at equal intervals of 0.4 for each CMM level, i.e.,

. . . D
turbance inserted into the system. That is, G = [ ! ],

(5—Li)XO.4<Dl§(6—Li)XO.4

where L; = 1,2, ..., 5 represents the corresponding CMM
levels. The distance A associated with each level under the
equal interval assumption is observed in Figure 3.

At CMM Level 1 the ad hoc characteristics of the pro-
cess does not allow a reasonable prediction of the results
of a project and therefore the level of disturbance can be
determined as high. A considerable improvement is ex-
pected as an organization moves from Level 1 to Level 2
and therefore a reasonable decrease in the disturbance level
is expected. The exponential shape of the A curve cap-
tures this behavior. The improvement from Level 2 to Level
3, and consequently the decrease of the disturbance level,
is supposed to be large but not as large as from Level 1
to 2. Again, the equal interval assumption appears to be
a good solution. The problem arises when considering the
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Figure 4. Unforeseen disturbance associated with each level of the Capability Maturity Model. The
disturbance is generated by the randomly distributed white noise sequence 7 in Eq. 7.

improvement from Level 3 to 4. Due to the qualitative and
quantitative goals and the measurement scheme to achieve
them, a reasonable decrease in the disturbance level is ex-
pected and, as observed from Figure 3, the equal interval
assumption does not properly represent this behavior.

Table 1. Disturbance and noise level asso-
ciated with levels of the Capability Maturity
Model used to generate the results in Fig-
ures 4 and 6.

CMM Disturbance Noise

Level Level Level

1 0< D <06 0 < N <4
2 06 < D <09 4 < N < 8
3 09 <D <15 8< N <12
4 15 < D < 17|12 < Ny <16
5 1.7 < D < 2 16 < N < 20

A larger disturbance gap between Levels 3 and 4 is de-
sired. A definition of the intervals as presented in Table 1
appears to achieve the expected differences as an organi-
zation moves between levels. As observed from Figure 3,
a large difference exists between Levels 1 and 2 and also
a larger gap is observed between Levels 3 and 4. Though
some decrease in the disturbance level is expected from
Level 4 to 5, the decrease is not foreseen to be large. Im-
provement in performance due to a constantly optimization
of the process is the major impact at Level 5 and a large
decrease in disturbance is not a consequence of this.

Figure 4 shows the results of applying disturbance levels
within the ranges specified in Table 1 for each of the CMM

levels. It can be observed that the behavior of the process
moves from chaotic at Level 1 to a reasonably stable and
predictable process at Level 5. The test process in the plots
is characterized by the following parameter values: wy = 2,
se = 30,y = 04,6 = 1.12, ¢ = 100, and ¢ = 60.
A sensitivity analysis of the model under the presence of
disturbance can provide information of how changes in the
parameters affect the behavior of the model. However, such
analysis is outside the scope of this paper.
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Figure 5. Average Noise Levels associated
with each CMM level.

In addition, disturbances seem to have different levels,
according to different time periods, for distinct project. For
example, the disturbance level for a test process where the
test team is not familiar with the product under test will
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Figure 6. Noise in the data collection process associated with each level of the Capability Maturity
Model. The noise is generated by a randomly distributed white noise sequence ¢ in Eq. 7.

differ from a process, within the same organization, where
the test team has previous experience with similar products.
The interval associated with each CMM Level can be used
to represent/adjust these differences.

4.3 Noise Characterization

The stochastic process ¢(t) in Eq. 7 represents noise in
the data collection process. Unreported errors, duplicated
reports, and missing information such as date when the er-
ror was found are a few examples of problems/noise when
collecting data. These are common problems that are likely
present in any organization. However, the more mature the
process and the organization, the less the likelihood and
the frequency of occurrence of these problems. Again the
CMM levels are used here in association with noise levels.

Matrix D in Eq. 7 determines the level of the noise asso-
ciated when measuring the output of the system. One output
variable (¢) is present in Eq. 6 and therefore the dimension
of matrix D is 1 x 1. In this case, the single element of D,
referred hereafter as N;, accounts for the noise level.

Unlike the disturbance, the average distance A (com-
puted as before) related to the noise level does not present
an exponential increase. From Figure 5 it is clear that the
distance A increases linearly as the noise level increases.

Though it may not be true for organizations at CMM
Level 1 or 2, let us assume that a data collection process is
in place. As the maturity level of an organization or devel-
opment group increases the presence of standards, control
mechanisms, quantitative measurements, etc. leads to a re-
duction on the noise in the data collection. However, the
noise associated with reporting errors or defects is not ex-
pected to have a large impact on the behavior of the model.

This can be noticed by the true nominal value of the average
distance A in Figure 5. In addition, the characteristics of the
CMM levels do not give indication of a specific pattern in
the increase of noise. Under these conditions, as shown in
Figure 5 and Table 1, an equal interval for the noise associ-
ated with the CMM levels is assumed.

Figure 6 shows the results of inserting noise related to
the data collection process in the output of the model. As
can be observed, the perturbation of the output decreases
linearly as the process moves from Level 1 up to Level 5.
The process in the plot is characterized by the same param-
eters used in Figure 4. As before, a sensitivity analysis of
the model can be used to collect information on the behav-
ior of the model when noise is present. However, this issue
is not addressed here.

The results of a combined insertion of data collection
noise and unforeseen perturbations in a test process is de-
picted in Figure 7 along with the related CMM level. As
expected, Figure 7 appears like a merge of Figures 4 and 6.

Here, the noise sequences 1 and ¢ are represented by a
uniform randomly white noise sequence. However, under
certain circumstances these sequences are likely to present
not only a specific distribution but also specific trends. In
certain cases, the effects of a disturbance are expected to
increase as time progresses and such correlation needs to be
taken into consideration when modeling the disturbance.

Another aspect to be considered is the distribution re-
lated to CMM levels. A uniform distribution may be appro-
priated to Levels 4 and 5 while a normal distribution may
better represent the disturbance at Levels 1, 2, and 3. In the
second case, the parameters p and ¢ can be used to distin-
guish each CMM level. The study of probabilistic distri-
butions that better represent the disturbance and noise se-
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Figure 7. Combination of data collection noise and unforeseen disturbances associated with each

CMM level.

quences of the stochastic model in Eq. 7 is a subject of fu-
ture investigation.
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Figure 8. Application of a Kalman filter to a
noisy test process.

4.4 Noise Filtering

The next step in improving the applicability of the model
is the use of a Kalman filter. The filter allows a better pre-
diction of the states of the system in the presence of noise.
Grewal and Andrews state “ ... it is not possible or desired to
measure every variable you want to control, and the Kalman
filter provides a mean for inferring the missing information
from indirect (and noisy) measurements.” [19]

The result of the application of a Kalman Filter [19] in

the stochastic version of the state variable model of the soft-
ware test process is presented in Figure 8. It can inferred
from Figure 8 that the Kalman filter has a great impact on
the noise associated with the data collection process but
does not affect the unforeseen perturbations. This behavior
of the filter properly represents the expected results, i.e., the
noise is reduced but the effects of the perturbations are still
considered. Changes in the overall structure of the feedback
model of the STP are required for the application of the fil-
ter and a detailed explanation of these changes are beyond
the scope of this paper.

5 Simulation Results

One of the results of the simulation runs is depicted in
Figure 9. The process in this Figure is typified by the
same parameters defined in Section 4.2. In Figure 9 we can
observe the results of the undisturbed deterministic model
(dashed-doted line) representing the expected decay of er-
rors with a goal of reducing the number of remaining errors
to 15% within 180 days. The result of the introduction of a
disturbance sequence level I); = 1.3 and a noise sequence
level N; = 9 is also shown in Figure 9. In this case, ac-
cording to Table 1, a process at CMM Level 3 is character-
ized. As can be observed, the goal of the process cannot be
achieved under the presence of disturbance.

Assume that the first checkpoint is at time ¢ = 50, where
it can be observed that the process is not proceeding ac-
cording to the expected behavior. If we apply the control
approach used for the deterministic model [7], an increase
of Aw; = 0.5 (a half time tester) places the eigenvalues of
the system at the desired level. However, the disturbances
are not accounted for and the process does not converge to
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the expected curve. A group/organization is unlikely to im-
prove the CMM Level in the middle of a process and there-
fore disturbances are expected to continue slowing down the
process.

The parametric control approach used here is done at two
levels.The first step is to calibrate the model to incorporate
the disturbance into the parameters ¢ and &. The result of
the calibration is represented by the dashed line in Figure 9.
Then, the changes needed to place the eigenvalues of the
calibrated model and make the results converge to the ex-
pected curve are applied not to the calibrated but to the dis-
turbed model. The changes in the calibrated model are al-
ready accounting for disturbances and therefore will have a
similar impact in the disturbed model, as can be observed in
Figure 9. An increase of Aw; = 5.5 is required to achieve
the desired goal within the deadline. As one could argue,
side effects of increasing w; (Brook’s Law [20]) are ex-
pected and are analyzed elsewhere [13].

Finally, the changes to drive the system to the desired
behavior were presented here in terms of w;. However, the
same approach applies to changes in the quality of the test
process « or to combined changes of w; and .

6 Conclusion

The introduction of noise sequences in the state variable
model of the software test process extends its use to orga-
nizations in the lower CMM levels. Similarly to the de-
terministic model, it allows the computation of changes in
process parameters to correct for schedule deviations in the
process. In addition, statistical information allowing infer-
ences on the accuracy of the predictions related to the level
of perturbation injected into the model can be acquired.

The results presented here are an indication of the appli-
cability of the stochastic state model of the STP. However,
actual data is needed to validate the model. This data can
be further used to analyze specific probabilistic distributions
associated with the CMM levels.
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