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IPSILON’S IP SWITCHING

• RFCs: 1953, 1954, 1987

• Uses an ATM switch for forwarding

• Control is implemented using a separate hardware
IP switch controller

• New protocols:

� General Switch Management Protocol (GSMP)

◦ Allows an ATM switch to be controlled by an IP switch controller

◦ Useful, but not essential for IP switching

� Ipsilon Flow Management Protocol (IFMP)

◦ Label binding protocol for IP switching

◦ An essential component of IP switching

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1954.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1987.txt
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IPSILON’S IP SWITCH ARCHITECTURE

• IP switch controller

� Acts as the “master” of an ATM switch

◦ Communicates with an ATM switch using GSMP

◦ Controls label binding by communicating with other IP switches using
IFMP

◦ Acts as an IP router

◦ Implemented as an Intel-based PC with an ATM interface card

◦ Runs a modified version of FreeBSD

• ATM switch

� Acts as the “slave” of the IP switch controller

� Maintains a default VC with a well-known VPI/VCI for
communicating control information with other IP switches
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LABEL BINDING IN IP SWITCHING

• A flow is a sequence of IP datagrams with identical values of certain header
fields

� Label binding is called flow redirection in IP switching because label
binding results in redirecting a flow from the default VC to a new VC

• A label consists of a 〈VCI, VPI〉 pair

� An IP switch can send an IFMP REDIRECT message to an
upstream IP switch, binding a label to a certain flow

◦ The downstream switch acts independently, without waiting for REDI-
RECT messages from other switches

� Connection between sender (upstream) and receiver (downstream):

◦ Direct (i.e., both are on the same physical network)

◦ Through an ATM VP
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TYPES OF FLOWS IN IP SWITCHING

• A flow is a sequence of IP datagrams with identical values of certain header
fields

Flow Type IP or TCP Header Fields

Type 1 IP: Version, IHL, TOS, TTL, Protocol,
Source Address, Destination Address

TCP: Source Port Number, Destination Port Number
Type 2 IP: Version, IHL, TTL, Source Addr., Dest. Addr.

• Type 1 flows are between specific applications on specific hosts

• Type 2 flows are between specific hosts
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SOFT STATE vs. HARD STATE

• State is stored information

• Soft state is stored information that times out automatically after some
predetermined interval

� To be maintained, must be refreshed before timeout occurs

� Example: ARP cache contents

• Hard state is stored information that is retained at least as long as the
device storing it stays up

� Normally removed using an explicit teardown mechanism

� Examples:

◦ TCP connection data structures

◦ Non-volatile RAM contents

� EEPROM contents (Sun)

� CMOS contents (Wintel)
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IPSILON FLOW MANAGEMENT PROTOCOL (IFMP)

• Used to bind 〈VCI, VPI〉 labels to flows

� The state installed by IFMP is soft (times out if not refreshed)

◦ Thus IFMP can run over unreliable & connectionless IP

• IFMP adjacency protocol

� Enables adjacent switches to learn one another’s identity

◦ Adjacent switches each have at least one interface attached to the same
physical network

� An IFMP ADJACENCY message is sent periodically in an IP
datagram destined for the limited broadcast address (if applicable)

• Methods for detecting loss of state synchronization between adjacent IP
switches:

� A link instance number is assigned to each link

� IFMP packets carry sequence numbers
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IFMP ADJACENCY MESSAGE FORMAT

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Version | Op Code | Checksum |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sender Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Identity |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Next Sequence Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Reserved | Reserved | Max Ack Intvl |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Address List ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP ADJACENCY MESSAGE FIELDS

• Op codes:

Op Code Message Op Code Message

0 SYN (synchronize state) 2 RSTACK (reset)
1 SYNACK 3 ACK

• Sender instance

� A 32-bit integer that is unique within the recent past

◦ Changes whenever the link or the sender comes back up

◦ For SYN, SYNACK, and ACK: Sender’s instance number

◦ For RSTACK: Requester’s instance number

• Peer ID: Peer’s (SYN, SYNACK, ACK) or sender’s (RSTACK)
IP address

• Peer next sequence number: Value expected by sender
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IFMP REDIRECT MESSAGE FORMAT

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Version | Op Code | Checksum |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sender Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sequence Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Message Body ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP REDIRECT MESSAGE ELEMENT

• Reference: RFC 1953

• The body of an IFMP REDIRECT message contains a list of one or more
REDIRECT message elements, which have the following form:

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Flow Type | Flow ID Length| Lifetime |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Label |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Flow Identifier ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP FLOW TYPE 1 IDENTIFIER

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| IHL |Type of Service| Time to Live | Protocol |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Destination Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Port | Destination Port |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• Generated by downstream IP switch

� Downstream generation guards against incorrectly binding
additional IP flows to the same label

� Packet header fields can be filtered before a flow is accepted

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP FLOW TYPE 2 IDENTIFIER

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| IHL | Reserved | Time to Live | Reserved |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Destination Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP REDIRECTION PROTOCOL MESSAGE TYPES

• REDIRECT (Op Code = 4)

� Used to bind a label to a flow

• RECLAIM (Op Code = 5)

� Unbinds a label

• RECLAIM ACK (Op Code = 6)

• LABEL RANGE (Op Code = 7)

� Communicates the acceptable range of labels

• ERROR (Op Code = 8)
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IFMP COMPRESSION OF IPv4 HEADERS

• Together, the flow ID and flow encapsulation contain all of the fields of the
IPv4 header

� Flow ID contains (at least) the version, header length, TTL, source ad-
dress and destination address

� Flow encapsulation contains the remaining IP header fields

� The full IPv4 header can be regenerated at a border IP switch
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TTL MANAGEMENT IN IFMP

• The TTL field of the IP header is used for loop mitigation

• The flow ID contains the upstream TTL

� The TTL is not decremented at each intermediate ATM switch (as would
be required if each switch were an IP router)

� Instead, the TTL is decremented by the number of hops when the IP
header is reassembled downstream

� The header checksum is modified for the new TTL during header reassem-
bly
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GENERAL SWITCH MANAGEMENT PROTOCOL (GSMP)

• Reference: RFC 1987

• Allows master to:

� Establish and release VC connections across the switch

� Add/delete leaves of multicast connections

� Manage ports (up, down, reset, loopback)

� Request data (configuration information, statistics)

• Allows slave to inform master of switch or connection conditions (link failure,
etc.)

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1987.txt
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TAG SWITCHING

• Reference: RFC 2105

• Components and features:

� Independence of a particular network layer

� Forwarding by use of label-switching techniques

� Control by use of:

◦ Standard protocols for distribution of routing information

◦ Tag Distribution Protocol (TDP)

� Support for explicit routing (using RSVP)

� Valid methods of tag binding:

◦ Downstream binding

◦ Downstream binding on demand (i.e., when requested by an
upstream switch)

◦ Upstream binding

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC21xx/rfc2105.txt



