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Abstract. To date, most identity-based key agreement protocols are based on a
single PKG (Private Key Generator) environment. In 2002, Chen and Kudla pro-
posed an identity-based key agreement protocol for a multiple PKG environment,
where each PKG shares identical system parameters but possesses a distinct mas-
ter key. However, it is more realistic to assume that each PKG uses different
system parameters. In this paper, we propose a new two party key agreement
protocol between users belonging to different PKGs that do not share system pa-
rameters. We also extend this protocol to a tripartite key agreement protocol. Our
two party protocol requires the same amount of pairing computation as Smart’s
protocol for a single PKG environment and provides PKG forward secrecy. We
show that the proposed key agreement protocols satisfy every security require-
ments of key agreement protocols.

Keywords: ID-based cryptosystem, bilinear map, key agreement protocol, mul-
tiple PKG.

1 Introduction

Key establishment protocol is a cryptographic primitive that is used to share a com-
mon secret key between entities. This secret key is normally used as a session key to
construct a secure channel between the entities concerned. Key establishment protocol
can be subdivided into key transport protocol and key agreement protocol. In key trans-
port protocol, one of the participant creates the shared key and distributes it to others
securely. On the other hand, in key agreement protocol, each entity computes the com-
mon secret key using the information contributed by all the entities involved. In key
transport protocol, all the participants have to trust the entity responsible for creating
the new shared key. Therefore, normally a trusted third party is used as a server that
creates and distributes shared keys. However, in this setting, this entity becomes a good
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target for attack and the success of such attack is catastrophic. Furthermore, this entity
may become a bottleneck point. In contrast, key agreement protocols does not suffer
from these problems, since no single entity determines the shared key.

1.1 Related Work

In 1984, Shamir introduced the concept of identity-based public key cryptosystem
where public keys of users’ are derived from their own unique identity information
such as an email address [1]. In identity-based cryptosystem, private keys of users’ are
issued by a trusted authority called the PKG. The private key of a user is generated us-
ing the master key of the system. Therefore, PKG can inherently decrypt any ciphertext
or forge signatures of any users’. In 2001, Boneh and Franklin proposed a first practi-
cal identity-based encryption scheme based on the Weil pairing [2]. Since then, most
researches on identity-based cryptosystem are based on this system.

Identity-based two-party key agreement protocol was first proposed by Smart in
2001 [3]. This protocol is based on Boneh and Franklin’s work and requires two pairing
computation to compute the session key. However, Smart’s protocol does not satisfy
PKG forward secrecy. In 2002, Chen and Kudla introduced three new key agreement
protocols. One of them extended Smart’s protocol to provide PKG forward secrecy
property. Another one extended Smart’s protocol to multiple PKG environment where
users who acquired their private keys from different PKG can share a common key [4].
However, in their setting, every PKG shares the common system parameters, but possess
distinct master key.

Research on identity-based tripartite key agreement protocol was initiated by Joux
in 2000 [5]. In 2003, Al-Riyami et al. pointed out that Joux’s method does not support
message authentication between participants, and proposed a new tripartite key agree-
ment protocol that cures the drawback of Joux’s [6]. A first identity-based tripartite key
agreement protocol was introduced by Zhang et al. in 2002 [7]. In 2003, Shim also
proposed another identity-based tripartite key agreement protocol, which requires less
computation than Zhang et al.’s [8]. In 2004, Cheng et al. proposed a new identity-based
tripartite key agreement protocol which is different from Shim’s and Zhang et al.’s sys-
tem [9]. However, this protocol has a serious flaw that allows an adversary to acquire
the private key of a user easily.

1.2 Our Contribution

In identity-based cryptosystems, users acquire their private key from the PKG. A single
PKG may be responsible for issuing private keys to members of a small-scale organi-
zation, but it is unrealistic to assume that a single PKG will be responsible for issuing
private keys to members of different organizations, let alone the entire nation or the
entire world. Furthermore, it is also unrealistic to assume that different PKGs will share
common system parameters and differ only in the master key as done by Chen and
Kudla. Therefore, we must consider multiple PKG environment where all the PKGs
use different system parameters.

To date, most of the identity-based key agreement protocols are based on a single
PKG environment [3,4,5,6,7,8,9, 10]. In order to extend these protocols to a setting
where multiple PKGs exist, there should be some way to combine entities’ contribu-
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tion from different settings into a single common value. The most obvious solution to
accomplish this is to combine the results of separate key agreement protocols executed
in each PKG environment. However, since each entity only has its private key from its
PKG, direct execution of existing protocol is infeasible. To ameliorate this situation, in
this paper, we propose a new efficient ID-based two-party key agreement protocol for
multiple PKG environment. We also extends this protocol to a tripartite version. Our
two-party key agreement protocol is as efficiency as any previous ID-based two-party
key agreement protocol that provides PKG forward secrecy.

2 Security Attributes of Key Agreement Protocol

The followings are the security requirements of key agreement protocols, some of which
are specific to ID-based key agreement protocol.

Known-key security: Each run of the key agreement protocol should generate an unique
and independent session key. An adversary must have non-negligible advantage on
compromising future session keys, even though it compromised past session keys.

Forward secrecy: An adversary must have non-negligible advantage on compromis-
ing past session keys, even though it compromised long-term private keys of one
or more participants. The notion of forward secrecy can be further extended to the
following two types of secrecy.

— Perfect forward secrecy: The forward secrecy must be preserved even if long-
term private keys of all the participants involved are compromised.

— PKG forward secrecy: The forward secrecy must be preserved even if the
master key of the PKG is compromised.

Key-compromise resilience: An adversary must have non-negligible advantage on im-
personating others to A, even if it has compromised A’s private key.

Unknown key share resilience: An adversary must have non-negligible advantage on
coercing others into sharing a key with other entities when it is actually sharing
with a different entity.

Key control: An adversary must have non-negligible advantage on forcing the session
key to be a preselected value.

The PKG forward secrecy is a stronger notion of perfect forward secrecy that ap-
plies only to ID-based protocols. In ID-based cryptosystems, if the master key is com-
promised, an adversary can compute all the participants’ private keys. Therefore, If ID-
based key agreement protocol satisfies PKG forward secrecy, then it also satisfies per-
fect forward secrecy too. However, the opposite is not true. We can also define perfect
PKG forward secrecy in multiple PKG environment. This secrecy implies that forward
secrecy is preserved even if all the master keys of PKGs are compromised.

3 Mathematical Background

3.1  Pairings

Bilinear pairings such as Weil pairing and Tate pairing reduces the discrete logarithm
problem on elliptic curves to that in a finite field. Originally pairings were introduced
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as a tool that can be used to attack cryptosystems based on elliptic curves. Using pair-
ings, decision Diffie-Hellman problem on elliptic curves can be easily solved. This is a
well-known MOV (Menezes, Okamoto, Vanstone) reduction [11] and FR (Frey, Ruck)
attack [12]. In recent years, bilinear pairings have found positive applications in cryp-
tography to construct new cryptographic primitives. In 2000, Joux showed that the Weil
pairing can be used to construct a simple tripartite Diffie-Hellman key agreement pro-
tocol [5]. Since then, most of identity-based primitives exploit pairing to achieve their
goals.

From now on, we will use the following notations: 1) g means a large prime number,
2) G and G, are two groups with the same order ¢, where G is an additive group on
an elliptic curve, and G, is a multiplicative group of a finite field, 3) P, Q, and R are
random elements of G, and 4) g, b, x, y, and z are random elements of Z;.

Definition 1 (Admissible Bilinear Map). A map e : G| x Gy — G» is an admissible
bilinear map only if it satisfies the following properties:

— Bilinear: Given P, Q, and R, the followings hold.
e ¢(P+Q,R)=¢(P,R)-¢(Q,R)
e ¢(P,O+R)=¢(P,Q) e(PR)
This property also implies the followings:
e(aP,bQ) = e(P,bQ)" = e(aP,Q)" = e(P,Q)" = e(abP,Q) = e(p,abQ).
— Non-degenerate: If P and Q are not identity elements of Gy, then e(P,Q) # O,
where O is an identity element of Gy.
— Computable: There exists an efficient algorithm to compute e(P, Q) for all P,Q € G

3.2  Cryptographic Problems
Definition 2 (Discrete Logarithm Problem (DLP) in G,). DLP is as follow: Given
(P,xP), compute x € Z,.

Definition 3 (Computational Diffie-Hellman Problem (CDHP) in G|). CDHP is as
Sollow: Given (P,xP,yP), compute xyP € Gj.

Definition 4 (Bilinear Diffie-Hellman Problem (BDHP) in G, and G,). BDHP is as
follow: Given (P,xP,yP,zP), compute ¢(P,P)** € G,.

Currently, solving DLP, CDHP, and BDHP is computationally infeasible. For more
detail, refer to [2].

4 The Protocols

4.1  System Setup

Basically, the system setup phase is similar to that of Boneh and Franklin’s work. How-
ever, in our system, there are total n different PKGs, which do not share common system
parameters. Therefore, each PKG must configure its parameters as follows:
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— Each PKG; chooses its basic system parameter: (Ggi),Ggi),e(i)>, where Ggi) is an
additive group of order q(i), Ggw is a multiplicative group of order q(i), and e(?) is
admissible bilinear map between GY) and Gg).

— PKG; chooses P, a random generator of G(li). It also chooses cryptographic hash
functions Hl(i) {0, 1} — Gg” and H2(i> : Gg) — {0,1}*, where k is a length of
partial session key.

— Finally, PKG; chooses its master key s) € Z;(i) randomly. It also computes its

public key Péli])b = 5@ pQ),

After completing the system setup phase, each PKG publishes its public system
parameters:

<G(li)7Gg)7P(i)7PIE:3b;H1(i)7H2<i>7e<i>>'

4.2  Identity-Based Two-Party Key Agreement Protocol

In this section, we will introduce a new key agreement protocol between two entity
A and B, each of which have acquired its private key from PKG; and PKG,, respec-
tively. We assume that A and B have chosen their ephemeral key a € Z;l and b € ZZZ
respectively. Then, the protocol runs as follows:

Message 1: A — B: TA(? = a<2)P(2),WA(1) = a(l)Péig

Message 2: B — A: TB(fl‘) =pHpl), 152) = b(Z)Pﬁt})

Protocol 1

After the messages are exchanged, each participant computes the two partial session
keys as follows:

— A computes vpartial session keys, K.J = eM(aWs 7)) and
2 2) (2
Kf(‘B) = e(z)(a(Z)Qg,),Wé )).

- B computes partial session keys, Kf(;,lq) = e(')(b(')le),Wf)), and
2 2) (2
Ki = @655, 13,

Now, each entity uses the two partial session key to compute the common session
key. In detail, A computes the common session key SKap = H (Hz(l) (Kf(‘g),Héz) (K/g?)),
where H is a general hash function such as SHA-1. Similarly, B computes the session
key SKpa = H (Hz(l) (Kéi‘)),Hz(z) (Kéi))). We can show that both participant have agreed
on the same session key SK = SK4p = SKpa by the followings:
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Kl = (@ 70) Ky = @0 W)
= e (@MW p1 () = (a0 pp2)
= (g, p)as s = (a2 ? p2p)
= e (BN 45 p(1) = ¢2)(Q), p2)ya®ps®)
= 0o VP = D (pDs2 02 42 p2))
= (Mol W) = (s 1,3
= K. = K-

4.3 ID-Based Tripartite Key Agreement Protocol

In this subsection, we introduce a new tripartite key agreement protocol which is evolved
from our two-party key agreement protocol. We assume that there are three participants
A, B, and C, each of which have acquired its private key from PKG, PKG,, and PKGs,
respectively. We also assume that A, B, and C have chosen their ephemeral key a € Z;(U’

be Z:;(z), and c € sz , respectively.

The First Round. The protocol is divided into two discrete rounds. In the first round,
each entity constructs separate secure channel between others. To achieve this goal,
every entity exploits our two-party key agreement protocol with the others individually.
First of all, each participant broadcast messages to the others as follows:

Message 1: A — B,C: T2 = a@ P2 18 = 4 PO, W = a0 p‘gtllg)
Message 2: B — C,A: Tél) =p1)p), Téz) = b(3)P(3)aWz§2) = b(Z)P;Eit))
Message 3: C — A, B: TC(I) = C(I)P“),TC(? = b(z)P<2>,WC(3) = 0(3)13;33)

First Round of Protocol 2

After broadcasting, each entity computes partial session keys. In detail, A computes
partial keys K4p, which is used to construct secure channel between A and B, and Kuc,
which is also used to construct secure channel between A and C.

Kap = H(H (2@ 0" W), 1y (e (@53 1))
Kac = H(H;" (e (a0 W), 13" (e (a V5, 1))

Similarly, B also computes its partial session keys, which is used for building secure
channel with A and C, respectively.

Kpa = HED D600 wiy) #? (@ 56252 72))))

Ko = H (" (0 6008 W), Y (e s 75))
Finally, C computes its partial session keys.

Ken = H(H (e (0 W) 1 (e (V) Ti2)

Kep = HH? @ (@02 W), 1P (3 (D5 1))
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At the end of this phase, each entity can computes pairwise keys with other entities,
separately as being introduced in our two-party key agreement protocol.

The Second Round. In the second round, each entity exchanges some values with
others in order to share common secret key. First of all, each entity broadcasts some
values, each of which includes the ephemeral key of each entity’s. Protocol runs as
follows:

Message 4: A — B,C: {a(')Pm}KAB, {a(l)p(l)}KAc
Message 5: B — C,A: {pP)P@ g (bPIPP)} e
Message 6: C — A,B: {c3 PO} (PP g,

Second Round of Protocol 2

After broadcasting, A computes a common session key SK as follows:

Klgg)c:e(l)(b(l)P(l)’C(l)P(l))a(l) :e(l)(P ’P )a
Klng)c = e(z) (b(z)P(z) , C(Z)P(2))a(2) _ 6(2) (P ,P )a
KXiB)C = e(3) (b(3)P(3) , C(3)P(3))a(3) _ (3) (P ,P )a 3),7

SK = H(Hz(l) (Kzggc)»Hz(Q) (Kf(xzs)c)vH§3> (K,S?)C))

B also computes a common session key SK as follows:

1 1 2 2 3 3
SK = H(H (K{e), Hy (K\pe) HY (K )

Finally, C compute a common session key SK as follows:

ABC =M (@) pp1))e = () (ph) plh)yabe
ABC = e (aP? pP2))c = () (p2) p2)yabe
ABC = e (aP®) ppB))c = (B (p3) pl3)yabe

1 2 2 3 3
SK = H(H} ><K§;c>,H§ ><K,§B)c>,H§ J(Kpe)

5 Analysis

In this section, we give the security and efficiency analysis of our proposed protocols.
We first heuristically argue that our protocols satisfy the security requirements of the
key agreement protocol. We then discuss the efficiency of our protocols by comparing
the number of pairing computation required with other protocols.
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5.1  Security Analysis

We only discuss the security of two-party key agreement protocol. If an adversary can
obtain the session key of two-party agreement protocol, the adversary can decrypt the
ciphertext exchanged during message 4 to 6 of tripartite protocol. However, if it is com-
putationally infeasible for the adversary to obtain any one of the ephemeral key a, b,
and c, it is also infeasible to obtain KX;C due to the difficulty of BDHP. It is computa-
tionally infeasible to obtain the ephemeral key from the publicly available information
due to the difficulty of DLP.

1. Man-in-the-middle-attack: This kind of attack can be foiled if the origin authenti-
cation of values exchanged can be provided. Although, origin authentication is not
provided, the way the final session key is computed prevents this kind of attack. If
an attacker intercepts the two messages and sends the following to A:

1 2
18 = PO W = P2,

the computed partial key will be as follows:

Kj‘lg = e(l)(aSl(L‘l)jTC(‘flx)) _ e(1>(Q,(41)7P<1))aC‘Ym,

K/(xzc) =@ (aQE;Z)’WC(‘Z)) _ 6(2)(Q}(32)7P(2))am(2).

)

Although, the attacker can compute Kf(‘lc , it is infeasible for the attacker to compute

Klgzc) without acquiring ephemeral key a of A, or the master key s of PKG,.

2. Known-Kkey security: In our protocol, ephemeral keys such as a, b, and c are used
to construct the session key. As a result, each run of the protocol creates unique
session key which is independent to past or future session keys. Therefore, com-
promise of past session keys do not affect the security of future session keys.

3. PKG forward secrecy: To satisfy PKG forward secrecy, the compromise of
master key of PKG; and PKG, must not affected the security of past session
keys. The past session key can be computed if the corresponding partial ses-

sion keys K,Exia) and ngi> can be computed. If we assume that adversary knows

s, Kf(l}g) = e(1>(Q/§1),P<1))“S<I)b can be computed if the adversary can compute

e“)(anl),bP(l)), e(1>(ngl),aP(l)), e(l)(Qf‘l),abP“)), or e(l)(abQ/(‘l),P(l)). With-
out acquiring ephemeral key a or b, it is infeasible to obtain any of these values
from the publicly available information. The same argument also applies to K l(?z)'

4. Key-compromise resilience: Since both parties private key is needed to compute
the session key, the compromise of A’s private key does not help the adversary to
impersonate others to A.

5. Unknown key-share resilience: Since a party always uses the other party’s authen-
ticated public key as one of the input used to compute the session key, an adversary
cannot deceive a party into falsely believing the identity of the other party in con-
cern.

6. Key control: Since each party contributes a fresh ephemeral key as one of the input
used to compute the session key, one of the party cannot force the session key to be
some preselected value.
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Table 1. Comparison of pairing computation in two-party key agreement protocol

In single PKG environment |In multiple PKG environment
protocol pairing(each)| pairing(all) |pairing(each)] pairing(all)
Chen and Kudla’s protocol 2 4 2% 4
Our protocol 2% 4

*: each PKGs shares the common system parameters but distinct master keys.
**: each PKGs uses different system parameters.

Table 2. Comparison of pairing computation in tripartite key agreement protocol

In single PKG environment |In multiple PKG environment
protocol pairing(each)| pairing(all) |pairing(each)] pairing(all)
Cheng et al’s protocol 5 15 15 45
Our protocol 2 7 21

5.2  Efficiency Analysis

In this subsection, we compare the number of pairing computation performed by each
user with other protocols. Since pairing computation out weigh other computations, the
protocol that requires less pairing computation can be considered as a more efficient
protocol.

In table 1, we compare our two party protocol with Chen and Kudla’s protocol
that provides PKG forward secrecy. We can see that the efficiency of our protocol is
equal to Chen and Kudla’s even though in our setting each PKGs uses different system
parameters.

6 Conclusion

In this paper, we have proposed a new efficient ID-based two-party key agreement pro-
tocol for multiple PKG environment. We have also extended this protocol to a tripartite
version. We have showed that our proposed protocols satisfy all the security require-
ments including the PKG forward secrecy. The efficiency of two-party key agreement
protocol is equal to previous ID-based protocols for single PKG environment. The secu-
rity of our proposed key agreement protocols are based on the difficulty of DLP, CDHP,
and BDHP on an elliptic curve.
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