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Abstract

In this paper, we propose a new efficient model for issu-
ing multiple private keys in IBC (Identity-Based Cryptosys-
tem). In our model, the private key of a user is divided into
two components: LTK (Long-Term Key) and STK (Short-
Term Key). Both are issued separately by different parties.
The LTK is issued in a threshold manner by KPAs (Key Pri-
vacy Agency). In contrast, the STK is issued by a single au-
thority called KGC (Key Generation Center). A user can ef-
ficiently obtain a new private key containing the same iden-
tity information by contacting only the KGC and obtaining
a new STK. We also give a security proof of the key issuing
model and present a new IBE (Identity-Based Encryption)
scheme based on our key issuing model.

1 Introduction

The IBC is a public key cryptosystem where a user’s
public key is derived from his/her well-known ID (IDen-
tity). In 1984, Shamir introduced the concept of IBC that
includes the idea of both IBE and IBS schemes [7]. How-
ever, Shamir only realized an IBS scheme based on the RSA
assumption. Until Boneh and Franklin introduced an IBE
scheme based on the Weil pairing in 2001 [3], there has
been no fully satisfactory solution.
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1.1 Pros and Cons of IBC

The main concern in traditional PKI (Public Key Infras-
tructure) is providing a mechanism to authenticate public
keys of users. To this end, a certificate, which is a digi-
tal signature that binds a public key and its owner, is used.
On the other hand, IBCs do not require public key certifi-
cates to authenticate users’ public keys. This is because, in
IBC, a user’s public key can be computed by anyone using
the user’s well-known ID such as an e-mail address without
contacting the owner or third parties. Therefore, IBCs avoid
most of certificate management problems in PKI. Nonethe-
less, IBCs cannot be considered as an alternative solution to
the traditional PKI yet for the following reasons.

• Since private keys of users are created by the PKG (Pri-
vate Key Generator), key escrow is inherent in this sys-
tem. Key escrow is a useful property that can be used
to prevent crimes or recover lost keys. However, there
must be a consideration about how to balance the pro-
tection of privacy of individuals with the needs of law
enforcement [2].

• There is no suitable private key revocation mechanism
for IBCs. Current mechanisms using CRL (Certificate
Revocation List) do not suit well to IBCs.

• A user of this system must authenticate him/herself to
the PKG to obtain his/her private key, which should
not be transmitted through a public channel.

• An efficient way to distribute authenticated public sys-
tem parameters of the PKGs is required. Especially,
this matters more when we assume the existence of
multiple PKGs that use different parameters.



1.2 The Key Escrow Property of IBC

To date, several solutions to the inherent key escrow
problem of IBCs have been proposed [3, 5, 1]. The most ob-
vious solution to the key escrow problem is to use multiple
PKGs in a threshold manner like Boneh and Franklin [3]. In
their system, the master key, used to create private keys, is
secretly shared between PKGs in a threshold manner. While
this approach resolves the key escrow problem gracefully, it
requires a user to contact several PKGs to obtain his/her pri-
vate key. Thus, it increases the authentication, computation,
and communication costs.

Gentry tried totally different approach to solve the key
escrow problem [5]. He solved it by using some user chosen
random secret. However, in this scheme, key escrow capa-
bility was totally removed. Moreover, it cannot be regarded
as a true identity-based scheme because a user’s public key
cannot be obtained directly from the ID of the user. Al-
Riyami and Paterson extended Gentry’s idea and provided a
scheme which preserves certificateless property of IBC [1].
However, they only provided implicit authentication of the
public key. Therefore, each user cannot be sure whether the
public key is genuine or not.

1.3 Multiple Private Keys for Users

In the initial Shamir’s proposal of IBCs [7], a well-
known human readable string such as e-mail address was
considered as the ID of a user. Using this kind of ID as a
public key has several advantages over conventional public
key, a simple binary string. First, a sender can easily obtain
or already know the ID of a receiver, from which the sender
can derive the authenticated public key of the receiver on
his/her own. Second, one can distribute his/her ID without
requiring a complicated infrastructure. Finally, as certifi-
cates contain more than just the name of the owner, ID used
in IBC can contain some additional useful information.

Boneh and Franklin proposed a form of ID, which con-
sists of an e-mail address plus some user related informa-
tion such as user’s duty, capability, or lifetime of a private
key [3]. As a result, an ID of a user becomes more expres-
sive, and it is possible for each user to have multiple IDs and
corresponding private keys that contain identical identity in-
formation but include different additional information.

We must note that if immutable user identity informa-
tion such as social security number is used solely as the
ID, the master key or the user identity information must be
changed when the private key has to be reissued, which are
both impractical. Moreover, in previous IBCs with limited
key escrow, there is a trade off between the cost of issuing
a private key and and the degree of key escrow limit [3, 6].

Table 1. Inputs used to construct a public key

LTK STK

1. foo@x.edu||2007 foo@x.edu||2007||Role1
2. foo@x.edu||2007 foo@x.edu||2007||20070831
3. foo@x.edu||2007 foo@x.edu||2007||Role1||20070831

1.4 Private Key Revocation Problem

In traditional PKI, up-to-date CRL (Certificate Revoca-
tion List) is maintained and users must check the status of a
certificate against this list, which may be very large, before
using it. This is done by making queries or requesting the
CRL itself to a third-party. A revoked certificate is main-
tained on the CRL until the intended expiration date is over.

Gentry introduced a new time-slot approach to solve
the key revocation problem in certificate-based cryptosys-
tems [5]. This approach is based on revoking the owner of
the key instead of the key itself. When a certificate is ex-
pired, the CA (Certification Authority) would issue a new
certificate if and only if the owner was not revoked. How-
ever, there are two drawbacks. First, certificates of legiti-
mate users have to be issued per each time-slot. Second, a
certificate cannot be revoked in the middle of each time-slot.
Gentry has ameliorated each problem using the hierarchical
approach and the frequency of the certificates renewal, re-
spectively.

Likewise, in IBCs, a user’s private key may need to be re-
voked for some reasons. Currently, there are no efficient re-
vocation mechanisms for IBC. Trivial solution for this prob-
lem would be to use the mechanisms that are used in PKI
such as CRL. However, to use mechanisms such as CRL,
it requires third party queries, which offset the main advan-
tage of IBCs of obtaining authenticated public keys of users
without contacting another party.

1.5 The Need of PKI Support

In IBCs, the PKG must authenticate the user before is-
suing the user’s private key. This requirement cannot be
satisfied using the IBC alone. To this end, most of the IBCs
assume that PKI is used for this purpose [3]. Moreover, the
user’s private key must be transmitted securely to the user.
Boneh and Franklin assume that PKI is also used for this
purpose [3]. However, as shown by Lee et al. [6], simple
blinding technique can be used to send the private key se-
curely without using any other cryptosystems. Currently,
the distribution of public system parameters also needs sup-
port from PKI to authenticate the parameters.



Table 2. Notation
Notation Description

q a large prime number
G1 additive group of order q
G2 multiplicative group of order q
Z∗q a multiplicative group of order q

P , Q, R random generators of G1

α, β, and γ randomly distributed elements of Z∗q

2 Backgrounds

Throughout this paper, we will use the notations given in
Table 2.

Definition 1 (Discrete Logarithm Problem (DLP) in G1).
DLP in G1 is as follow: Given 〈P, αP 〉, acquire α. An
algorithm A has advantage ε in solving DLP in G1, if

Pr [A(P, αP ) = α] ≥ ε.

Definition 2 (Admissible Bilinear Map). ê : G1 × G1 →
G2 is an admissible bilinear map, if ê has the following
properties.

• Bilinear: Given P, Q, R ∈ G1, the following holds:
ê(P, Q + R) = ê(P, Q) · ê(P,R) and
ê(P + Q,R) = ê(P,R) · ê(Q,R).

• Non-degenerate: ê(P, Q) 6= O for some P, Q ∈ G1,
where O is an identity element of G1.

• Computable: There is an efficient algorithm to com-
pute ê(P, Q) for any P, Q ∈ G1.

Bilinear property of admissible bilinear map also implies
the following:

ê(αP, βQ) = ê(αP, Q)β = ê(P, βQ)α = ê(P, Q)αβ .

Admissible bilinear map can be constructed using the Weil
or the Tate pairing on an elliptic curve over a finite field.
For more detail, refer to [3].

Definition 3 (Computational Diffie-Hellman Problem
(CDHP)). CDHP in G1 is as follow: Given 〈P, αP, βP 〉,
compute αβP . An algorithm A has advantage ε in solving
CDHP in G1, if Pr [A(P, αP, βP ) = αβP ] ≥ ε.

Definition 4 (BDH Parameter Generator). A randomized
algorithm G is called a BDH parameter generator, if it sat-
isfies the following properties.

• It takes a single security parameter k ≥ 1.

• It runs in polynomial time in k.

• It outputs the description of group G1 and G2 of order
q and an admissible bilinear map ê : G1 ×G1 → G2.

In this paper, we assume that the advantage on DLP and
CDHP is both negligible with respect to above definitions.
For more information, refer to [3].

3 A New Private Key Issuing Model

3.1 The Participants

There are four types of entities in our model and their
roles are as follows.

• KPAs: KPAs are responsible for issuing LTK shares
for users. A user has to contact at least t KPAs of total
n KPAs to obtain his/her LTK. A user receives a share
of his/her LTK from each KPA through a public chan-
nel and constructs his/her LTK in a threshold manner.

• KGC: The KGC is responsible for issuing STKs for
users. A user sends his/her identity, the blinded
LTK, and dynamic short-term information to obtain the
STK. The STK is issued through a public channel.

• KCA: The KCA (Key Commitment Agency) is re-
sponsible for observing KGC activity. To enforce this
observation, we use the KCA as an intermediary be-
tween the user and the KGC. We also assume that the
KCA monitors KGC’s activity, which prevents users
directly contacting the KGC.

• User: A user needs to obtain his/her LTK shares from
t KPAs and his/her STK from the KGC to construct
his/her private key of the system.

3.2 System Setup

In this phase, each authority determines its public/private
keys and computes public system parameters cooperatively.

3.2.1 KGC setup

The KGC carries out the following procedures.

• Step 1. Runs G and obtains 〈q,G1,G2, ê〉.
• Step 2. Chooses a random generator P of G1.

• Step 3. Selects cryptographic hash functions H1 :
{0, 1}∗ → G∗1 and H2 : G2 → {0, 1}l, where l is
the length of the message block.

• Step 4. Selects its master key s ∈ Z∗q and sets PKGC =
sP ∈ G∗1.



3.2.2 KPAs setup

Each KPAs computes its own private and public keys. They
also compute the private key and public key of KPAs coop-
eratively.

• Step 1. Each KPAi generates its master key xi ∈
Z∗q , (1 ≤ i ≤ n) in a distributed fashion using the
techniques of [4]. It also computes its public key
PKPAi = xiP ∈ G∗1.

• Step 2. The private key of KPAs is x =
∑

i∈I Lixi ∈
Z∗q , where Li is appropriate Lagrange coefficient and
I is a set of t numbers which are greater than or equal
to 1 and less than or equal to n. The corresponding
public key of KPAs is PKPAs = xP ∈ G∗1.

The public parameters of this system is 〈q, G1, G2, ê, l, P ,
PKGC, PKPAs, PKPA1 , · · · , PKPAn

, H1, H2〉.

3.3 User Private Key Extraction

A user acquires his/her private key using the following
two procedures: LTK extraction and STK extraction.

3.3.1 LTK extraction

The user requests his/her LTK shares to t different KPAi,
(1 ≤ i ≤ n) using the following steps. We must note
that the user has to authenticate him/herself to each KPA
involved in this procedure before proceeding the step 1. We
assume PKI is used for this purpose.

• Step 1. The user chooses his/her random blinding fac-
tor bi ∈ Z∗q and computes biQID = biH1(ID).

• Step 2. The user sends 〈ID, biP, biQID〉 to KPAi.

• Step 3. The KPAi checks the identification of the user
and verifies the validness of biQID using the following
equation:

ê(QID, biP ) ?= ê(biQID, P ). (1)

• Step 4. The KPAi computes the blinded LTK share
bid

(i)
ID = bixiQID ∈ G∗1. It returns bid

(i)
ID to the user.

• Step 5. The user removes the blind factor by com-
puting b−1

i bid
(i)
ID = d

(i)
ID and verifies the correctness of

d
(i)
ID = xiQID using the following equation:

ê(P, d
(i)
ID) ?= ê(PKPAi , QID). (2)

After collecting t different LTK shares, the user computes
his/her LTK:

dID =
∑

i∈I

Lid
(i)
ID =

∑

i∈I

LixiQID ∈ G∗1,

where Li is the appropriate Lagrange coefficient. The user
can check the correctness of his/her LTK using the follow-
ing equation:

ê(P, dID) ?= ê(PKPAs, QID).

3.3.2 STK extraction

The user requests the STK by sending 〈ID, T , X =
bPKPAs, Y = bdID, Z = bQ〈ID,T 〉〉 to the KCA, where
b ∈ Z∗q is a random blinding factor chosen by the user. The
KCA forwards the request message of the user to the KGC
without modifying it. The KGC would reject the request of
the user, if the user’s LTK dID has been revoked. Otherwise,
the KGC computes the requested STK and sends it back to
the KCA using the following steps.

• Step 1. The KGC checks whether the user has a valid
LTK using the following equation:

ê(QID, X) ?= ê(P, Y ). (3)

• Step 2. The KGC sets Q〈ID,T 〉 = H1(ID||T ) and
checks whether the user has sent a valid Z using the
following equation:

ê(Q〈ID,T 〉, X) ?= ê(Z, PKPAs). (4)

• Step 3. The KGC sends the blinded STK sZ to the
KCA. It also transmits the verifiably encrypted STK
〈V = sQ〈ID,T 〉 + bPKPAs, V = bP 〉, where b is a
random element of Z∗q to the KCA.

The KCA checks the correctness of 〈V, V 〉 by using the
prior registered request as follows:

ê(V, P ) ?= ê(Q〈ID,T 〉, PKGC)ê(V , PKPAs). (5)

If 〈V, V 〉 pair is correct, the KCA publishes 〈ID, T, V, V 〉
and sends sZ to the user. The user computes his/her
STK d〈ID,T 〉 by eliminating the blinding factor as follows:
b−1sZ = b−1sbQ〈ID,T 〉 = sQ〈ID,T 〉 = d〈ID,T 〉. The user
also checks the correctness of d〈ID,T 〉 using the following:

ê(P, d〈ID,T 〉)
?= ê(PKGC, Q〈ID,T 〉). (6)

Finally, the user computes his/her private key D〈ID,T 〉 =
dID + d〈ID,T 〉 ∈ G1.

We must note that the introduction of KCA is inevitable
to preserve the threshold property of our scheme. With-
out KCA, we must trust the KGC to correctly publish
〈ID, T, V, V 〉 for each STK it issues.



3.3.3 Key Escrow

In the proposed scheme, a TTP (Trusted Third Party) which
already knows 〈ID, T, V, V 〉, can recover a private key of a
user by cooperating with more than t KPAs as follows.

• The TTP sends V = bP to more than t KPAs. Each
KPAi computes V

(i)
= xiV = xibP , and sends it

back to the TTP. The TTP then checks the validity of
each V

(i)
as follows:

ê(V , PKPAi)
?= ê(V

(i)
, P ).

• The TTP computes Ṽ =
∑

i∈I LiV
(i)

=∑
i∈I LixibP = bxP = bPKPAs, and recovers the

STK of a user using the following equation:

V − Ṽ = sQ〈ID,T 〉 + bPKPAs − bPKPAs

= sQ〈ID,T 〉 = d〈ID,T 〉.

• The TTP also requests LTK share of the user to more
than t KPAs. This procedure is an analogous of LTK
extraction phase. Finally, the TTP recovers the private
key of the user D〈ID,T 〉 = dID + d〈ID,T 〉.

3.4 A New Encryption Scheme

In this section, we present a new IBE scheme similar to
the Boneh and Franklin’s IBE scheme [3] using our model.
In the proposed IBE scheme, a public key of a receiver is
derived from 〈ID, T 〉 pair. The protocol runs as follows.

3.4.1 Encryption

Let T be the dynamic information used in computing the
STK of the user. We assume that the sender and the receiver
have agreed on T in advance. The sender obtains the public
key of the user by computing QID = H1(ID) ∈ G∗1 and
Q〈ID,T 〉 = H1(ID||T ) ∈ G∗1. Then the sender sets

g = ê(PKPAs, QID)ê(PKGC, Q〈ID,T 〉) ∈ G2

and selects a random secret r ∈ Z∗q . The resulting ciphertext
of a message m ∈ {0, 1}l is C = 〈rP, m ⊕ H2(gr)〉 ∈
G∗1 × {0, 1}l.

3.4.2 Decryption

The receiver can decrypt C = 〈U, V 〉 using his/her private
key D〈ID,T 〉:

m = V ⊕ (H2(ê(U,D〈ID,T 〉))).

The correctness of the encryption scheme can be easily
verified as follows:

ê(U,D〈ID,T 〉) = ê(U, xQID + sQ〈ID,T 〉)
= ê(U, xQID)ê(U, sQ〈ID,T 〉)
= ê(rP, xQID)ê(rP, sQ〈ID,T 〉)
= ê(P, QID)xr ê(P,Q〈ID,T 〉)sr

= ê(xP, QID)r ê(sP, Q〈ID,T 〉)r

= ê(PKPAs, QID)r ê(PKGC, Q〈ID,T 〉)r

= gr.

4 Analysis

4.1 Efficiency Analysis

Before proceeding in detail, we note that Boneh and
Franklin’s [3] and ours are based on threshold technique but
Lee et al.’s [6] is not. Moreover, Boneh and Franklin’s [3]
and ours can communicate in parallel, while Lee et al.’s [6]
must do in a sequential manner. This means that as the num-
ber of authorities increases, Lee et al.’s [6] will require more
communication time.

For more precise and fair comparison, we assume that
the threshold variable t of both Boneh and Franklin’s [3]
and ours are equal to the number of KPAs in Lee et al.’s [6].
In other words, we consider the setting where the number
of authorities used in ours is equal to that of Lee et al.’s [6],
but one more than that of Boneh and Franklin’s [3] without
considering the KCA.

• Pairing computation: As shown in Table 3, Boneh
and Franklin’s [3] requires the least pairing computa-
tions during the initial key issuance. However if the
method used in our scheme to remove the secure chan-
nel assumption is applied to Boneh and Franklin’s [3],
the computation cost of Boneh and Franklin’s [3] be-
comes 4t+2. In this setting, we can conclude that ours
requires 11 more pairing computation than Boneh and
Franklin’s [3] and 9 more pairing computation than
Lee et al.’s [6] during the initial key issuance. These
additional computations are due to the STK extraction
and checking the validity of the verifiable encrypted
STK by the KCA. However, in our scheme, the com-
putation cost of reissuing a private key is constant.

• Communication: Boneh and Franklin’s [3] requires
the least communication cost. Our protocol requires
4 more communication than Boneh and Franklin’s [3]
which is due to the STK extraction where the KCA
plays an intermediary role between the user and the
KGC. Additionally, Lee et al.’s [6] will need extra
communication time because of its sequential property.
In our scheme, the communication cost of reissuing a
private key is also constant.



Table 3. Comparison of Private Key Issuance Cost
Initial Issuance Cost Reissuance Cost

[3] [6] Ours [3] [6] Ours
Pairing computation 2t + 2∗ 4t + 4 (4t + 4) + 9 2t + 2∗ 4t + 4 9

Communication 2t 2t + 2 2t + 4 2t 2t + 2 4
Authentication t 1 t t 1 0

t denotes the number of PKGs participating in [3] and the number of KPAs participating in [6] and ours.
∗ [3] requires secure channels whereas [6] and ours do not. If the method used in our system to remove the
secure channel assumption is applied to [3], the cost becomes 4t + 2.

• Authentication: Lee et al.’s [6] needs the least authen-
tication. However, in our scheme, authentication is not
required when key is being reissued.

• Key Escrow Procedure: In Boneh and Franklin’s [3],
key escrow procedure is done by doing usual secret re-
covering protocol in the threshold scheme which does
not require pairing computation. Our scheme requires
twice as much amount of computation as Boneh and
Franklin’s [3] does assuming that the committed STK
is known. Since ours and Boneh and Franklin’s [3] are
based on the traditional threshold concept, any t out of
n authorities can recover the key. This procedure does
not require sequential connection. On the other hand,
in Lee et al.’s [6], the private key is recovered in a se-
quential manner by all the authorities originally partic-
ipated in the key issuing protocol. This means that Lee
et al.’s [6] needs relatively more time to recover the
private key than others and all authorities must partic-
ipate.

From these, we can conclude that our scheme outper-
forms others with respect to reissuance, and performs nearly
equal to others with respect to initial issuance.

4.2 Security Analysis

There are four types of entities in our model: n KPAs,
KGC, KCA, and users, all of whom we can consider as la-
tent adversaries. We also have to consider a malicious third
party, who does not participate in the key issuing procedure
as a legitimate party, as a potential adversary. The goals of
these adversary are as follows: 1) disturb the key issuing
phase, 2) acquire a LTK of a user corresponding to an ID,
3) obtain a STK of a user related to 〈ID, T 〉, and 4) acquire
the private key of a user.

• Malicious third party: An adversary that does not
participate as one of the legal participants are called
a malicious third party. These adversaries can eaves-
drop or modify messages which are sent through pub-
lic communication channels.

• KCA: The KCA is supplementary authority support-
ing threshold property in our key issuing model. Since
all the LTKs and STKS passing through the KCA
are blinded, KCA cannot gain any explicit knowledge
about any STKs or LTKs. As a result, the KCA only
has ability as much as the malicious third party does.

• KPAs: If the threshold cryptosystem is correct and se-
cure, it is infeasible for less than t KPAs to compute
the correct LTK corresponding to an ID. Therefore, in
this respect, although they can compute a share of the
LTK, they have the same amount of ability as the ma-
licious third party does.

• KGC: In our model, the KGC knows the master key s
and can compute STKs corresponding to any 〈ID, T 〉
pairs of users. This means that the KGC not only has
ability as much as the malicious third party does but
also can compute any STK it wants.

• Users: A legitimate user can possess correct STKs and
LTKs related to his/her own 〈ID, T 〉 pairs. He/she can
also do whatever the malicious third party can.

From previous discussion, we can conclude the follow-
ings: 1) proposed key issuing protocol must not suffer from
message modification, insertion or replay attack, 2) the LTK
can be computed only if more than t KPAs cooperate, 3) the
KGC has to be the only entity that can compute the correct
STK, and 4) except the legitimate user, no other entities can
acquire the private key of the user.

Definition 5. The security requirements of our key issuing
protocol is as follows.

• Correctness: Incorrect response from any entity, mes-
sage modification during transmission, replying attack
by using old messages, or incorrect packet insertion
cannot make any harm to our protocol. Especially, a
user must be able to determine whether a private key,
issued through our key issuing model, is correct or not.

• Unforgeability: It has to be impossible to compute the
correct LTK related to an ID without the cooperation



of more than t KPAs. Moreover, the KGC is the only
entity that can compute the correct STK of 〈ID, T 〉.

• Privacy: Except the owner of the ID, no other entities
can acquire the private key corresponding to 〈ID, T 〉
unless more than t KPAs cooperate.

Assumption 1. The threshold scheme used in our system is
secure in that it is computationally infeasible to obtain the
shared secret when less than t KPAs collude.

For more detail information on the security of the threshold
technique, refer to [4].

Assumption 2. Advantage of an adversary on DLP and
CDHP in G1 is negligible.

Assumption 3. Following public information is well-
known to all entities in our key issuing model.

• The public system parameters:〈q, G1, G2, ê, l, P ,
PKGC, PKPAs, PKPA1 , · · · , PKPAn

, H1, H2〉.

• 〈ID, biP, biQID〉 and bid
(i)
ID = bixiQID pairs, which

are published during LTK issuance phase.

• 〈ID, T, X = bPKPAs, Y = bdID, Z = bQ〈ID,T 〉〉, and
sZ = bd〈ID,T 〉, 〈ID, T, V = sQ〈ID,T 〉+bPKPAs, V =
bP 〉 pairs, which are known publicly during STK is-
suance phase.

There are five types of potential adversaries in our pro-
tocol. However, the ability of a malicious third party, the
KCA, and less than t KPAs are equal based on Assump-
tion 1. Furthermore, we can conclude that both the KGC,
who can compute any STK it wishes, and users, who can ac-
quire many LTKs and STKs of their own, are more powerful
adversaries than other types of adversaries. Therefore, our
protocol would be secure enough if it were secure against
the KGC, users or even their collusion.

Lemma 1. Proposed key issuing model satisfies the cor-
rectness requirement.

Proof. In LTK extraction phase, a user sends
〈ID, biP, biQID〉 to t KPAs. Then each KPAi 1) au-
thenticates the user, 2) computes LTK share bidID, and
3) sends bidID back to the user. The correctness of
〈ID, biP, biQID〉 can be verified using the Eq. 1. The
correctness of bidID can be verified using the Eq. 2 as well.

In STK extraction phase, a user sends 〈ID, T, X =
bPKPAs, Y = bdID, Z = bQ〈ID,T 〉〉 to the KGC through
the KCA. Then, the KGC sends bd〈ID,T 〉 and 〈ID, T, V =
sQ〈ID,T 〉 + bPKPAs, V = bP 〉 back to the KCA. Finally,
the KCA sends bd〈ID,T 〉 back to the user. Using the Eq. 3
and 4, the KGC can check the correctness of 〈ID, T, X =

bPKPAs, Y = bdID, Z = bQ〈ID,T 〉〉. The KCA is also
able to verify the correctness of 〈ID, T, V = sQ〈ID,T 〉 +
bPKPAs, V = bP 〉 using the Eq. 5. Finally, the user can ver-
ify the correctness of his/her STK d〈ID,T 〉 using the Eq. 6.

An adversary may disturb the LTK issuance by intercept-
ing 〈ID, biP, biQID〉 and sending 〈ID, nabiP, nabiQID〉 in-
stead using a random value na ∈ Z∗q . Although each KPA
cannot detect this modification using the Eq. 1, the user
can still check the correctness of the resulting LTK share
by using the Eq. 2. Therefore, the user cannot be dis-
turbed by this attack during the LTK issuance. Similarly,
an adversary may hinder the STK issuance by intercept-
ing 〈ID, T,X, Y, Z〉 and sending 〈ID, T, naX, naY, naZ〉
instead using a random value na ∈ Z∗q . Even though the
KGC cannot detect this change using the Eq. 3 and 4, the
user can still verify the validity of resulting STK using the
Eq. 6. Therefore, the user cannot be disturbed by this attack
during the STK issuance.

By summing up the discussions mentioned above, we
can conclude that each entity can check the correctness
of messages which they have received from others, even
though there are two exceptions which make no harm to
our protocol. A user can also check the validity of LTK and
STK which he/she received through the key issuing model.
Therefore, we can conclude that the lemma holds.

Lemma 2. Proposed key issuing model satisfies both the
unforgeability and privacy requirements.

Proof. In our key issuing model, a user and the KGC may
collude to compute any private key of another user. In this
case, since the KGC can compute any STK it wants, forg-
ing the LTK is sufficient to compute a private key of a user.
However, by the Assumption 1∼ 3, it is computationally in-
feasible for a user to compute any LTK or STK correspond-
ing to 〈ID, T 〉 pair. More specifically, to obtain a LTK, the
KGC and a user can try to do the following using the pub-
licly available information: 1) extract the LTK, 2) extract
the master key of KPAs, and 3) collect more than or equal
to t LTK shares.

However, since all the following are infeasible by the As-
sumption 2, it is infeasible for a user or the KGC to acquire
any information that results in a legal LTK. Moreover, it is
also infeasible even if a user and the KGC collude.

• Extracting x from PKPAs = xP or any xi from
PKPAi = xiP .

• Extracting d
(i)
ID from bid

(i)
ID = bixiQID, which is anal-

ogous to extracting bi from bid
(i)
ID

• Extracting dID from bdID.

• Extracting x from dID = xQID.



A user may try to compute an illegal STK on his/her
own. However, this is impossible because the followings
are infeasible by Assumption 2.

• Extracting s from PKGC = sP .

• Extracting s from previously issued STK d〈ID,T 〉 =
sQ〈ID,T 〉.

Additionally, a user may try to compute another user’s
STK. Even if the user is successful, it cannot cause any
harm if the user do not have the corresponding LTK. Any-
way, this is also infeasible because of the above and the
followings are infeasible by Assumption 2.

• Computing d〈ID,T 〉 from sZ = bd〈ID,T 〉.

• Computing b̄xP from PKPAs = xP and V = b̄P .

From these arguments, we can conclude that a LTK can
only be computed by collaboration of more than or equal
to t KPAs. Moreover, a STK can only be computed by the
KGC or by cooperation of more than or equal to t KPAs.
As a result, a private key of a user is only known to the le-
gitimate owner assuming that more than or equal to t KPAs
do not collude, and privacy property holds. As a result, the
lemma holds.

Theorem 1. Our key issuing model satisfies all of our secu-
rity requirements against every possible adversary models.

Proof. By Lemma 1 and 2, the key issuing model satisfies
every security requirements. Therefore, the theorem holds.

4.3 Security against Private Key Leakage

In our scheme, a private key of a user is a bit concate-
nation of LTK and STK. As our scheme exploits simple
blinding technique in order to provide secure channel be-
tween users and authorities, each secret value is only known
to each responsible authority and appropriate user. In this
reason, even though one of private keys of a user is re-
vealed, the other keys of the user will be safe. There-
fore an adversary, who knows a private key of a user
D〈ID,T 〉 = dID + d〈ID,T 〉, knows neither LTK dID nor STK
d〈ID,T 〉 and cannot compute other private keys of the user,
D〈ID,T ′〉 = dID + d〈ID,T ′〉. However, if the adversary col-
lude with the KGC, they can compute other private keys of
the user. This is because the KGC can compute any STK
d〈ID,T 〉 it wants. However, as the KGC is trusted authority,
the probability that this kind of attack happens is negligible.

5 Conclusion

In this paper, we have proposed a new efficient model
for issuing private keys in IBE scheme based on the Weil
pairing. In our scheme, a private key is constructed using
two values that are issued by two different parties, namely
KPAs and the KGC. The KPAs issue LTK using the identity
string of the user in a threshold manner, and the KGC issues
STK using the same information used to construct the LTK
plus some dynamic information.

When issuing the initial private key, our scheme provides
similar level of efficiency to other schemes. However, reis-
suing the private key by changing the dynamic information
is much more efficient than others. Therefore, our scheme
outperforms others when the user requires multiple private
keys. In addition, we have eliminated the secure channel
assumption by using a simple blinding technique. More-
over, we can adapt Gentry’s time-slot based private key re-
vocation approach more efficiently than others by using the
time-slot information as the dynamic information included
in a STK. We believe that this would be a better way to solve
the private key revocation problem in IBCs than conven-
tional ways. This is due to the fact that third-party queries
used in traditional PKI would offset the advantage of IBCs.
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