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Chapter 1

Introduction

The IBC is a public key cryptosystem where a user’s public key is derived from his/her
well-known ID (IDentity). In 1984, Shamir introduced the concept of IBC that includes
the idea of both encryption and signature schemes [1]. However, Shamir could only real-
ize an IBS scheme based on the RSA assumption. Until Boneh and Franklin introduced
an IBE scheme based on the Weil pairing in 2001 [2], there have been no fully satisfac-
tory solution. For example, Desmedt and Quisquater’s scheme required tamper-resistant
hardware [3], Tanaka's scheme required users not to collude [4], and in Maurer and Ya-
cobi’'s scheme, private key generation was not practical [5]. Cocks proposed an another
fully functional IBE scheme based on the quadratic residuosity assumption [6]. How-
ever, most of the current researches on IBC are based on the pairing [7, 8, 9] including

our system.

1.1 Pros and Cons of IBC

The main concern in traditional PKI (Public Key Infrastructure) is providing a mecha-

nism to authenticate public keys of users. To this end, a certificate, which is a digital



signature that binds a public key and its owner, is used. However, managing certificate
is not just about issuing certificates. There are other things such as distribution, revo-
cation that complicates the certificate management. In IBCs, a user’s public key can be
computed by anyone using the user’s well-known ID such as an e-mail address without
contacting its owner or a third party. As a result, public key certificates are not required
in IBCs. This was the main motivation of Shamir’s initial work on IBCs. Most of
the problems related to certificate management in traditional PKI do not apply to IBCs.
Moreover, most of the components of PKI related to certificate management can be dis-
carded in IBCs such as public key directory. Nonetheless, IBCs cannot be considered as

an alternative solution to the traditional PKI yet for the following reasons.

e As private keys of users are created by the PKG, key escrow is inherent in this
system. Key escrow is an useful property that can be used to prevent crimes or
recover lost keys. However, there must be a consideration about how to balance

the protection of privacy of individuals with the needs of law enforcement [10].

e There is no suitable private key revocation mechanism for IBCs. Current mecha-
nisms using CRL (Certificate Revocation List) do not suit well to IBCs. In section

1.4, we will discuss about this issue in more detail.

e A user of this system must authenticate him/herself to the PKG to obtain his/her

private key, which should not be transmitted through a public channel.

e There should be an efficient way to distribute authenticated public system param-
eters of the PKGs. Especially, this matters more when we assume the existence of

multiple PKGs that use different parameters.



1.2 The Inherent Key Escrow Property of IBC

To date, several solutions to the inherent key escrow problem of IBCs have been pro-
posed [2, 7, 9]. The most obvious solution to the key escrow problem is to use multiple
PKGs in a threshold manner. Boneh and Franklin proposed this kind of system [2].
In their system, the master key, used to create private keys, is secretly shared between
PKGs in a threshold manner. This approach, while resolving the key escrow problem
gracefully, requires a user to contact several PKGs to obtain his/her private key. Thus, it
increases the authentication, computation, and communication costs.

Gentry tried totally different approach to solve the key escrow problem [7]. He
solved it by using some user chosen random secret. However, in this scheme, key es-
crow capability has been totally removed. Moreover, it cannot be regarded as an true
identity-based scheme because a user’s public key cannot be obtained directly from the
ID of that user. Al-Riyami and Paterson extended Gentry’s idea and provided a scheme
which preserves certificateless property of IBC [9]. However, they only provided im-
plicit authentication of the public key. Therefore, each user cannot be sure whether the

public key is genuine or not.

1.3 Multiple Private Key for Single User

In the initial Shamir’s proposal of IBCs [1], a well-known human readable string such
as e-mail address was considered as the ID of a user. Using this kind of ID as a public
key has several advantages over normal public key, which is a simple binary string.
First, a sender can easily obtain or already knows the ID of a receiver from which the
sender can derive the authenticated public key of the receiver on his/her own. Second,
one can distribute his/her ID without requiring a complicated infrastructure. Finally, as

certificates contain more than just the name of the owner, ID used in IBC can contain



some additional useful information.

Boneh and Franklin proposed a form of ID which consists of an e-mail address plus
some user related information such as user’s duty, capability, or lifetime of a private
key [2]. As aresult, an ID of a user becomes more expressive, and it is possible for each
user to have multiple IDs and corresponding private keys that contain identical identity
information but include different additional information.

We must note that if immutable user identity information such as social security
number is used solely as the ID, the master key or the user identity information must be
changed when the private key has to be reissued, which are both infeasible. Moreover, in
previous IBCs with limited key escrow, there is a trade off between authentication, com-
putation, and communication costs and the degree of key escrow limit[2, 11]. Therefore,
in these systems, multiple private key extraction causes much more performance degra-

dation than the basic Boneh and Franklin’s scheme [2].

1.4 Private Key Revocation Problem

In traditional PKI, up-to-date CRL (Certificate Revocation List) is maintained, and users
must check the status of a certificate against this list, which may be very large, before
using it. This is done by making queries to a third-party or requesting the CRL itself. A
revoked certificate is maintained on the CRL until the intended expiration date is over.
Gentry introduced a new time-slot approach to solve the key revocation problem in
certificate-based cryptosystems [7]. This approach is based on revoking the owner of the
key instead of the key itself. When a certificate is expired, the CA (Certification Author-
ity) would issue a new certificate if and only if the owner was not revoked. However,
there are two drawbacks. First, certificates of legitimate users have to be issued per each

time-slot. Second, a certificate cannot be revoked in the middle of each time-slot. Gentry



Table 1.1: Inputs used to construct a public key of a user
| Example]| LTK \ STK |
1. foo@company.con2004 foo@company.coff2004|Rolel
2. foo@company.con2004 foo@company.coni2004|16, Oct.

3. foo@company.coifr004 | foo@company.coiffi2004|Rolel |16, Oct.

has ameliorated each problem using the hierarchical approach and the frequency of the
certificates renewal, respectively.

In IBCs, a user private key may also need to be revoked for some reasons. Currently,
there are no efficient revocation mechanisms for IBC. Trivial solution for this problem
would be to use the mechanisms that are used in PKI such as CRL. However, to use
mechanisms such as CRL, it requires third party queries which would offset the main
advantage of IBCs of obtaining authenticated public keys of users without contacting

another party.

1.5 The Need of PKI Support

In IBCs, the PKG must authenticate the user before issuing the user’s private key. This
requirement cannot be satisfied using the IBC alone. To this end, most of the IBCs
assume that PKI is used for this purpose [2, 8]. Moreover, the user’s private key must
be transmitted securely to the user. Boneh and Franklin assume that PKI is also used for
this purpose [2]. However, as shown by Lee et al. [11], simple blinding technique can be
used to securely send the private key without requiring a help from other cryptosystems.
Currently, the distribution of public system parameters also needs support from PKI to

authenticate the parameters as well.



1.6 Our Results

From the previous discussion, we can conclude the followings. First, it is natural and
necessary for users to have multiple private keys that are all derived from the same
identity information. Second, an IBC requires mechanisms: 1) to limit the key escrow
capability of the PKG, 2) to deal with revocation that does not offset its primary ad-
vantage, 3) to authenticate users before issuing private keys, 4) to securely transfer the
private key to users, and 5) to distribute the authenticate system parameters.

In this paper, we introduce a novel identity-based key issuing protocol. The key
issuing model limits the key escrow capability using the threshold technique as previous
approaches did. However, there is no serious performance degradation when multiple
private keys are issued to users. In our system, anyone can compute a user’s public
key without any kind of certificate, even though the private key is composed of two
components which are obtained from different types of entities. The private key of a
user is divided into two components: the LTK and the STK as shown in Table 1.1.
The LTK is derived from the user’s identity information that is normally used in IBCs.
Several authorities called the KPAs, which generate LTK share after authenticating the
user, issue this key in a threshold manner similar to Boneh and Franklin’'s method [2].
The STK is derived from the same information used to derive LTK plus some dynamic
information such as a time slot or predefined role of the user. A user acquires this by
contacting a single authority called the KGC. A new private key can be obtained by
changing only the STK. As a result, our scheme provides a very efficient way to change
or issue multiple private keys to a user.

We also give a security proof of our key issuing model, and introduce IBE and IBS
schemes based on the model. We show an efficient way to adapt Gentry’s revocation

mechanism to IBCs as well. Although Gentry’'s idea can be applied to other IBCs, our



scheme requires less authentication, computation, and communication costs than oth-
ers. The scheme does not assume the existence of secure channel but still assumes the
existence of mechanisms supporting user authentication and distributing public system
parameters.

The rest of this paper is organized as follows. In section 2, we give some definitions
and explain backgrounds related to our work. In section 3, we introduce our scheme
in detail. The analysis of our scheme and comparison with other schemes is given in

section 4. Finally, we conclude and give some future work in section 5.






Chapter 2

Backgrounds

Throughout this paper, we will use the notations given in Table 2.1.

Table 2.1: Notations
| Notations | Description

q Large prime number
G1 Additive group of ordeq
G Multiplicative group of ordeq
1 DenotesG1/{0O}, whereO is the identity element of1
Zg Denotes a multiplicative group of integers modglo
P A random generator df4
a,B, andy | Randomly distributed elements 4f

Now, we will present some definitions related to our works.
Definition 2.1 (Discrete Logarithm Problem (DLP) in G1). DLP in G is as follow:

Given (P, aP), acquirea. An algorithmA has advantagein solving DLP inGy, if

PrlA(PaP)=a] > ¢

Definition 2.2 (Admissible Bilinear Map). é: G1 x G1 — G» is anadmissible bilinear

map if &€ has the following properties.



e Bilinear: GivenP,Q,R € G4, the following holds:

&P,Q+R)=&P Q) &P R) and&P+Q,R) = &P R)-&Q,R).

e Non-degenerate &P, Q) # O for someP, Q € G1, whereQO is an identity element

of G.
e Computable: There is an efficient algorithm to compu@é®, Q) for anyP,Q € G1.

Bilinearity of admissible bilinear map implieXaP, Q) = & aP,Q)P = &P,BQ)% =
&(P,Q)?A. Admissible bilinear map can be constructed using the Weil or the Tate pairing

on an elliptic curve over a finite field. For more detall, refer to [2].

Definition 2.3 (Bilinear Diffie-Hellman Problem (BDHP)). BDHP in (G1,G>,é) is as
follow: Given (P,aP, BP,yP), computed(P,P)?AY. An algorithmA has advantage in
solving BDHP in(G1, G2, &), if

Pr[A(P.aP.BPyP) = &P P)* > .
Definition 2.4 (BDH Parameter Generator). A randomized algorithng is called a
BDH parameter generator, if it satisfies the following properties.
o |t takes a single security parameker 1.

e It runs in polynomial time irk.

¢ It outputs the description of group; andG- of orderq and an admissible bilinear

mapé: G1 x G1 — Go.

In this paper, we assume that the advantage on DLP and BDHP is both negligible with

respect to above definitions. For more information, refer to [2].

10






Chapter 3

Related Works

In this section, we will review four schemes that are closely related to our work. In
describing these schemes, we will use the following notations: 1) ID denotes the identity
string of the user in concern, B : {0,1}* — Gj, Hz : G2 — {0, 1}', andHjz : G, — Zg
denotes collision-resistant hash functions, wHeisethe length of the message block,
and 3) ||" denotes bitwise concatenation. During the system setup phase of all four
schemes, an entity rurgsto obtain(q,G1,G2,€). This entity also chooses a random

generatoP of G1.

3.1 Boneh and Franklin’s Scheme

Boneh and Franklin [2] introduced(& n) threshold based multiple authority scheme to
solve the key escrow problem of a single PKG. A user of the system must contact at least

t PKGs to obtain his/her private key. The protocol runs as follows.

e System setup In this scheme, one of the PKGs runsg. This PKG chooses
P € G, Hy, andH,. Each PKG generates its share of the mastelskeng, (1<

i <n) in a distributed fashion using the techniques of [12]. Then each PKG

12



publishes its public keyp = sP € Gj. The public parameter of this system is
<q7 Gla G27 éa I I P7 P17 sty an Ppub - Zin:jl_s P7 H17 H2> '

e Extract: A user sends his/her ID and authenticates him/herséelistinct PKGs.
Each PKG computes a private key shadé)) =5Qip =sHi(ID) € Gj. and re-
turnsd,(g through a secure channel to the user. The user checks the correctness of

2

dl%) by computing the following equatior@(P, d,(g) = é(R,Q).

e Key retrieving: When the user collectsvalid shares, he/she can construct his/her
private keydp € Gj in a threshold mannedp = ¥ LisQip, wherelL; is the
appropriate Lagrange coefficient. The user can also check the correctrigss of

using the following equatioré(P,dip ) 2 &(Poub, QD).

e Encryption: The sender encrypts the message {0,1}' using the ID of the

receiver by performing the following steps.
— ComputeQp = H1(ID) € Gj.
— Chooses a randome Z.
— Computes) = &Qip, Poun)-
— Computes the cipherteft= (rP,m@ Ha(g")) € G x {0,1}'.

e Decryption: Using the private keylp, the receiver decrypt€ = (U,V) using:
V@& Hy(éU,dp)) =m.

A user’s private key can be recovered only if more thRKGs collude. This scheme
solves the key escrow problem of single PKG gracefully. However, the authentication
and communication costs between PKGs and a user have increéisess than the
original scheme with single PKG. Users also have to exettute pairing computations

each time to receive a private key.

13



3.2 Leeetal’s Scheme

Lee et al. [11] also proposed a scheme using multiple authorities to solve the key es-
crow problem while minimizing the authentication cost. In this scheme, the KG@ and
KPAs compute a user’s private key in a sequential manner. The following is the detail

description of Lee et al.'s protocol.

e System setup In this scheme, the KGC rurts It then choose® € G}, Hy, Ho,
andHs. The KGC also randomly selects its master kg Zg and computes its

public keyRy = soP € GJ.

e System public key setup For1 <i < n, each KPArandomly chooses its private
keys € Zg and computes the corresponding public ey sP € Gj. After that,
KPAs cooperatively compute the system public Bgyh = SS1...SP € GJ. The
public parameter of this system(g, G1,G2,€,|,P, Ry, ..., Py, Poub, H1, H2, H3).

e Key issuing A user chooses a random secxet Zg and computes the blind-
ing factorX = xP € Gj. Then the user sends and ID to the KGC to request
his/her partial private key. The KGC issues a blinded partial private key using the

following steps.

— Step 1 Verifies the user’s identification.

— Step 2 Sets the public key of the user@g = H1 (ID||KGC||KPA4]|...||KPAy) €
G;.

— Step 3 Computes the blinded partial private key@is= Hz(&(soX, P))s0Qip €
G3 and KGC's signature o), asSig(Qp) = Qg € Gj.

— Step 4 Send), andSig(Qyp) to the user.

e Key securing For1 <i <n, the user sends IDX, Q_,, andSig_1(Q_,) to

KPA;. The recipient KPAperforms the following steps.

14



?

— Step 1 Check=®(Sig-1(Q/_;),P) = &Qi_;,R_1).
— Step 2 Computes) = Hz(&(sX,R))sQ_; € G} andSig(Q}) =sQ/ € Gj.
— Step 3 Send¥Q andSig(Q;) to the user.

This process is repeated against all KPAs in a sequential fashion. At the end, the

user obtains his/her blinded private k8§ = Hz(&(sh X, Ph))snQy,_; € Gj.

e Key retrieving: The user removes the blinding factor from the blinded private key

to get his/her private keRp:

Qn
H3(&(Po, Po)*) - - - Ha(&(Pn, Fn)X)

Dip = =S--$Qp € G.

The user can easily verify the correctnesBgf by checkingg(D\p, P) 2 éQmp,Y).

e Encryption/Decryption: These procedures are identical to those of Boneh and

Franklin’s scheme [2].

In this scheme, a user needs to authenticate him/herself to KGC only once. More-
over, this system does not require a secure channel during the execution of the protocol.
However, a user has to communicate with one KGC and evEBAs sequentially to ac-
quire his/her private key. The communication costs of a user have increasetimes
than the original scheme with single PKG. Users also have to exdoutel pairing

computations.

3.3 Gentry’'s Scheme

Gentry [7] proposed a certificate-based encryption scheme using user chosen random

secret to solve the key escrow problem of a single PKG. This scheme has two types of

15



participant: the user and the Certificate Authority (CA). The CA plays an analogous role

of the PKG in normal identity-based cryptosystem. This scheme runs as follows.

e System setup In this scheme, the CA rurs. Then it choose® € G}, H;, and
Hz. It also selects its master keye Zg and sets its public key &up = sP € G7.

The public parameter of this system(ts G1, G2, €,1, P, Boup, H1, H2).

e Certification: The user requests his/her private key to the CA using the following

steps.

— Step 1 The user chooses a random sesget Zq and setfy = yP € GJ.
He/she then sends ID and UserinfoRs||ID to the CA through a public

channel.

— Step 2 The CA checks the identification of the user and Bgts= H1 (Poub|| j||Userinfo) €

1, wherej denotes some time slot.

— Step 3 The CA computes Ce#t = sSRp € G; and returns Ceg to the user

through a public channel,
— Step 4 The user setB, = Hi(Userinfg € G} and computes his/her private

key Sp = Cerip +suPRp.

e Encryption: We assume that the sender and the receiver have agreed on the time

slot j. A sender encrypts a messagdor the user using the following step.
— Step 1 Obtains Userinfo and Cest
— Step 2 Compute$), = Hi(Userinfo) € G; andPRp = H1(Pyubl| j||Userinfo) €
Gj.
— Step 3 Setsg = &(Ryun, Ap)é&(Ru, Pp) € G2 and selects a random secret

*
I € Zy.

16



The resulting ciphertext ah € {0,1}' is C = (U,V) = (P m@ Hy(g")) € G; x
{o0,1}".

e Decryption: Using the private keyjp, the receiver decrypt§ = (U,V) using:
V@ H2(&U,Sp)) =m.

In this scheme, the protocol between a user and the CA is performed over a public
channel. Furthermore, the communication and computation cost required during key
issuing is reasonably small compared to schemes described in subsection 3.1 and 3.2.
However, this scheme has removed the key escrow capability completely. Moreover, the
sender cannot derive a public key directly from the public identity string of a receiver.
He/she requires a certificate signed by the CA of a receiver in advance. It means this
scheme has lost the main advantage of identity-based cryptosystems.

Interestingly, this scheme also deals with the revocation problem of certificate-based
cryptosystems. In this protocol, a sender encrypts a message using the current tjime slot
without checking the current revocation status of the recipient certificate. This is possible
due to the fact that if the receiver’s private key has been revoked, the receiver cannot
obtained his/her private key corresponding to the time glpteventing the decryption

of the message.

3.4 Al-Riyami and Peterson’s Scheme

Al-Riyami and Paterson [9] extended Gentry’s scheme [7] to preserve certificateless
property of identity-based cryptosystems. However, it only supports implicit authenti-
cation. This scheme has two types of entities: the user and the KGC, which is similar to

the CA. The protocol runs as follows.

e System setup This procedure is identical to that of Gentry’s scheme [7]

17



o Partial private key extraction: The user sends ID to the KGC and requests
his/her partial private key. The KGC checks the identity of the user and com-
putesQu =H1(ID) € G;. The KGC return®y = sQ, € Gj to the user through a

secure channel. The user can verify the correctneBg dfy checkingg(Dy, P) 2

é(QU ; IDpub)-
e Secret value setupThe user chooses a random € Zg.

e Private/public key generation The user computes the private k&y = xyDy =
XusQu € Gj using the partial private kelpy and the user’s secret valug. The

corresponding public key By = (Xu,Yu) = (xuP,xuPoub = XusP) € G} x Gj.

e Encryption: The sender encrypts the message {0,1}' using the ID and the
public keyR, = (Xy,Yu) of the receiver by performing the following steps.

?

— Step 1 Check(Xy, Poun) = €(Yu, P).
— Step 2 Compute)y = H1(IDa) € Gj.
— Step 3 Chooses a random value Zj.

— Step 4 Computes the cipherte®t= (rP,ma&H,(8(Qu,Yu)")) € G4 x {0,1}.

e Decryption: The receiver can decryft= (U,V) using his/her private ke®, by
computingV @ Hx(&(Sy,U)) =m

This scheme also exploits user chosen random secret to eliminate the key escrow
problem. However, this scheme does not use any certificate. In this scheme, the sender
must know the public ke, of the receiver to encrypt a message. However, there is
no way to ensure tha®, is true public key of the receiver. As a result, this protocol

only supports implicit authentication. The sender is assured when the communication is

successful.
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Chapter 4

A New Private Key Issuing Model

In this section, we will describe our proposed scheme in detail. First, we will explain
our design rationale. Second, we will discuss some issues concerning the structure of a
user’s identity string. Third, we will introduce our basic key issuing model, an then we
discuss about some problems in the basic model, and present an advanced key issuing
model where defects of basic model do not exist. Finally, we present new IBE and IBS

schemes based on proposed key issuing model.

4.1 Design Rationale

The main goals of our system are the followings: 1) limit the key escrow capability, 2)
provide a more efficient way to issue multiple private keys, and 3) maintain the prop-
erty of IBC that public keys can be computed from well-known ID without obtaining it
from the client or a third-party. With the current technology, it is difficult to limit the
key escrow property without using the threshold technique. However, simply sharing
the master key of the PKG in a threshold manner as done by Boneh and Franklin [2],

increases the cost of private key generation. To provide a more efficient way to issue pri-

20



vate keys, we have borrowed Gentry's idea [7]. In his scheme, the private key of a user
divided into two parts: a random value chosen by the user and a private value issued by
the CA. In our scheme, the private key of a user also consists of two parts. The difference
is that both parts are issued as if they are private keys of a user in an IBC to achieve the
third goal of our system. However, to achieve the first goal, one of the values is issued in
a threshold manner. This results in a model where there exat$horities responsible

for issuing one part of the key in a threshold manner, and a single authority responsible
for issuing the other part. The benefit of this model is that a new private key can be
obtained by changing one of the values making up the private key. Thus, it improves
the efficiency of key issuing considerably if a user needs several different types of keys
or needs to reissue his/her key frequently. In the next subsection, we discuss about the

benefit of our model with respect to the structure of the identity string.

4.2 The ldentity String

Generally, a well-known public information such as an email-address is used as the 1D
of a user. However, if such information is used to issue a private key of a user alone,
the master key or the ID of the user must be changed when the private key has to be
reissued for any reasons. We stress that both solutions are not acceptable, since the
former requires all users to change their private keys and the latter may require changing
well-known or immutable ID. To solve this problem, a dynamic information such as
lifetime of the key is concatenated to the ID. Only the dynamic information is changed
when a key has to be reissued.

As mentioned above, applying simple threshold technique to solve the inherent key
escrow problem of IBC causes additional costs during the key issuing phase. The more

private key is issued, the worse this drawback is. In our system, we provide a more
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efficient way of reissuing private keys by dividing the key into two components: LTK
and STK . The LTK is derived from the ID of a user and the lifetime of LTK. This key
is obtained in a threshold manner. The STK is derived from the same information used
to derive the corresponding LTK plus some dynamic information. Dynamic information
can be time-slot information like Gentry’s scheme [7], a role of the user, or the usage
of the key. Therefore, it is reasonable to assume that there are some rules to determine
the dynamic information of intended user. For example, one can determine the current
time-slot using some predefined rules and the current time, or one can already know the
role of the receiver. The STK is obtained from a single authority. The same information
used to derive the LTK must be used as one of the input used to derive the corresponding
STKs to bind the two keys. This binding is required to limit the number of private keys
of a user to those that are actually issued. Examples of inputs used to construct the
corresponding public key of a user are given in Table 1.1.

A new private key can be issued by changing either the LTK or the STK. More
precisely, the private key can be reissued only by changing the STK. If the LTK needs to
be reissued, every related STKs must be discarded. Since, the STK can be obtained from

a single authority, our system provides a very efficient way of reissuing private keys.

4.3 The Basic Model

In this section, we introduce our basic key issuing model. Before proceeding in detail,
we will introduce the participants of our basic model and briefly explain their roles.
There are three types of entities in the modaeKPAs, the KGC, and users. The role of

each entity is as follows.

e KPAs: KPAs are responsible for issuing LTK shares for users. A user has to

contact at least KPAs of totaln KPAs to obtain his/her LTK. A user receives
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a share of his/her LTK from each KPA through a public channel and constructs

his/her LTK in a threshold manner.

e KGC: KGC is responsible for issuing STKs for users. A user sends his/her iden-
tity, the blinded LTK, and dynamic short-term information to obtain the STK. The

STK is issued through a public channel.

e User. A user needs to obtain his/her LTK shares frofdPAs and his/her STK

from the KGC to construct his/her private key of the system.

Now, we introduce our basic key issuing model, which consists of the following two

procedures: system setup and user private key extraction.

System Setup

In this phase, each authority determines its public/private keys and computes public
system parameters cooperatively. This procedure consists of two sub procedures: KGC

setup and KPAs setup.
e KGC setup: The KGC carries out the following procedures.
— Step 1 Runs the bilinear parameter generdiand obtaingq, G1, G2, é).

— Step 2 Chooses a random generakoof G;.
— Step 3 Selects cryptographic hash functions
Hi:{0,1}* — Gj andH, : G, — {0,1}',
wherel is the length of the message block.

— Step 4 Selects its master keye Zg and set$kgc = sP€ Gj.

o KPAs setup Each KPAs computes its own private and public keys. They also

compute the private key and public key of KPAs cooperatively.
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— Step 1 Each KPA generates its master key € Z7, (1 <i <n) in a dis-

tributed fashion using the techniques of [12]. It also computes its public key
Pcpa, = XiP € G1.

— Step 2 The private key of KPAs ig8= 5| LiX € Z§, wherel is appropriate
Lagrange coefficient andis a set oft numbers which are greater than or
equal to 0 and less than or equahtorhe corresponding public key of KPAs

iS Pcpas = XP € Gi

e The public parameters of this systemdsG1, G2, &1, P, Fccc, Pkpas, Pcray s - - - , Pkpa,, Hi, H2).

User Private Key Extraction

A user acquires his/her private key using this procedure. This procedure is divided into
the following three sub procedures: LTK extraction, STK extraction, and user private

key computation.

e LTK extraction : The user requests his/her LTK shares thfferent KPA, (1 <
i < n) using the following steps. We must note that the user has to authenticate

him/herself to each KPA involved in this procedure before proceeding the step 1.

— Step 1 The user chooses his/her random blinding fabtaf Zg and com-

putesbQp = bjH1(ID).
— Step 2 The user senddD, b;P,biQp) to KPA;.

— Step 3 The KPA checks the identification of the user and verifies the valid-

ness oh;Q,p using the following equation:

&Qip,biP) = &Qip,P)” £ &biQip,P) = &Qip,P)”.  (4.1)
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— Step 4 The KPA computes the blinded LTK shabad,(g =bixQp € Gj.
Finally, it returnsbidl(g) to the user.

— Step 5 The user removes the blind factor by compuﬁm‘ébid,(g = dl(g and

verifies the correctness dfg = X;Qp using the following equation:

[|-o

é(Pkpa;,Qip) =&(xiP,Qip) =&P,Qip)*.
(4.2)

&(P.dY) =&(PxQp) =&P,Qp)*

After collectingt different LTK shares, the user computes his/her LTK:
do = S LidY = $ LixQp € G,

wherelL; is the appropriate Lagrange coefficient. The user can check the correct-

ness of his/her LTK using the following equation:

?

&P, dip) = &(P.xQp) = &P, Qip)* = &(Fkpas, Qp) = &xP.Qip) = &P,Qip)*.

e STK extraction: The user requests the STK by sendifig, T, X = bRpas,Y =
bdp,Z =bQp 1)) to the KGC, wheré € Z is a random blinding factor chosen
by the user and is the dynamic user information that will be used to derive the
STK. The KGC would reject the request of the user, if the user’s tphas been

revoked. Otherwise, the KGC computes requested STK, and sends it back to the

user.

— Step 1 The KGC checks whether the user has a valid LTK using the follow-
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ing equation:

&(Qip,X) = &Qip, bRpas) = &Qip,bxP) = &Qip, P)™

?

&PY) = &P,bdp) = &P,bxQp) = &P,Qip)™ = &Qip, P)*™.

— Step 2 The KGC set®Qp 1y = H1(ID||T) and checks whether the user has

sent a validZ using the following equation:

&Qup 7). X) = &Qup 7). bRkpas) = &Qqp 7y, Pkpas)”

?

&(Z,Ppas) = &(bQyip ), Pkpas) = &(Qup 1), Ppas) -

— Step 3 The KGC sendsZto the user.

— Step 4 The user computes his/her STp 1) by eliminating blinding factor
as follows:b~!sZ=b"1sbQp 1y = sQip.1) = dyp 1)

— Step 5 The user checks the correctnessigj 1, using the following equa-

tion:

&P, dup1)) = €P,sQup.1)) = &P, Qup.1))°

= &(Pcac, Qup.m)) = &SR Qup.1)) = &P, Qup.T1))°

e User private key computationt The user computes his/her private K&yp 1) =
dip +dip,1y € G1. If the computed p 7 is the identity element o&1, we need
to change the ID appropriately. However, this possibility is negligible. Therefore,

we assum® p 1) € G7.
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4.4 The Advanced Key Issuing Model

We have introduced a new key issuing model which not only limits key escrow property
but also support efficient multiple private key extractions. However, moretthKdAs
cannot escrow a private key of a user in our basic model. More specifically, even though
more thart KPAs can recover a LTK in a threshold manner, escrowing a STK requires
the cooperation of KGC. This means that the basic model does not provide the threshold
property.

In this section, we present a more advanced key issuing model that provides the
threshold property as well as maintains every positive aspect of the basic model. To
support the threshold property, we verifiably encrypt all the issued STK using the public
key of KPAs and publish these encryptions. Therefore, morettKd#As can cooperate
to obtain the STK required to escrow a private key of a user. However, since we can-
not trust that the KGC will always commit the verifiable encrypted STK correctly, we
introduce another authority called the KCA (Key Commitment Agency) that observes
KGC's activity. To enforce this observation, we use the KCA as an intermediary be-
tween the user and the KGC. We also assume that the KCA monitors KGC's activity,
which prevents users directly contacting the KGC. As a result, unless KGC and KCA
collude, there would be a publicly available verifiable encrypted STK corresponding to
every STK issued by the KGC. In this model, users cannot directly contact the KGC.
They must request the STK to the KCA, and the KCA will acquire the blinded STK
from the KGC in behalf of the user. In summary, the roles of KCA are as follows: 1)
forwards user’s STK issuance request to the KGC, 2) receives KGC's response, which
includes blinded STK and verifiably encrypted STK, and 3) sends blinded STK back to
the user and publishes verifiably encrypted STK. Now, we will explain the procedures

of the advanced model.
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System Setup
This phase is the same as that of the basic model's. The resulting public parameters is

<q7 Gla G27 é7 I ) Pv H(GC? H(PA& H(PA;U Ty H(PAna Hla H2>

User Private Key Extraction

A user acquires his/her private key through this procedure, which consist of the following

two sub procedures: LTK extraction and STK extraction.

e LTK extraction : This phase is also identical to that of the basic model's. After

this phase, a user can compute his/her ldiK

e STK extraction: The user requests the STK by sendifig, T, X = bRpas,Y =
bdp,Z =bQp 1)) to the KCA, whereb € Z is a random blinding factor chosen
by the user. The user would get his/her STK after successfully proceeding the

following three procedures.

— Request forwarding: The KCA forwards the request message of the user to
the KGC without modifying it.

— STK issuance The KGC would reject the request of the user, if the user’s
LTK dip has been revoked. Otherwise, the KGC computes requested STK,
and sends it back to the KCA.

e Step 1 The KGC checks whether the user has a valid LTK using the

following equation:

&Qip,X) = &Qip,bRkpas) = &Qip,bxP) = &Qp, P)™

&PY) = &P,bdp) = &P,bxQp) = &P,Qip)™ = &Qip, P)"*.
4.3)
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e Step 2 The KGC setQp 1y = H1(ID||T) and checks whether the user

has sent a valid using the following equation:

&Qup 1. X) = &Qup 7). bFkpas) = &Qup 7). Pkpas)®
?

&(Z,Pcpas) = &(bQyp T, Pepas) = &(Quip ), Ppas) ™
(4.4)

e Step 3 The KGC sends the blinded ST to the KCA. It also trans-
mits the verifiably encrypted STKV = sQp 1y + bRpas,V = bP),
whereb is a random element @, to the KCA.

— STK commitment: The KCA checks the correctness ¢f,V) using the

prior registered request as follows:

(V,P) = &(sQup 1) + bFkpas, P) = &(sQup 1) + bXRP) = &Qp 1), P)°&(P, P)°x

[

2 &(Qup ) Peac)&V, Pepas) = &Qup ), SP)EBRXP) = &(Qyp 1), P)%(P.P)™.

If (V,V) pair is correct, the KCA publishe$D,T,V,V) and sendsZto the
user. Interestingly, any third party can also to check the correctness of the
verifiably encrypted STKV,V).
— STK computation: The user computes his/her STp 1) by eliminating
the blinding factor as followsb™!sZ = b~*sbQp 1) = sQip 1) = dyp 7).

The user also checks the correctnesd @fr, using the following:

&P, dip 1)) = €P,sQip.1)) =&P.Qup.1))°
2?2

= &Pxac, Qup.my) = &SR Qup.1)) = &P.Quo.1))°
(4.6)
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e User private key computationt The user computes his/her private Eyp 1) =

dip +dip 1) € G1.

Key Escrow

In the proposed scheme, the TTP (Trusted Third Party) which already Khdwg V,V),

can recover a private key of a user by cooperating with morettkd@As as follows.

e The TTP send¥ = bP to more thart KPAs. Each KPAcomputeSV(i) =xV =
x;bP, and sends it back to the TTP. The TTP then checks the validity of\édch

as follows:

?

&V, Pen) = &(BRXP) = (P.P)™ 2 V", P) = &(xBRP) = &(R.P)™.

e The TTP compute¥ = S, Li\7(i) = Sic LixioP = bxP= bRpas , and recovers
the STK of a user as following:
V —V = sQyp 1) + bRpas — bRkpas = SQup 1) = dyip T)-

e The TTP also requests LTK share of the user to moretdAs. This procedure
is an analogous of LTK extraction phase. Finally, the TTP recovers the private key

of the useD p 1) = dip + dyp 1)-

4.5 A New Encryption Scheme with Limited Key Escrow Ca-
pability

In this section, we present a new IBE scheme evolved from Boneh and Franklin's IBE [2].

Private keys used in this encryption scheme are issued by using either our basic model

or advanced one. In the proposed IBE scheme, a public key of a receiver is derived from

(ID, T) pair. The protocol runs as follows.
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Encryption

Let T be the dynamic information used in computing the STK of the user. We assume
that the sender and the receiver have agreedl anadvance. The sender obtains the
public key of the user by computir@p = H;(ID) € G} andQp 1y = H1(ID||T) € G7.

Then the sender sets

g = €é(Pkpas, Qb )€&(Fkac, Qup,1y) € G2

and selects a random secret Zg. The resulting ciphertext of a message {0,1}is

C=(rPm&Ha(d)) € G} x {0,1}.

Decryption

The receiver can decryfit= (U,V) using his/her private ke p 1y
m=V @ (Hz2(&U,Dyp 1))))-
The correctness of the encryption scheme can be easily verified as follows:

&U.Dip1)) = &U,XxQp+SQipT)) = &U,xQp)&U,sQup 1))
= é(l’P, XQD)é(rP, SQ(lD,T)) = é(R QID)Xré<P, Q(ID,T})Sr
= &XxPQp)'&sRQupm)" = &Fkras Q) &Fwc, Qo) = ¢
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4.6 A New Signature Scheme with Limited Key Escrow Ca-
pability

In 2003, Hess proposed an IBS scheme from pairing [8]. In this scheme, a signer can

make a signature of a message using his/her private key, and anyone can check the cor-

rectness of the signature using an ID of the signer. Now, we introduce another version

of Hess’s IBS scheme, where a private key of a user is issued through either our basic

model or advanced one. The protocol runs as follows.
Signature Generation

A signer having his/her private kéy,p Ty makes a signature of a messagas follows.

e Computek=é(R,P)", whereR andr are random elements 6f; andZ respec-

tively.

e Resulting signature of a messages (v = Hz(m,k),u=vDp 1) +IP).

Verification

To verify a signaturéu,Vv) of a message, the verifier first computels as follows:

k = &u,P)&Qip,—Pkpas) & Qup.), —Pac)’
= &VDp 1)+ P, P)&Qip, —Fcpas) '€ Qup 1), —Pkac)’
= &(vdp 1)+ Vdp +rP,P)&Qip, —Pkpas) '&Qqp, 1), —Pkac)”
= &(vsQyp 1) +VxQp + P, P)&Qip, —xP)"&Qp 1), —SP)"
= &Qup.1),P)"&Qip,P)"&FR,P)"&Qip,P) "&Qup.1),P) "

= &R.P),
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and checks the following equation:

v Ha(m,K).
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Chapter 5
Analysis

5.1 Comparison

In this section, we compare our advanced key issuing model against the schemes pro-
posed by Boneh and Franklin [2] and Lee et al. [11], which are IBCs that have a limited

key escrow property. Especially, we compare the following aspects: 1) efficiency of key

issuance, and 2) key escrow procedure.

Table 5.1: Comparison of Private Key Issuance Cost

Initial Issuance Cost

Reissuance Cost

2] | [11] [ Ours [2] | [11] | Ours
Pairing computation 2t+2* | 4t+4 | (4t+4)+9 | 2t+2* | 4+4| 9
Communication 2t 2t 42 2t+4 2t 2t+2| 4
Authentication t 1 t t 1 0

t denotes the number of PKGs participating in [2] and the number of KPAs participating in [11]

and ours.

* [2] requires secure channels whereas [11] and ours do not. If the method used in our system

to remove the secure channel assumption to [2], the cost bectimes
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Efficiency of Key Issuance

Before proceeding in detail, we note that [2] and ours are based on threshold technique
but [11] isn’t. Moreover, [2] and ours can communicate in parallel while [11] must do
in a sequential manner. This means that as the number of authorities increases, [11]
will require more communication time. We must note that we must consider the extra
communication time due to using the KCA as an intermediary between the user and the
KGC in our scheme.

For more precise and fair comparison, we assume that the threshold varaible
[2] and ours is equal to the number of KPAs in [11]. In other words, we consider the
setting where the number of authorities used in ours is not only equal to that of [11],
but one more than that of [2] without considering the KCA. Now, we will compare
each key issuing model based on each of the following aspects: pairing computation,

communication, and authentication.

e Pairing computation: As shown in Table 5.1, [2] requires the least pairing com-
putations during the initial key issuance. However if the method used in our
scheme to remove the secure channel assumption is applied to [2], the compu-
tation cost of [2] becomedt + 2. In this setting, we can conclude that ours re-
quires 11 more pairing computation than [2] and 9 more pairing computation than
[11] during the initial key issuance. These additional computations are due to the
STK extraction and checking the validity of the verifiable encrypted STK by the
KCA. However, in our scheme, the computation cost of reissuing a private key is

constant.

e Communication: [2] requires the least communication cost. Our protocol re-
quires 4 more communication than [2] which is due to the STK extraction where

the KCA plays an intermediary role between the user and the KGC. Additionally,
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[11] will need extra communication time because of its sequential property. In our

scheme, the communication cost of reissuing a private key is also constant.

e Authentication: [11] needs the least authentication. However, in our scheme,
authentication is not required when key is being reissued. From these, we can
conclude that our scheme outperforms others with respect to reissuance, and per-

forms nearly equal to others with respect to initial issuance.

We must note that in our scheme if the LTK of a user must be reissued for any reason

the cost of reissuing the private key is identical to that of initial key issuance.

Key Escrow Procedure

Finally, we discuss about the key escrow procedure. As mentioned before, all three sys-
tems have key escrow property. In [2], key escrow procedure is done by doing usual
secret recovering protocol in the threshold scheme which does not require pairing com-
putation. Our scheme requires twice as much amount of computation as [2] does as-
suming that the committed STK is known. This is because in our system; édeh
compute LTK share and STK recovery share to escrow the private key of a user. Since
ours and [2] are based on the traditional threshold concept, amyof n authorities can
recover the key. This procedure does not require sequential connection. On the other
hand, in [11], the private key is recovered in a sequential manner by all the authorities
originally participated in the key issuing protocol. This means that [11] needs relatively
more time to recover the private key than others and all authorities must participate in

this procedure.
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5.2 Security Proof of Key Issuing Protocol

In this section, we enumerate every possible types of adversaries in our advanced key
issuing model and analyze their ability. Then, we define security requirements of our key
issuing model with some assumptions. Finally, we show that the model satisfies security

requirements based on the assumptions.

The Adversaries

There are four types of entities in our advanced key issuing madé@PAs, KGC, KCA,

and users, all of whom we can consider as latent adversaries. We also have to consider
a malicious third party, which does not participate in the key issuing procedure as a
legitimate party,as a potential adversary. Now, we scrutinize each adversary model and

define their ability.

e Malicious third party : An adversary that does not participate as one of the legal
participants are called malicious third party. These adversaries can eavesdrop or
modify messages which are sent through public communication channel between
legitimate parties. The goal of these adversary is as follows: 1) disturb the key
issuing phase, 2) acquire a LTK of a user corresponding to an ID, 3) obatin a STK

of a user related tdD, T), and acquire the private key of a user.

e KCA: The KCA is supplementary authority supporting threshold property in our
key issuing model. It not only forwards user request to the KGC, but also sends
the response from KGC back to the user, as well as publishes verifiably encrypted
STK. However, as each message passing through the KCA is blinded, KCA does
not have any explicit knowledge about STK or LTK. As a result, the KCA only

has ability as much as the malicious third party does.
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o KPAs: As mentioned before, more than or equat WPAs can compute correct
LTK corresponding to the ID in a threshold manner. However, if the threshold
cryptosystem is correct and secure, it is infeasible for lessttKéi\s to compute
the correct LTK corresponding to the ID. In this setting, each KPA cannot compute
the LTK using its own master secret share. Therefore, in this respect, although
they can compute a share of the LTK, they have the same amount of ability as the

malicious third party does.

e KGC: In our model, the KGC knows the master k&wand can compute STKs
corresponding to anyiD, T) pairs of users. This means that the KGC not only
has ability as much as the malicious third party does but also can compute any

STK whichever it wants.

e Users Throughout proposed protocol, a legitimate user can possess correct STKs
and LTKs related to his/her owfiD, T) pairs. This is because that a user is al-
lowed to request his/her LTKs or STKs to the KPAs or KGC respetively, even
though a user does not participate in key issuing process directly. In addition to

this, a user can do whatever the malicious third party can.

Security Requirements

From previous discussion, we can conclude the followings: 1) proposed key issuing
protocol must not suffer from message modification, insertion or replay attack, 2) the
LTK can be computed only if more thanKPAs cooperate, 3) the KGC has to be the

unique entity which can compute the correct STK, and 4) except legitimate user, no
other entities know any private key of the user. From these conclusions, we now define

the security requirements of our key issuing protocol.
Definition 5.1. The security requirements of advanced key issuing protocol is as follows.

38



e Correctness Incorrect response from any entity, message modification during
transmission, replying attack by using old messages, or incorrect packet insertion
cannot make any harm to our protocol. Especially a user must be able to determine

whether a private key, issued through our key issuing model, is correct or not.

e Unforgeability: It has to be impossible to compute correct LTK related to an ID
without cooperation of more tharKPAs. Moreover, the KGC is the only entity

that can compute the correct STK@D, T).

e Privacy: Except a user who possessH3, T), no other entities can have a correct

private key corresponding tdD, T) unless more thanKPAs cooperate.

Security Proof

Before proceeding in detail, we introduce some assumptions which are used to prove the

security of our system, and then give the security proofs of our model.

Assumption 5.1. The threshold scheme used in our system is secure in that it is compu-

tationally infeasible to obtain the shared secret when lesstt&dAs collude.
For more detail information on the security of the threshold technique, refer to [12].
Assumption 5.2. Advantage of an adversary on DLP@h is negligible.

Assumption 5.3. Following public information is well-known to all entities in our key

issuing model.

e The public system parameteks, G1,G2, &1, P,Pcge, Pcras, Pkrays - -+, Peray, Hi, H2).

e (ID,bP,biQp) and bid,(iD) = bx;Qpp pairs, which are published during LTK is-

suance phase.
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e (ID,T,X=DbRpas,Y =bdp,Z=bQp 1)), andsZ=bd,p 1), (ID, T,V =sQip 1)+

bRcpas,V = bP) pairs, which are known publicly during STK issuance phase.

As we have discussed before, there are five types of potential adversaries in our
protocol. However, an ability of the malicious third party, the KCA, and less than
KPAs are equal based on Assumption 5.1. Furthermore, we can conclude that both the
KGC, which can compute any STK whichever it wishes, and users, which already know
lots of LTKs and STKs of their own, are more powerful adversaries than malicious third
party, the KCA, or less thanKPAs. Therefore, our protocol would be secure enough
if it were secure against the KGC, users or even their collusion. Now, we present two
lemmas and their proofs. Then, we show that the key issuing model satisfies our security

requirements based on those lemmas.
Lemma 5.1. Proposed key issuing model satisfies the correctness requirement.

proof. In LTK extraction phase, a user sent, b;P,bjQp) tot KPAs. Then each KPA
1) authenticates the user, 2) computes LTK shigalg), and 3) sendb;dp back to the
user. The correctness oD, bP,biQp) can be verified using the Equation 4.1. The
correctness dbidp can be verified using the Equation 4.2 as well.

In STK extraction phase, a user sert3, T, X = bRpas,Y = bdp,Z = bQp 1))
to the KGC through the KCA. Then, the KGC sermtbp 1y and(ID, T,V =sQyp 1) +
bRcpas,V = bP) back to the KCA. Finally, the KCA sendsd,p 1) back to the user.
Using the Equation 4.3 and 4.4, the KGC can check the correctne@® oF, X =
bRpas,Y = bdp,Z = bQ<,D7T>>. The KCA is also able to verify the correctness of
(ID,T.V = sQp 1) + bRpas,V = bP) using the Equation 4.5. Finally, the user can
verify the correctness of his/her STd{p 1) using the Equation 4.6.

An adversary may disturb the LTK issuance by interceptiiigy, biP, bjQ,p) and

sending(ID, nabiP, nabiQip) instead using a random valog € Za. Although each KPA
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cannot detect this modification using the Equation 4.1, the user can still check the cor-
rectness of the resulting LTK share by using the Equation 4.2. Therefore, the user cannot
be disturbed by this attack during the LTK issuance. Similarly an adversary may hinder
the STK issuance by interceptiqtb, T, X,Y,Z) and sendindID, T,naX,nyY,naZ) in-

stead using a random valug € Zg. Even though the KGC cannot detect this change
using the Equation 4.3 and 4.4, the user can still verify the validity of resulting STK by
using the Equation 4.6. Therefore, the user cannot be disturbed by this attack during
STK issuance.

By summing up the discussions mentioned above, we can conclude that each en-
tity can check the correctness of messages which they have received from others, even
though there are two exceptions which make no harm to our protocol. A user is also able
to check the validity of LTK and STK which he/she received through the key issuing

model. Therefore, the lemma holds. O

Lemma 5.2. Proposed key issuing model satisfies both the unforgeability and privacy

requirements.

proof. In our key issuing model, a user and the KGC may collude to compute any private
key of another user. In this case, since the KGC can compute any STK whichever it
wants, forging the LTK is sufficient to compute a private key of a user. However, by the
Assumption 5.1 5.3, it is computationally infeasible for a user to compute any LTK or
STK corresponding tdlD, T) pair. More specifically, to obtain a LTK, the KGC and a
user can try to do the following using the publicly available information: 1) extract LTK,
2) extract the master key of KPAs, and 3) collect more than or equdlTl shares.
However, since all the following are infeasible by the Assumption 5.2, it is infeasible

for a user or the KGC to acquire any information that results in a legal LTK.

o To extractx from Pxpas = XP or anyx; from Pcpa, = X P, even thoughr is a public
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value.

e To extract thedl(g from bidl(,iD) = bix;Qp. This is because extracting from

(biP,biQip) is infeasible, even though andQ,p are public.

e To extractdp from bdp. This is because to computefrom (bRcpas, bQ(p 1))
or sZ= bdp 1) is infeasible, even thougQp 1y, Pkpas, andd,p 1 are already

known to the adversaries, a user and the KGC.

e To extractx for a user, who is an adversary trying to forge a LTK corresponding

to ID’, from his/her own LTKd;p = xQp, althoughQp is already known.

The KGC may try to forge a LTK corresponding to an ID or a private key of a user
corresponding t@dID, T) pair solely. However this is infeasible because it is infeasible
when a user and the KGC collude. A user may try to forge any LTK, STK, or a private
key corresponding tdD, T) on his/her own. However, a user cannot compute any LTK
or private keys of other users, because it is also infeasible when a user and the KGC col-
lude. Finally, a user may try to compute the STK frold, T) using public information.

However, this is impossible because followings are infeasible by Assumption 5.2.
e To extracts from Pxgc = sP, even thougtP is public.

e To computed p 1) from sZ= bdp 1. Because it is infeasible to extrdzfrom

(bRcpas, bQyp 1)), although a user already knoWgeas andQp -

e To extractsfor a user, who is an adversary trying to forge a STK corresponding to
(ID",T), from his/her own STKp 1y = sQup, 1), even thougtQp 1) is already

known.

Additionally, the adversary, malicious user, may try to compfteisingV, Pcpa, =

xP andPpas = XP in order to escrow STK from verifiably encrypted STK. However,
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this is also infeasible by Assumption 5.2.

Therefore, LTK and STK cannot be forged by any other entities except more than or
equal tot KPAs and KGC respectively, and unforgeability property holds. Furthermore,
a private key of a user is only known to its legitimate owner assuming that more than
or equal tot KPAs do not collude, and privacy property holds. As a result, the lemma

holds. O

Theorem 5.1. The advanced key issuing model satisfies all of our security requirements

against every possible adversary models.

proof. By Lemma 5.1 and 5.2, the key issuing model satisfies every security require-

ments. Therefore, the theorem holds. O

5.3 Security against Private Key Leakage

In our scheme, a private key of a user is a bit concatenation of LTK and STK. As our
scheme exploits simple blinding technique in order to provide secure channel between
users and authorities, each secret value is only known to each responsible authority and
appropriate user. In this reason, even though one of private keys of a user is revealed, the
other keys of the user will be safe. Therefore an adversary, who knows a private key of a
userDp 1) = dip +dp T), knows neither LTKdp nor STKdp 1) and cannot compute

other private keys of the usd,p 1 = dip +dp 1. However, if the adversary collude

with the KGC, they can compute other private keys of the user. This is because the KGC
can compute any STKp 1) it wants. However, as the KGC is trusted authority, the

probability that this kind of attack happens is negligible.
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Chapter 6

Conclusion

In this paper, we have proposed a new efficient model for issuing private keys in IBE
scheme based on the Weil pairing. In our scheme, a private key is constructed using
two values that are issued by two different parties, namely KPAs and the KGC. The
KPAs issue LTK using the identity string of the user in a threshold manner, and the KGC
issues STK using the same information used to construct the LTK plus some dynamic
information.

When issuing the initial private key, our scheme provides similar level of efficiency
to other schemes. However, reissuing the private key by changing the dynamic infor-
mation is much more efficient than others. Therefore, our scheme is especially better
than other schemes when the user requires multiple private key. In addition to this, we
have eliminated the secure channel assumption by using a simple blinding technique.
We can also adapt Gentry’s time-slot based private key revocation approach more effi-
ciently than others. We believe that this would be a proper solution to solve the private
key revocation problem in IBCs. This is due to the fact that third-party queries used in
traditional PKI would offset the advantage of IBCs.

Finally, we have presented new encryption and signature schemes based on our key

44



issuing model. The key issuing model also can be applied to other IBCs such as hier-
archical encryption, and so on. Therefore our scheme is very practical. However, the
proposed key issuing protocol generates a key which has a different form from Boneh
and Franklin’s [2]. Even though, we believe that many primitives intended to be oper-

ated in their setting are easily converted to ours, it would be more desirable if the new

secure key issuing protocol generates keys that are identical to Boneh and Franklin’s.
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A New Efficient Private Key Reissuing Model for
|dentity-based Cryptosystems

Donghyun Kim

Under the Supervision of Heekuck Oh
From the Department of Computer Science and Engineering
Graduate School of Hanyang University

Abstract

The main obstacle hindering the wide deployment of IBC (Identity-Based Cryptosys-
tem) is that the entity responsible for creating the private key can inherently decrypt any
ciphertexts and forge any signatures. One obvious solution to this problem is to apply
the threshold technique. However, this increases the authentication, pairing computa-
tion, and communication cost during the key issuing phase. In this paper, we propose a
new efficient model for issuing multiple private keys in IBC that also alleviates the key
escrow problem. In our model, the private key of a user is divided into two components,
LTK (Long-Term Key) and STK (Short-Term Key), which are issued separately by dif-
ferent parties. The LTK is issued in a threshold manner by KPAs (Key Privacy Agency),
whereas the STK is issued by a single authority called KGC (Key Generation Center).
A user can efficiently obtain a new private key containing the same identity informa-
tion by changing only the STK. We also give security proof of the key issuing model,
and present new IBE (ldentity-Based Encryption) and IBS (Identity-Based Signature)

schemes based on our key issuing model.
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