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Abstract 1. Introduction

We design a self-stabilizing cluster routing algorithm  Mobile ad hoc networks (MANET) consist entirely of
based on the link-cluster architecture of wireless ad hdge ne mobile nodes that communicate on-the-move without cen-
works. The network is divided into clusters. Each cluster tral management. In MANET, every node acts both as a host
has a single special node, calletlisterheadhat contains ~ (generates user and application traffic) and a router g=rri
the routing information about inter and intra-cluster com- out network control and routing protocols). In this paper,
munication. The proposed algorithm assumes that all nodeswe model MANET as undirected unweighted networks (the
have unique IDs. The algorithm achieves two tasks. First, distance is measured in number of hops).
the set of special nodes (clusterheads) is elected such that A wireless ad hoc network consists of nodes that move
it models the link-cluster architecture: any node belongs freely and communicate with each other using wireless
to a single cluster, is within two hops of the clusterhead, links. A way to support communication between nodes
and knows the direct neighbor on the shortest path toward in & wireless ad hoc network is to select a set of special
the clusterhead. Second, the routing tables are maintainednodes that can act as a backbone for the entire communi-
by the clusterheads to store information about nodes bothcation (calledclusterheads Thus, the nodes are grouped
within and outside the cluster. There are two advantages ofinto clusters and each cluster contains a singlesterhead
maintaining routing tables only in the clusterheads. First responsible for managing the routing [12, 9] gatewayis
as no two neighboring nodes are clusterhead (as per thea& node that has at least two direct links to nodes that belong
link-cluster architecture), there exists no consistenmpp to different clusters. The nodes that are neither clustetbe
lems. Second, since other nodes are responsible for for-nor gateways are called thegular nodes.
warding only, they use less power. So, when the CH runs For example, in Figure 1, an ad hoc network is divided
out of power, some neighboring node will be available to into five cluster based on link-cluster architecture. This<l
take on the task. terheads are shaded. Observe that a clusterhead can act as a
gateway as well.

As nodes can move freely and new nodes can join or
leave, the set of backbone nodes need to change to reflect
the topology changes in the network. The selection of back-
bone nodes must be fast, but also should require as little
communication as possible, since mobile nodes are often
powered by batteries.

In link-cluster architecture, a non-clusterhead node is
within two hops from its clusterhead. There are two advan-
tages of this model. Scalability is improved since a reduced
number of mobile nodes participate in some routing algo-
rithm, hence a low routing-related control overhead. The
chance of interference via coordination of data transmis-
Keywords: Cluster routing, clusterhead election, link- sjons is lower.
cluster architecture, self-stabilization. We use the concept self-stabilization([1, 3, 4, 8, 6]) to

design a self-stabilizing link-cluster routing protoard)led

A self-stabilizing system [3] has the ability to automati-
cally recover to normal behavior in case of transient faults
without a centralized control. The MANET can start in
some arbitrary state and with no knowledge of the net-
work topology, but still eventually selects a set of clus-
terhead nodes (as specified by the link-cluster architec-
ture) in a constant amount of tim@(¢ime_period + 2) +
n(time_period + 1)/2 time units, wherex represents the
total number of nodes in MANET). Then in these special
nodes, routing tables are built with information about shor
est paths for intra-cluster routing and shortest paths for
inter-cluster routing (based on on-demand set of nodes).
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TTTRT Contribution. The disadvantage of the existing
’ . schemes ([9, 2, 12, 5, 10, 11] is that they are not stabiliz-
©  clusterhead Y --7 ing, i.e., they all work assuming correct initializatiorves

if the models are fault-tolerant (i.e., the scheme may adapt
to free movement of nodes, joining and/or leaving of exis-

O ordinary node tent nodes), they cannot cope with situations where due to
awrong initialization, some nodes are taken as clusteghead
while they are not, or having two clusterheads adjacent to
the same link.

Certain nodes in the ad hoc network are elected as clus-
terheads. There are two basic selections of the clusteshead
lowest-ID algorithm and highest-connectivity (degree) al
gorithm [7]. In our algorithm, when two neighboring nodes
faults. Regardless of the system starting state (initatkest are potential candidates to beqome chsterheaQs (or are al-

h_ready clusterheads), the one with the higher ID is chosen as

of the nodes and initial messages in the channels) and wit
out a centralized control, a set of clusterhead nodes is sethe clusterhead and the other node becomes a regular node.
We propose a self-stabilizing cluster routing algorithm

lected (as specified by the link-cluster architecture) and i tor MANET based link-cl hi The al
these special nodes build correct routing tables with sisort or. h | aseh OT n —r::uzter arg |:]ectut:e:ld ne ?'
paths for intra-cluster routing and shortest paths forrinte gorithm selects the clusterheads, and then builds in those
cluster routing (based on on-demand set of nodes). Beingnodes routing tables for nodes within and outside the clus-

self-stabilizing, our algorithm can deal with the topology ter. I;or ||r:1tra-.cluste|r routing, t_he shortgst Faths are main
changes as well. tained. For inter-cluster routing, we implement routing

. on-demand (the shortest paths are maintained only for the
Related Work. For a survey of routing protocols for ( P y

clustered architecture networks in MANET referto [12, 10]. ggi?nszit::g;t i?iig et:\;i(;:] (\j/vfz)icgk?r:;i)éli;—z:]ti)r?lgzrg?t%sa self
One way to improve the routing efficiency is to route pack- to free movement of nodes, joining and/or I’eaving of exis-
ets alternately between clusterheads and gateways. That i%ent nodes. '

a packet will be routed via pairs of (clusterhead, gateway), Outline of the paper. In Section 2, we describe our
and final!y reaches its destination clgsterhead. This mqut model and self-stabilization. Section 3 contains the self-
scheme is called:GSR[Z]. In [2], various toke_n_ schedule stabilizing link-cluster algorithm. Because of lack of spa
schemes are use_d to improve the routing efﬁu_e@&lSR simulations (some illegal configurations followed by how
* ETSscheme gives upstream node; (the n(_alg_hbors fromour algorithm corrects each of these situations) and the
which a packet has been received) higher priority to get a

ission token 1o f q kets to clusterhead nod garoof of correctness are omitted. The paper ends with con-
permission token to forward packets to clusterhead node cluding remarks in Section 4.

in such a way that the packets are sent with least delay. On
the other hand, some heuristics can be used for gateways o

to improve packet delivery from clusterheads to gateways,2- Preliminaries

rather than using random scheduling. G&SR+ PTS+

GCSscheme, packets are transmitted through clusterheads We use the asynchronous message-passing system
and gateways alternately. Higher priority is given to up- model. The asynchronous systems are the most common
stream clusterhead of a gateway after this gateway tramsmit systems, and the hardest to design algorithms for. Every
a packet to its down-stream clusterhead. The gateway mushode can execute its code at its own pace, and the message
switch its code to hear the upstream clusterhead in order todelivery can take an arbitrary time. We assume an upper
receive a packet after it sends out a packet to its downstreanbbound on the message delivery time, calledeout after
clusterhead. Similarly, the gateway will switch its code to which the message is considered lost. In order to compute
the downstream clusterhead in order to receive the permisthe time complexity, we assume an upper bound (called, a
sion token to forward the packet after it receives a packettime uni) on the message transmission time over a link.

() gateway

Figure 1. Ad hoc network divided in 5 clusters

LCA. A self-stabilizingsystem has the ability to auto-
matically recover to normal behavior in case of transient



Each node starts with a unique ID, and knows and dis- terhead election takes place and whenever changes occur
tinguishes its direct neighbors. The varial¢ represent-  related to paths existent in the routing table. The gateways
ing the one-hop neighborhood of nodie maintained by an  and regular nodes have no routing table. The only routing
underlying local topology maintenance protocol that adjus information they have is a variable indicating the neighbor
its value in case of topological changes in the network due on the shortest path toward their clusterhead.

to failures of nodes, links, or both. ) . o
All nodes execute the same distributed programi< For intra-cluster routing, each CH keeps data in its rout-

form). The program is a finite set gjuarded actionsof ing table about its cIusFerhood. Th_is data is collected in
the form: < label >::< guard >—< statement > Module Election (Algorithm 3.1) IUSIthL_REQ mes-

A statement can be executed if and only if its guard, a S2ges- These messages are periodically sent by a non-CH
boolean expression, evaluatesttoe. The selected state- (0 check the status of its own CH and the path to it.
ment is executed in one atomic step. If a process has at least

o For inter-cluster routing, either before sending a packet
one true guarded command, then it is calebled g gap

Wi der adistributed d | " or a block of packets to a destination that is outside the
€ consider alistributed daemanin every eXecution ¢ giar or at specific intervals of timel RP messages are

step, if one or more processes are enabled, then the daem%\'oadcast by the sender (a simple flooding). RtRP mes-

chooses at least one (possibly more) of these enabled proéages are small in size and are designed solely for path dis-

cesses.t(_) gxecute. Onge the process .'S se!ected, then noEi)very and maintenance. When such messages are received
deterministically one of its enabled actions is selectedl an by some non-CH, it broadcasts to its neighbors. When such
its statement is executed. We assume=akly fairdaemon: messages are re(’:eived by aCH, in MO(RI&Lting' (Algo-
A continuously enabled process will be eventually chosen rithm 3.2), the path from the sen,der to the current node up-
by the daemon. ) . . dates the (Macr&@ pdate). Once the destination is reached
Each node has a local state defined by its current vari- o CH of the destination. afC K message is sent back
ables. The global state of the system (configuration) is theto the sender containing the’ shortest path currently dedect
union of the local state of its nodes and the messages on th‘?nside the message. When tHe'K message reaches the

I|nI_<s. An executiore is a maxmal sequence of conflgu- sender, it can now send the data packets following that path.
rations,e = ¢;,c¢a,... such thatvi > 1,¢; € C, andg; is

reached frone;_; by executing some guarded action cpr Every node uses several variables: (the clusterhead

is a terminal configuration (no nodes are enabled). ID of nodes), d.i (the distance ta.i; the set of values is
GivencC, the set of all possible states, and a predi¢ate {0, 1,2}) andn.i (the neighbor of towardc.i).

overC, we denote byCp C C the set of allegitimate states

with respect taP, or simply, the set of allegitimate states The distributed program, executed in every node, is di-
A setS C C is calledclosedif any execution starting ~ vided into two modules. Modul&lection (Algorithm 3.1)

from a state inS reaches a state ifi. Let C; andC, be contains the actions related to selection of CHs, and orgati

subsets ofZ. C, is a closed attractor fof; if and only and/or updating entries in the routing tables in each CH re-

if for any initial statec; in Cy, for any executiore in E,, garding intra-cluster routing. ModuRBouting (Algorithm

(e = c1,c¢2,..), there exists > 1 such that for any > 1, 3.2) is responsible for creating and/or updating entries in

¢j € Cs, andC; is closed. the routing tables in each CH. The non-CHs (gateways or
We now define self-stabilization. ordinary nodes) do not have a routing table. The only rout-

ing data they have is the variable indicating the neighbor
Definition 1 (Self-Stabilization) A systent is called self- toward the node’s CH.

stabilizing if and only if there exists a predicafesuch that ] . . . .
Lp is a subset of legitimate states afig is a closed at- The routing table of a CH will contain entries for its clus-
tractor for C. terhood, and all other CHs. An entry will contain the desti-

nation ID regardless of it is part of the current clustert(if i
shares the same CH) or not. If the destination is inside the

3. Self-stabilizing Link-Cluster Algorithm same cluster, a node maintains the complete path, the length

(LCA) (in number of hops) of the path, and the neighbor on the
path toward the destination. If the destination is in anothe
For short, CH means clusterhead node. cluster, a node keeps only the neighbor on the (shortest)

In our algorithm we assume and we implement that a path, the length of the path, and the neighbor on the path.
non-clusterhead node belongs to a single cluster. The clusThe macroUpdate(sender, dest, ch, path,length) is re-
terhead routing table contains entries regarding the nodesponsible for maintaining the routing tables. The paramete
in its cluster (or clusterhood) and nodes outside its ciuste ch represents the CH of the sendender. If dest == ch,
hood. The routing table is updated whenever some clus-the sender and the destinatidest are in the same cluster.



3.1. Election Algorithm 3.1 Module Election

Predicates:
Module Election (Algorithm 3.1) contains guards re- is-CH(%) = (c.i == ID; An.i == L Ad.i == 0)
garding the election of clusterheads. When selecting the’;i’;zee’"glﬁ(i’))f Ei: ;:Ig:_) i/\/\(g:‘; ::Ncl'z/\vizeg’;jzj))l eﬁ()m .
CHs, such that eventual topology changes are reflectedy1 A ¢.(n.i) == c.i))) ' ' LT ' '
three conditions have to be respected: each node belongso.CH(i) = (c.i # ID; A (c.i € N} V c.i # c.(n.4)))

to a single CH, each non-CH is within two hops to its CH,

and there are no adjacent CHs. Actions:
. Eol time_period —>

Message€'L_ ANN,CL_REQ andCL_REJ contain if (c.i == ID;) then
the following fields:sender (sender ID)dest (destination if (n.i# L) thenn.i = L
ID), hops (either the number of hops the message went or i (ddzci %tvh;”d-l - 0 Nioali e N1
the number of hops the message went - 1). slso (sender,j, 1) to allj € N

CHs broadcast periodically L_AN N messages to the if some_C H(i) then sendCL_REQ(ID;,c.i,0) ton.i
nodes within two hops neighborhood. Based on those mes- elsec.i = n.i = ID;
sages, nOde.S s'elef:t or_change CIUSt.erhead&(WIable)’ o2 rcv properCL_AN N(sender, dest,0) fromnb —
updates thein.i, d.i variables, CHs give up their CH status if (sender # nb) then discard it
(and broadcast§ L_REJ messages). else

Also non-CHs broadcast periodicallyL_REQ mes- if (ie(ndé;::_ \6/2 Fh;:nl)th . o di — 1

. . . I (n.2 C.17 2 enn.: = sender;a.t =
sages to make sure that_the_lr CH are_sfull_ CH and if the CH sendCL_ANN(sender, j,1) toall j € N1 \ b
is at two hops distance, it still exists (if it is at one hop-dis else
tance, it can be easily verified by condition € N}). if better CH (i) V no_.CH(i) then
; i . . _ /' have no CH, or | am a self-elected, not announced

Action E.Olpgrlodlcally @zme_pe.mod) Ch.eCk.s the clus /I CH, or  am CH but but my neighbor with higher ID
terhead of no_de. The value oftime_period is depen- /lis CH also, so | give up and become a non-CH
dent on the time unit of the network, and has to be at ci = sender;n.i =nb;d.i =1
least four time units, such that there is enough time for sendCL_REJ(ID;,j,0) toallj € N}
a message to travel back ar_ld forth at the distance of two_ oy DrOPerCL_AN N(sender, dest, 1) fromnb >
hops. In case the node sees |t§elf asa cIus_terhead (conditio if (sender == c.i) then
c.i == IDjistrue), theni sets itsn.i to L, d.ito 0, and an if (n.i ¢ N})thenn.i = nb
announcement messa@d._AN N is broadcast (reaching e'S_‘?( D . —— ID) CHE) th

ceps It (c.t == i Ana == i)V no- 7 en

only the nOdeS.Wlthm two hops). /' have no CH, or | am a self-elected, not announced

If the node is not a clusterhead and the node’s cluster- // CH, and | found a CH within two hops, so | give up
head is not within the two hops neighborhood, then the I and become anon-CH
node elects itself as a clusterhead. The subsequent actions c.i = sender;n.i = nb;d.i =2
(ActionsE.02-07) refer to announcement, request and/orre- _, ey properCL_REJ(sender, dest, 0) fromnb
jection messages exchanged only between direct neighbors. if (sender == c.i) then
Whenever a message is received, the sender is checked to ci=mn.i=1ID;

. . . ; : 1
be other then the node itself. For the sake of simplic- sendCL-REJ(sender, j, 1) to allj € Nj \ nb

ity of the code, we omit the following test: if condition .. (cy propercL_REJ(sender, dest, 1) fromnb —
sender == ID; V dest # 1D; is true then discard the if (sender == c.i) thenc.i = n.i = ID;
message, otherwise accepts it and processes it further. In-

stead we characterize the message as “proper” (if conditionf® 'V PrOPSCL-REQ(sender, dest, 0) fromnb  —>
if (ID; == dest) then

sender # ID; A dest == 1D; istrue). if —is_C H (i) then sendCL_RE.J(ID;, sender, 0) to nb
If a CL_ANN message is received by some node (Ac- elseUpdate(sender, ID;, ID;,nb,1)
tions E.02 and E.03), then it must have originated from the e'siff’ (dest  Adest € NI Ani —— dest) then
, €Sl == C.? €S ; n.1 == aes
node’s own clusterhead or from another clust_e_rhead. If ht sendCL_REQ(sender, dest, 1) ton.
message came from the node’s clusterhead, nhigmset to else send’ L_REJ(ID;, sender,0) to nb

nb (the node always stores mi the direct neighbor from

which a message was received). If the message has trav:” rc".fprOperCL-REQ(s.e”d"’ 46“;]1) fromnb  —
eled less than two hops, then it is relayed further. if a I (éﬁdé fﬁ%;};%ﬁfﬁﬁ: S)”m nb
clusterhead and the message came from a clusterhead with elseUpdate(sender, ;bi, ID; ,,nb,2)

a higher ID, ther gives up its clusterhead status and broad-

castsC L_REJ messages to announce its decision (Action

E.02). If the current node is a clusterhead but it did not




announce yetr{i == ID;, and when it announces it, L V ci # c.(n.i))) is evaluated tarue when node; is
n.i = 1), then the current node gives up its clusterhead not a clusterhead and what he sees as a clusterhead is not a
status (Action E.03). direct neighbor, he has no propet variable or ifn.i is a

If a CL_REJ message is received by some node (Ac- neighbor ofi it does not share the same clusterhead as
tions E.04 and E.05), and the message has originated from
the node’s clusterhead, then since it has no current cluster3.2. Routing
head, the node elects itself as a clusterhead. If the message
has traveled less then two hops, then it is relayed further. Module Routing (Algorithm 3.2) contains guards re-

If a CL.REQ message is received by some node (Ac- garding routing. For intra-cluster routing, the shorteshg
tions E.06 and E.07), then a certain natist(that is seen  are maintained. For inter-cluster routing, we implement
by senderas its clusterhead) must be checked whether it is routing on-demand (the shortest paths are maintained only
(still) a clusterhead or not. If the destination is a cluster for the nodes that need to send packets).
head, then the routing table is updated using M&fpdate
As the link-cluster architecture requires at most two hops Algorithm 3.2 Module Routing Self-Stabilizing Cluster-
between a clusterhead and a non-clusterhead that belongdead Routing
to the cluster, these messages can travel at most two hops.Actions:

If the message had traveled one hop, Action E.06 is re- .

. . o1 rcv ARP(sender, dest, ch, path) from neighbombd —

sponsible for checking whether the message had reached if (c.i == 1D;) then /I the node is CH

the destination (the sender’s clusterhead) or not. If hent if dest == I1D; thenUpdate(sender, dest, ch, path) and
the message has to travel one or more hop. In that case, send anAC K (sender, dest, ch, path, path) to nb
this intermediate node must share the same clusterhead as else .

. . . . if ID; € path then discard /* a loop */
the sender, it must have the clusterhead as its direct neigh- else
bor and have it#.i set to the clusterhead as well. If not, a path < path + ID;
CL_REJ message is sent back. if (dest € routing table) then send .

If the message traveled two hops, Action E.O7 checks fn}iféi%‘ffgs’tdggﬁ;c" »path) to the neighbor
whether the message reached the destination (the sender’s else sendd RP(sender, dest, ch, path) to
clusterhead) or not. If not, then the clusterhead is mone tha all my neighbors exceptb
two hops away so & L_RE.J message is sent back. e'?‘? Z thffoidigeti;her gateway or ordinary node

The time between a nodeelects itself as the clus- ! seesnd;{OUTZE(se:nde,’ dest, ch, path) to n.i
terhead and the announcement done by a broadcast (at else
time_period) can be used by to select some other node if ID; € path then discard it // a loop
j as a clusterhead instead ioitself as long ag is within else

. . . . L. path < path 4+ ID;
two hops fromi. Since ActionE.Olis executed periodically sendARP(sender, dest, ch, path) to all j € N2 \ nb
1

at some intervals, if a nodedecides to self-nominate as a
clusterhead (by setting bothi andn.i to itself), if before =0z rev ROUTE(sender, dest, ch, path) from neighbomb  —

. . ] if (¢.i == ID;) then // the node is CH
Action E.Olis enabled and selected, sofi&_ANN mes if dest == 1D; thenUpdate(sender, dest, ch, path) and

sages reached the node coming from clusterheads within send anAC K (sender, dest, ch, path, path) to nb
two hops (Action E.02 or E.03), thammay elect the node else // the node is either gateway or ordinary node
whose message reachidfitst as a clusterhead. In this way, if ID; € path then discard it// a loop
the total number of clusterheads is reduced. elszath < path + ID;
Predicateis CH(i) = (ci == ID; Adi == 0 A sendROUT E (sender, dest, ch, path) ton.i
n.4 == 1) is evaluated tdrue when the node is an an- rov ACK (sender, dest, ch, path, route) from neighbomb  —»
nounced CH. R.03 i \sender, dest, ch, path, route m
Predicatebetter CH(i) = (ci == ID; A (n.i == ' Il?(zclj tiilalséll)jtll’?gr?glpz];g(sender, dest, ch,route)
c.i V sender > ID;) is evaluated térue when: the nodé deletel D; from path
is an announced clusterhead and there is a clusterhead with it (path f empty string) then
higher ID in its one hop neighborhood, or the node has self- I?b(;) st?)'?h’;fh
nominated without announcing yet. sendAC K (sender, dest, ch, path, route) to nb

Predicatesome CH (i) = (c.i # ID; A ((ci € N} A
is_.CH(c.i)) V (n.i € N} Ac.(n.i) == c.))) is evaluated
to true when the nodé is not a clusterhead, and there is MessagesARP and ROUTE contain the following
clusterhead in one or two hop neighbor. fields: sender (sender ID)dest (destination ID),ch (the
Predicateno CH (i) = (c.i # ID; A (ci € N} Vn.i = CH of the sender)yath (the path the message went on).




MessageAC K contains the following fields:sender stabilizing: it copes with wrong initialization, and it guta
(sender ID),dest (destination ID),ch (the CH of the to arbitrary movement of nodes, and joining and/or leaving
sender)path (the path the message has to travel to reach theof existent nodes.
destination)oute (the complete path between the sender
and d_estination). Two fields are used to represent patth: References
contains only the partial path, from the current node to the
destination, while-oute contains the complete path. When
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senderh. If it is a good path — either the only one or the
shortest one — it is added. If not, it is ignored.

We have presented a self-stabilizing a self-stabilizing
cluster routing algorithm for MANET based on link-cluster
architecture. The algorithm selects the clusterheads, and
then builds in those nodes routing tables regarding nodes
inside and outside the cluster.

The proposed protocol guarantees that starting in an ar-
bitrary configuration and in finite number of steps, the net-
work is divided into clusters using link-cluster architee.
Each cluster has a single special node, catledterhead
that holds the routing information regarding inter andantr
cluster communication. The protocol ensures that any node
belongs to a single cluster and is within two hops from the
clusterhead. For intra-cluster routing, the shortestgath
maintained. For inter-cluster routing, we implement rout-
ing on-demand (the shortest paths are maintained only for
the nodes that need to send packets). The algorithm is self-



