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Abstract. Wormhole attack is a type of replay attack in wireless networks that
has serious consequences and is hard to defend against. This is because the at-
tacker does not need to modify packets or compromise wireless nodes. This paper
introduces Wormeros, a new framework to detect wormhole attacks in wireless
networks. The framework contains two phases namely suspicion and confirma-
tion. Our solution does not require any special hardware (such as GPS) or ex-
pensive mechanisms (such as time synchronization) added to the wireless nodes.
Using analysis and simulation, we show that our solution is effective in detecting
and defending against wormhole attacks.

1 Introduction

Wireless ad hoc networks consist of wireless devices that do not require an infrastruc-
ture to operate on. Such networks are vulnerable to many security threats, as data is
broadcasted over a shared channel. We focus on wormhole attacks, wherein an attacker
captures data in one region of the network, tunnels it to another region (possibly us-
ing higher transmission power or an out-of-band channel), and injects it back into the
network. We illustrate a wormhole attack in ad hoc networks (see Figure[T)) below.

Fig. 1. A wormhole attack in ad hoc networks: (a) Normal link, (b) Wormhole link

In the ad hoc network in Figure [1l assume that S, B, C, D, E are legitimate nodes
and S can communicate with D using the path S — B — C — E — D. An attacker
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places two nodes in the network, X and Y, which are close to .S and D, respectively.
The attacker can make S and D think that they are neighbors by having X capture the
packets sent by S, tunnel the packets to Y, which replays the packets to D. From then
on, S and D use the erroneous direct link for communication. Thus, the attacker has
successfully mounted the wormhole attack. He now controls the link and can mount
further attacks such as flow analysis, blackhole attack, etc [[1]].

The attacker can initiate a wormhole attack in a passive mode without modifying any
packet and thus neither needs to break the authentication scheme nor needs to have the
knowledge of encryption keys that are used between the two nodes in the network. As
a result, the attacker does not need to compromise a node in the network to success-
fully launch the wormhole attack. Hence, a solution that depends only on cryptographic
techniques is clearly not effective enough to defend against wormhole attacks.

In this paper we present a novel framework that combines multiple simple techniques
which help detect wormhole attacks on wireless ad-hoc networks. Our main contribu-
tion is to show how simple protocols can be jointly applied to first suspect a link and
then challenge the link to confirm this suspicion. The specific techniques we present in
the paper are just examples of how to employ different protocols in each phase of our
framework.

The rest of the paper is structured as follows. In Section[2 we describe the previous
work in wormhole detection. In Section 3] we describe our ideas and how our solution
differs from other solutions. In Section @] we present Wormeros framework in details.
Security analysis and experiment results of our framework are presented in Section
and Section[6] respectively. We conclude the paper in Section 7

2 Related Work

Packet Leashes [1] is among the first work in defending against wormhole attacks.
The authors introduce two solutions: Geographical Leashes and Temporal Leashes. In
the first one, location information (e.g. from GPS devices), included in the packets,
is used to detect the presence of wormhole link. In the latter, nodes are tightly time
synchronized and the packet being transmitted between a source node and a destination
node contains the time at which it is sent. The destination node will not accept if the
packet is expired.

Hu and Evans [2] use directional antennas (introduced in [3]) to detect wormhole
attacks while SECTOR [4] uses another type of special hardware and depends on the
fact that the distance between two nodes can be measured accurately based on the speed
of data transmitted between them.

TrueLink [5] depends on the RT'S-CTS-Data-ACK mechanism of IEEE 802.11 MAC
protocol to defend against wormhole attacks. In this solution the nodes have a time
constraint to authenticate each other and thus wormhole attacks are prevented.

LITEWORP [6] introduces a notion of guard node, which is a common neighbor
of two nodes to detect a legitimate link between them. The guard node can detect the
wormbhole if one of its neighbor is behaving maliciously. In a sparse network, however,
it is not always possible to find a guard node for a particular link.
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Maheswari et al. [7] propose a different approach to detect wormhole attacks. Their
idea is to look for some forbidden substructures in the connectivity graph that should
not exist in a network that has no wormhole.

The authors in [8l9] use RTT (round-trip-time) to detect wormhole attacks. Chiu et
al. [8] measure the delay per hop in the whole path while Tran et al. [9] measure the
RTT for each successive links in the whole path. If this measurement is higher than
some threshold value, then the alarm is raised. These solutions, however, require the
cooperation of all nodes in the path.

3 Wormeros Framework

Our main work in the paper is to introduce and analyze Wormeros(the name is inspired
from Kerberos), a framework that consists of two phases to detect wormhole attacks.
The first phase applies inexpensive techniques and utilizes local information that is
available during the normal operation of wireless nodes. Advanced techniques in the
second phase are applied only when a wormbhole attack is suspected. Thus, in case there
are no wormholes in the network, the wireless nodes do not need to waste computation
and communication resources.
Following are two phases of Wormeros:

— Phase I - Suspicion: We use two techniques to examine the existence of the worm-
hole attack in the network. First, we measure the RTT between a node S and all of
its immediate neighbors. If RTT(S, D), where D is one of S’s neighbors, is abnor-
mally higher than the average RTT of all links from S to its neighbors, then there
might be a wormhole between S and D. This technique is different from work in
[8L9] in that we do not require the cooperation of all nodes in the path between S
and D. Second, we use an observation that in a dense network, two neighbors .S and
D are likely to share some common neighbors. This technique is similar to work in
[6J7] but we only use local information instead of global information. If any of the
techniques in the Suspicion phase detects the existence of a suspicious link, then
we move to the second phase of Wormeros to confirm the wormhole.

— Phase II - Confirmation: Having suspected a possible wormhole link in the net-
work, Wormeros launches a series of challenges to make sure that the wormhole is
correctly identified. In this phase, the two legitimate nodes being attacked by the
wormbole link collaborate to challenge the attacker. We propose to use frequency
hopping for this purpose. TrueLink [5] can also be used in this phase.

To the best of our knowledge, this paper is the first to introduce a framework con-
sisting of more than one techniques to defend against wormhole attacks. Our solution
differs from work of [1)2/4]] in that we do not require additional hardware devices or
expensive time synchronization. Work in [6/7] are not efficient in sparse networks, but
in the Suspicion phase of our solution we overcome this by adding techniques based
on RTT measurements which work well in sparse networks. TrueLink [5] is efficient
but expensive if applied all the time. In our framework, expensive techniques such as
TrueLink are only used in the second phase where a link is suspected and this helps
reduce overhead for the wireless nodes in the network.
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4 Details of Wormeros Framework

4.1 System Model and Notation

We consider a wireless ad hoc network with no centralized server. We assume that none
of the nodes in the network is compromised. The links are assumed to be bidirectional
and all nodes use the same transmission power. We assume that the topology does not
change rapidly and there is at least one RTS/CTS/Data/Ack period of time that a pair
of nodes can communicate. We further assume that any pair of nodes in the network
share two cryptographic keys K; and K. This assumption is common in the area and
can be achieved by applying a key exchange scheme like Diffie-Hellman or a scheme
by Eschenauer and Gligor [10].
In the remaining sections of the paper, we use the following notations:

— p: the propagation delay of a legitimate link

— RTT(s,p): RTT between node S and node D

— RTT0rmhote: RTT of a link under wormhole attack

- Avgf‘”: the average RTT of all links from S to its neighbors

— w: the time to tunnel a packet between two wormhole ends

— d: the number of neighbors of a node

— E(K, M): the message M is encrypted using secret key K

— HMAC(K, M): the message digest of M, using a secure hash function with secret
key K

4.2 Suspicion Phase

In this phase, we use simple triggers to find out if a link should be suspected and chal-
lenged. One of the simplest triggers is based on the round trip delay of a link. Let a node
S communicate with a neighbor node D. During peace time, the RTT between S and
D is 2p. If the direct link (S, D) is formed as a result of a wormhole attack, then the
round trip time would be RTT yormhote = 2(p+w + p) = 2(2p + w). Thus we believe
the RTT of the wormhole link should be at least two times the RTT of a normal link,
even though w can be smaller than p. In Section[6] we conduct experiments to confirm
this fact.

We develop a simple scheme for wormhole suspicion based on RTT in Algorithm[d]
as illustrated in Figure[2l Let node S communicate with node D through a wormhole
link XY. Node S knows that A, B, C, D, E are its neighbors and S can measure the
RTT with all of the links (S, A), (S, B), (S,C), (S, D) and (S, E). If the RTT g p)
is at least k times the average RTT between .S and all its neighboring nodes, then the
link (S, D) may be a wormhole. The value of k is the system parameter which depends
on d and w. In Section 5.1l we explain how the value of k is determined. Algorithm/[T]
is similar to the scheme proposed in [9] which detects the presence of wormhole by
measuring the RTT during route discovery. However, the difference is that we define
deterministic threshold value while the scheme in [9]] decides the threshold value based
on simulations.
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Fig. 2. Probing neighbors to find out suspicious link

Algorithm 1. RTTDetection(S, D)

: S calculates the average RTT of each link, based on n (system parameter) samples
: S calculates the average RTT of all d neighbors, Avg4,,

. if RTT(s,py > k * Avg},, then

Confirm the link (S, D) is suspicious and execute Challenge phase.

: end if

Other techniques can also be applied simultaneously to Algorithm [T in Suspicion
phase. For example, Algorithm 2] uses the neighbor information available at each node
to detect a suspicious link. The idea of Algorithm[2lis that if S and D are far away, then
it is very likely that D will not be in the neighbor list of any of \S’s neighbors. In Figure
2l S’s neighbors are A, B, C and E; none of these nodes have D as their neighbor. By
applying Algorithm[2 S will find the link (S, D) suspicious.

Algorithm 2. NeighborDetection(.S, D)

: S collects identity of its one-hop and two-hop neighbors and creates the Neighborhood Set.
: S checks the Neighborhood Set to see if D belongs to the set.

: if D is not an element of the set then

Confirm the link (S, D) is suspicious and execute the Challenge phase.

: end if

Note that the more techniques we apply in the Suspicion phase, the more accurate it
is to detect wormhole attacks. This is because each technique is applied independently
and thus the wormhole links that are bypassed by one technique are likely to be detected
by another technique. However, there is a trade-off to consider: the higher number of
techniques is applied, the higher cost it is. Therefore, we suggest to use a small number
of techniques in the Suspicion phase.

4.3 Confirmation Phase

In this phase we use frequency hopping for confirming the existence of a wormhole.
The pseudo-code is presented in Algorithm 3
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Algorithm 3. FrequencyHoppingChallenge(S, D)

1: S sends an encrypted message to D requesting to challenge the link (.S, D). The message is
transmitted using frequency fi.

2: D replies with an encrypted message accepting the challenge, and specifies a random fre-

quency fo. The message is transmitted in frequency fi.

. D switches its receiver to f> and waits for 2 * RTT( 5,D) time.

4: After receiving the reply message, S transmits a message in frequency fo and starts waiting
for acknowledgment in f5.

5: if S does not receive an acknowledgment from D in frequency fo within a duration of 2 *
RTTs, p) time, then

6:  Confirm link (S, D) is a wormhole link

7: end if

w

Source Dest

RTS, E(K1, N1) (using f1)

_ CTS, E(KL, £2, N1, N2), HMAC(K2, {2, N1, N2) (f1)

RTS, E(K1, N2), HMAC(K2, N2) (f2)

CTS (using f2)

Fig. 3. Frequency hopping challenge

We illustrate the implementation of Algorithm[BJusing RTS/CTS mechanism of IEEE
802.11b standards in Figure[3l In the first message, S sends RTS and a nonce Ny (en-
crypted using K1) to D using a frequency f; being used for communication between
them. Upon receiving this message from S, D replies in frequency f; with a CTS mes-
sage that contains the frequency fo (picked from the set of common frequencies shared
by S and D), the nonce N; received previously and a new nonce No, also encrypted
with K. To protect the integrity of the packet, D can optionally compute a message
digest using HMAC function with key K.

After replying to S with CTS packet, D switches its receiver to frequency fo and
starts waiting for a packet from S. Here we assume the CTS always gets through if the
environment conditions are stable. Later in the analysis section we discuss this assump-
tion in depth. Immediately after receiving CTS, S switches its transmitter to frequency
f2 and sends a new RTS message to D that contains N5 for the sake of authentication.
Finally D replies with a CTS packet to finish the challenge.

If S and D are far away and become direct neighbors due to the wormhole, then by
switching to the new frequency they will not be able to receive messages from each
other. This is because the attacker does not know the new frequency and thus cannot
forward the messages between .S and D.

The use of nonces N; and Ns is to avoid the replay attacks. Without the nonces,
the attacker can launch the attack as follows. Suppose that the attacker has captured a
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CTS packet which contains an encrypted frequency fs that he does not know. He can
store the message and try to scan all the frequencies to find out the one in which S
and D are communicating. On correctly identifying the frequency, he can replay the
same message for any new challenge between the same pair S and D, thus effectively
breaking the solution. This attack is not possible if we use nonces because they can help
detect replayed messages. We can further improve the security for these messages by
including the expiry time for each message (for example, each message is expired after
10 seconds).

5 Security Analysis

5.1 Analysis of Suspicion Phase

In Algorithm [I] we require that RTT\g, p) be at least k times Avgfm so that S' can
start suspecting the link (S, D) to be a wormhole. Now we show how each node can
determine the value of k. Let d be the number of neighbors a node has and assume that
among d neighbors there exists at most m (m < d) wormhole link. We have:

RTT(S,D) = 2(2p + w)
(d—m)2p+2(2p +w)m
d

Test = L =
Avg3, (d—m)2p+2(2p +w)m ~—

Avgiu =

Observe that T'est increases when w increases. Thus, to avoid detection, the attacker
should try to decrease the value of T'est by decreasing w. However, w is always greater
than 0. Thus, if we set the threshold value k for w = 0 then the attacker will very likely

2d
d+2m
node. For example, if d = 6 and m = 1, then the threshold value k will be 12/7 = 1.7.
This is a deterministic value, contradicting with the one in [9], where the threshold
value varies in different networks.

be detected. In that case, k =

and can easily be computed by each wireless

5.2 Analysis of Confirmation Phase

802.11 RTS-CTS Mechanism. The wireless channel is unreliable and nodes use the
CSMA/CA mechanism protocol for transmitting. The unreliability is caused by two
factors: noise and collisions. We assume that during one execution of RTS-CTS-Data-
ACK the environment is stable, thus loss of packets due to noise spike can be ignored.
Hence, if the sender has successfully sent the RTS to the receiver, all of its neighbors
would have received the RTS and would not contend for the channel. Therefore, the
CTS will be received correctly at the sender.

Attacking the Confirmation Phase. The attacker has two options to respond to the
challenge: either to drop the RTS packet or to allow the packet to pass through to D.
We now show that using any of these options is not helpful to the wormhole attack and
it will eventually be discovered.
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a) Dropping the RTS Packet

In our solution if S does not get the CTS reply in a finite amount of time it will timeout
and resend the RTS. In 802.11 mechanism each node retries r times (typically » = 7)
before declaring a transmission failure. If a transmission failure occurs our solution con-
siders that to be a missed challenge. If a link has M such continuous missed challenges,
our solution declares that link to be malicious.

If node S is sending an RTS frame then the probability that collisions occurs is given
by:

P[collision] = 1 — (1 — 7)1

where 7 is the probability of transmission at a moment ¢ of each node and d is the
number of neighbors of a node. If S does not get the CTS reply within a finite amount
of time it times out and resends the RTS frame. If all these » RTS frames were to collide
with transmissions from other node then the probability of that happening is:

P[Losing r RTS] = [1 — (1 — 7)%7 1]
The probability of failing M challenges due to wireless issues rather than wormhole is:
P[Failing M challenges] = [1 — (1 — 7)¢~ 1™
Using M =5,r=7,d =10and 7 = 0.1 we get
P[Failing M challenges] = 5.3 * 10~5.

This probability of failing M challenges without the existence of wormhole is thus
negligible. Hence the strategy of dropping RTS packets is not in the interest of the
wormhole.

b) Allowing the RTS Packet Through

The other option for the wormhole is to allow the RTS to go through. We assume that
(i) it is too expensive for the attacker to listen on all the available channels and (ii) it
is computationally infeasible for the attacker to break the encryption to obtain f5 in a
short duration. Therefore, by allowing the RTS get through the attacker has to guess the
frequency f2, because the content of the message is encrypted and integrity protected.

The probability of correctly guessing the right frequency is 1/N, where N is the
number of channels. If we further force each node to pass the challenge for ¢ times
this probability of guessing the correct frequency every time is reduced to 1/N?. Using
appropriate values of § and N this probability can be made very small. For example if
N = 11 (802.11b network) and § = 2 the probability is less than 1%. The wormhole
thus is unlikely to pass the Confirmation phase.

6 Performance Evaluation

First, we conduct experiments to study the impact of wormhole links on the RTT values.
In the first set of experiments, we verify if the RTT of a wormhole link is twice as much



WORMEROS: A New Framework for Defending against Wormhole Attacks 499

0.06 T
- - -Direct Link

—Wormhole Scenario
0.05F B

o
o
s

Delay (in sec)
o
o
W

0.02

60

30
Ping Packet Number

Fig. 4. Round trip time (wormhole link and normal link)

as that of a normal link. We set up a simple ad hoc network consisting of two PDAs
running in ad hoc mode. We measure the average RTT when sending an ICMP ping
packet from one PDA to another and receive an acknowledgment back for the same
packet. In the second set of experiments, we mimic a wormhole attack where a packet
sent from one PDA is captured at the first laptop, tunneled to the second laptop, and
replayed at the second PDA. The rationale behind using a laptops is to mimic the high
resource capability of a wormhole node.

We conduct both experiments for two minutes continuously and take the average of
the results. Figure ] show that the round trip time when the wormhole existed is much
higher than that in normal case. The average RTT of sending a packet through wormhole
link and a legitimate link was observed to be 11.09msec and 4.9msec, respectively. Thus
the node can use the delay as an indicator to suspect any link.

Next, we use ns-2 [11]] simulator to implement two algorithms in Suspicion phase. For
Algrithm 1 we create a network topology and randomly pick a node S. We then create a
wormhole link between S and a distant node D. Repeating the experiment many times
we can select S with varying degree of neighbors. We then measure the RTT between
the neighbors of S and calculate k (threshold) as described in Section[3.1} Comparison
of the simulated values to the analytical value is shown in Figure[5l We observe that the
ratio of the wormhole RTT to average RTT is always above the calculated threshold and
hence we conclude that the threshold value we suggested is effective.

As for Algorithm 2, we design two tests to evaluate its performance:

— Test 1: The percentage of wormhole detection. Specifically, for all the wormhole
links, how many of them will be detected by Algorithm [21 Note that if ¢ is the
percentage of wormhole links being detected then 1 — ¢ is the percentage of false
negative, i.e. number of links that escaped an algorithm.

— Test 2: The percentage of false positive, i.e. the percentage of direct links which are
falsely detected as wormhole link.



500 H. Vuet al.

2.6 T T
-b-Threshold
——Ratio obtained through simulations
= 2.4 |
=
o
222
<
=
£ 2
Qo
o
<
€18
o
=
516
-
'_
o
141
>
1 1 1 1 1 1 1
2 3 4 6 8 9 10
Degree of node
Fig. 5. Round trip time (simulated and analytical comparison)
40 ‘
-»-False Positive
356 « ——False Negative||
=30 N, g
Ke] N
© 251 . E
[a} X
ks AN
o 201 . b
(=) .
el N
g 151 . i
o
(o]
o i

2 3 4 5 6 7 8 9 10
Average Degree of a node

Fig. 6. Results of NeighborDetection algorithm

We set up a fixed network area of 2000m x 2000m with the transmission range of
a node set to 250m. We conduct experiments by varying network density from 50 to
200 nodes. For Test 1, we randomly create a number of wormhole links in the network
and apply Algorithm2lto detect wormhole links. For Test 2, we pick a pair of directed
neighbors (which is not under a wormhole attack) and apply Algorithm 2]

For each of the network size, we conduct multiple runs and take the average of the
results. The final result is shown in Figure[6l The results show that in a dense network
(200 nodes of 9.044 average degree), the chances of detecting wormhole is very high
(92.92%) while the ratio of false positive is reduced closely to 1%. Our results in Figure
also show that Algorithm [2] has a high percentage of detecting wormhole links in
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Test 1. These links will then be used in the Confirmation phase. While for Test 2 we
observe a low result, which means that if a link is a real direct link, the algorithm is
not likely to falsely interpret as a wormhole link. This would help in minimizing the
resource (e.g. energy) consumption for communicating in the Confirmation phase.

Let the set of wormhole links that fail to be detected by Algorithm 1 and Algorithm
2 be Fail1g1 and Fail 4142, respectively. Since we move to Confirmation phase if
either of the algorithms in Suspicion phase suspect a link, the set of false negative
links of the whole Suspicion phase, i.e. the wormhole links that escape all algorithms,
Failsyspicion, can be computed as:

— If Fail 4141 and F'ail 4142 are mutually disjoint, then for the whole Suspicion phase,
none of the wormhole links will be missed. Thus, F'ailsyspicion Will be empty.

— If Fail 4141 and Fail 4142 overlap, then some of wormhole links are missed by both
algorithms. In this case, F'ailgyuspicion Will be Fail 4151 N Fail 412. In the worst
case, Sizeof(Fail suspicion) = Min{Sizeof(Fail 4141), Sizeof(Fail o142)}.

Given that one detection algorithm may work better than another in different sit-
uations, with the introduction of Wormeros, only a small fraction of wormhole will
be able to escape all techniques applied in Suspicion phase. This is because, as we
already show, Sizeof(Failsyspicion) = Min{Sizeof(Fail a;41), Sizeof(Fail a142), ...,
Sizeof(F'ail aig ~)} where N is the number of techniques.

As for false positive, if one of the techniques wrongly concludes that a normal link is
suspicious, we move to Confirmation phase. Thus, the probability of false positive of the
whole phase will be the sum of that of each technique. This is the trade-off of Detection
phase in Wormeros: minimizing the probability of false negative while accepting higher
probability of false positive.

Let us consider the performance of the whole framework. Let p; be the probability
of false positive for phase ¢ (i € {1,2}). Similarly, let ¢; be the probability of false
negative for phase i (i € {1,2}). Then we have:

P[fp] = P[false positive for framework] = p; * p2
P[fn] = P[false nagative for framework] = ¢1 + (1 — q1) * ¢2

Interestingly enough, the probability of false positive is reduced significantly when
combining two phases of Wormeros while the probability of false negative is almost the
same as that in the first phase, because as analyzed the probability of false negative in
the second phase is negligible. For example, let p; = 0.1,p2 = 0.01,¢; = 0.03 and
g2 = 0.01, then Pr[fp] = 0.001 and Pr[fn] = 0.0397. We can conclude that Wormeros
handles very well both false negative and false positive.

7 Conclusions

The wormbhole attack is considered to be a difficult attack to defend against. We propose
Wormeros, a framework that uses simple techniques to identify the wormhole and then
perform proper actions to confirm the existence of the attack. Through experiment and
simulation, we make a compelling argument showing the ability of Wormeros to detect
the wormbhole attack. Our analysis further confirms the effectiveness of our framework.
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