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Abstract

A challengingunsolvedsecurityproblemis howto spec-
ify andenforcesystem-widesecuritypolicies; this problem
is evenmore acutein distributedsystemswith mutualdis-
trust. This paper describesa way to enforce policies for
data con�dentiality and integrity in such an environment.
Programsannotatedwith securityspeci�cationsare stati-
cally checkedandthentransformedby thecompilerto run
securely on a distributedsystemwith untrustedhosts.The
codeand data of the computationare partitioned across
the availablehostsin accordancewith the securityspeci-
�cation. The key contribution is automaticreplication of
codeand data to increaseassuranceof integrity—without
harming con�dentiality, and without placing unduetrust
in any host. Thecompilerautomaticallygeneratessecure
run-timeprotocolsfor communicationamongthereplicated
codepartitions. Resultsare givenfrom a prototypeimple-
mentationappliedto variousdistributedprograms.

1 Intr oduction

Computingsystemsarebecomingmorecomplex andyet
we increasinglydependon themto function correctlyand
securely. Unfortunately, it is currently dif�cult to make
strongstatementsaboutthesecurityprovidedby a comput-
ing systemasa whole. Distributedsystemsmake security
assuranceparticularlydif�cult, as thesesystemsnaturally
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crossadministrative and trust boundaries;typically, some
of theparticipantsin a distributedcomputationdo not trust
otherparticipantsor thecomputingsoftwareandhardware
they provide.Systemsmeetingthisdescriptionincludeclin-
ical and�nancial informationsystems,business-to-business
transactions,andjoint military informationsystems.These
systemsaredistributedpreciselybecausethey serve thein-
terestsof mutuallydistrustingprincipals.

The open questionis how programmersshould build
distributed systemsthat properly enforcestrong security
policies for data con�dentiality and integrity. In partic-
ular, we are interestedin policies basedon information
�o w (e.g., [16, 49, 57, 26]), which are attractive because
they constrainthebehavior of thewholesystem.Informa-
tion �o w policiesarean end-to-endspeci�cation of com-
putersecurity, unlike (discretionary)accesscontrol,which
doesnot trackinformationpropagation.

Recently, secureprogrampartitioning[61] hasbeenpro-
posedasaway to solvethisproblem.TheJif/split compiler
automatically partitions high-level, non-distributed code
into distributedsubprogramsthat run securelyon a collec-
tion of host machinesthat are trustedto varying degrees
by the participatingprincipals. (Suchhostsare heteroge-
neouslytrusted.) A partitioningis secureif thesecurityof
a principal canbe harmedonly by the hoststhe principal
trusts.Thus,thepartitioningof thesourceprogramis driven
by ahigh-level speci�cationof securitypoliciesandtrust.

This work shows how to usereplicationto protectthe
integrity of programdataandcontrolinformationin these-
curepartitioning framework. Earlier work on securepar-
titioning found that integrity is a crucial aspectof system
security, especiallywhentrying to enforcecomplex, data-
dependentsecuritypolicies. Replicationmakesit easierto
provide integrity becausereplicateddataandcomputations
can be checked againsteachother to ensurethey agree.
This is a well-known way to increaseintegrity assurance,
used in �le systemsand replicatedstatemachines(e.g.,
[40, 23, 7, 47]); whathasnot beenpreviously investigated
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2is how to apply it to generalcomputationin a systemwith
mutualdistrust.

Applying replicationto secureprogrampartitioningen-
ablesa broaderclassof applicationsto be automatically
compiled for distributed systemswith heterogeneously
trustedhosts. But in this context, replicationcreatessev-
eralnew problemsthatthis paperaddresses:

� Trust is heterogeneous,unlike in the traditionalappli-
cationsof replicationto fault tolerance.Thereforethe
replicationof computationand datamust vary from
hostto host,asdeterminedby trustandsecuritypoli-
cies.

� Replicationmakes con�dentiality policies harder to
enforce,becauseit createsmorecopiesof thedatapo-
tentially vulnerableto attack. In our system,secure
hashreplicasareautomaticallygeneratedto ensurein-
tegrity withoutviolatingcon�dentiality.

� For ef�ciency, replicatedcomputationis performed
concurrently. Thereforeasuitableconcurrency-control
mechanismis needed for heterogeneouslytrusted
hosts.

Therestof this paperis structuredasfollows. Section2
givessomebackgroundonsecureprogrampartitioning,de-
scribingthesecuritymodelandshowing how programsare
written usingthis model.Section3 explainshow programs
arestaticallypartitionedandreplicatedaccordingto secu-
rity constraints. Section4 describesthe run-time mech-
anismsthat ensurethe assumptionsof the static analysis
hold. The implementationof this approachandexperience
with it arediscussedin Section5, alongwith someperfor-
manceresults.Sections6 and7 concludethepaperwith a
discussionof relatedapproaches,limitationsof theexisting
system,andfuturework.

2 Programming and Security Models

2.1 Secureprogram partitioning

In thesecureprogrampartitioningapproach,thedesired
computationis expressedasanon-distributedprogramcon-
tainingsecurityannotations.Theseannotationsareusedto
checkat compile time that the programdoesnot contain
disallowed information �o ws. The splitter, a backend to
thecompiler, alsousestheseprogramsecurityannotations,
alongwith informationaboutthedegreeto whichprincipals
trust the availablehosts,to constructa �ne-grainedsecure
partitioningof theprogramcodeanddataontothesehosts.

Computationsthat would ordinarily be written as sep-
arateprogramscommunicatingover the network can be
written asa singleprogram;basedon securityconsidera-
tions, thesplitterautomaticallygeneratestheseparatesub-
programsanddiscoversa network protocol that they may

useto communicate.The splitter operatesautomatically,
but it may be given constraintsandhints, for exampleto
improve performance.It is not necessaryto give thesplit-
ter the entireprogramat once;programcodemay be sep-
aratelycompiled.Theuseof explicit constraintsandsepa-
ratecompilationcanbe usefulfor programmerswho wish
to partition their codeby hand. In this usagethecompiler
andsplitter serve to verify that the manualpartitioning is
secure.

An alternative approachto building securedistributed
programswould be to start from a lower-level distributed
programandaddannotationsthatpermit theprogramto be
shown secure. However, secureprogrampartitioninghas
someimportant advantages. First, the programmerneed
not beawareof thedistributedprotocolsthatareneededto
ensurestrongsecurityproperties.Second,it is not known
how to annotatea programcontainingthesecomplex pro-
tocols in a way that permitsaccuratedeterminationof in-
formation�o w. Theclosestexistingwork—oninformation
�o w in concurrentsystemswith a trustedexecutionplat-
form [45, 52, 39, 6, 24, 19, 33]—hasproducedrestrictive
analysesthat rule out many practicalprograms.We expect
thatdealingwith mutualdistrustwould only exacerbatethe
problem. By contrast,secureprogrampartitioning starts
from a simpler, higher-level descriptionof thecomputation
andcanbe lessrestrictive becauseits securityanalysishas
moreinformationto work with.

This work is concernedwith the control of informa-
tion �o w, includingcovertstoragechannelssuchasimplicit
�o ws [9]. We do not treatcovert channelsbasedon termi-
nationandtiming, thoughsomeongoingwork partially ad-
dressestiming channels[1, 37]. In addition,our prototype
implementationdoesnot attemptto prevent certaintraf�c
analysisattacks. Although all communicationis suitably
encrypted,anattackercouldlearninformationbasedon the
patternof thatcommunication.Addingdummymessagesis
onepossibleway to protectagainsttheseattacks[20, 2].

In thiswork thetrustedcomputingbaseis thesameasin
thesecureprogrampartitioningwork [61]; for example,it
includestheJif compilerandthesplitter. However, atrusted
hostis not neededto performthecompilationandsplitting
of theprogram.

2.2 Security labels

The programsto be partitionedare written in the pro-
gramminglanguageJif [29], which extendsthe Java lan-
guage[48] with securityannotations.Jif programscontain
labelsbasedonthedecentralizedlabelmodel[30], in which
principalscanexpressownershipof information-�ow poli-
cies.This modelworkswell for systemsincorporatingmu-
tual distrust, becauselabelsspecify on whosebehalf the
securitypolicy operates.In particular, label ownershipis



3usedto control the useof selectivedeclassi�cation[34], a
featureneededfor realisticapplicationsof information-�ow
control.

In this model, a principal is an entity (e.g., user, pro-
cess)thatcanhave a securityconcern.Theseconcernsare
expressedaslabels,which statecon�dentiality or integrity
policies that apply to the labeleddata. Principalscan be
namedin thesepoliciesasownersof policiesandasreaders
of data.

A security label specifying con�dentiality is written
as

���������
	��
�
	
������	������

, meaningthat the labeleddata is
ownedby principal

�

, andthat
�

permitsthedatato beread
by principals

���

through
���

(and,implicitly,
�

). A label is
a securitypolicy controlling the usesof the datait labels;
only theownerhastheright to weakenthis policy. A secu-
rity labelspecifyingintegrity is writtenas

������� � 	�������	�� � �

,
meaningthatprincipals

� �

through
� �

trust thedata—they
believe the datato be computedby the programas writ-
ten. This is a weak notion of integrity; its purposeis to
protectsecurity-criticalinformation from damageby sub-
vertedhosts. Labelscombiningintegrity andcon�dential-
ity arisenaturally; for example,the label

�������
�
�������������

indicatesthatthelabeleddatais trustedby principal
�
�

and
alsoownedby

���

, andonly
���

is permittedto readit.
Labelsondatacreaterestrictionson theuseof thatdata.

Theuseof high-con�dentialitydatais restrictedto prevent
information leaks,and the useof low-integrity datais re-
strictedto preventinformationcorruption.Thelabelon in-
formationmaybesecurelychangedfrom label �

�

to label
�

�

if �

�

speci�es at leastas much con�dentiality as �

�

,
andat mostasmuchintegrity as �

�

. We write this labelre-
lationshipas �

���

�

�

. Therelation
�

is a pre-orderwhose
equivalenceclassesform a distributive lattice [30]; the lat-
tice join and meetoperationsare  and ! respectively.
The join operationcombinesthe restrictionson how data
maybeused.For example,if " haslabel �$# and % haslabel

��& , then "('(% haslabel �)#� *��& , whichpreservesrestric-
tionson theuseof " and % . Dually, the label �+#�!,�)& is at
mostasrestrictiveas �)# or ��& ; thus,it mustdescribeatleast
asmuchintegrity aseitherlabel.This makessensebecause
labelsrepresentrestrictionson how datamaybeused;data
with higherintegrity hasfewer restrictionson its use[4].

For any label (or programexpression)- , the notations
.0/

-�1 and 2

/

-�1 refer respectively to thecon�dentiality and
integrity partsof - (or thelabelof - ).

2.3 The Jif programming language

Variablesand expressionsin Jif have types that may
include security labels. For example, a value with type

354
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�����7���

is an integerownedby principal
�

andreadable
by

�

. WhenunlabeledJavatypesarewritten,thelabelcom-
ponentis automaticallyinferredfrom theusesof thedata.

Every programexpressionhasa labeledtype that is an
upperbound(with respectto the

�

order)on thesecurityof
thedatarepresentedby theexpression.Jif's type-checking
algorithmpreventslabeledinformation from being down-
graded, or assigneda less-restrictive label(i.e., lower in the
lattice). In general,downgradingresultsin a lossof con-
�dentiality or a spuriousincreasein claimedintegrity. The
typesystemtracksdatadependencies(information�o ws)to
preventunintentionaldowngrading.

Implicit �o ws[9] areinformation�o wsthroughthecon-
trol structureof the program. Implicit �o ws can create
both integrity and con�dentiality concerns. For example,
control-�ow integrity is important: if untrustedpartiescan
affect the control �o w of the program,they might causea
securityviolation. Securitypolicieson control �o w areex-
pressedas labels,just as for ordinaryvariables. For each
programpoint pc, two speciallabels

.0/

pc1 and 2

/

pc1 are
computedstatically, representingthecon�dentiality andin-
tegrity policiesapplyingto thecontrol�o w at thatpoint.

A Jif programmermayannotateaprogramwith arbitrary
security labels,but this doesnot meanthat the program-
merhascontrol over security. First, if labelsarenot inter-
nally consistentthe programwill not type-check;second,
labelsmustalsobeconsistentwith thesecuritypolicieson
datain theexternalenvironmentthat theprograminteracts
with. Externalconsistency is checked partly at link time
andpartly at run time.

Strict information-�ow policies basedon noninterfer-
ence [16] have not been successfulin practice as they
are very restrictive. Jif supportstwo operatorsfor inten-
tionally downgradingsecurity policies, 8
9�:�;�<�=�=

3?>

% and
9

4

8

���

=@9 . Declassi�cationreducescon�dentiality require-
mentsandendorsement(dually) increasesthe claimedin-
tegrity of data.To downgradeasecuritylabel,codemustbe
grantedtheauthorityof theprincipalswhosesecuritypoli-
ciesareaffected. For declassi�cation,theseprincipalsare
theownersof thecon�dentiality policiesthatareweakened;
for integrity, thesearetheprincipalsnewly appearingin the
integrity partof thelabel.

A secondrestrictionon downgradingis that it is only
permittedat a point wheretheprogramcounterlabel indi-
catesthattheaffectedprincipalstrustprogramcontrol�o w.
This requirementpreventsthe downgradingdecisionfrom
being improperly affectedby untrustworthy dataor com-
putation.Thegoal is to enforcethe robustdeclassi�cation
property[59].

This work inherits someof the limitations of Jif. The
most important is that programsare sequential;the Java

A�B

�

9�<�8 classis not available. This rulesout an important
classof timing channelswhosecontrol is anopenresearch
area[24, 44, 45].
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Figure 1. Bid commitment program

2.4 Bid commitment example

Figure1 shows an exampleof a Jif programbasedon
the well-known Bit CommitmentProtocol[5]. Insteadof
committingabit, theprogramcommitsanon-negativeinte-
ger. TheprincipalAlice commitsabid N to a principalBob
without revealingthe bid. Later, Alice reveals N andBob
veri�es that it is the bid Alice previously committed. We
chosethis examplebecauseit is short but hasinteresting
securityissues.

Alice's committedbid is representedby the �eld O

3

8 .
Its label

�EP

;

3

:@9

��� � ��P

;

3

: 9

	�Q��

O

�

indicatesthatthis �eld
is owned (and can be read)only by Alice, and that both
Alice andBobtrustit to bethecommittedbid. Theboolean

3

=FR

�0S�S

3�6�6

9�8 recordswhetherAlice hascommitteda bid
yet; it mustbetrustedby bothAlice andBob andvisible to
bothof them.

Lines 4 through13 de�ne a method :

�0S�S

3 6

that Alice
usesto commit to the integer value N . Bob doesnot need
to trust N becausehedoesnot carehow Alice computesthe
valueshecommitsto. The 9

4

8

���

=@9 operationmakesthat
policy decisionexplicit—it booststheintegrity of thevalue
of N sothat it canbeassignedto O

3

8 . Theauthorityclause
in line 5 givesthemethodBob'sauthority, which is needed
by the 9

4

8

���

=@9 operation.In lines4 and14, thelabelafter
themethodnameis astart label, usedto controltheimplicit
�o w into themethod[29].

Lines14through20de�ne amethod
�

9(N
9�<
; thatis used
by Alice to reveal thecommittedbid to Bob. It returnsthe
valueof �eld O

3

8 if thevalueof
3

=FR

�=S�S

3�6�6

9�8 is true. If
thevalueof

3

=FR

�0S�S

3�6�6

9�8 is false,it meansthatAlice has
not committeda valueyet, and

�

9(N�9�<
; simply returns TVU .
BecauseAlice owns O

3

8 , releasingthedatarequiresdeclas-
si�cation andhenceAlice's authority(declaredat line 15)

sothatit candeclassifyAlice'sdata.
As shown in theexampleprogram,mostsecurityanno-

tationsthat a programmerneedsto specifyare in method
signatures.In general,programmersdo not needto specify
labelsfor local variablesbecausethey canbeinferredauto-
matically[29]. Usually, therearefewersecurityannotations
in a programthantypeannotations,sowriting down secu-
rity annotationsis not a muchheavier burdenthanwriting
down thetypeannotationsthatprogrammersareusedto.

2.5 Trust modeland security assurance

Clearly, any securedistributedsystemrelieson thetrust-
worthinessof the underlying infrastructure. Let W be a
setof knownhosts, amongwhich theprogramis to bedis-
tributed.We assumethatpairwisecommunicationbetween
two membersof W is authenticated,reliable,in-order, and
cannotbeinterceptedor forged.Protectionagainstintercep-
tion andforgery canbe achieved ef�ciently throughwell-
known encryptiontechniques(e.g,[46, 58]).

To partition a programsecurely, the splitter mustknow
the trust relationshipsbetweenthe participatingprincipals
and the hosts W . For example,if Alice declaresthat she
trustsa host to hold her con�dential data,the splitter can
allow herdatato resideon thathost. Moreover, her con�-
dentialitypolicy shouldbeobeyedunlesssomehosttrusted
by hersuffersamalicious(Byzantine)failure,takinganac-
tion that is inconsistentwith thesubprogramlocatedon X .
Suchan action might result from the subversionof X by
anattacker. Conversely, a hostthatsimply stopsor crashes
may causethe computationasa whole to halt, but should
notharmdatacon�dentiality or integrity.

Eachhost X hasa securitylabel that describesthe trust
that principalsplacein X . The con�dentiality part of this
label,

.0/

X�1 , is anupperboundon thecon�dentiality of in-
formationthatcanbesentsecurelyto X . Theintegrity part
of thelabel, 2

/

X�1 , is anupperboundon the integrity of in-
formationthatcanbereceivedsecurelyfrom X ; that is, the
setof principalsthat trust datafrom X . To authenticatea
hostlabel,eachprincipal Y needsto signthesecuritypoli-
ciesin thelabelthatareownedby Y .

Thetrust con�guration is a mapfrom all thehostsin W

to theircorrespondingsecuritylabels.Thesplitterusespro-
gramlabelsandthetrustcon�gurationto securelypartition
a program. The partitioningmustobey the constraintthat
the hostselectedto run a subprogramhasa label that de-
scribesenoughprotectionof con�dentiality andintegrity to
executethatsubprogram.A securepartitioningmustsatisfy
thefollowing securitycondition[61]:

Security Assurance: SupposeW bad is thesetof
compromisedhostsin thesystem.Thenthecon-
�dentiality of an expressionZ cannotbe harmed



5unless
.0/

Z?1

� �����

bad

.0/

X 1 ; its integrity can-
notbeharmedunless

�����

bad
2

/

X�1

�

2

/

Z?1 .

The intuition behind this condition is that the label of a
host is a boundon the damagethat the host can do if it
is subverted.However, if multiplehostsaresubverted,they
may collude to causemoredamage.Therefore,the dam-
agecausedby a set W bad of compromisedhostsshouldbe
boundedby the join of their con�dentiality labelsandthe
meetof their integrity labels.

The security assurance condition is not always
easy to satisfy. Consider running the bid commit-
ment program on a trust con�guration in which host

X�� 's label is
�EP

;

3

:@9

��������P

;

3

:@9

�

and host X�� 's is
��Q��

O

����P

;

3

:@9

� Q��

O

� ��� Q��

O

�

. That is, X�� is trustedby
Alice and can hold her privatedata,and X	� is trustedby
Bob and can hold his private dataas well as data Alice
revealsto him. However, the original Jif/split system[61]
cannotpartition this codebecausethe �eld

3

=FR

�0S S

3�6�6

9�8

mustbetrustedby bothAlice andBob; therefore,the �eld
cannotbeplacedon either X

� or X
� . This papershows that

replicationof codeanddatacanoften solve this problem,
whicharisesin realisticapplications.

3 Partitioning and Replication

In this work theoriginal secureprogrampartitioningal-
gorithmhasbeenextendedto exploit automaticreplication.
If thereis no hostwith a suf�cient integrity label to run a
programstatementor to storea �eld, the extendedsplitter
canreplicatethestatementor the �eld on multiple hoststo
satisfyintegrity requirements.

Consider the partitioning failure described in Sec-
tion 2.5. Unlike the original splitter, our extendedJif/split
compilercanreplicatethe�eld

3

=FR

�=S�S

3�6�6

9�8 ontoboth X��

and X�� , so that the �eld' s value is consideredvalid only
when the copies on X�� and X�� agree. Alice trusts the
copy on X�� and Bob trusts the copy on X�� ; therefore,if
both copieshave the samevalue - , both Alice and Bob
trust that the �eld

3

=�R

�0S�S

3 6�6

9�8 has the value - , as re-
quired by the �eld' s integrity label,

��� ��P

;

3

: 9

	�Q��

O

�

. In
general,by replicatingdataon a set of hosts X

��

�
���



X

�

,
integrity may be increasedup to the combinedintegrity

2

/

X

�

1�!

���
�

!*2

/

X

�

1 if thereplicasall agree.
The useof replicationincreasesthe �e xibility that the

splitterhasto partitionprograms,but thesamesecurityas-
suranceconditionstill applies.SupposeZ is replicatedona
setof hostsX�� where

���������

. Thesplitterensuresstati-
cally thatthecombinedintegrity of thehostsX�� is suf�cient
to computeZ , so

�

2

/

X��71

�

2

/

Z?1 . The resultof Z canbe
incorrectonly if all thereplicasof Z producethesameincor-
rect result; if so,thehostsX�� areall compromised,andwe
have

�����

bad
2

/

X�1

�

�

2

/

X��71 . By transitivity, the result

of Z canbeincorrectonly when
�����

bad
2

/

X�1

�

2

/

Z?1 , but
thenthesecurityassuranceconditiondoesnotguaranteethe
integrity of Z .

Enforcingthe integrity policiesdescribedheredoesnot
guaranteeavailability; if any of thehostsperformingarepli-
catedcomputationis compromisedandproducesaresultin-
consistentwith theresultsfrom otherhosts,theerrorwill be
detectedandthecomputationwill behalted.Betterenforce-
mentof availability policiesappearsto be possiblewithin
thesecurepartitioningframework,but is left to futurework.

Therestof thissectiondescribesthereplicationandpar-
titioning of classesandobjectsacrossa distributedsystem,
aswell asthe staticconstraintsthat determinewhereeach
statementandeachdataitemcanbeplacedin thedistributed
system.Theseconstraintsensurethatcon�dentiality andin-
tegrity policiesareenforcedif all hostscomputecorrectly.
Misbehaving hostsare controlledby the run-timemecha-
nismsdescribedin Section4.

3.1 Splitting code,classesand objects

Thesplitterusesa �ne-grainedapproachto partitioning.
For each�eld and statement,the splitter assignsa set of
hoststo it. Thenstatementsand �elds that canbe placed
onthesamehostareassembledto form asubprogram.This
�ne-grainedapproachgivesthesplitter �e xibility in select-
ing hoststo satisfythesecurityconstraints.

Like Java, Jif is anobject-orientedlanguagein which a
programconsistsof classes.The splitter partitionsa class
into multiple local classes, eachof which resideson one
host.A local classcontainssome�elds of theoriginalclass
andstubcodefor callingclassmethods.If aclass

.

is split
into local classes

.

�


���
��


.

�

, thenan object � of class
.

is representedby a setof local objects �

�

��
����


�

�

that are
instancesof the classes

.
��

�
���



.
�

and locatedon hosts
X

��

���
�



X

�

. Theselocal objectssharethesameglobal ob-
ject ID.

The codeof eachsourcemethodis split into codeseg-
ments. A code segment correspondsto a fragmentof a
sourcemethodandis identi�ed by thesourceprogrampoint
pc at which the fragmentbegins. Eachcodesegment is
replicatedon a set of hosts;all the replicassimulatethe
computationof thesourcefragment.

A runningmethodhasanactivationrecordthatis explic-
itly representedasan objectin the partitionedtargetcode.
Eachactivation recordis partitionedinto local frameob-
jectsthat representthe part of the activation recordthat is
storedon their host. As with local objects,local frameob-
jectsthatrepresentthesameactivationrecordalsosharethe
sameglobal frameID.



63.2 Selectinghostsfor data

If a dataitem � is replicatedon hosts X

� 

���
��


X

�

, then
eachX�� mustbetrustednot to leak � to unauthorizedread-
ers.This constraintis expressedas

.0/

��1

�

.0/

X � 1 for all
�

,
or equivalently, as

.0/

��1

�

�

.0/

X � 1 .
The hostsholding � may receive accessor updatere-

questsfor � from otherhosts,andinfer someinformation
about the control �o w. The splitter computesthe con�-
dentiality

.

���

/

��1 of the implicit �o w to eachdata item
� : if � is accessedat a programpoint pc, the constraint

.0/

pc1

�

.

���

/

��1 is satis�ed. Thehosts X�� mustbe trusted
to readtheimplicit �o w:

.

���

/

��1

�

�

.0/

X��71 .
The integrity of � is at most as high as the combined

integrity of the set of hostsstoring it:
�

2

/

X���1

�

2

/

��1 .
Thus, replicating � tendsto make it easierto satisfy the
integrity constraintbut harderto satisfythe con�dentiality
constraints:thereis a tensionbetweencon�dentiality and
integrity. Oneway to resolve this tensionis to storea se-
curehashvalueof � on hoststhatcannotread � . Theuser
of � canverify the realvalueof � againstits hashvalueto
assureintegrity. We refer to the hashedcopiesof a piece
of dataasits hashreplicas. Confoundersareusedto pro-
tecthashreplicasagainstdictionaryattacks,asdescribedin
Section4.4.1.

Supposea host X holds a hashreplica of � . While it
cannotdeterminethe real value of � , it knows when � is
accessed.ThereforeX musthave a con�dentiality label at
leastashigh as

.

���

/

��1 . For hashreplicas,therearethree
constraintsfor placing � onhostsX

� 

���
��


X

�

:
�

�

.0/

��1

�

.0/

X���1

.

���

/

��1

�

.0/

X

�

1�!

���
�

!

.0/

X

�

1

2

/

X

�

1�!

�
���

!*2

/

X

�

1

�

2

/

��1

The �rst constraintensuresthat thereexistsat leastone
hostthatcanhold � 's realvalue.Thesecondconstrainten-
suresthat the hostsholding the dataaretrustedto receive
theimplicit �o ws. Thethird saysthatcollectively thesetof
hostssatisfy � 's integrity requirement.

Consider the �eld O

3

8 of Figure 1. It has
the label

�EP

;

3

:@9

��������P

;

3

:@9

	�Q��

O

�

, and
.

���

/

O

3

8�1 is
�FP

;

3

:@9

� Q��

O

�

becausethe valueof
3

=FR

�0S�S

3�6�6

9�8 canbe
inferredfrom the fact that O

3

8 is updatedat line 9. Thus,
O

3

8 is replicatedon X
� and X

� , and X
� can hold its real

valuewhile X
� canonly hold its hash. It is easyto check

that the threeconstraintsaresatis�ed:
.0/

O

3

8
1

�

.0/

X
�

1 ,
.

���

/

O

3

8�1

�

.0/

X
�

1�!

.0/

X
�

1 and 2

/

X
�

1�!*2

/

X
�

1

�

2

/

O

3

8
1 .

3.3 Selectinghostsfor code

In general,thehostsrunningastatementneedto readall
the inputsof thestatement.However, knowing hashrepli-
casof someinputsis suf�cient for executionof somecom-

mon statementssuchas assignments.Considerthe state-
ment O

3

8��
9

4

8

���

= 9	��N

	 �
� ��P

;

3

: 9

	�Q��

O

��


in the bid com-
mitmentexample. This statementis translatedinto O

3

8�� N

andreplicatedon X � and X � . SinceX � is notallowedto read
therealvalueof O

3

8 or N , it ownshashreplicasof both O

3

8

and N . To executethestatement,X � only needsto assignthe
hashreplicaof N to thehashreplicaof O

3

8 —no computa-
tion thatdependsontheactualvalueof N takesplace.Given
a statement� , let 
��

/

��1 bethesetof inputswhoserealval-
uesareneededin thecomputationof � , andlet 


�

/

��1 bethe
setof inputswhosehashreplicasaresuf�cient to carryout

� . Then
.0/

��1�� �

�����������

.0/

�
1 .
Thehostsrunningastatement� alsoneedto haveacom-

binedintegrity at leastashigh asthe integrity of any out-
put of � . Let �

/

��1 be the setof locations � de�nes. Then
2

/

��1�� �

���������

2

/! 

1 . In general,hosts X

� 

���
��


X

�

canex-
ecutethe statement� securelyif the following threecon-
straintsaresatis�ed:

"

�$#

����%&���'�

�

�

.0/

��( 1

�

.0/

X��71

.0/

��1

�

.0/

X

�

1�!

���
�

!

.0/

X

�

1

2

/

X

�

1�!

�
���

! 2

/

X

�

1

�

2

/

��1

The�rst constraintguaranteesthat thereexistsat leastone
host X�� thatcanhold therealvalueof theinput �)( . Thesec-
ondconstraintrequiresthateveryhostcanreadthoseinputs
whosereal valuesareneededto execute� . The third con-
straintensuresthatthesetof hostshasacombinedintegrity
suf�cient for everyoutputof � .

4 Run-time Mechanisms

As a partitionedprogramruns,codesegmentson differ-
enthostsinteractto simulatethecontrol �o w anddata�o w
of thesourceprogramasif it wererunningon a singlema-
chine.Theseinteractionsincludecontrolanddatatransfers
betweenhosts,bothof whicharesupportedby therun-time
system.Eachcall to therun-timesystemsendsamessageto
anotherhostto triggeranactiononthathost,suchasexecut-
ing a codesegmentor accessinga �eld. An importantgoal
of therun-timesystemis to preventbadhostsfrom causing
integrity violations.

4.1 Run­time interface

Figure 2 shows the interface to the run-time system.
There are three operationsfor transferringdata between
hosts. Calls to *
9

6�+
3

9�;�8 and =@9

6�+
3

9
;�8 accessremote
�elds, while

>

���-,

<

�

8 transferslocal variablesbetween
frame objectson different hosts. The other threeopera-
tions in the �gure—

�

*

�

6

�

, ;�*

�

6

�

and =�%

4

: —areusedto
transfercontrolamongthehosts.This run-timeinterfaceis
similar to that in the original Jif/split system[61], but its
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Figure 2. Run­time interface

int bid;
boolean isCommitted;

sync( sr) ; 
rg oto ( s1) ;

s0: entry

v = ( v>=0) ?v:0 ;
f or war d( hb, ... ,v ) ;
l goto () ;

s1

rg oto ( s2) ;

sr

i f  ( ! isCommitted ) {
  bid =v;
  isCommitted =t r ue;
}
rg oto ( s3) ;

s2

l goto () ;

s3: exi t

Host h a

lgoto, ta

rgoto

rgoto

rgoto, tasync

Hash bid;
boolean isCommitted;

sync( sr) ; 
rg oto ( s1) ;

s0: entry

rg oto ( s2) ;

sr

i f  ( ! isCommitted ) {
  bid =v;
  isCommitted =t r ue;
}
rg oto ( s3) ;

s2

l goto () ;

s3: exi t

Host h b

rgoto

rgoto

rgoto, tb
sync

fwd

ta

ta

tb

tb

hash
lgoto, tb

Figure 3. Contr ol �o w graph of the :

�0S�S

3 6

method

implementationis quite different becauseit may be used
concurrentlyby differentreplicas.

Both
�

*

�

6

�

(“regular goto”) and ;�*

�

6

�

(“linear goto”
[60]) operationstransfercontrol to a code segment on a
remotehost. Intuitively,

�

*

�

6

�

is usedto transfercontrol
from a codesegment to anotherwith equal or lower in-
tegrity1, while ;&*

�

6

�

allowsacodesegmentto transfercon-
trol to anothercodesegmentwith higherintegrity. Figure3
shows the control-�ow graph of a possiblesplitting and
replicationof the :

�0S�S

3�6

methodin Figure1,andillustrates
how

�

*

�

6

�

, ;�*

�

6

�

and =?%

4

: areusedto transfercontrol. In
Figure3, theintegrity labelsof �*= , �

�

and �

�

arerespectively
�
����P

;

3

:@9

	�Q��

O

�

,
������P

;

3

:@9

�

and
������P

;

3

:@9

	�Q��

O

�

.

�

�

*

�

6

�
/

X


?>�


pc1 invokesthecodesegmentatpconhost
X , with frame object

>

. The hostsdoing the
�

*

�

6

�

musthave a combinedintegrity ashigh asthat of the
codesegmentto be invoked. In Figure3, ��= transfers
controlto �

�

with
�

*

�

6

�

.

1The integrity label of a codesegment @ is the meetof the integrity
labelsof all thestatementsin @ .

�

;�*

�

6

� /

1 transferscontrol from one codesegmentto
anotherwith higherintegrity. A capabilitymechanism
preventsahostfrom usinganinvalid ;�*

�

6

�

to corrupt
a computationwith higher integrity. In Figure3, af-
ter running �

�

, host X � sendstwo ;�*

�

6

�

requeststo
invoke the two replicasof � � . Sincethe integrity of

X � is lower than that of � � , X � must presenta capa-
bility for invoking � � . Unlike in the original Jif/split
system[61], thecapabilityis asetof capabilitytokens

A
B

�




B

�4C . Eachtokenis usedto invokea replicaof � � .
�

=?%

4

:

/ >�


pc1 createsa capability token
B

that can be
usedto invoke the codesegmentreplicaon the local
hostwith frame object

>

. In general,a =�%

4

: opera-
tion is replicatedon multiple hosts,andcreatesa set
of tokens.A capabilitytokenis a tuple D7X


?>�


pc



uidE ,
containinga hostID, a frameID, a programcounter,
anda unique128-bit identi�er. The�rst threecompo-
nentsspecify the codesegmentto be invoked by the
token. The last componentpreventsforgery and en-
suresuniquenesswith high probability. In Figure3,
the replicasof �
= do =?%

4

: operationsto collectively
generatethecapability

A*B

�




B

�
C .

4.2 Replication and run­time checks

Exceptfor =?%

4

: , all of theoperationsin therun-timein-
terfaceneedto sendamessageto anotherhost.Thishastwo
securityimplications.First, thereceiving hostmustprotect
the con�dentiality of the message,andsecond,a message
cannotbetrustedmorethanits sender.

Supposea run-timecall on host X sendsa messageF

to host X
( to invoke an action G . Let

.0/

F 1 be the con�-
dentiality of the informationthat is containedin F or can
be inferred from it, and let 2

/

G
1 be the integrity required
to perform G . Thenthe systemmustenforcetwo security
constraints:

.0/

F 1

�

.0/

X ( 1 and 2

/

X�1

�

2

/

G
1 . The split-
ter statically ensuresthat

.0/

F�1

�

.0/

X ( 1 when it gener-
atesthecodefor therun-timecall. However, thecondition

2

/

X 1

�

2

/

G
1 mustbecheckedatruntime,becausebadhosts
might fabricatemessages.

Theconstraint2

/

X�1

�

2

/

G
1 hasaninterestinginteraction
with replication. Supposea statement

>

�IH is replicatedon
hosts X

�

and X

�

, and the �eld
>

resideson host X ( . On
executingthestatement,both X

�

and X

�

senda =@9

6�+
3

9
;�8

messageto X ( . Host X ( shouldupdate
>

if the combined
integrity of X

�

and X

�

is ashigh asthat of
>

. SupposeX (

receivesthe = 9

6�+
3

9�;�8 messagefrom X

�

�rst and�nds that
2

/

X

�

1KJ

�

2

/

>

1 . In thatcase,X
( suspendstherequestuntil the

samerequestis madeby X

�

. Then, X ( acceptsthe request
after verifying that 2

/

X

�

1 ! 2

/

X

�

1

�

2

/

>

1 . In general,if
X

��

� � � 


X

�

requestanaction G , it canbeperformedsecurely
if thecombinedintegrity of thehostsX�� is suf�cient:

2

/

X

�

1�!

� � �

!*2

/

X

�

1

�

2

/

G
1

/

RC11



8However, this conditionis morerestrictive thannecessary.
In general, if hosts X

� 
��
�
�



X

�

send messagesto hosts
X�(

�



�
����


X (

�

to invoke an action G , each X (

� cansecurelydo
G if thefollowing conditionholds:

2

/

X

�

1�!

� � �

!,2

/

X

�

1

�

2

/

G�1  2

/

X

(

�

1

/

RC21

Theaction G is successfullyperformedonly if all thehosts
X�(

� perform it, implying that RC2 holds at all X (

� . But
this implies

�

2

/

X���1

�

2

/

G
1� 

�

2

/

X�(

�

1 , whichguarantees
that RC1 is satis�ed becausethe splitter staticallyensures

�

2

/

X (

�

1

�

2

/

G
1 . Therefore,it is safeto useRC2 in run-
timechecks.

Supposehosts X

� 


X

�

and X�� want to updatea �eld
>

that is replicatedon hosts X (

�

and X (

�

. The integrity of
>

is
�
����P

;

3

:@9

	�Q��

O

	

R

B��

:��

�

, andtheintegrity labelsof the� ve
hostsareshown in the following �gure. Using RC2, only
threemessagesarerequired:

h1 h2 h3

{*:Alice} {*: Bob} {*: Chuck}

h1
' h2

'

{*:Alice , Bob} {*: Chuck}

4.3 Control transfer mechanisms

Usingthethreerun-timecalls(
�

*

�

6

�

, ;�*

�

6

�

and =?%

4

: )
asbuilding blocks,thesplittergeneratestherun-timeproto-
col thatsimulatesthecontrol�o w of thesourceprogram.A
securecontrol transferprotocolmustprevent low-integrity
hostsfrom affectinghigh-integrity control�o w. Otherwise,
a bad low-integrity host may compromisehigh-integrity
computation,leadingto datacorruptionor improperdeclas-
si�cation of con�dential data.

Thedif�cult caseis whenthecontrolneedsto betrans-
ferredfrom a codesegment �

�

to anothersegment �

�

with
higher integrity ( 2

/

�

�

1 J

�

2

/

�

�

1 ). This transferis poten-
tially insecure,becausethe badhostsmay have suf�cient
integrity to invoke �

�

andcausecontrol to be passedto �

�

eventhoughthey donothaveenoughintegrity to invoke �

�

.
So �

�

mustusean ;�*

�

6

�

operationalongwith a setof ca-
pability tokensto invoke �

�

.

4.3.1 The ;&*

�

6

�

protocol

Considera simplecontrol �o w �
=��

�

�

�
�

�

, where �
=

and �

�

have higher integrity than �

�

. Control shouldgo
from codesegment �*= to �

�

, andthento �

�

. Here, �

�

has
low integrity andcannotpasscontrol to �

�

directly, but �*=

hassuf�cient integrity to transfercontrol to �

�

. So when
��= passescontrol to �

�

, it gives �

�

a capabilitythatpermits
control to bereturnedto a segment �

� containingthestate-
ment

�

*

�

6

�
/

�

�

1 . Thesegment � � hasthesameintegrity as

� = andresidesonthesamesetof hosts.Intuitively, �

�

is like
aprocedurecall, and � � is thereturnaddress.

Suppose�*= is replicatedon hosts X

�

through X

�

. The
protocolworks roughly like this: eachreplicaof ��= on X �

doesa =?%

4

: operationto createa token
B

� for the replica
of � � on the samehost. Then �*= passescontrol and the
setof tokens

B

� 

���
��


B

�

to �

�

. After �

�

�nishes running,it
returnscontrolto � � with thosetokens.Finally, � � runsand
transferscontrol to �

�

. Using thenotation“ � =	� �

�	


F ”
to representsendinga messageF from � = to �

�

, we can
write theprotocolas:

1. � = : =?%

4

:

/

��� 1 , creates
B

��

���
��


B

�

2. � =�� �

�

:
�

*

�

6

�

, D

B

��

���
�



B

�

E

3. �

�

� � � : ;�*

�

6

�

, D

B

��

���
�



B

�

E

4. � � � �

�

:
�

*

�

6

�

This descriptionhides some complexity arising from
replication. In step2, sendingan

�

*

�

6

�

requestfrom ��=

to �

�

actuallyrequiresmultiple network messagesfrom the
hostsrunning �
= to the hostsrunning �

�

. In step3, if a
hostrunning �

�

hasthetoken
B

� , thehostjustsends
B

� along
with an ;�*

�

6

�

requestto X�� . Figure3 showsanexamplein
which �

= and �

�

arereplicatedon two hosts.
This protocol handlesa simple control transferto and

from a low-integrity host; morecomplex control �o w can
alwaysbereducedto occurrencesof thissimplecase.

4.3.2 The
�

*

�

6

�

protocol

Supposecodesegment �
= transferscontrol to segment �

�

with an
�

*

�

6

�

, where �
= is replicatedon X

� 
�� � � 


X

�

and �

�

is replicatedon X (

�



� � � 


X�( � . For each X (

� , the splitter �nds
thesmallestsubsetof

A

X

� 

� � � 


X

�

C suchthat thecombined
integrity of the subsetof hostsis greaterthanor equalto

2

/

X
(

�

1  ,2

/

�

�

1 ; every hostin thesubsetsendsan
�

*

�

6

�

re-
quest to X (

� . This protocol guaranteesthat the run-time
checkof RC2at eachhost X (

� succeeds,andavoidsunnec-
essarynetwork communication.

4.3.3 Token management

Capabilitytokensallow low-integrity hoststo invoke high-
integrity codesegmentsusing ;&*

�

6

�

, so it is critical to re-
strict thecreationandpropagationof thesetokens.Suppose
that 2 is an arbitrary integrity label. A label 2 ( is consid-
eredhigh-integrity if 2�(

�

2 ; otherwiseit is low-integrity.
To preventmisuseof capabilitytokens,thesystemmusten-
forcetwo securityinvariantsfor every integrity label 2 :

TI1 Whencontrolis in ahigh-integrity codeseg-
ment, no set of hostswhosecombinedin-
tegrity is low hasa completesetof tokens
for a high-integrity codesegment.



9TI2 Whencontrol is in a low-integrity codeseg-
ment, at most one completeset of tokens
for a high-integrity codesegmentis heldby
any setof hostswhosecombinedintegrity is
low.

TI1 prevents low-integrity hosts from starting a high-
integrity threadwhile oneis alreadyrunning. TI2 ensures
thatoncecontrol is transferredto a low-integrity codeseg-
ment, high-integrity control �o w can be resumedat only
onepoint. Thesetwo invariantsleave low-integrity hosts
no choicebut to follow the control �o w chosenby high-
integrity hosts.

In the control-transferprotocol, tokensare passedbe-
tweenhostsin two ways.First, tokenscanbepassedalong
with ;&*

�

6

�

requests,asshown in step3 of the ;&*

�

6

�

pro-
tocol. Therun-timesystemof eachhostmaintainsanentry
tablethat recordstokenscreatedon thathostandtheir cor-
respondingcodesegments.Whena hostreceivesan ;�*

�

6

�

requestwith a token
B

, it checkstheentrytable.If
B

is in the
entry table, the host invokes the correspondingcodeseg-
ment,anddeletes

B

from the entry table to prevent replay
attacks.

Second,tokenscanbepassedalongwith
�

*

�

6

�

requests,
as shown in step2 of the ;&*

�

6

�

protocol. Thesetokens
can be usedby the destinationhoststo invoke a remote
codesegment. The run-timesystemassociatesthe tokens
received along with an

�

*

�

6

�

requestwith the codeseg-
mentinvokedby the

�

*

�

6

�

request.Thetokensassociated
with therunningcodesegmentarecalledtheactivetokenset
(ATS). For instance,in Figure3, theATS of �

�

is
A*B

�




B

�
C .

Supposehost X is runningcodesegment � . Dependingon
whatcontroltransferoperationsareperformedby � , therun-
timesystemof X managestheATSof � in oneof threeways:

� Case1: ;�*

�

6

�

. The ATS is usedto return control
to somehigher-integrity codesegment.Recallthatan

;�*

�

6

�

call doesnot have any arguments,becausethe
run-timesystemmaintainstheATS.

� Case2:
�

*

�

6

�

. TheATS is distributedto thereplicas
of thedestinationcodesegmentalongwith the

�

*

�

6

�

request.
� Case3: =?%

4

: followedby
�

*

�

6

�

. The =?%

4

: call cre-
atesa new token

B

thatcorrespondsto a codesegment
� � , which shouldbe the only returnpoint for the fol-
lowing computationsthathasa lower integrity than � .
Token

B

is sentalongwith the
�

*

�

6

�

request,andthe
currentATS becomesassociatedwith �

� , sothatit be-
comestheATSwhencontrolreturns.

Thereis an importantsecurityconstraintaboutthe dis-
tribution of tokens in casetwo. Supposea set of hosts
use

�

*

�

6

�

to transfercontrol to a codesegment � repli-
catedon X (

�



���
��


X�(
�

, anddistributesa setof tokensto each

of the replicas. Thenany subset� of
A

X (

�



���
��


X�( � C with
2

/

�*1 J

�

2

/

��1 cannotreceive the completeset of tokens.
This is a direct corollary of TI1, wherehigh integrity and
low integrity arede�ned with respectto 2

/

��1 . If � receives
thecompletesetof tokens,thenTI1 is violated: thecontrol
is in a high-integrity codesegment � , but � hasa low com-
binedintegrity labelandholdsa completesetof tokensfor
ahigh-integrity codesegment.

Therun-timesystemenforcesthisconstraintby ensuring
thateachrecipientgetsat leastoneuniquetoken.However,
thesendersmaynot have enoughtokensto assigna unique
oneto eachrecipient.In thatcase,therun-timesystemsplits
a token into multiple tokensby a secret-splittingscheme
basedon theexclusive-oroperation[42].

4.3.4 Control �o w assurance

The control �o w assurancethatour control transfermech-
anismis designedto enforcecanbe de�ned usinga trace
model. We representan executionof a programasa trace
of codesegmentsthatarerunningsequentially. For exam-
ple, � � �

=
�

�

� ���

�

is a trace.Let ������� representsthetrace
obtainedby removing from � thosecodesegmentswith low
integrity relative to 2 . Intuitively, �����

� shouldnot be cor-
ruptedby a set of bad hostswhosecombinedintegrity is
lowerthan 2 . Thecontroltransfermechanismis intendedto
enforcethefollowing property:

Control Flow AssuranceLet � be the correct
traceof runningaprogram,� ( betheactualtrace
of runningthesameprogram,and W bad betheset
of compromisedhosts.Then

�����

bad
2

/

X 1 J

�

2

implies ��� (��
� is a pre�x of �	���

� .

Recall that badhostscanpotentiallystopthe computa-
tion. Thatis thereasonwhy theconditionstatesthat ��� (
���

is a pre�x of ������� insteadof equalto �	����� . However, this
availability attackwill notcorruptdataor causecon�dential
datato beleaked.

Our control transfer mechanismensures that low-
integrity hostscan only usecapability tokensto invoke a
high-integrity codesegment.Underthis condition,thetwo
tokeninvariantsimply thecontrol�o w assurance.

4.4 Data transfer mechanisms

Datatransferoperationsincludeaccessing�elds, updat-
ing �elds, and forwardinglocal variables. To reada �eld

>

, a host X sends*�9

6�+
3

9
;@8 requeststo a hostset W
� that
hold

>

andhaveacombinedintegrity ashighas2

/

>

1� *2

/

X 1 .
Eachhostin W
� returnsthevalueof

>

to X after checking
that

.0/

>

1

�

.0/

X 1 . Then X comparesthereplicasof
>

from
W

� , and acceptsthe value only if all the replicasare the
same.



10To updatea �eld
>

replicatedon X (

�

through X (

�

, theup-
datinghostssend =@9

6�+
3

9
;�8 requeststo eachX (

�

, which do
theupdateaftercheckingRC2. If a runningcodesegment
updatesalocalvariable,it hasto forwardtheupdateto other
codesegmentsresidingon remotehoststhat may usethe
variable.

4.4.1 Data hashing

As describedin Section3.2, a securehashvalueof data �

maybestoredon a host X whosecon�dentiality is only as
high as

.

���

/

��1 . The run-timesystemusesthe MD5 algo-
rithm [36] to generatethehash.If host X wantsto createa
hashof data � , it generatesa confounder

�

andcomputes
A

�




�

C MD5. Whenever X sends� to somehost,it alsosends
�

to thathostsothattherecipientcanverify that
A

�




�

C MD5

is thehashof � . If � is replicatedon multiple hosts,those
hostshave to createthe sameconfounderfor � . The run-
time systemusestheglobal identi�er generationalgorithm
of Section4.5to generatesharedconfounders.

In Figure 3, the codesegment �

�

containsa statement
N�� ��N��-���


��

N

�

� thatde�nes N , and �

�

containsa statement
O

3

8�� N thatusesN . After running �

�

, X�� needsto forwardthe
valueof � to thereplicaof �

�

on X�� . SinceX�� cannotread� ,
X

� only sendsthehashvalueof N to X
� . It is interestingthat

theusualwayof implementingthebit commitmentprotocol
is to have Alice senda hashvalueof her committedbit to
Bob. Thesplitterautomaticallygeneratesasimilarprotocol
from thehigh-level securitypolicy.

4.4.2 Data consistencyand synchronization

Severalhostsmayrun thesamepieceof codeor accessthe
samedataconcurrently. To maintainconsistency, the run-
time systemmust ensurethat thoseaccessesare properly
ordered. Supposea �eld is replicatedon a set of hosts.
It is importantthat eachhostprocessesthe *�9

6�+�3

9
;�8 and
= 9

6�+
3

9�;�8 requestsin theorderspeci�edby thesourcepro-
gram. However, requestsaregeneratedby replicatedcode
segmentsthat neednot be synchronizedwith oneanother.
A hostshouldnotservearequestuntil all logically previous
requestshave beenserved.Timestampsarea commonway
to accomplishthis,but timestampsmayleakcon�dential in-
formationaboutcontrol�o w. Instead,thehostsstoring�eld
replicascoordinatewith eachotherusingthefollowing pro-
tocol.

A hostreceiving anew accessrequestactsasthecoordi-
natorof a two-phasecommitprotocolthatensuresall other
replicahostsareawareof therequest.It announcestheex-
istenceof the requestto the otherreplicahosts,which ac-
knowledgetheannouncement.Onceall acknowledgements
havebeenreceived,therequestis servicedby thecoordina-
tor, andin parallelit informs theotherreplicas,permitting

themto begin servicingthatrequestaswell. Everyhostde-
laysservicinga �eld requestuntil it hasservedall pending
requeststhatit hasacknowledged.

Somesimpleoptimizationsreducethe numberof mes-
sagessent. A readrequestmay be servicedif all pending
requestsare also reads. In generalseveral hostsmay re-
ceive a new requestconcurrentlyandeachtry to actasco-
ordinator. However, coordinatorsarearbitrarilyorderedand
ahoststopsparticipatingin arunof thisprotocolonceit be-
comesawareof a differentrun for thesamerequestwith a
lower-numberedcoordinator. Finally, if thereareonly two
replicas,the �nal stepof the two-phasecommit is skipped
becauseit is notnecessary.

4.5 Global identi�er generation

Both object IDs andframeIDs areglobal andmustbe
generatedconsistentlyby replicatedcodesegments.How-
ever, caremust be taken to avoid creatinga covert infor-
mationchannelin which informationaboutthecontrol�o w
on trustedhostsis deduciblefrom the global identi�er. In
our implementation,thecovert channelis avoidedby mak-
ing anidenti�er appearrandomto hostsotherthanthecre-
ators. Every set of hoststhat may createa global identi-
�er sharea secretconfounder, which is usedto generate
global identi�ers independentlyandef�ciently usingMD5
hashing.The identi�ers createdwith a confounderappear
randomto hostswho do not know the confounder. At the
startof theprogram,hostsneedto createglobal IDs run an
agreementprotocolto initialize theconfounder.

5 Results

Thesplitterandthenecessaryrun-timesupportfor exe-
cutingpartitionedprogramshasbeenimplementedin Java
asanextensionto theexistingJif compiler[31].

5.1 Benchmark Programs

Thesystemwasevaluatedwith asetof programsthatex-
ploreddifferentkindsof distributedprotocolsandsecurity
con�gurations; theseprogramswere also comparedwith
hand-codedimplementations.

Basedonpreviousexperience,communicationcostis the
greatestcontributor to executiontime in a WAN environ-
ment. Sincethedistributedsystemwill typically crossad-
ministrative boundaries,we expecta WAN environmentto
be the norm,andthereforereportperformancein termsof
thenumberof host-to-hostmessagesgenerated.

The execution of the partitioned programson differ-
ent hostswas simulatedwith multiple threadsin a single
JVM, andthenumberof messagesbetweenhostscounted.
Eachhost's subprogramwasexecutedin a differentthread.



11Thehand-codedimplementationswerealsorunonmultiple
threadsin a singleJVM.

Thebenchmarkprogramsusedwereauctions,abanking
simulation,and the gameBattleship. Replicationof both
codeanddatawasrequiredto successfullypartition these
programswith thetrustcon�gurationsused.Theprograms
usedarefairly shortbutcontainthesamesecurityissuesthat
wouldbefoundin a morecompleteimplementation.

In our most full-�edged example,Battleship,thereare
44 securityannotations(labels),which is approximately1
annotationfor every3 linesof code.

To summarizethe results,the run-timeperformanceof
thesystemon theseprogramswasreasonable,andreplica-
tion allowsusto successfullypartitionprogramsfor alarger
classof trustcon�gurations.

5.1.1 Auctions

Auctions are a useful componentof a number of elec-
tronic commerceinteractions[21], for exampleelectronic
procurement,wheresuppliersarebidding to ful�ll a con-
tract. Participantsin theseinteractionsmayhave con�den-
tiality andtrust requirementson the informationusedand
exchanged;varioustypesof auctions,suchas closedbid
auctions,incorporateaspectsof privacy andtrust. The di-
versesecurityrequirementsof different typesof auctions,
andtheir relevanceto electroniccommerce,make auctions
aninterestingandsuitableproblemarea.

Threedifferenttypesof auctionsweremodeled.All the
auctionsmodeledare one-sided,�rst price auctions,with
only a single item for sale. The sellerandthe biddersare
identi�ed with principals.Dueto thesingle-threadednature
of theprograms,bidscannotbesubmittedasynchronously.
Instead,a roundof biddingconsistsof eachbidderin turn
submittingabid.

The threeauctionsarenamedA
�

, A
�

andA � . Auction
A

�

is anopenbid auction—allbidsarepublic, andareen-
dorsedby all principals.At thecloseof thebidding,compu-
tationof thewinningbidderis performedpublicly. Auction
A

�

is a sealedbid auction,wherebids aremadepublic at
thecloseof bidding.AuctionA � is similarto A

�

exceptthat
bidsarerevealedonly to theseller, whothendeterminesthe
winning bidderandrevealsthe result. Theprivacy andin-
tegrity requirementsof eachof theseauctionsareexpressed
in their programsaslabelsandusesof downgrading.

5.1.2 Banking Simulation

Bankingis an importantdistributedapplicationwith com-
plicated privacy and integrity requirements. We imple-
mentedasimplebankingexample:Alice holdsacredit-card
with abank,andtwo creditreportagenciesmaintainacredit
reportfor her. If Alice payshercredit-cardbill late,thebank
reportsthis to theagencies,andthenaskstheagenciesfor

Alice's credit rating. If therating is too low, thebankmay
cancelherline of credit.

We model Alice's bank accountinformation as being
owned by Alice, readableby the bank, and trusted by
both of them. For the bank to senda report to the agen-
ciesthusrequiresanexplicit declassi�cationof information
by Alice, which is presumablyauthorizedby Alice when
sheopensthe account. Alice's credit reporthasthe label

�EP)�

R U

	

R��

� ���

R U

	

R��

�

, where
P

representsAlice and R U and
R�� representthe credit reportagencies.To achieve the re-
quiredsecurityassurance,the codeanddatafor the credit
reportmustbereplicatedon thehostsof bothagencies.

5.1.3 Battleship Game

Battleshipis a gamefor two players.Eachplayerhasa se-
cretgrid containingseveralbattleships.In turn,eachplayer
askstheopponentto revealthecontentsof aparticularloca-
tion on theopponent'sgrid. Playcontinuesuntil oneplayer
wins by discovering the location of all of his opponent's
battleships.

This simplegamehasa numberof interestingsecurity
properties.Eachprincipal (player)hasa grid that is read-
ableonly by its owner, but to prevent cheatingit mustbe
trustedby bothprincipals.Theprincipalsalternatebetween
testinga single locationof the opponent's grid for a ship,
anddeclassifyingthat information.Thecontrol �o w of the
programmustbe trustedby both principals,to ensurethat
turnsalternatestrictly andthusthatnoprincipalrevealstoo
muchat once.At theendof thegame,theunrevealedpor-
tion of eachprincipal's grid is declassi�ed,to verify that
bothprincipalshadthesamenumberof battleships.

Many of the security issuesthat arise in this simple
game,suchas preventing client cheating,are relevant to
more realistic online gamingsystems. We speculatethat
programpartitioningmaybeusefulfor constructingsecure
onlinegames.

5.2 Performance

All theauctionscenarioswererunwith threebidders.In
auctionsA

�

andA
�

the sellerplaysno role in the bidding
processor in thecomputationof thewinningbid, andis not
explicitly represented.ThebankingprogramBNK wasrun
with 4 principals,representingthebankcustomer, thebank
andtwo credit reportingagencies.TheBattleshipprogram
BTL wasrun with two principalsona10 � 10grid.

Table1 showsthetrustcon�gurationsthatwereusedfor
theexperiments.Eachcolumnshowsthehostlabelsoccur-
ring in onecon�guration. For theauctions,principals

P

,
Q

,
and R arebiddersand � representstheseller; for Banking,
principal

P

is thebankcustomer,
Q

representsthebank,and
R U and R�� representcredit reportingagencies;for Battle-
ship,principals

P

and
Q

arethetwo players.



12Host Con�g X Con�g Y Con�g Z Con�g B Con�g W
��� �����	��
��
�

�
���

�����	����������
��
�

�

�����������	��
��
�

�

�����

�

��
��

�,����� �������

�����	��
��
�

�

� � �

�

�	��
��

�������

�

�

�	�����

�

��
��

���

�

�

�������	��
��

���

�����

���

��
��

���!�

�

�

�	��
��

�"�

�$# �

�

�	��
��

���

�

�

�	�����

�

��
��

���

�

�

�������	��
��

���

�����

���

��
��

���	� %

�$&

%

�����	��
��
�

�
�,���+�

�

�

�����	��
����

� % %

Table 1. Trust con�gurations for example programs.

Metric A
�

(hA
�

) A
�

(hA
�

) A
#

(hA
#�'

) A
#

(hA
#)(

) BNK(hBNK) BTL(hBTL)

Lines 49 (78) 54 (85) 62 (94) 62 (175) 53 (120) 142(162)
Con�guration X X Y Z B W

Totalmessages 11 (4) 24 (8) 47 (9) 27 (18) 16(8) 1294(383)
!��
(*)
�
(*�

1 7 9 9 4 1109
�����
	��

2 2 9 0 2 0
(*���
	��

8 15 29 18 10 185

Table 2. Program measurements

The�rst row of Table2givestheprogramlengthsin lines
of code.We measuredtotal messagecountsusingcon�gu-
ration X for A

�

and A
�

, con�gurationsY and Z for A � ,
con�guration B for Bankingandcon�guration W for BTL
(asshown in thenext row). Thesubsequentrows give total
messagecountsanda breakdown of countsby typefor the
automaticallypartitionedprogram.

No = 9

6�+
3

9�;�8 or *�9

6�+�3

9
;�8 messagesweresentduring
any of the simulations—all�eld accesseswerelocal. The
splitteris oftenableto avoid = 9

6�+
3

9�;�8 and *�9

6�+�3

9
;�8 calls
becauseof theincreasedspatiallocality of thedatathatre-
sultsfrom replication:because�elds arereplicatedonmul-
tiple hosts,a hostcanoftenaccessits local replicatedcopy,
insteadof communicatingwith otherhosts.

Theresultsfrom thehand-codedimplementationsof the
exampleprogramsare shown in the table in parentheses
(hA

�

, hA
�

, hA �+* , hA �-, , hBNK andhBTL of Table2). The
hand-codedimplementationsprovide thesamesecurityas-
suranceastheautomaticallypartitionedprograms,andex-
plicitly replicatedataandcodeto achieve the requiredin-
tegrity. The insightobtainedby readingthecorresponding
partitionedcodehelpedin writing thereferenceimplemen-
tationssecurelyandef�ciently .

All of the hand-codedimplementationsare longer
thanthecorrespondingautomaticallypartitionedprograms.
Also, thehand-codedimplementationswerewrittenfor spe-
ci�c trustcon�gurations;hA �)* andhA �., werebothcoded
from scratch,while A � wasrecompiledwith differenttrust
con�gurations. In general,partitioninga programfor dif-
ferenttrustcon�gurationsis veryeasy;it is simplyamatter
of recompilation.

The hand-codedimplementationssend 1.5–6� fewer
messagesthantheautomaticallypartitionedprograms.This
ef�ciency is possiblebecausethehand-codedprogramsex-

ploit concurrency to agreaterdegreethanourautomatically
partitionedprograms.Our systemmustbe conservative in
its useof concurrency to ensurethatthesecurityprotocolof
aprogram—oftenimplicit in thesequencingof execution—
is adheredto. For example,in thebid commitmentprogram
of Figure1 thereis an implicit synchronizationpoint after
the 9

4

8

���

=@9 statementof the :

�0S�S

3�6

method,to ensure
thatAlice hasreally committedto a valuebeforecomputa-
tion proceeds.Our systemthusconservatively follows the
�o w of controlof thesourceprogram,while thehand-coded
programsarefreeto rearrangecontrol�o w solongasthese-
curity constraintsaremet. However, asprogramcomplex-
ity increases,writing secureconcurrentcodeby hand,and
guaranteeingits security, canbedif�cult. Oursystemtrades
off someof the expressivenessandperformanceof hand-
written concurrentcodefor the assurancethat the princi-
pals' securitypoliciesareadheredto.

5.3 Discussion

If our new Jif/split systemandtheoriginal Jif/split sys-
tem [61] areboth able to successfullypartition somepro-
gramgiven a trust con�guration, then the performanceof
the two partitionedprogramswill be the same. However,
oursystemis ableto successfullypartitionagivenprogram
for a larger classof trust con�gurations than the original
Jif/split, whichdoesnotsupportreplication.In fact,all pro-
gramsthatarecompilableby theoriginal Jif/split arecom-
pilablein oursystem;noneof thebenchmarkprogramscan
becompiledby theoriginalJif/split,asthey all requirerepli-
cation.

For example,the players' grids in the Battleshipgame
must be trustedby both principals, but since no host in
con�guration W is trustedby both principals,the original



13Jif/split would be unableto �nd a host on which to store
eithergrid. Our systemsatis�es the securityrequirements
by replicatingthegridson bothhosts,thoughonly in hash
valueform on theopponent'shost.

6 RelatedWork

We have usedthe term “end-to-endsecurity policies”
largelysynonymouslywith “information �o w policies”. In-
formation�o w policieshave beenenforcedusingbothdy-
namic [14, 25] and language-basedtechniques[9, 27, 28,
13, 53, 18, 34, 35, 3, 38]. Jif [29, 31] is a full-scaleimple-
mentationof a security-typedlanguage.This work builds
on theoriginal Jif/split system[61] that introducedthese-
cure partitioning technique,extending it to supportauto-
maticreplicationof codeanddata.

Althoughmostresearchoninformation�o w hasfocused
on con�dentiality policies, integrity has also beenstud-
ied [4, 32]. Securitytypesthatcaptureintegrity have been
usedto reasonabout the correctnessof communications
protocols[17] and to �nd format string vulnerabilitiesin
C [43]. Stackinspection[55] alsoprotectsintegrity by en-
suringthatprivilegedcodeis not invokedby untrustedpar-
ties.

Fragment-Redundancy-Scattering(FRS)is a relatedde-
signmethodologyin whichprogrammersimplementsecure
applicationsby manuallysplittingandreplicatingtheircode
and datato achieve con�dentiality and integrity [51, 12].
Secureprogrampartitioning differs in that programmers
write formalsecuritypoliciesinto theirapplicationsthaten-
ablethesystemto automaticallysplit andreplicatecodeand
datain orderto enforcea formally speci�edsecuritycondi-
tion.

Anotherlanguage-basedapproachthat usescodetrans-
formation to enforcesecurity policies is inline reference
monitors [10, 11]. Automatedcode transformationhas
also beenusedto guardagainstbuffer over�ows [8] and
more generally, violations of memorysafety[54]. How-
ever, noneof thesecode-wrappingtechniquescanenforce
information-�ow policies[41].

Programslicing techniques[56, 50] provideinformation
about the datadependenciesin a pieceof software. Al-
thoughthe useof backward slicesto investigateintegrity
andrelatedsecuritypropertieshasbeenproposed[15, 22],
the focusof work on programslicing hasbeendebugging
andunderstandingexistingsoftware.

7 Conclusions

End-to-endsecurityassuranceis a long-standingprob-
lem that is growing more important as computationbe-
comesincreasinglydistributed,spanningorganizationaland

othertrustboundaries.Information-�ow policiesarea nat-
ural way to specifyend-to-endsecurity, but therehasbeen
little prior investigationof how to practically specify and
enforcethemin systemswith mutualdistrustanddistrusted
hosts. Enforcementof data integrity policies is a central
problemthat wasidenti�ed in earlierwork on securepro-
grampartitioning[61] but not satisfactorily resolved.

Thispaperhasdescribedawayof exploiting redundancy
to improveintegrity guarantees.Thede�nition of securityis
thesameasin theoriginal securepartitioningwork: these-
curity policiesof aprincipalcanbeviolatedonly if atrusted
hostmisbehaves,perhapsbecauseof asuccessfulattack.In
this work, we have shown thatan extensionto securepar-
titioning in which programcodeanddataarereplicatedto
satisfythesecurityconstraint.Theresultsshow thatexam-
plesof usefulsecuredistributedcomputationthatcouldnot
besupportedby theoriginal securepartitioningalgorithms
canbesuccessfullypartitionedusingreplication.

Addingreplicationinvolvesseveralnontrivial extensions
to the run-timeprotocols. Becausecon�dentiality andin-
tegrity cancon�ict, datamay be replicatedonto hostsus-
ing a one-way hashthatpermitsintegrity veri�cation with-
out violating con�dentiality. Untrustedhostsareprevented
from sabotagingthe integrity of programcontrol �o w by a
run-timeprotocolbasedoncapabilitiesthataredecomposed
into setsof unforgeabletokens.A synchronizationprotocol
preventsconcurrentlyexecutingcodesegmentsfrom intro-
ducinginconsistencies.

One bene�t of programmingin a security-typedlan-
guageis thatprogrammersonly needto specifyhigh-level
securityrequirements,andthecompilercangeneratecode
that actually ful�lls thosesecurityrequirements.This pa-
pershows that thesecurepartitioningmethodologycanbe
extendedto improve supportfor dataintegrity. However,
thereis muchleft to bedone:for example,supportingtrue
concurrentprogramming,availability policies,anddynam-
ically varyingprincipalsandpolicies.
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