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Abstract

A challengingunsolvedsecurityproblemis howto spec-
ify and enfoice system-wideecuritypolicies; this problem
is evenmore acutein distributed systemsvith mutual dis-
trust. This paper describesa way to enfoice policies for

data con dentiality and integrity in sudh an ervironment.

Programsannotatedwith securityspeci cationsare stati-
cally chedked andthentransformecby the compilerto run
secuely on a distributed systemwith untrustedhosts. The
code and data of the computationare partitioned across
the available hostsin accoidancewith the securityspeci-
cation. The key contribution is automaticreplication of
codeand data to increaseassuanceof integrity—without
harming con dentiality, and without placing unduetrust
in any host. The compilerautomaticallygeneatessecue
run-timeprotocolsfor communicatiommongthereplicated
codepartitions. Resultsare givenfrom a prototypeimple-
mentatiorappliedto variousdistributedprograms.

1 Intr oduction

Computingsystemsrebecomingmorecomple andyet
we increasinglydependon themto function correctlyand
securely Unfortunately it is currently dif cult to make
strongstatementsboutthe securityprovided by a comput-
ing systemasa whole. Distributed systemamake security
assurancearticularly dif cult, asthesesystemsnaturally

This researchwas supportedin part by DARPA Contract F30602-99-
1-0533, monitoredby USAF Rome Laboratory in part by ONR Grant
N00014-01-1-0968n partby NSFGrant0208642 andin partby anNSF
CAREERaward. The U.S. Governmentis authorizedto reproduceand
distribute reprintsfor Governmentpurposesnotwithstandingary copy-

right annotatiorthereon.The views andconclusionsontainechereinare

thoseof theauthorsandshouldnotbeinterpretecasnecessarilyepresent-

ing the of cial policies or endorsementeither expressedor implied, of
the DefenseAdvancedResearchProjectsAgeng (DARPA), the Air Force
Research.aboratoryor theU.S.Government.

Steve Zdancevic
Dept. of ComputerandinformationScience
Universityof Pennsylhania

crossadministratve and trust boundariestypically, some
of the participantsn a distributedcomputationdo not trust
otherparticipantsor the computingsoftwareand hardware
they provide. Systemsneetingthis descriptiorincludeclin-
ical and nancial informationsystemsbusiness-to-bsiness
transactionsandjoint military informationsystems.These
systemsaredistributedpreciselybecauseahey sene thein-
terestof mutuallydistrustingprincipals.

The open questionis how programmersshould build
distributed systemsthat properly enforce strong security
policies for data con dentiality and integrity. In partic-
ular, we are interestedin policies basedon information
ow (e.g.,[16, 49, 57, 26]), which are attractve because
they constrainthe behavior of the whole system.Informa-
tion ow policiesare an end-to-endspeci cation of com-
putersecurity unlike (discretionary)accessontrol, which
doesnottrackinformationpropagation.

Recentlysecue programpartitioning[61] hasbeenpro-
posedasaway to solve this problem.TheJif/split compiler
automatically partitions high-level, non-distrituted code
into distributed subprogramshat run securelyon a collec-
tion of host machinesthat are trustedto varying degrees
by the participatingprincipals. (Suchhostsare hetenge-
neouslytrusted) A partitioningis secureif the securityof
a principal can be harmedonly by the hoststhe principal
trusts.Thus,the partitioningof thesourceprogramis driven
by a high-level speci cationof securitypoliciesandtrust.

This work shavs how to usereplicationto protectthe
integrity of programdataandcontrolinformationin the se-
cure partitioning framework. Earlier work on securepar
titioning found that integrity is a crucial aspectof system
security especiallywhentrying to enforcecomple, data-
dependensecuritypolicies. Replicationmalkesit easierto
provide integrity becauseeplicateddataandcomputations
can be checled againsteachotherto ensurethey agree.
This is a well-knawn way to increaseintegrity assurance,
usedin le systemsand replicatedstate machines(e.g.,
[40, 23, 7, 47]); what hasnot beenpreviously investigated



is how to applyit to generalcomputationin a systemwith
mutualdistrust.

Applying replicationto secureprogrampartitioningen-
ablesa broaderclassof applicationsto be automatically
compiled for distributed systemswith heterogeneously
trustedhosts. But in this context, replicationcreatesser-
eralnew problemsthatthis paperaddresses:

Trustis heterogeneousinlike in the traditionalappli-
cationsof replicationto fault tolerance.Thereforethe
replication of computationand data must vary from
hostto host,asdetermineddy trustand securitypoli-
cies.

Replicationmakes con dentiality policies harder to
enforce becausét createsnorecopiesof the datapo-
tentially vulnerableto attack. In our system,secue
hashreplicasareautomaticallygeneratedo ensuren-
tegrity withoutviolating con dentiality.

For efciency, replicated computationis performed
concurrently Thereforeasuitableconcurreng-control
mechanismis neededfor heterogeneouslytrusted
hosts.

Therestof this paperis structuredasfollows. Section2
givessomebackgroundn securgrogrampartitioning,de-
scribingthe securitymodelandshaving how programsare
written usingthis model. Section3 explainshow programs
are statically partitionedand replicatedaccordingto secu-
rity constraints. Section4 describeghe run-time mech-
anismsthat ensurethe assumption®f the static analysis
hold. Theimplementatiorof this approactandexperience
with it arediscussedn Section5, alongwith someperfor
manceresults. Sectionss and7 concludethe paperwith a
discussiorof relatedapproachedimitations of the existing
systemandfuturework.

2 Programming and Security Models
2.1 Secute program partitioning

In the secureprogrampartitioningapproachthe desired
computations expressedsanon-distritutedprogramcon-
taining securityannotations.Theseannotationsareusedto
checkat compile time that the programdoesnot contain
disalloved information o ws. The splitter, a backendto
the compiler, alsousestheseprogramsecurityannotations,
alongwith informationaboutthe degreeto which principals
trustthe available hosts,to constructa ne-grainedsecure
partitioningof the programcodeanddataontothesehosts.

Computationghat would ordinarily be written as sep-
arate programscommunicatingover the network can be
written as a single program; basedon security considera-
tions, the splitter automaticallygenerateshe separatesub-
programsand discoversa network protocolthatthey may

useto communicate. The splitter operatesautomaticaI@/
but it may be given constraintsand hints, for exampleto
improve performance.t is not necessaryo give the split-
ter the entire programat once; programcodemay be sep-
aratelycompiled. The useof explicit constraintandsepa-
rate compilationcanbe usefulfor programmersvho wish
to partition their codeby hand. In this usagethe compiler
and splitter sene to verify that the manualpartitioningis
secure.

An alternatve approachto building securedistributed
programswould be to startfrom a lower-level distributed
programandaddannotationghatpermitthe programto be
shavn secure. However, secureprogrampartitioning has
someimportantadwantages. First, the programmemeed
not be awareof the distributedprotocolsthatareneededo
ensurestrongsecurityproperties.Second;t is not known
how to annotatea programcontainingthesecomplex pro-
tocolsin a way that permitsaccuratedeterminatiorof in-
formation o w. Theclosestexisting work—oninformation
ow in concurrentsystemswith a trustedexecution plat-
form [45, 52, 39, 6, 24, 19, 33]—hasproducedrestrictve
analyseghatrule out mary practicalprograms.We expect
thatdealingwith mutualdistrustwould only exacerbatehe
problem. By contrast,secureprogrampartitioning starts
from a simpler, higherlevel descriptionof the computation
andcanbe lessrestrictive becauseéts securityanalysishas
moreinformationto work with.

This work is concernedwith the control of informa-
tion o w, includingcovertstoragechannelsuchasimplicit
ows[9]. We do nottreatcovert channeldbasedon termi-
nationandtiming, thoughsomeongoingwork partially ad-
dressegiming channels[1, 37]. In addition,our prototype
implementationdoesnot attemptto prevent certaintrafc
analysisattacks. Although all communicationis suitably
encryptedanattacler couldlearninformationbasednthe
patternof thatcommunicationAddingdummymessagess
onepossibleway to protectagainstheseattackq20, 2].

In thiswork thetrustedcomputingbaseis the sameasin
the secureprogrampartitioningwork [61]; for example,it
includesthe Jif compilerandthesplitter However, atrusted
hostis not neededo performthe compilationandsplitting
of theprogram.

2.2 Security labels

The programsto be partitionedare written in the pro-
gramminglanguagelif [29], which extendsthe Jasa lan-
guage[48] with securityannotationsJif programscontain
labelsbasednthedecentalizedlabelmodel[30], in which
principalscanexpressownershipof information- ow poli-
cies. This modelworkswell for systemsncorporatingmu-
tual distrust, becausdabels specify on whosebehalf the
securitypolicy operates.In particular label ownershipis



usedto control the useof selectivedeclassi cation[34], a
featureneededor realisticapplicationof information- ow
control.

In this model, a principal is an entity (e.g., user pro-
cess)that canhave a securityconcern.Theseconcernsare
expressedslabels,which statecon dentiality or integrity
policies that apply to the labeleddata. Principalscan be
namedn thesepoliciesasownersof policiesandasreaders
of data.

A security label specifying con dentiality is written
as , meaningthat the labeleddatais
ownedby principal , andthat permitsthedatato beread
by principals through (and,implicitly, ). A labelis
a securitypolicy controlling the usesof the datait labels;
only the ownerhastheright to wealenthis policy. A secu-
rity labelspecifyingintegrity is writtenas ,
meaningthatprincipals through trustthe data—thg
believe the datato be computedby the programas writ-
ten. This is a weak notion of integrity; its purposeis to
protectsecurity-criticalinformation from damageby sub-
vertedhosts. Labelscombiningintegrity and con dential-
ity arisenaturally; for example,the label
indicatesthatthelabeleddatais trustedby principal and
alsoownedby ,andonly is permittedto readit.

Labelson datacreaterestrictionson the useof thatdata.
The useof high-con dentiality datais restrictedto prevent
information leaks,and the useof low-integrity datais re-
strictedto preventinformationcorruption. The labelonin-
formationmay be securelychangedrom label  to label

if speci es at leastas much con dentiality as
andat mostasmuchintegrity as . We write thislabelre-
lationshipas . Therelation is apre-ordemwhose
equivalenceclassedorm a distributive lattice [30]; the lat-
tice join and meetoperationsare  and  respectiely.
The join operationcombinesthe restrictionson how data
maybeused.For example,if haslabel and haslabel

, then haslabel , Which preseresrestric-
tionsontheuseof and . Dually, thelabel is at
mostasrestrictveas or ; thus,it mustdescribeatleast
asmuchintegrity aseitherlabel. This makessensebecause
labelsrepresentestrictionson how datamaybe used;data
with higherintegrity hasfewer restrictionsonits use[4].

For ary label (or programexpression) , the notations

and refer respectiely to the con dentiality and
integrity partsof (orthelabelof ).

2.3 The Jif programming language

Variablesand expressionsin Jif have types that may

include security labels. For example, a value with type

is anintegerownedby principal andreadable

by . Whenunlabeledlavatypesarewritten,thelabelcom-
ponentis automaticallyinferredfrom the usesof the data.

Every programexpressionhasa labeledtype thatis aR
upperbound(with respectothe order)onthesecurityof
the datarepresentetby the expression.Jif's type-checking
algorithm preventslabeledinformation from being down-
graded or assignea less-restrictie label(i.e.,lowerin the
lattice). In general,downgradingresultsin a lossof con-
dentiality or a spuriousincreasan claimedintegrity. The
typesystemracksdatadependencie@nformation o ws)to
preventunintentionaldowngrading.

Implicit o ws[9] areinformation o wsthroughthe con-
trol structureof the program. Implicit o ws can create
both integrity and con dentiality concerns. For example,
control- ow integrity is important: if untrustedpartiescan
affect the control o w of the program,they might causea
securityviolation. Securitypolicieson control o w areex-
pressedaslabels,just asfor ordinary variables. For each
programpoint pc two speciallabels pc and pc are
computecstatically representinghe con dentiality andin-
tegrity policiesapplyingto the control o w atthatpoint.

A Jif programmemayannotate programwith arbitrary
securitylabels, but this doesnot meanthat the program-
mer hascontrol over security First, if labelsarenotinter
nally consistentthe programwill not type-check;second,
labelsmustalsobe consistentvith the securitypolicieson
datain the externalervironmentthatthe programinteracts
with. Externalconsisteng is checled partly at link time
andpartly atruntime.

Strict information- ow policies basedon noninterfer
ence [16] have not beensuccessfulin practice as they
arevery restrictve. Jif supportstwo operatorsfor inten-
tionally downgradingsecurity policies, and

. Declassi cationreducescon dentiality require-
mentsand endorsemengdually) increaseghe claimedin-
tegrity of data.To downgradea securitylabel,codemustbe
grantedthe authority of the principalswhosesecuritypoli-
ciesareaffected. For declassi cation,theseprincipalsare
theownersof thecon dentiality policiesthatarewealened,;
for integrity, thesearetheprincipalsnewly appearingn the
integrity partof thelabel.

A secondrestrictionon downgradingis that it is only
permittedat a point wherethe programcounterlabel indi-
categhattheaffectedprincipalstrustprogramcontrol o w.
This requiremenireventsthe downgradingdecisionfrom
being improperly affectedby untrustworthy dataor com-
putation. The goalis to enforcethe robustdeclassi cation
property[59].

This work inherits someof the limitations of Jif. The
most importantis that programsare sequential;the Java

classis not available. This rulesout animportant
classof timing channelsvhosecontrolis an openresearch
area[24, 44, 45|.
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Figure 1. Bid commitment program

2.4 Bid commitment example

Figure 1 shavs an exampleof a Jif programbasedon
the well-known Bit CommitmentProtocol[5]. Insteadof
committingabit, the programcommitsa non-neyativeinte-
ger. Theprincipal Alice commitsabid to aprincipalBob
without revealingthe bid. Later, Alice reveals andBob
veri es thatit is the bid Alice previously committed. We
chosethis examplebecauset is shortbut hasinteresting
securityissues.

Alice's committedbid is representedby the eld
Its label indicateghatthis eld
is owned (and can be read)only by Alice, and that both
Alice andBobtrustit to bethecommittedbid. Theboolean

recordswhetherAlice hascommitteda bid
yet; it mustbetrustedby both Alice andBob andvisible to
bothof them.

Lines 4 through13 de ne a method that Alice
usesto committo the integervalue . Bob doesnot need
totrust becausdedoesnotcarehow Alice computeghe
valueshecommitsto. The operationmakesthat
policy decisionexplicit—it booststheintegrity of thevalue
of sothatit canbeassignedo . Theauthorityclause
in line 5 givesthe methodBob's authority whichis needed
by the operation.In lines4 and14, thelabelafter
themethodnameis a startlabel, usedto controltheimplicit
o w into themethod[29].

Lines14through20de ne amethod thatis used
by Alice to revealthe committedbid to Bob. It returnsthe
valueof eld if thevalueof is true. If
the valueof is false,it meanghatAlice has
not committeda valueyet, and simply returns
Becausd\lice owns | releasinghedatarequiredeclas-
si cation andhenceAlice's authority (declaredat line 15)

sothatit candeclassifyAlice's data. 4
As shown in the exampleprogram,mostsecurityanno-
tationsthat a programmemeedsto specify arein method
signaturesln generalprogrammerslo not needto specify
labelsfor local variablesbecausehey canbeinferredauto-
matically[29]. Usually, therearefewersecurityannotations
in a programthantype annotationssowriting down secu-
rity annotationss not a muchheavier burdenthanwriting
down thetype annotationshatprogrammersreusedto.

2.5 Trust model and security assurance

Clearly, any securdistributedsystenreliesonthetrust-
worthinessof the underlyinginfrastructure. Let bea
setof knownhosts amongwhich the programis to be dis-
tributed. We assumehat pairwisecommunicatiorbetween
two memberof  is authenticatedreliable,in-order, and
cannotbeinterceptedr forged.Protectioragainsintercep-
tion andforgery canbe achieved ef ciently throughwell-
known encryptiontechniquege.g,[46, 58]).

To partition a programsecurely the splitter mustknow
the trust relationshipsetweenthe participatingprincipals
andthe hosts . For example,if Alice declareshat she
trustsa hostto hold her con dential data,the splitter can
allow her datato resideon thathost. Moreover, hercon -
dentiality policy shouldbe obeyedunlesssomehosttrusted
by hersuffersa malicious(Byzantine)failure,takinganac-
tion thatis inconsistentwvith the subprogramocatedon
Suchan action might resultfrom the subversionof by
anattacler. Corversely a hostthatsimply stopsor crashes
may causethe computationas a whole to halt, but should
notharmdatacon dentiality or integrity.

Eachhost hasa securitylabelthat describeghe trust
that principalsplacein . The con dentiality part of this
label, , Is anupperboundon the con dentiality of in-
formationthatcanbe sentsecurelyto . Theintegrity part
of thelabel, , Is anupperboundon theintegrity of in-
formationthatcanberecevedsecurelyfrom ; thatis, the
setof principalsthat trustdatafrom . To authenticatea
hostlabel,eachprincipal needso signthe securitypoli-
ciesin thelabelthatareownedby .

Thetrust con gurationis a mapfrom all the hostsin
to their correspondingecuritylabels.The splitterusespro-
gramlabelsandthe trustcon gurationto securelypartition
a program. The partitioningmustobey the constraintthat
the hostselectedo run a subprogramhasa label that de-
scribesenoughprotectionof con dentiality andintegrity to
executethatsubprogramA securepartitioningmustsatisfy
thefollowing securitycondition[61]:

Security Assurance: SUppose paq is the setof
compromisecostsin the system.Thenthe con-
dentiality of anexpression cannotbe harmed



unless L] bad
notbeharmedunless| |

; its integrity can-
bad

The intuition behindthis condition is that the label of a
hostis a boundon the damagethat the host can do if it
is subverted.However, if multiple hostsaresubverted they
may colludeto causemore damage. Therefore,the dam-
agecauseddy aset a9 of compromisechostsshouldbe
boundedby the join of their con dentiality labelsandthe
meetof theirintegrity labels.

The security assurance condition is not always
easy to satisfy  Consider running the bid commit-
ment program on a trust con guration in which host

's label is and host 's is

. Thatis, is trustedby
Alice andcanhold her privatedata,and is trustedby
Bob and can hold his private dataas well as dataAlice
revealsto him. However, the original Jif/split system[61]
cannotpartition this codebecauseahe eld
mustbe trustedby both Alice andBob; therefore the eld
cannotbe placedon either or . Thispapershavsthat
replicationof codeand datacan often solve this problem,
which arisesin realisticapplications.

3 Partitioning and Replication

In this work the original secureprogrampartitioningal-
gorithmhasbeenextendedo exploit automaticaeplication.
If thereis no hostwith a sufcient integrity labelto run a
programstatemenbr to storea eld, the extendedsplitter
canreplicatethe statemenbr the eld on multiple hoststo
satisfyintegrity requirements.

Consider the partitioning failure describedin Sec-
tion 2.5. Unlike the original splitter, our extendedJif/split
compilercanreplicatethe eld ontoboth
and , sothatthe eld's valueis consideredvalid only
when the copieson and agree. Alice truststhe
copy on  andBob truststhe copy on ; therefore,if
both copieshave the samevalue , both Alice and Bob
trust that the eld hasthe value , asre-
quired by the eld' s integrity label, . In
general,by replicatingdataon a set of hosts ,
integrity may be increasedup to the combinedintegrity

if thereplicasall agree.

The useof replicationincreaseghe e xibility that the
splitter hasto partition programsput the samesecurityas-
suranceconditionstill applies.Suppose is replicatedon a
setof hosts  where . The splitterensurestati-
cally thatthecombinedntegrity of thehosts is sufcient
to compute , so[ ] . Theresultof canbe
incorrectonly if all thereplicasof producghesamencor
rectresult;if so,thehosts areall compromisedandwe
have [] bad [ . By transitvity, the result

of canbeincorrectonly when[ | bad , bt
thenthesecurityassuranceonditiondoesnotguarante¢he
integrity of .

Enforcingthe integrity policiesdescribecheredoesnot
guaranteevailability; if ary of thehostsperformingarepli-
catedcomputatioris compromisedndproducesresultin-
consistentvith theresultsfrom otherhoststheerrorwill be
detectecandthecomputatiorwill behalted.Betterenforce-
mentof availability policiesappeargo be possiblewithin
thesecurepartitioningframework, butis left to futurework.

Therestof this sectiondescribeshereplicationandpar
titioning of classesandobjectsacrossa distributedsystem,
aswell asthe static constraintghat determinewhereeach
statemenandeachdataitem canbeplacedn thedistributed
system.Theseconstraintensurehatcon dentiality andin-
tegrity policiesareenforcedif all hostscomputecorrectly
Misbehaing hostsare controlledby the run-time mecha-
nismsdescribedn Sectioré.

3.1 Splitting code,classesand objects

The splitterusesa ne-grainedapproacho partitioning.
For each eld and statementthe splitter assignsa set of
hoststo it. Thenstatementand elds that canbe placed
onthesamehostareassembletb form asubprogramThis
ne-grainedapproactyivesthe splitter e xibility in select-
ing hoststo satisfythe securityconstraints.

Like Java, Jif is an object-orientedanguagen which a
programconsistsof classes.The splitter partitionsa class
into multiple local classes eachof which resideson one
host.A local classcontainssome elds of theoriginal class
andstubcodefor calling classmethodslf aclass is split
into local classes , thenan object of class
is representedby a setof local objects thatare
instancesof the classes and locatedon hosts

. Theselocal objectssharethe sameglobal ob-
jectID.

The codeof eachsourcemethodis split into codesey-
ments A code sggmentcorrespondgo a fragmentof a
sourcemethodandis identi ed by thesourceprogrampoint
pc at which the fragmentbegins. Eachcode sggmentis
replicatedon a set of hosts;all the replicassimulatethe
computatiorof the sourcefragment.

A runningmethodhasanactiationrecordthatis explic-
itly represente@san objectin the partitionedtarget code.
Eachactivation recordis partitionedinto local frame ob-
jectsthat representhe part of the activation recordthatis
storedon their host. As with local objects,local frameob-
jectsthatrepresenthe sameactivationrecordalsosharethe
sameglobalframelD.



3.2 Selectinghostsfor data

If adataitem is replicatedon hosts , then
each mustbetrustednotto leak to unauthorizedead-
ers. This constraintis expressedis forall ,
or equivalently, as [

The hostsholding may receive accessor updatere-
guestsfor  from otherhosts,andinfer someinformation
aboutthe control ow. The splitter computesthe con -
dentiality of the implicit ow to eachdataitem

. if  is accessedt a programpoint pc the constraint
pc is satis ed. Thehosts mustbetrusted
to readtheimplicit o w: [ :

The integrity of is at mostas high asthe combined
integrity of the setof hostsstoringit: [] .
Thus, replicating tendsto male it easierto satisfy the
integrity constraintbut harderto satisfythe con dentiality
constraints:thereis a tensionbetweencon dentiality and
integrity. Oneway to resole this tensionis to storea se-
curehashvalueof on hoststhatcannotread . Theuser
of canverify therealvalueof againstits hashvalueto
assureintegrity. We refer to the hashedcopiesof a piece
of dataasits hashreplicas Confoundersareusedto pro-
tecthashreplicasagainstictionaryattacks asdescribedn
Sectiord.4.1.

Supposea host  holds a hashreplicaof . While it
cannotdeterminethe real valueof , it knows when is
accessedTherefore musthave a con dentiality label at
leastashigh as . For hashreplicas,therearethree
constraintdor placing onhosts :

The rst constraintensureghatthereexists at leastone
hostthatcanhold 'srealvalue. Thesecondconstrainten-
suresthat the hostsholding the dataare trustedto receve
theimplicit o ws. Thethird saysthatcollectively thesetof
hostssatisfy 'sintegrity requirement.

Consider the eld of Figure 1. It has
the label , and is

becausedhe value of canbe

inferredfrom the factthat is updatedat line 9. Thus,

is replicatedon and , and canhold its real

valuewhile  canonly hold its hash. It is easyto check

that the three constraintsare satis ed: ,
and

3.3 Selectinghostsfor code
In generalthehostsrunninga statemenheedto readall

theinputsof the statement.However, knowing hashrepli-
casof someinputsis sufcient for executionof somecom-

mon statementsuchas assignments.Considerthe staté-
ment in the bid com-
mitmentexample. This statements translatednto
andreplicatedon and . Since isnotallowedto read
therealvalueof or , it ownshashreplicasof both
and . To executethestatement, only needdo assigrthe
hashreplicaof to the hashreplicaof —no computa-
tion thatdepend®ntheactualvalueof takesplace.Given
astatement, let bethe setof inputswhoserealval-
uesareneededn thecomputatiorof , andlet bethe
setof inputswhosehashreplicasaresufcient to carryout
. Then L] .
Thehostsrunningastatement alsoneedto haveacom-
binedintegrity at leastashigh asthe integrity of ary out-
putof . Let be the setof locations de nes. Then
[ . In general hosts canex-
ecutethe statement securelyif the following threecon-
straintsaresatis ed:

The rst constraintguaranteethatthereexists at leastone
host thatcanholdtherealvalueof theinput . Thesec-
ondconstraintrequireshatevery hostcanreadthoseinputs
whosereal valuesare neededo execute . The third con-
straintensureshatthe setof hostshasa combinedntegrity
sufcient for every outputof .

4 Run-time Mechanisms

As a partitionedprogramruns,codesggmentson differ-
enthostsinteractto simulatethe control o w anddata o w
of the sourceprogramasif it wererunningon asinglema-
chine. Theseinteractiondncludecontrolanddatatransfers
betweerhosts bothof which aresupportedy therun-time
system Eachcall to therun-timesystemsendsamessag#o
anothemostto triggeranactiononthathost,suchasexecut-
ing a codesggmentor accessing eld. An importantgoal
of therun-timesystemis to preventbadhostsfrom causing
integrity violations.

4.1 Run-time interface

Figure 2 shows the interface to the run-time system.
There are three operationsfor transferringdata between
hosts. Calls to and accessemote
elds, while transferslocal variablesbetween
frame objectson different hosts. The other three opera-
tionsin the gure— , and —areusedto
transfercontrolamongthe hosts.This run-timeinterfaceis
similar to thatin the original Jif/split system([61], but its



Figure 2. Run-time interface
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Figure 3. Control o w graph of the method

implementationis quite differentbecausdat may be used
concurrenthyby differentreplicas.

Both (“regulargoto”) and (“linear goto”
[6Q]) operationstransfercontrol to a code sggmenton a
remotehost. Intuitively, is usedto transfercontrol
from a code sggmentto anotherwith equalor lower in-
tegrity?, while allowsacodeseggmentto transfercon-
trol to anothercodesggmentwith higherintegrity. Figure3
shaws the control- ow graph of a possiblesplitting and
replicationof the methodn Figurel, andillustrates
how , and areusedto transfercontrol.In
Figure3, theintegrity labelsof , and arerespectiely

, and

pc invokesthecodesegmentat pconhost
, with frameobject . The hostsdoing the
musthave a combinedintegrity ashigh asthat of the
codesegmentto beinvoked. In Figure3, transfers
controlto  with

1The integrity label of a codeseggment is the meetof the integrity
labelsof all thestatementin .

transferscontrol from one code segmentta
anothemwith higherintegrity. A capabilitymechanism
preventsa hostfrom usinganinvalid to corrupt
a computationwith higherintegrity. In Figure 3, af-
terrunning , host  sendstwo requestgo
invoke the two replicasof . Sincethe integrity of
is lower thanthatof must presenta capa-
bility for invoking . Unlike in the original Jif/split
system61], the capabilityis a setof capabilitytokens
. Eachtokenis usedto invoke areplicaof

pc createsa capability token that can be
usedto invoke the codesegmentreplicaon the local
hostwith frame object . In general,a opera-
tion is replicatedon multiple hosts,and createsa set
of tokens. A capabilitytokenis atuple pc uid ,
containinga hostID, a framelD, a programcounter
andauniquel28-bitidenti er. The rst threecompo-
nentsspecify the codesegmentto be invoked by the
token. The last componentpreventsforgery and en-
suresuniguenessvith high probability. In Figure 3,
the replicasof  do operationgo collectively
generatehe capability

4.2 Replication and run-time checks

Exceptfor , all of theoperationsn therun-timein-
terfaceneedto sendamessagéo anothehost. Thishastwo
securityimplications.First, the receving hostmustprotect
the con dentiality of the messageand second,a message
cannotbetrustedmorethanits sender

Supposea run-time call on host
to host to invoke anaction . Let be the con -
dentiality of the informationthatis containedn  or can
be inferredfrom it, andlet be the integrity required
to perform . Thenthe systemmustenforcetwo security
constraints: and . The split-
ter statically ensureghat whenit gener
atesthe codefor the run-timecall. However, the condition

mustbechecledatruntime, becausdadhosts
mightfabricatemessages.

Theconstraint hasaninterestingnteraction
with replication. Supposea statement s replicatedon
hosts and , andthe eld resideson host . On
executingthe statementpoth and senda

sendsa message

messagdo Host shouldupdate if the combined
integrity of and is ashigh asthatof . Suppose
recevesthe messagé&om  rst and nds that
. Inthatcase, suspendherequesuntil the
samerequests madeby . Then, acceptgherequest
after verifying that In general,if

requestnaction , it canbe performedsecurely
if the combinedntegrity of thehosts is sufcient:

RC1



However, this conditionis morerestrictve thannecessary
In general, if hosts send messagedo hosts
to invoke anaction , each  cansecurelydo
if thefollowing conditionholds:

RC2

Theaction is successfullyperformedonly if all the hosts

performit, implying that RC2 holdsat all . But
thisimplies|[ | [ , which guarantees
that RC1is satis ed becausehe splitter statically ensures
[ . Therefore,it is safeto useRC2in run-
time checks.

Supposehosts and wantto updatea eld
thatis replicatedon hosts and . Theintegrity of s

, andtheintegrity labelsof the ve

hostsare shawvn in the following gure. Using RC2, only
threemessagearerequired:

{*:Alice} {* Bob} {* Chuck}
hy h, hs
N \
hy hy

{*:Alice , Bob} {*, Chuck}

4.3 Control transfer mechanisms

Usingthethreerun-timecalls( , and )
ashuilding blocks,the splittergeneratetherun-timeproto-
colthatsimulateshecontrol o w of thesourceprogram.A
securecontrol transferprotocolmustpreventlow-integrity
hostsfrom affectinghigh-integrity control o w. Otherwise,
a bad low-integrity host may compromisehigh-integrity
computation]eadingto datacorruptionor improperdeclas-
si cation of con dential data.

Thedif cult caseis whenthe controlneedso betrans-
ferredfrom a codesggment to anothersggment  with
higher integrity ( ). This transferis poten-
tially insecure becausehe bad hostsmay have sufcient
integrity to invoke  andcausecontrolto be passedo
eventhoughthey do nothave enoughintegrity to invoke
So mustusean operationalongwith a setof ca-
pability tokensto invoke

4.3.1 The protocol

Considera simple control ow , Where
and have higherintegrity than Control shouldgo
from codesggment to , andthento . Here, has
low integrity and cannotpasscontrolto  directly, but
hassufcient integrity to transfercontrolto . Sowhen
passegontrolto it gives acapabilitythatpermits
controlto bereturnedto asegment  containingthe state-

ment . Thesggment hasthe sameintegrity as

andresideonthesamesetof hosts.Intuitively, is lik8
aprocedurecall,and isthereturnaddress.

Suppose is replicatedon hosts  through . The
protocolworks roughly like this: eachreplicaof  on
doesa operationto createa token for the replica
of  onthe samehost. Then passesontrol andthe

setof tokens to . After  nishes running,it

returnscontrolto  with thosetokens.Finally, runsand
transferscontrolto . Usingthe notation” ”
to represensendinga message from to , wecan

write the protocolas:

1. : , Creates
2. : ,
3. : ,
4, :
This descriptionhides some compleity arising from
replication. In step2, sendingan requestfrom
to actuallyrequiresmultiple network messagegom the
hostsrunning  to the hostsrunning In step3, if a
hostrunning hasthetoken ,thehostjustsends along
with an requesto . Figure3 shavsanexamplein
which and arereplicatedontwo hosts.
This protocol handlesa simple control transferto and
from a low-integrity host; more complec control o w can
alwaysbereducedo occurrencesf this simplecase.

4.3.2 The protocol
Supposecodesggment  transferscontrol to segment
with an , where is replicatedon and

is replicatedon . Foreach , the splitter nds
the smallestsubsetof suchthat the combined
integrity of the subsetof hostsis greaterthanor equalto

; every hostin the subsetsendsan re-
guestto This protocol guaranteeghat the run-time
checkof RC2at eachhost succeedsandavoids unnec-
essarynetwork communication.

4.3.3 Tokenmanagement

Capabilitytokensallow low-integrity hoststo invoke high-
integrity codeseggmentsusing , SOit is critical to re-
strictthe creationandpropagatiorof thesetokens.Suppose
that is anarbitraryintegrity label. A label is consid-
eredhigh-integrity if ; otherwiseit is low-integrity.
To preventmisuseof capabilitytokens the systenmusten-
forcetwo securityinvariantsfor every integrity label :

TI1 Whencontrolis in ahigh-integrity codesey-
ment, no setof hostswhosecombinedin-
tegrity is low hasa completeset of tokens
for a high-integrity codesegment.



TI2 Whencontrolis in alow-integrity codesey-
ment, at most one completeset of tokens
for a high-integrity codesegmentis held by
ary setof hostswhosecombinedntegrity is
low.

TI1 prevents low-integrity hosts from starting a high-
integrity threadwhile oneis alreadyrunning. T12 ensures
thatoncecontrolis transferredo a low-integrity codeseg-
ment, high-integrity control o w can be resumedat only
one point. Thesetwo invariantsleave low-integrity hosts
no choicebut to follow the control o w chosenby high-
integrity hosts.

In the control-transferprotocol, tokens are passedoe-
tweenhostsin two ways. First, tokenscanbe passedilong
with requestsasshavn in step3 of the pro-
tocol. Therun-timesystemof eachhostmaintainsanentry
tablethatrecordstokenscreatedon thathostandtheir cor-
respondingcodesegments.Whena hostrecevesan
requestvith atoken , it checkgheentrytable.If isinthe
entry table, the hostinvokes the correspondingode sey-
ment,and deletes from the entry tableto preventreplay
attacks.

Secondtokenscanbepasse@longwith requests,
as shawn in step2 of the protocol. Thesetokens
can be usedby the destinationhoststo invoke a remote
codesggment. The run-time systemassociateshe tokens
receved alongwith an requestwith the codesey-
mentinvoked by the request.Thetokensassociated
with therunningcodesegmentarecalledtheactivetokenset
(ATS). For instancejn Figure3, the ATS of is .
Supposéhost is runningcodesegment . Dependingon
whatcontroltransferoperationgreperformedoy , therun-
timesystenof managetheATSof in oneof threeways:

Casel: The ATS is usedto return control

to somehigherintegrity codesegment. Recallthatan
call doesnot have ary argumentsbecausehe

run-timesystemmaintainghe ATS.

Case2: . The ATS is distributedto thereplicas
of the destinationcodesegmentalongwith the
request.

Cases: followed by . The call cre-

atesanew token thatcorresponds$o a codesggment

, which shouldbe the only returnpoint for the fol-
lowing computationghathasa lower integrity than .
Token is sentalongwith the requestandthe
currentATS becomesssociatedvith , sothatit be-
comeshe ATS whencontrolreturns.

Thereis animportantsecurityconstraintaboutthe dis-
tribution of tokensin casetwo. Supposea setof hosts
use to transfercontrol to a codeseggment repli-
catedon , anddistributesa setof tokensto each

of thereplicas. Thenary subset of with
cannotreceve the completeset of tokens.

This is a direct corollary of TI1, wherehigh integrity and
low integrity arede ned with respecto .If  receves
the completesetof tokens,thenTI1 is violated: the control
is in ahigh-integrity codesegment , but  hasalow com-
binedintegrity labelandholdsa completesetof tokensfor
ahigh-integrity codesegment.

Therun-timesystemenforceghis constrainty ensuring
thateachrecipientgetsatleastoneuniquetoken. However,
the sendersnay not have enoughtokensto assigna unique
oneto eachrecipient.In thatcasetherun-timesystensplits
a token into multiple tokensby a secret-splittingscheme
basednthe exclusive-oroperation42].

4.3.4 Control ow assurance

The control o w assurancéhat our control transfermech-
anismis designedo enforcecanbe de ned usinga trace
model. We representin executionof a programasa trace
of codesegmentsthatarerunningsequentially For exam-
ple, is atrace. Let representshetrace
obtainedby removingfrom  thosecodesegmentswith low
integrity relatveto . Intuitively, shouldnot be cor-
ruptedby a setof bad hostswhosecombinedintegrity is
lowerthan . Thecontroltransfemechanisnis intendedo
enforcethefollowing property:

Control Flow Assurancelet be the correct
traceof runningaprogram, betheactualtrace
of runningthesameprogramand g betheset
of compromisechosts. Then| |

implies isapre x of

bad

Recallthat bad hostscan potentially stopthe computa-
tion. Thatis thereasonwhy the conditionstateshat
isapre x of insteadof equalto . However, this
availability attackwill notcorruptdataor causecon dential
datato beleaked.

Our control transfer mechanismensuresthat low-
integrity hostscan only use capability tokensto invoke a
high-integrity codesegment. Underthis condition,the two
tokeninvariantsimply thecontrol o w assurance.

4.4 Datatransfer mechanisms

Datatransferoperationdgncludeaccessingelds, updat-
ing elds, andforwardinglocal variables. To reada eld
, ahost sends requestdo ahostset  that
hold andhaveacombinedntegrity ashighas .
Eachhostin returnsthevalueof to afterchecking
that . Then compareghereplicasof from
, and acceptsthe value only if all the replicasare the
same.



Toupdatea eld replicatedon through ,theup-
datinghostssend requestdo each , whichdo
the updateafter checkingRC2. If arunningcodesegment
updateslocalvariable,it hasto forwardtheupdateto other
code sggmentsresidingon remotehoststhat may usethe
variable.

4.4.1 Datahashing

As describedn Section3.2, a securehashvalueof data
may be storedon ahost whosecon dentiality is only as
high as . The run-time systemusesthe MD5 algo-
rithm [36] to generatdhe hash.If host wantsto createa
hashof data , it generates confounder andcomputes
mvps. Whenever sends to somehost,it alsosends
to thathostsothattherecipientcanverify that MD5
is the hashof . If is replicatedon multiple hosts,those
hostshave to createthe sameconfounderfor . The run-
time systemusesthe globalidenti er generatioralgorithm
of Section4.5to generatesharecconfounders.
In Figure 3, the codeseggment  containsa statement
thatde nes ,and containsa statement
thatuses . Afterrunning , needgoforwardthe
valueof tothereplicaof on .Since cannotread ,
only sendghehashvalueof to . Itisinterestinghat
theusualway of implementinghebit commitmentprotocol
is to have Alice senda hashvalue of her committedbit to
Bob. Thesplitterautomaticallygeneratesa similar protocol
from the high-level securitypolicy.

4.4.2 Data consistencyand synchronization

Severalhostsmay run the samepieceof codeor accesghe
samedataconcurrently To maintainconsisteny, the run-
time systemmust ensurethat thoseaccessesire properly
ordered. Supposea eld is replicatedon a set of hosts.
It is importantthateachhostprocesseshe and

requestsn theorderspeci edby thesourcepro-
gram. However, requestsaare generatedy replicatedcode
segmentsthat neednot be synchronizedvith one another
A hostshouldnotsene arequesuntil all logically previous
requesthave beensened. Timestampsarea commonway
to accomplistthis, buttimestampsnayleakcon dentialin-
formationaboutcontrol o w. Insteadthehostsstoring eld
replicascoordinatewith eachotherusingthefollowing pro-
tocol.

A hostreceving a new accessequestctsasthe coordi-
natorof atwo-phasecommitprotocolthatensuresll other
replicahostsareawareof the request.It announceshe ex-
istenceof the requestto the otherreplicahosts,which ac-
knowledgetheannouncementnceall acknavledgements
have beenreceved,therequesis servicedby the coordina-
tor, andin parallelit informsthe otherreplicas,permitting

themto begin servicingthatrequestiswell. Every hostd?
laysservicinga eld requesuntil it hassenedall pending
requestshatit hasacknavledged.

Somesimple optimizationsreducethe numberof mes-
sagessent. A readrequestmay be servicedif all pending
requestsare also reads. In generalserseral hostsmay re-
ceive a new requestoncurrentlyandeachtry to actasco-
ordinator However, coordinatorgrearbitrarily orderedand
ahoststopsparticipatingin arunof this protocolonceit be-
comesaware of a differentrun for the samerequestwith a
lower-numberedcoordinator Finally, if thereareonly two
replicas,the nal stepof thetwo-phasecommitis skipped
becausét is notnecessary

4.5 Global identi er generation

Both objectIDs andframe IDs are global and mustbe
generatedatonsistentlyby replicatedcodesegments. How-
ever, caremustbe taken to avoid creatinga covert infor-
mationchannein whichinformationaboutthecontrol o w
on trustedhostsis deduciblefrom the globalidenti er. In
ourimplementationthe covert channeiis avoidedby mak-
ing anidenti er appearandomto hostsotherthanthe cre-
ators. Every setof hoststhat may createa global identi-
er sharea secretconfoundey which is usedto generate
globalidenti ers independenthandef ciently usingMD5
hashing. The identi ers createdwith a confounderappear
randomto hostswho do not know the confounder At the
startof the program hostsneedto createglobal IDs runan
agreemenprotocolto initialize the confounder

5 Results

The splitterandthe necessaryun-time supportfor exe-
cuting partitionedprogramshasbeenimplementedn Java
asanextensionto the existing Jif compiler[31].

5.1 Benchmark Programs

Thesystemwasevaluatedwith asetof programghatex-
ploreddifferentkinds of distributed protocolsand security
con gurations; theseprogramswere also comparedwith
hand-codedmplementations.

Basedn previousexperiencecommunicatiorcostis the
greatestontributor to executiontime in a WAN erviron-
ment. Sincethe distributed systemwill typically crossad-
ministrative boundariesyve expecta WAN ervironmentto
be the norm, andthereforereportperformancen termsof
thenumberof host-to-hostmessagegenerated.

The execution of the partitioned programson differ-
ent hostswas simulatedwith multiple threadsin a single
JVM, andthe numberof messagebetweenhostscounted.
Eachhost's subprogranwasexecutedn a differentthread.



Thehand-codedmplementationsverealsorunon multiple
threadsn asingleJVM.

Thebenchmarlprogramausedwereauctionsabanking
simulation,and the gameBattleship. Replicationof both
codeanddatawasrequiredto successfullypartition these
programswith thetrustcon gurationsused.The programs
usedarefairly shortbut containthesamesecurityissueghat
would befoundin a morecompleteémplementation.

In our mostfull- edged example, Battleship,thereare
44 securityannotationglabels),which is approximatelyl
annotatiorfor every 3 linesof code.

To summarizethe results,the run-time performanceof
the systemon theseprogramswvasreasonableandreplica-
tion allows usto successfullyartitionprogramdor alarger
classof trustcon gurations.

5.1.1 Auctions

Auctions are a useful componentof a numberof elec-
tronic commerceinteractions[21], for exampleelectronic
procurementwhere suppliersare bidding to ful Il a con-
tract. Participantsin theseinteractionsmay have con den-
tiality andtrustrequirementsn the information usedand
exchanged;varioustypes of auctions,suchas closedbid
auctions,incorporateaspectf privacy andtrust. The di-
versesecurityrequirementf differenttypesof auctions,
andtheir relevanceto electroniccommercemake auctions
aninterestingandsuitableproblemarea.

Threedifferenttypesof auctionsweremodeled.All the
auctionsmodeledare one-sided, rst price auctions,with
only a singleitem for sale. The sellerandthe biddersare
identi ed with principals.Dueto thesingle-threadedature
of the programsbids cannotbe submittedasynchronously
Instead,a round of bidding consistsof eachbidderin turn
submittinga bid.

The threeauctionsarenamedA , A andA . Auction
A is anopenbid auction—allbids arepublic, andareen-
dorsedby all principals.At thecloseof thebidding,compu-
tationof thewinning bidderis performedpublicly. Auction
A is a sealedbid auction,wherebids are madepublic at
thecloseof bidding. AuctionA issimilarto A exceptthat
bidsarerevealedonly to the seller whothendetermineshe
winning bidderandrevealsthe result. The privacy andin-
tegrity requirement®f eachof theseauctionsareexpressed
in their programsaslabelsandusesof dowvngrading.

5.1.2 Banking Simulation

Bankingis animportantdistributed applicationwith com-
plicated privacy and integrity requirements. We imple-
mentedasimplebankingexample:Alice holdsacredit-card
with abank,andtwo creditreportagenciesnaintainacredit
reportfor her If Alice payshercredit-cardill late,thebank
reportsthis to the agenciesandthenasksthe agenciedor

Alice's creditrating. If theratingis too low, the bankmlﬂr
cancelherline of credit.

We model Alice's bank accountinformation as being
owned by Alice, readableby the bank, and trusted by
both of them. For the bankto senda reportto the agen-
ciesthusrequiresanexplicit declassi cationof information
by Alice, which is presumablyauthorizedby Alice when
sheopensthe account. Alice's credit report hasthe label

,wWhere representéliceand and

representhe creditreportagencies.To achieve there-

quiredsecurityassurancethe codeand datafor the credit
reportmustbereplicatedon the hostsof bothagencies.

5.1.3 Battleship Game

Battleshipis a gamefor two players.Eachplayerhasa se-
cretgrid containingseveralbattleshipsin turn, eachplayer
askstheopponento revealthe contentf aparticularloca-
tion ontheopponent grid. Play continueauntil oneplayer
wins by discovering the location of all of his opponent$
battleships.

This simple gamehasa numberof interestingsecurity
properties.Eachprincipal (player) hasa grid thatis read-
able only by its owner, but to prevent cheatingit mustbe
trustedby bothprincipals.Theprincipalsalternatebetween
testinga singlelocation of the opponent grid for a ship,
anddeclassifyinghatinformation. The control o w of the
programmustbe trustedby both principals,to ensurethat
turnsalternatestrictly andthusthatno principalrevealstoo
muchat once. At the endof the game the unrevealedpor-
tion of eachprincipal's grid is declassi ed,to verify that
bothprincipalshadthe samenumberof battleships.

Many of the security issuesthat arise in this simple
game, such as preventing client cheating,are relevant to
more realistic online gaming systems. We speculatethat
programpartitioningmay be usefulfor constructingsecure
onlinegames.

5.2 Performance

All theauctionscenariosvererun with threebidders.In
auctionsA andA the sellerplaysno role in the bidding
processr in thecomputatiorof thewinning bid, andis not
explicitly representedThe bankingprogramBNK wasrun
with 4 principals,representinghe bankcustomerthe bank
andtwo creditreportingagencies.The Battleshipprogram
BTL wasrunwith two principalsonal10 10grid.

Tablel shavsthetrustcon gurationsthatwereusedfor
the experiments Eachcolumnshaws the hostlabelsoccur
ring in onecon guration. For the auctionsprincipals ,
and arebiddersand representshe seller;for Banking,
principal isthebankcustomer representthebank,and

and representreditreportingagencies;for Battle-
ship,principals and arethetwo players.



| Host]| CongX | CongY CongZ | CongB | CongW |
Table 1. Trust con gurations for example programs.
| Metric TAMA)[AMA)][AMA )]A (hA )] BNK(hBNK) | BTL(hBTL) |
Lines 49(78) | 54(85) 62(94) | 62(175) 53(120) 142(162)
Con guration X X Y z B w
Total messages 11(4) 24(8) 47(9) 27(18) 16(8) | 1294(383)
1 7 9 9 4 1109
2 2 9 0 2 0
8 15 29 18 10 185

12

Table 2. Program measurements

The rst row of Table2 givestheprogramlengthsin lines
of code.We measuredotal messageountsusingcon gu-
ration X for A andA , con gurationsY andZ for A ,
con guration B for Bankingandcon guration W for BTL
(asshawn in the next row). The subsequentows give total
messageountsanda breakdevn of countsby typefor the
automaticallypartitionedprogram.

No or messagewere sentduring
ary of the simulations—all eld accessesverelocal. The
splitteris oftenableto avoid and calls
becaus®f theincreasedpatiallocality of the datathatre-
sultsfrom replication:becauseelds arereplicatedon mul-
tiple hostsa hostcanoftenaccessts local replicatedcopy,
insteadof communicatingvith otherhosts.

Theresultsfrom the hand-codedmplementationsf the
example programsare shavn in the table in parentheses
(hA ,hA ;hA [ hA ,hBNKandhBTL of Table2). The
hand-codedmplementationprovide the samesecurityas-
suranceasthe automaticallypartitionedprograms and ex-
plicitly replicatedataandcodeto achieve the requiredin-
tegrity. Theinsightobtainedby readingthe corresponding
partitionedcodehelpedin writing the referencamplemen-
tationssecurelyandef ciently .

All of the hand-codedimplementationsare longer
thanthe correspondin@utomaticallypartitionedprograms.
Also, thehand-codedmplementationsverewrittenfor spe-
ci ¢ trustcon gurations;hA andhA  werebothcoded
from scratchwhile A wasrecompiledwith differenttrust
con gurations. In general,partitioning a programfor dif-
ferenttrustcon gurationsis very easy;it is simply amatter
of recompilation.

The hand-codedmplementationssend 1.5-6 fewer
messagethantheautomaticallypartitionedprograms.This
efciency is possiblebecaus¢he hand-codegrogramsex-

ploit concurreng to agreaterdegreethanour automatically
partitionedprograms.Our systemmustbe conserative in
its useof concurrenyg to ensurehatthe securityprotocolof
aprogram—oftenmplicit in thesequencingf execution—
is adheredo. For example,in thebid commitmenprogram
of Figure1 thereis animplicit synchronizatiorpoint after
the statemenbf the method,to ensure
thatAlice hasreally committedto a valuebeforecomputa-
tion proceeds.Our systemthus consenratively follows the
o w of controlof thesourcgprogramwhile thehand-coded
programsrefreeto rearrangeontrol o w solongasthese-
curity constraintsare met. However, asprogramcomplec-
ity increaseswriting secureconcurrenttodeby hand,and
guaranteeings security canbedif cult. Oursystentrades
off someof the expressvenessand performanceof hand-
written concurrentcode for the assurancéhat the princi-
pals' securitypoliciesareadheredo.

5.3 Discussion

If our new Jif/split systemandthe original Jif/split sys-
tem [61] areboth ableto successfullypartition somepro-
gramgiven a trust con guration, thenthe performanceof
the two partitionedprogramswill be the same. However,
our systemis ableto successfullypartitiona givenprogram
for a larger classof trust con gurationsthan the original
Jif/split, which doesnot supportreplication.In fact,all pro-
gramsthatare compilableby the original Jif/split are com-
pilablein our systemnoneof thebenchmarkprogramscan
becompiledby theoriginal Jif/split, asthey all requirerepli-
cation.

For example,the players'grids in the Battleshipgame
must be trustedby both principals, but since no hostin
con guration W is trustedby both principals,the original



Jif/split would be unableto nd a hoston which to store

eithergrid. Our systemsatis esthe securityrequirements
by replicatingthe grids on both hosts,thoughonly in hash

valueform ontheopponents host.

6 RelatedWork

We have usedthe term “end-to-endsecurity policies”
largely synorymouslywith “information o w policies”. In-
formation o w policieshave beenenforcedusingboth dy-
namic[14, 25] andlanguage-basetbchniqueq9, 27, 28,
13,53, 18, 34, 35, 3, 38]. Jif [29, 31] is afull-scaleimple-
mentationof a security-typedanguage.This work builds
on the original Jif/split system[61] thatintroducedthe se-
cure partitioning technique,extendingit to supportauto-
maticreplicationof codeanddata.

Althoughmostresearcloninformation o w hasfocused
on con dentiality policies, integrity has also been stud-
ied [4, 32). Securitytypesthatcaptureintegrity have been
usedto reasonaboutthe correctnesof communications
protocols[17] andto nd format string vulnerabilitiesin
C [43]. Stackinspection[55] alsoprotectsintegrity by en-
suringthat privilegedcodeis notinvokedby untrustecbar
ties.

Fragment-RedundageScattering FRS)is a relatedde-
signmethodologyin which programmersmplementsecure
applicationdy manuallysplittingandreplicatingtheircode
and datato achieve con dentiality and integrity [51, 12].
Secureprogram partitioning differs in that programmers
write formal securitypoliciesinto theirapplicationghaten-
ablethesystento automaticallysplit andreplicatecodeand
datain orderto enforcea formally speci ed securitycondi-
tion.

Anotherlanguage-basedpproacththat usescodetrans-
formation to enforce security policies is inline reference
monitors [10, 11]. Automatedcode transformationhas
also beenusedto guard againstbuffer over ows [8] and
more generally violations of memory safety[54]. How-
ever, noneof thesecode-wrappingechniquesanenforce
information- ow policies[41].

Programslicing technique$56, 50] provide information
aboutthe datadependencies a piece of software. Al-
thoughthe use of backward slicesto investigateintegrity
andrelatedsecuritypropertieshasbeenproposed15, 22,
the focus of work on programslicing hasbeendehugging
andunderstandingxisting software.

7 Conclusions

End-to-endsecurityassurancés a long-standingprob-
lem that is growing more important as computationbe-
comedncreasinglydistributed,spanningdrganizationaind

othertrustboundariesInformation- ow policiesarea nas
ural way to specifyend-to-endsecurity but therehasbeen
little prior investigationof how to practically specify and
enforcethemin systemswith mutualdistrustanddistrusted
hosts. Enforcementof dataintegrity policiesis a central
problemthatwasidenti ed in earlierwork on securepro-
grampartitioning[61] but not satishctorily resohed.

This papetasdescribedway of exploiting redundanyg
toimproveintegrity guaranteesThede nition of securityis
thesameasin the original securepartitioningwork: the se-
curity policiesof aprincipalcanbeviolatedonly if atrusted
hostmisbeh&es,perhapdecaus®f a successfuaittack.In
this work, we have shovn that an extensionto securepar
titioning in which programcodeanddataarereplicatedto
satisfythe securityconstraint.The resultsshav thatexam-
plesof usefulsecurdlistributedcomputatiorthatcouldnot
be supportedoy the original securepartitioningalgorithms
canbesuccessfullypartitionedusingreplication.

Addingreplicationinvolvessereralnontrivial extensions
to the run-time protocols. Becausecon dentiality andin-
tegrity cancon ict, datamay be replicatedonto hostsus-
ing a one-way hashthat permitsintegrity veri cation with-
outviolating con dentiality. Untrustedhostsareprevented
from sabotaginghe integrity of programcontrol o w by a
run-timeprotocolbasedn capabilitiegshataredecomposed
into setsof unforgeableiokens.A synchronizatiorprotocol
preventsconcurrentlyexecutingcodesegmentsfrom intro-
ducinginconsistencies.

One bene t of programmingin a security-typedlan-
guageis that programmer®nly needto specifyhigh-level
securityrequirementsandthe compilercangeneratecode
thatactuallyful lls thosesecurityrequirements.This pa-
per shows that the securepartitioningmethodologycanbe
extendedto improve supportfor dataintegrity. However,
thereis muchleft to be done:for example,supportingtrue
concurreniprogrammingavailability policies,anddynam-
ically varyingprincipalsandpolicies.
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