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SFI, PittSFleld, CFl

e Security Policies Enforced

— no memory writes to restricted addresses

» SFI/PittSFleld: no writes outside fault domain

e SMAC: application-specific memory-write policy
— no jumps to restricted addresses

e SFI: no jumps outside fault domain

e PittSFleld: restrict jumps to chunk boundaries

e CFIl: jumps must follow CFG edges

e Verification

— check for specific guard instructions before every jump and memory-
write instruction

— PittSFleld: jumps must appear at chunk-ends, guards must use a mask
that matches the chunk size, etc.

— CFI: verify that ID’s are unique, verify that the guard for each jump
checks for the correct ID, etc.



Shortcomings

e Limited class of security policies

— Policy: Email app should not create an “.exe” file

— Policy: Do not leak my credit card number

— Policy: Thread must sleep after at most 1000 instructions
e Limited optimizing opportunities

— verifier checks exact rewriting strategy

— Example: cannot merge two chunks

e Tradeoffs
— enforcement power
— optimizability
— proof-generation burden



Power/Optimizability
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Kernel Extensions: Unix Approach

e Pros
— fault-tolerant
— modular design

Operating System Kernel

— Unix people happy
e Cons
/ Graphics \ — slow

Driver

cross-boundary
communication




Kernel Extensions: Windows Approach

e Cons

— not fault-tolerant

— non-modular design
Operating System Kernel . ]

— Unix people jeer
e Pros

/ Graphics \ — fast

Driver

cross-boundary
communication




Kernel Extensions

 Relevant Properties
— Speed-critical
— Mission-critical (crashes kill kernel)
— Small code size (written in C / Assembly / Forth)

e Goals
— Certify safety prior to deployment

— Allow arbitrary (safe) programs
— High proof-generation burden acceptable



Procedure

 Producer & consumer agree upon a policy

— precondition & postcondition for untrusted code

— set of “dangerous” instructions (e.g. Mem|...])

— policy predicate associated with each dangerous instruction
 Producer

— annotates code (e.g., with certifying compiler)

— generates verification condition

— generates proof of verification condition (e.g., theorem prover)
e Consumer

— generates verification condition (using code & annotations)

— checks proof of verification condition

— executes or rejects, as appropriate



Kernel passes list to extension
Extension uses list and returns
Each list element is...

— aninteger, or

— a pointer to pair of integers
Kernel’s list representation:

— pointers are even-valued

Sample Kernel Extension

— null pointeris 0

— int x represented as 2x+1
Example: [2, (3,4)]

5

r

J

1 sum:
2 Loop:
3

LCons:

© o N O 10 A~

10
11 LPair:
12
13
14
15 LTail:
16

if r 20 jump LCons
r-R = r-acc

return

r, := Mem[r,]

if even(r,) jump LPair
re:=r,div 2

racc = racc + rt
jump LTail

r, := Mem[r,]

racc = racc+ I"S

r, := Mem[r, + 4]
racc = racc+ rt

r, := Mem[r, + 4]
jump Loop



Security Policy

Notation
— sel(M,a) = contents of address a in memory state M
— readok(M,a) = addresses a..a+3 are readable in memory state M

Policy: No invalid memory-reads

— every address a that is read must satisfy readok(M,a) where M is current
memory state)

Entrypoint Precondition:
— dictated by code-consumer (kernel)
— register r, holds a valid list on entry: mp_list(M,X)

pair(M,a) = readok (M, a) A readok(M,a + 4)
ptr(a) = (even(a) A (a # 0))
mp_list(M,a) = ptr(a) = (pair(M, a)A
(ptr(sel(M,a)) = pawr(M, sel(M,a)))N
mp_list(M,a + 4))



VCGen: Symbolic Evaluation

{mpl(M,X) }{ r.=X, rg=R, r,..=A, r,=T, r=S, r,,=M }

7 "acc

1 sum:

2 Loop:

3 if r 20 jump LCons
4 MR = M

5 return

6 LCons: r,:= Mem[r,]

7 if even(r,) jump LPair
8 r,:=r,div 2

9 I’.aCC = I’.aCC + rt

10 jump LTail

11 LPair: r,:= Mem[r,]

12 I’.aCC = I’.aCC-I- r.S

13 r. := Memlr, + 4]
14 I’.aCC = I’.aCC-I- rt

15 LTail:  r, := Mem[r, + 4]
16 jump Loop



VCGen: Symbolic Evaluation

{mpl(M,X) }{ r =X, rq

{... X=0}{r =X, rg=

{... X20 }{r =X, rg=

=A, r=T,r=S, r,=M }

=A, r=T, r=S, r,=M }

=A, r=T, r=S, r,=M }

1 sum:
2 Loop:

6 LCons:

11 LPair:

15 LTail:

if r 20 jump LCons

I'.R -= I’.acc

return

r. := Memlr,]

if even(r,) jump LPair

r,:=r,div 2

I’.T:ICC = I’.T:ICC + rt
jump LTail

ry := Memlr,]
I’.T:ICC = I’.T:ICC-I- r.S

r. := Memlr, + 4]
I’.T:ICC = I’.T:ICC-I- rt

r, := Mem[r, + 4]
jump Loop



VCGen: Symbolic Evaluation

{mpl(M,X) }{ r.=X, rg=R, r,..=A, r,=T, r=S, r,,=M }

7 "acc

1 sum:
2 Loop:
3 if r 20 jump LCons
{...X=0}{r=X re=R, r,.=A, r=T, r=S, ry,,=M } 4 r = r Jamp
{ ) X=0 } { rX=X, rRzA’ raCC=A’ rt=Tl rSZS, rM=M } 5 r2£urgcc
{0 X£20 Hn =X, rg=R, 1 <A IET 1SS, =M o e r, := Mem(r ]
7 if even(r,) jump LPair
8 r,:=r,div 2
9 I’.aCC = I’.aCC + rt
10 jump LTail
11 LPair: r,:= Mem[r,]
12 Face *= Tace T Fs
13 r. := Memlr, + 4]
14 I’.aCC = I’.aCC-I- rt

15 LTail:  r, := Mem[r, + 4]
16 jump Loop



VCGen: Symbolic Evaluation

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

7 "acc

{...X=0}{r=X re=R, r,..=A, r=T,r=S, r,,=M }

7 "acc
{.. X=0}H{r=X re=A, r,..=A, r=T,r=S, r,=M }
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M }
{..}{r=selMX), .. }

(mpl(M,X) A (X£0) = readok(X))

1 sum:

2 Loop:
3

4

5

6 LCons:
7

8

9

10

11 LPair:
12

13

14

15 LTail:

16

if r 20 jump LCons

I'.R -= I’.acc

return

r. := Memlr,]

if even(r,) jump LPair

r,:=r,div 2

I’.aCC = I’.aCC + rt
jump LTail

ry := Memlr,]
I’.aCC = I’.aCC-l- r.S

r. := Memlr, + 4]
I’.aCC = I’.aCC-l- rt

r, := Mem[r, + 4]
jump Loop



VCGen: Symbolic Evaluation

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

7 "acc

7 "~ acc

{.. X=0}H{r=X re=A, r,..=A, r=T,r=S, r,=M }

7 "acc

{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M }

{..}{r=selMX), .. }
{..., ~even(sel(M,X)) }{ }

{...X=0}{r=X re=R, r,..=A, r=T,r=S, r,,=M }

{..,even(sel(M,X)) }{r=sel(M,X), .. }

(mpl(M,X) A (X£0) = readok(X))

1 sum:

2 Loop:
3

4

5

6 LCons:
7

8

9

10

11 LPair:
12

13

14

15 LTail:

16

if r 20 jump LCons

r.R -= r.acc

return

r. := Memlr,]

if even(r,) jump LPair

r,:=r,div 2

racc = racc + rt
jump LTail

ry := Memlr,]
racc = racc+ r.S

r. := Memlr, + 4]
racc = racc+ rt

r, := Mem[r, + 4]
jump Loop



VCGen: Symbolic Evaluation

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

7 "acc

1 sum:
2 Loop:
3 if r. 20 j LC
{..,X=0}{r=X, re=R, r,..=A, r=T,r=S, r,,=M } p L rX= r Jamp =-ons
{ .. X=0}{r=X, rg=A, r,.=A, r=T, r=S, r,=M } 5 th.urr:CC
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M } 6 LCons: r, := Meml[r ]
{..}{r=selMX), .. } . . .
7 if even(r,) jump LPair
{..., ~even(sel(M,X)) }{ } 3 = r div2
{ Hr=selMX)/2, ..} g rt. -=tr it
{ Hr, =A+sel(M,X)/2, ... } jacc - race t
(.. even(sel(MX) }{r=selMX), .. } 0 JumpLel
» EVENISE =€ 11 LPair: r,:= Mem[r,]
12 I’.aCC = I’.aCC-I- r.S
13 r. := Memlr, + 4]
14 Face °= Face T It
15 LTail:  r, := Mem[r, + 4]
16 jump Loop

(mpl(M,X) A (X£0) = readok(X))



VCGen: Symbolic Evaluation

(mpl(M,X) A (X£0) = readok(X))

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }
{...X=0}{r=X re=R, r,.=A, r=T, r=S, ry,,=M }
{.. X=0}H{r=X re=A, r,..=A, r=T,r=S, r,=M }
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M }

{..}{r=sel(M)X), }

{..., ~even(sel(M,X)) }{ }

{ Hr=sel(M,X)/2, .}
{ Hr=At+sel(M,X)/2, ... }
{.. even(seI(M X)) }{ r=sel(M,X), }

{ Hr,=A+sel(M,X)/2, ... }

1 sum:

2 Loop:

3
4
5

6 LCons:

7
8
9
10

11 LPair:

12
13
14
15 LTail:
16

if r 20 jump LCons

I'.R -= I’.acc

return

r. := Memlr,]

if even(r,) jump LPair

r,:=r,div 2
I’.aCC = I’.aCC + rt
jump LTail
ry := Memlr,]
I’.aCC = I’.aCC-I- r.S
r. := Memlr, + 4]
r C = I’.aCC-I- rt

= Mem[r, + 4]
jump Loop



VCGen: Symbolic Evaluation

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

’ Tacc 1 sum:
2 Loop:
3 if r. 20 j LC
{..,X=0}{r=X, re=R, r,..=A, r=T,r=S, r,,=M } p L rX= r Jump L-ons
{ .. X=0}{r=X, rg=A, r,.=A, r=T, r=S, r,=M } 5 th.urr:CC
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M } 6 LCons: r, := Meml[r ]
{..}{r=sel(M)X), } . . .
7 if even(r,) jump LPair
{..., ~even(sel(M,X)) }{ } 3 = r div2
{ Hr=selMX)/2, ..} g rt. '=tr it
{ Hr,=A+sel(M,X)/2, ... } 10 acrcn L'?';cil t
{.. even(seI(M X)) }{ r=sel(M,X), } . Jump
11 LPair: r, := Mem]r,]
{ Hr seI(M sel(M,X)) } s ¢
° ’ ’ ’ 12 I’.aCC = I’.aCC-I- r.S
13 r. := Memlr, + 4]
- 14 Face *= Macc T It
{ H e ArselMX)/2, 3 15 1 Tail: = Memr, + 4]
16 jump Loop

(mpl(M,X) A (X£0) = readok(X)) A (mpl(M,X) A (X£0) A even(sel(M,X)) = readok(sel(M,X)))



VCGen: Symbolic Evaluation

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

’ racc 1 sum:
2 Loop:
3 if r.20 j LC
{...X=0}{r=X re=R, r,..=A, r=T, r=S, r,,=M } p L rX= r Jamp =-ons
{ .. X=0}{r=X, rg=A, r,.=A, r=T, r=S, r,=M } s th.urr:CC
{.. X¢O}{r =X, re=R, r,..=A, r=T, r=S, ry,=M } 6 LCons: r, := Meml[r ]
{..H{r=sel(M,X), } : . .
7 if even(r,) jump LPair
{..., ~even(sel(M,X)) }{ 1 3 = div 2
{ Hr=selMX)/2, ..} g rt. -=tr it
{ H{r,=A+sel(M,X)/2, ... } 10 acrcn L'?';cil t
{.. even(seI(M X)) }{ r=sel(M,X), } 11 LPair: Jr '=pMem[r]
{ H r.=sel(M,sel(M,X)), } 1 ' I"S. r +;
{ Hr, . =A+sel(M,sel(M,X)), ... } acc - acc s
13 =M +4
{ H{ r=sel(M,sel(M,X)+4), ... } 14 :t B remJEr; ]
— acc *~ 'acc t
{ H e AtselMX)/2, 3 15 1 Tail: = Memr, + 4]
16 jump Loop

(mpl(M,X) A (X£0) = readok(X)) A (mpl(M,X) A (X£0) A even(sel(M,X)) = readok(sel(M,X)))
A (mpl(M,X) A (X£0) A even(sel(M,X)) = readok(sel(M,X)+4))



Problem: Join Points

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r.=S, r\,,=M }

’ Tacc 1 sum:
2 Loop:
3 if r. 20 j LC
(s X=0}{1,2X, =R, 1,0 =A, =T, 125, =M ) | Do JEmP e
{ .. X=0}{r=X, rg=A, r,.=A, r=T, r=S, r,=M } 5 r(Ret.urr:CC
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, ry,,=M } 6 LCons: r, := Memlr ]
{..}{r=selMX), .. } . . .
7 if even(r,) jump LPair
{..., ~even(sel(M,X)) }{ } 3 = r div2
{ Hr=selMX)/2, ..} g rt. -=tr it
{ Hr,=A+sel(M,X)/2, ... } 10 acriw L'?';cil t
{.. even(seI(M X)) }{ r=sel(M,X), } . Jump
11 LPair: r,:= Mem[r,]
{ : Hre= seI(M sel(M,X)), } 17 C mr o4
{ H r=Atsel(M,sel(M,X)), ... } acc - acc s
13 =M +4
{ Hr=sel(M,sel(M,X)+4), ... } 14 "t - emJErt ]
{p}{p} . Face *= Tacc T It
15 LTail:  r, := Mem[r, + 4]
16 jump Loop

(mpl(M,X) A (X£0) = readok(X)) A (mpl(M,X) A (X£0) A even(sel(M,X)) = readok(sel(M,X)))
A (mpl(M,X) A (X£0) A even(sel(M,X)) = readok(sel(M,X)+4))



{mpl(M, X),X¢O}{r X,rg=

Solution: Annotations

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r;=S, r\,,=M }
{...X=0}{r=X, re=R, r,.=A, r=T, r=S, ry,,=M }
{.. X=0}{r=X re=A, r,..=A, r=T,r=S, r,=M }
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, r,,=M }

{..Hr=selM,X),

.., ~even(sel(M,X)) }{
}H{r=sel(M,X)/2,

Hr,=A+sel(M,X)/2,
.., eversel(M,X)) } { r,=sel(M,X) ,
H{ re=sel(M,sel(M,X)) ,
H r,.=A+sel(M,sel(M,X)),
}{ r=sel(M,sel(M,X)+4),
=/, =L,,r =145, =M

[P T R VG R W W W W D VG S

( M, X) A
= (mpl(M,X) A (X=£0))

1 sum:

2 Loop:

3 if r 20 jump LCons
4 MR = M

5 return

6 LCons: r,:= Mem[r,]

7 if even(r,) jump LPair
8 r,:=r,div 2

9 racc = racc + rt

10 jump LTail

11 LPair: r,:= Mem[r,]

12 racc = racc+ r.S

13 r. := Memlr, + 4]
14 Face = Face T It

15 LTail: = Memlr, + 4]
16 jump Loop

(X£0) A ~even(sel(M,X))) v (mpl(M,X) A (X£0) A even(sel(M,X)))



Solution: Annotations

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r;=S, r\,,=M }

7 " acc
{...X=0}{r=X, re=R, r,.=A, r=T, r=S, ry,,=M }
{.. X=0}{r=X re=A, r,..=A, r=T,r=S, r,=M }
{...X£0 }{r=X, re=R, r,.=A, r=T, r=S, r,,=M }

{..}{r=sel(M)X),
{..., ~even(sel(M,X)) }{
{ }H{r=sel(M,X)/2,
H r=At+sel(M,X)/2, .
{.. even(seI(I\/I X)) }{ r=sel(M,X),

——

{ Hr, seI(M sel(M,X)),

{ H racc-A+seI(M sel(M,X)), .

{ } { ri=sel(M,sel(M,X)+4),
{mpl(M,X),X£0Hr,=X,re=R,r,=Z,r=Z,,r =23, \=

{.. {Hr,=sel(M,X+4), ..

.. A (mpl(M,X) A (X20) = readok(M,X+4))

}
}
}
-
}
}
-
}
M}
-}

1 sum:

2 Loop:

3
4
5

6 LCons:

7
8
9
10

11 LPair:

12
13
14
15 LTail:
16

if r 20 jump LCons

I'.R -= I’.acc

return

r. := Memlr,]

if even(r,) jump LPair

r,:=r,div 2
I’.aCC = I’.aCC + rt
jump LTail
ry := Memlr,]
I’.aCC = I’.aCC-I- r.S
r. := Memlr, + 4]
r C = I’.aCC-I- rt

= Mem[r, + 4]
jump Loop



Solution: Annotations

{ mpl(M,X) }{ r,=X, rz=R, r,..=A, r=T, r;=S, r\,,=M }

7 "acc :
{mpI(M;Z )}{rx Z4r = R, r‘acc_ZS' r‘t=26’ rS=Z7’ rM:M} ; iz?p
{...X=0}{r=X, re=R, r,.=A, r=T, r=S, ry,,=M } j Lf r)f(: jump LCons
{ X 0 } { I X rR= A, racc_A' I"t=T, r.S=S’ rM:M } 5 r(Ret.urr:CC
o X20 F{ =X, rg=R, 1. =A, 1=T, 1S, 1y=M } 6 LCons: r, := Mem][r,]
{..}{r=sel(M,)X), } 3 - '
7 if even(r,) jump LPair
{ ..., ~even(sel(M,X)) } { bog r.:=r, div 2
{ Hr=sel(M,X)/2, b g C o ey
{ }{ racc—A+seI(M X)/z } 10 jacr;'p L_?_;c” t
{.. even(seI(I\/I X)) }{ r=sel(M,X) , } 11 LPair: r.:= Mem]r.]
{ }H{ r.=sel(M,sel(M,X)) , } 12 ' rS. = +E
{ H r,=A+sel(M,sel(M,X)), ... } 13 rac.cz' M;Cr;][r s+ 4]
{ }H{ r=sel(M,sel(M,X)+4), ! 14 rt L r+ ;
tMPlM,X), X#OHN=X F=R Mo =20 M2, =2 =MLY o oy, Iy - M;Crcn[rxt+ 4]
{ .. Hr=selMx+4), .} jump Loop

.. A (mpl(M,X) A (X20) = readok(M,X+4))




Proofs

e Producer & consumer have common set of proof rules
— axioms of logic (e.g., AAB=A)
— axioms of 32-bit arithmetic (e.g., x+0=x)
— memory axioms (e.g., al=a2 = sel(upd(M,al,v),a2)=v)
e Proofs consist of a list of rule applications
— let fact 1 be the precondition
— apply rule 27 to fact 1 to conclude new fact 2
— apply rule 19 to facts 1 and 2 to get new fact 3

— fact 19370 is the verification condition. QED.
e How do we generate these proofs? (theorem-provers)



How Are Annotations Generated?

e Certifying Compiler (e.g., Touchstone)
— high-level language is well-typed
— types = predicates (e.g., x:list 2 mp_list(M,x))

— compiler asserts a type-derived predicate with
each security-relevant register/memory value

e More on this when we cover TAL



What are the Limitations?

What policies are enforced?

— Short answer: Anything provable from axioms
What optimizations are permitted?

— Short answer: Anything provable from axioms
Only real limitation is axioms

— Are the set of axioms comprehensive?

— Does there exist a set of axioms such that...

e for every program M, and for every property P such that P is true of M, there
exists a proof of P(M)?

Practical Limitations:
— How big are proofs?

— Is annotation-generation / proof-generation practical for real
applications and architectures?

— s verification efficient?
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