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Abstract

To support mobility, we propose to use a triple
(M, N, d) as an address for every stationary or
mobile computer in a multi-network system,
like the Internet. In this (M, N, d) address, M is
the network where the computer is currently
located, N is the network where the computer
is usually located, and d is a unique identifier
of the computer in network N. The address of
a stationary computer is always (N, N, d),
while the address of a mobile computer is (M,
N, d), where M may be different from N. In
this paper, we discuss how to use this univer-
sal addressing in a number of protocols for
routing data messages to mobile computers, for
establishing and maintaining mobile vir tual
circuits, and for supporting mobile groups.

1. Introduction
We consider a system, like the Internet [2]

and [6], that consists of several computer net-
works. The computers in each network are
classified into hosts and routers. Each network
has one or more hosts and one or more
routers. For convenience, we assume that each
host is attached to exactly one network, and
each router is attached to two or more net-
works.

Hosts generate and send data messages
destined to other hosts, possibly in other net-
works, in the system. Hosts also receive and
consume data messages that are destined to
them. The function of routers is to forward the
sent data messages from one network to an-

other until each message arrives at its destina-
tion host.

Each host has a unique name of the form
(N, d), where N is the network to which the
host is attached, and d is a unique identifier for
the host in network N.

Each router has a set of two or more unique
names of the form

{ (N0, d0), ... , (Nr, dr) }
where N0, ... , Nr are the networks to which
the router is attached, and every d k  is the
unique identifier of the router in network Nk.

When a host generates a data message, it
augments the message with the name of its
destination host. Thus, each data message is of
the form

data(N, d, text)
where (N, d) is the name of the destination
host.

When a router receives a data(N, d, text)
message from some attached network M, the
router uses N to compute another attached
network K, and forwards the message to an-
other router in network K, and the cycle re-
peats. This cycle continues until finally some
router, attached to the destination network N,
receives the message and forwards it to the
destination host (N, d).

These naming and routing schemes are ad-
equate as long as hosts are "stationary", i. e.
remain attached to their networks indefinitely.
However, other schemes are needed to ac-



commodate "mobile" hosts that can move
between different networks in the system.
Existing schemes for accommodating mobile
hosts are surveyed in [4], and some schemes to
solve the problem in local-area or campus
networks are proposed in [1] and [3].

One scheme for accommodating mobile
hosts in wide-area networks is suggested in [5]
and [7]. In this scheme, when a mobile host (N,
d) moves to a network M, it is assigned a tem-
porary name (M, c) by some agent in network
M. In this case, any data message destined to
host (N, d) is eventually re-routed to host (M,
c). When host (N, d) leaves network M and
moves to network K, it is assigned another
temporary name (K, b) by some naming agent
in network K. The temporary name (M, c) is re-
turned to the naming agent in network M so
that it can be assigned to other mobile hosts
that move to network M.

The problem of this scheme is that it re-
quires a naming agent in each network in the
system. The function of these agents is to keep
track of the temporary names in their net-
works.

In this paper, we discuss another scheme to
accommodate mobile hosts. This scheme does
not require naming agents for assigning and
reclaiming temporary addresses in any net -
work in the system. An informal presentation
of this scheme is given in Section 2. Then, a
detailed and formal presentation of the scheme
is given in Sections 3 through 6. The impact of
mobility and the use of our addressing scheme
on virtual circuits and mobile groups is dis-
cussed in Sections 7 and 8. Section 9 describes
the relationship of our scheme to current IP
addressing. We conclude the paper with some
final remarks in Section 10.

2. Mobile Addresses
In a system with only stationary computers,

the pair (N, d) serves both as a name and as an
address. That is, because (N, d) is unique for
each computer, it can be viewed as a name, and
since it indicates that the computer is in net-
work N, it can be viewed as an address.

For a system with mobile hosts, the pair (N,
d) can no longer be viewed as an address, since
the host need not always be located in network
N. Thus, we keep (N, d) as a name and develop
a new addressing scheme.

Our scheme for addressing mobile hosts is
as follows. When a host (N, d) moves to a
network M, the host assumes the address (M,
N, d). Host (N, d) continues to assume this ad-
dress as long as it is attached to network M.
When host (N, d) finally leaves network M for
another network K, it assumes the address (K,
N, d), and so on. Note that because the names
of different hosts are distinct, and because host
names are included in host addresses, the ad -
dresses of different hosts are distinct.

Note that a stationary host (N, d) can be
viewed as a mobile host that never exercises its
choice of moving to a network other than N.
Hence, the address of this host is always (N, N,
d). In this manner, our addressing scheme is
uniform for both mobile and stationary hosts.

Using this scheme, a data message that is
sent to host (N, d) becomes  of the form

data(M, N, d, text)
where M is the current network of the destina-
tion host (N, d).

When a host (N, d) moves to a network M
and assumes the address (M, N, d), it sends an
upd(M, N, d) message to each router in net-
work N to inform the router that host (N, d) is
currently attached to network M. Later, when
another host sends a data(N, N, d, text) mes-
sage destined to host (N, d), the message ends
up in a router in network N. This router rec -
ognizes that host (N, d) is currently in network
M. Thus, it modifies the message, making it of
the form data(M, N, d, text), and forwards the
modified message towards network M. When
the data message arrives at a router in network
M, the router delivers the message directly to
host (N, d).

It is possible that by the time the data(M, N,
d, text) message arrives at a router in network
M, host (N, d) has already left network M. In
this case, the message is discarded.



Before we present these addressing and
routing protocols in more detail, we need to
discuss how one computer, host or router, can
send a message to another computer, host or
router, in the same network. This is done next.

Each computer, host or router, in each
network in our system has a unique hardware
address in the range 1..n-1. Henceforth, we
adopt i and j to denote hardware addresses in
our system, and refer to a host by either its
hardware address i or its  name (N, d).

For a computer i to send a message msg(f0,
... , fr) to a computer j, where both i and j are in
the same network M, computer i executes the
command:

send msg(j, f0, ... , fr) over M
Thus, computer i needs to know beforehand
the hardware address j of computer j.

Computer i can compute the hardware ad-
dress of computer j from the name (N, d) of
computer j by executing the command:

adr := arp.(M, N, d)
In this command, arp is a function that takes as
inputs a network M and a computer name (N,
d) and outputs either the hardware address of
computer (N, d) if this computer is currently
attached to network M, or 0 if this computer is
currently not attached to network M.

For a computer i to send a message msg(f0,
... , fr) to every computer in its network M,
computer i executes the command:

send msg(0, f0, ... , fr) over M

We are now ready to define our addressing
and routing protocols in detail. The definitions
proceed in three steps. First, a protocol for gen-
erating mobile addresses is given in Section 3.
Second, a protocol for propagating mobile ad -
dresses is discussed in Section 4. Third, a proto-
col for routing data messages using the propa-
gated mobile addresses is defined in Section 5.

3. Generation of Mobile Addresses
Periodically, each router in the system

broadcasts its names using here(N, d) mes-
sages, where (N, d) is a name of the router.
When a mobile host i receives a here(N, d)

message from a nearby router, it stores N and d
in two local variables CN and cr, respectively.
Variable CN along with the name of host i
constitute the current address of i. As shown
below, variables CN and cr are also used by
host i to send messages to the nearest router in
the current network. The code for mobile host
i is as follows.

var
CN : the network  to which mobile

host i is currently attached

cr  : id of a router in network CN

action
rcv here(0, N, d) → CN, cr := N, d

end

A router j periodically broadcasts its names.
Each name (N, d) of router j is broadcasted
over network N. The code for router j is as fol-
lows.

const
SM : the set of names of router j

action
timeout every τ msec →

for  every (N, d) ∈ SM do
send  here(0, N, d) over  N

rof
end

4. Propagation of Mobile Addresses
When a mobile host i receives a here(N, d)

message and detects that CN ≠ N, which im-
plies that host i has moved to a new network,
host i sends an upd(N, PN, pd) message, where
(PN, pd) is the name of host i. Hence, the
above action of mobile host i needs to be modi-
fied to become as follows.

const
PN : the network in the name of

mobile host i

pd : the id in the name of mobile
host i



action
rcv here(0, N, d) → 

if  CN ≠ N
then

CN, cr := N, d;
adr := arp.(CN, CN, cr);
send  upd(adr, CN, PN, pd) over CN

fi
end

When router j receives an upd(M, N, d)
message, it checks whether it is attached to
network N. If router j is attached to network N,
then it broadcasts an upd(M, N, d) message to
every other router in network N. If router j is
not attached to network N, then it forwards an
upd(M, N, d) message to some router in an at-
tached network K which is the next hop to
network N. The name of this router is ob-
tained by performing the function call route.N.
Thus, the following two actions need to be
added to the code of router j.

const
SN : the set of networks to which

router j is attached

var
cnet: array  [network, id] of network

action
rcv  upd(j, M, N,  d) →

if  N ∈ SN
then

cnet[N, d] := M;
send  upd(0, M, N, d) over  N

else
(K, c) := route.N;
adr := arp.(K, K, c);
send  upd(adr, M, N, d) over K

fi

  rcv upd(0, M, N, d)  →
cnet[N, d] := M

end

5. Routing Using Mobile Addresses
At any instant, a mobile host i can use its

two local variables CN and cr to send a data(L,

K, c, text) message to any other host (K, c) lo -
cated in some network L. When a mobile host
i receives a data(i, M, N, d, text) message, it
knows that it is the ultimate destination of the
message and stores the message text. Thus, the
following two actions need to be added to the
code of mobile host i.

action
   true   →

/* send a data msg to host (K, c) at L */
Define L, K and c;
if  L = CN
then

adr := arp.(L, K, c);
send  data(adr, L, K, c, text) over  L

else
adr := arp.(CN, CN, cr);
send  data(adr, L, K, c, text)

over  CN
fi

 rcv data(i, M, N, d, text) → 
store  text

end

If the current network L of host (K, c) is
unknown, the data message can be addressed
to (K, K, c), because routers in network K will
reroute the message to network L.

To simplify the exposition, we have not in-
cluded the sender's address in data messages,
although in practice it will be included. Hence,
host i will learn of the address (L, K, c) upon
receiving the next message from host (K, c).
This allows host i to send all subsequent mes-
sages to (K, c) with the address (L, K, c).

One more action is needed in the router to
forward data messages. Due to the complexity
of the action, we present its code in stages. The
action has the following form, where frag-
ments AA, BB, and CC are explained below.

action
rcv  data (j, M, N, d, text) →

if  ¬(M ∈  SN) then
AA

else  /* M ∈  SN */
if M ≠ N then



BB
else  /* M = N */

CC
fi

fi
end

After receiving a data message, the router
checks if the destination network M is adjacent
to it. If it isn't, then it forwards the message to
the next router to the destination. Thus, the
code fragment AA is the following.

(K, c) := route.M;
adr := arp.(K, K, c);
send  data(adr, M, N, d, text) over  K

If the destination network M differs from
the network in the host's name (i.e., M  ≠ N),
the host is presumed to be located in network
M. If M is adjacent to the router, the router
forwards the message to host (N, d) in M.
Thus, code fragment BB is the following.

adr := arp.(M, N, d);
if  adr ≠ 0
then

send  data(adr, M, N, d, text) over  M
else

skip  /*discard data msg*/
fi

If the destination network is the same as
the network in the host's name, and this net -
work is adjacent to the router, then the router
should be aware of the host's current network.
Thus, the router must forward the message to
the current network of the host, which may or
may not be adjacent to the router. Hence, code
fragment CC is as follows.

if  cnet[N, d] ∈ SN
then

adr := arp.(cnet[N, d], N, d);
if  adr ≠ 0
then

send data(adr, cnet[N, d],
    N, d, text) over  cnet[N, d]

else
skip  /*discard data msg*/

fi

else   /* ¬(cnet[N, d] ∈ SN) */
(K, c) := route.cnet[N, d];
adr := arp.(K, K, c);
send  data(adr, cnet[N, d], N, d, text)

over  K
fi

6. Mobile Routing Protocol
The complete mobile routing protocol can

be obtained by combining the constants, vari-
ables, and actions presented in the last three
sections.

In this case, the code for a host contains the
two constants PN and pd, which form the
name of the host. It also contains the two vari-
ables CN and cr, which form the name of a
router in the current network of the host. The
host has three actions: one action to generate
its new address, a second action to send data
messages to other hosts, and the third action to
receive and store data messages.

The code for a router contains the two con-
stants SN and SM, which are the set of net-
works attached to the router and the set of
names of the router, respectively. It also con-
tains the variable cnet, which stores the cur-
rent network of each host whose name has a
network in SN. The router has four actions. In
the first action, the router advertises its name
in every attached network. In the second and
third actions, the router receives and handles
address propagation messages from mobile
hosts in other networks. In the last action, the
router routes received data messages according
to their addresses.

7. Mobile Virtual Circuits
We have thus far considered the effects of

mobility on sending datagram traffic. In this
section, we briefly discuss the impact of mobil-
ity on an alternative type of traffic: virtual cir-
cuit traffic.

A virtual circuit consists of two hosts,
called source and destination, and a fixed path
from the source to the destination. The source
sends data messages to the destination, which
must be routed through the fixed path. To ac-



complish this fixed routing, each router
maintains information about each virtual cir-
cuit whose path includes the router.

Consider the case where a host (K, c) tries to
establish a virtual circuit to a host (N, d) in a
system where all hosts are stationary. First,
host (K, c) sends a connect request message,
crqst(N, d, K, c), destined to host (N, d). When
a router receives this message, it reserves re-
sources for the circuit, such as bandwidth and
buffer space. Then, the router forwards the
crqst message to a neighboring router according
to its routing table, and stores in its memory
that this neighbor is the next hop for circuit (K,
c, N, d).

If a router is not able to allocate the re-
quired resources, it returns a disconnect reply
message, drply(K, c, N, d), along the path back
to the source, causing all routers on the path to
deallocate the resources reserved for the cir-
cuit. Otherwise, the crqst message arrives at the
destination, which returns a connect reply
message, crply(K, c, N, d), along the path.

The mobility of hosts requires some
changes in the above scenario. Assume that
host (N, d) is currently located in network M,
M ≠ N, and that host (K, c) is in network L. In
this case, host (K, c) sends a crqst(N, N, d, L, K,
c) message to setup a circuit with (N, d).
Eventually, a router in network N receives the
crqst message and forwards a crqst(M, N, d, L,
K, c) message to network M, thus building a
circuit from network L to network N then to
network M.

The above scheme allocates resources un-
necessarily by not building the circuit directly
from network L to M. This is because it only
uses the crqst, crply and drply messages also
used in the stationary host case. To build a di-
rect circuit from network L to network M,
other messages need to be incorporated as fol-
lows.

Any router in network N that receives a
crqst(N, N, d, L, K, c) message returns a forward
message, fwd(L, K, c, M, N, d), back to the
source, indicating that host (N, d) is located in
network M. The fwd message causes the

routers in the path from N to L to deallocate
the resources reserved for this circuit.

Message fwd differs from message drply be-
cause the source is informed that the circuit
setup failed not due to lack of resources, but
due to the mobility of the destination. Thus,
the source may retry by sending a crqst(M, N, d,
L, K, c) message to build a circuit over a direct
path from network L to M.

Although the above approach chooses the
optimal path, it suffers from the drawback of
temporarily allocating resources in the path
from network L to  network N until a router at
N generates a fwd message. An alternative ap-
proach is for host (K, c) to send a query(N, N, d,
L, K, c) message to host (N, d), which in turns
replies to the source with a resp(L, K, c, M, N,
d) message, indicating that its current network
is M. The source would then proceed to build
the circuit by sending a crqst(M, N, d, L, K, c)
message to network M.

This last approach has the disadvantage of
increasing the circuit setup latency by one
round-trip time in the case when host (N, d) is
still residing in network N. Which of the
above two approaches is superior depends on
the likelihood of this case.

In the event that one host moves from one
network to another while the circuit is active,
the moving host may tear-down the old circuit
and establish a new circuit to its peer. In the
event that both hosts move at the same time
and loose track of each other's current location,
the source can establish a new circuit using one
of the two strategies described above.

8. Mobile Groups
A group is a collection of hosts such that

each message sent by a host in the group is
routed to every other host in the group. A
group is mobile if some of its hosts are mobile.

Associated with each mobile group is a col-
lection of routers, called the group routers, that
are arranged in an outgoing, directed, rooted
tree.



The router at the tree root is called the
group root, and every router is on a directed
path from the group root to some host in the
group. Each group router maintains a list of its
parent and children in the group tree. (The
parent of a group router, other than the root, is
another group router, and each child of a
group router is either a group router or a host
in the group.)

A group, whose root is router (N, N, d), is
assigned the (mobile) address (N, N, d, g),
where g is a unique identifier of the group in
router (N, N, d).

Initially, a group (N, N, d, g) consists of
only one site, namely, the root router.

A computer (L, K, c), whether a host or a
router, can join group (N, N, d, g) by sending a
join(N, N, d, g, L, K, c) message whose ultimate
destination is router (N, N, d), the group root.
Computer (L, K, c) sends this join message to
router (L', L', c') indicated by its routing table to
be the best neighbor to reach the ultimate des-
tination (N, N, d). Later, computer (L, K, c) re-
ceives an acpt(L, K, c) message from router (L',
L', c') indicating that computer (L, K, c) has al-
ready joined the group and that its parent in
the group tree is router (L', L', c').

When router (L', L', c') receives the join(N,
N, d, g, L, K, c) message from computer (L, K,
c), it checks whether or not it is on the tree of
group (N, N, d, g). If router (L', L', c') is already
on the group tree, it adds computer (L, K, c) to
the set of its children in the tree then sends an
acpt(L, K, c) message to computer (L, K, c). If
router (L', L', c') is not on the group tree, it
sends a join(N, N, d, g, L', L', c') message to
router (L'', L'', c'') indicated by its routing table
to be the best neighbor to reach the ultimate
destination (N, N, d). Later, when router (L',
L', c') receives an acpt(L', L', c') message from
router (L'', L'', c''), it sends an acpt(L, K, c)
message to computer (L, K, c) and makes (L, K,
c) its child in the group tree.

After a computer joins a group tree, it peri-
odically sends tick messages to its parent on the
tree. If a mobile host on a group tree changes
its current network, it stops sending tick mes-

sages to its parent (router) on the tree. In this
case, the parent recognizes that the mobile host
is no longer on the group tree. Later, when the
mobile host settles in another network, it can
re-join the group tree using the same protocol
discussed above.

Note that if a router does not receive tick
messages from any of its children on the group
tree for some time, the router recognizes that it
no longer needs to be on the group tree, and
stops sending tick messages to its parent on the
tree.

To send a data message to every host in
group (N, N, d, g), a host, whether mobile or
stationary, sends a data(N, N, d, g, text) mes-
sage whose ultimate destination is router (N,
N, d), the group root. When router (N, N, d)
receives the data message, it forwards a copy of
the message to each of its children. In turn,
each child forwards a copy of the message to
each of its children, and so on until each host
in the group receives a copy of the message.

9. Relationship to Current IP Addressing
Our addressing structure (M, N, d) is not

supported in the addressing schemes of either
the current IP, referred to as IPv4 [8], or the pro-
posed next generation of IP, known as IPv6 [9].
Instead, addresses in both versions of IP are
equivalent to our (N, d) naming structure.

In IPv4, sending to an (M, N, d) address can
be emulated as: sending to (N, d) in care of  any
router in network M. This emulation requires
a thin header around the sent message, which
would require more bits than those needed for
the (M, N, d) address.

To support our (M, N, d) address structures,
IPv6 needs to provide two features. First, IPv6
needs to allow cluster addresses that can be
used to route messages to any router in a given
network. Second, IPv6 needs to allow multicast
addresses that can be used to route message
copies to every router in a given network.

Our protocols for generating, propagating,
and routing using universal mobile addresses
can be compared with the protocols proposed



in [5] for supporting mobility in IPv4 as fol-
lows.

1. The advertisement of a router's name i n
Section 3 is comparable to the adver tise-
ment by the foreign agent in [5].

2. Our protocol does not require any registra-
tion with a naming (i.e. foreign) agent.
Note that we recognize that commercial
and administrative issues may require this
registration, but actual mobility of a host
can be supported without registration with
a foreign agent.

3. The propagation of mobile addresses in
Section 4 differs from the mobile host regis-
tration with the home agent in [5] as fol-
lows. In our protocol, the mobile host regis-
ters its location with every router (i.e.,
home agents) on network N, while in [5]
the mobile host registers with a specific
home agent.

4. Our routing protocol is more robust in the
manner that data messages are routed to
mobile hosts in that any foreign agent on
the host's current network is allowed to de-
liver data messages to the mobile host, as
opposed to a single foreign agent doing so.

5. The protocols for supporting authentication,
encryption, and route optimization in [5]
can be added to our set of protocols defined
in the previous sections.

10. Concluding Remarks
In this paper, we proposed a new address-

ing scheme to support mobility in a multi-net-
work system. An address consists of a triple (M,
N, d), where (N, d) is the unique name of the
computer in the system, and M is the network
where the computer is currently located. As a
computer (N, d) moves from one network to
another, its address is always unique since its
name is also unique.

This addressing scheme is uniform for both
mobile and stationary computers. This is be-
cause a stationary computer (N, d) can be
viewed as a mobile computer that is always in

network N, and thus always has the address
(N, N, d).

Because any router in the current network
of a mobile host is capable of delivering data
messages to the host, our addressing scheme is
robust. That is, if one router in the network
fails, other routers may still deliver messages
to the host. Furthermore, this robustness al-
lows for load balancing as follows. If the rout-
ing algorithm balances the traffic into the net-
work among all routers in the network, each
router may deliver the data messages directly
to the mobile host.
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