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ABSTRACT

In Internet, routing between Autonomous Systems
(ASes) is performed by Border Gateway Protocol (BGP).
Neighboring routers in different ASes share their routing
information by using external BGP (eBGP), while routers
in the same AS share their routing information about
external destinations by using internal BGP (iBGP). iBGP
employs route reflection clustering to solve the scalability
problems due to number of iBGP peering sessions re-
quired. This clustering, however can cause anomalies such
as routing loops and a failure to converge to a stable set of
paths.

In this paper, we present a Selective Path Dissemination
(SPD) protocol, which avoids iBGP anomalies specific to
clustering, and we also prove the correctness of the SPD
protocol. Our solution requires minor changes to route
reflection clustering method. In our proposed method,
each border router would act as the reflector and each
interior router is clustered with its nearest border router.
Furthermore, each border router selectively disseminates
paths to each of interior routers in border router’s cluster.
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1 Introduction

At its highest level, the Internet is a collection of in-
terconnected Autonomous Systems (ASes), where each
AS is a collection of interconnected networks under the
management of a single organization. Routing of IP
datagrams within an AS is performed at the discretion of
the organization. Therefore, each AS is free to choose
any routing algorithm for routing within the AS (intra-AS
routing). Although the intra-AS routing protocol is chosen
by each AS, routing between ASes (inter-AS routing) must
be performed by a common protocol executed by all ASes.
Because ASes are interconnected, the Internet may be
viewed as an AS-graph, i.e., a graph where each node is an
AS. Each router in an AS stores in its memory the paths
along the AS-graph that router has chosen to reach every
other AS. In order to learn new paths and to propagate
existing paths, each router informs its neighbor of the
paths the router has chosen. The purpose of exchanging an

entire path to each destination as opposed to exchanging
a distance vector is to avoid long-lived routing loops.
The propagation of these paths from one AS to another is
performed through the Border Gateway Protocol (BGP).
Neighboring routers in different ASes share their chosen
paths by using the external Border Gateway Protocol
(eBGP), while routers in the same AS share their chosen
paths to external destinations by using the internal Border
Gateway Protocol (iBGP).

Inside the AS, each border router shares the paths, it
has chosen to external destinations, to every router. This
sharing of paths requires Transmission Control Protocol
(TCP) connection, also known as iBGP peering session,
from each border router to all the interior routers in the
AS. For scalability, routers with in the AS are divided into
several disjoint clusters. Each cluster will have special
router known as the reflector. Each border router only
shares chosen paths with reflector in the border router’s
cluster. Each reflector is responsible for sharing chosen
paths to every reflector inside its AS and other routers
inside its cluster. Multi Exit Discriminator (MED) at-
tribute is used to discriminate the links between same ASes.

Both eBGP and iBGP have been plagued with a multitude
of anomalies. eBGP has the divergence anomaly [1, 2, 3],
in which routers would exchange path update messages
continuously without settling for stable set of paths. One
reason for divergence is, each AS may rank each path
according to some local policy, that is, paths are ranked
independently at each AS. Therefore, the ranking of paths
at different ASes may conflict with each other, leading
to unstable behavior. There has been many solutions
[2, 4,5, 6, 7] proposed to solve the divergence problem in
eBGP but none are satisfactory. iBGP also has divergence
and routing loops [8, 9, 10, 11, 12] anomalies. Griffin et
al. [9] observed that this iBGP anomalies could occur due
to clustering. In particular, these anomalies may occur if
interior routers are not using paths through their nearest
border router with a path to reach a particular destination.
No solution has been proposed in the current literature to
solve the iBGP anomalies specific to the clustering. In this
paper, we are proposing a solution to solve the anomalies
specific to iBGP clustering.



We present a Selective Path Dissemination (SPD) protocol,
which avoids iBGP anomalies specific to clustering and we
also prove the correctness of SPD protocol. Our solution
requires minor changes to existing clustering method. In
our method, each border router acts as the reflector and
each interior router is clustered with its closest border
router. Furthermore, each border router selectively dissem-
inates paths to each of interior routers in border router’s
cluster.

This paper uses the following conventions in the figures.
We refer to a link as internal link of an AS, if it is
connecting two routers in the same AS. Otherwise, we
refer that link as external link. All routers shown in the
figures are trying to find a best path to special destination
AS d. ASes are shown as ellipses, border routers are
named as B;, interior routers are named as /;, and external
paths to destination AS d through border router B; are
named P;. Clusters are represented as C; and reflector is
shown in bold face letter in each cluster. We also assume
external paths P; have the same local preference values
and AS Path attribute lengths. The weights on the links
represent Interior Gateway Protocol (IGP) metrics. Solid
lines indicate physical links between routers and dashed
lines indicate iBGP peering sessions between routers. We
are also using the following notation in this paper. We
refer border routers in AS, whose current path to d is
passing through only external links as the feasible border
routers. Otherwise we refer them as infeasible border
routers. Interior router /;’s nearest border router is referred
to as 3(1;) and nearest feasible border router is referred to

as (7).

The remaining sections are organized as follows. In Sec-
tion 2, we give a brief overview of BGP, and route reflec-
tion scaling technique used in iBGP. In Section 3, we discus
the related work that addresses the instability problems in
iBGP. In Section 4, we will explain different iBGP anoma-
lies with examples. In Section 5, we present SPD protocol
and prove the protocol correctness. In Section 6, we give
our concluding remarks and areas of future work.

2 BGP Overview

BGP [14] is de-facto standard for sharing of the routing in-
formation between ASes. Neighbors in different ASes are
known as eBGP peers and TCP connection between them
is known as an eBGP peering session. Any two routers,
who belong to the same AS are called as iBGP peers and
TCP connection between them is called as an iBGP peer-
ing session, even if they are not physically connected by
single link. In BGP, the update message is used by the
routers to advertise the chosen path and to withdraw pre-
viously advertised infeasible paths. Update message car-
ries origin, next hop, AS path, MED path attributes. Ori-
gin attribute contains the origin AS identifier of the update
message. The Next Hop attribute, which contains the IP

address of next hop router, is used to forward IP datagrams
to next-hop router along the current chosen path. AS Path
attribute stores list of ASes along the path, which is used to
avoid loops. MED is used to inform which link is preferred
over the other, when there are multiple links between same
ASes. Smaller MED value link is preferred over higher
MED value link.

2.1 Route Selection Process

In this section we will explain the commonly used route se-
lection process at the BGP routers. BGP routers select the
best path from the available paths set by using the follow-
ing steps. Route selection process proceeds to the next step
if there are multiple paths in the previous step and stops if
there is only one path.

1. Router selects the path with the best local preference
value.

2. If there are multiple such paths then router chooses the
path with minimum AS Path attribute length.

3. If there are multiple such paths then router chooses the
path through a BGP peer with least MED for each of
the neighboring ASes.

4. If there are multiple such paths then one of following
may determine the best path.

o If the router has path through atleast one eBGP
peer then the router chooses the path through an
eBGP peer with least IGP metric between itself
and eBGP peer.

o If router has no path through eBGP peers then
the router chooses the least IGP metric path to
the border router, which has a path to destination
AS.

5. Finally if there are multiple paths, use some determin-
istic tie breaker, such as least Next Hop path attribute
to find the best path.

2.2 iBGP Explained

BGP peers, within the same AS, use iBGP protocol to ex-
change paths they have chosen for the destinations outside
AS. The primary difference between iBGP and eBGP is
the mechanism by which router checks for the loops in
the paths. As mentioned earlier, eBGP uses AS Path at-
tribute to avoid loops. In iBGP, all routers belong to same
AS, iBGP can’t use AS Path attribute to avoid loops. In-
terior routers avoid loops by not forwarding chosen paths
to any other iBGP peers. Due to which, each border router
needs to maintain an iBGP peering session with every other
router. But this full-mesh peering method is not scalable.
Route reflection [15], Confederation [12] are two mecha-
nisms that can alleviate the scaling problem. In this paper
we are only considering iBGP anomalies due to route re-
flection clustering.



2.3 Route Reflection Clustering

In route reflection clustering, all routers inside the same
AS are divided into disjoint sets known as clusters. Each
cluster will have special router known as the reflector and
other routers in the cluster are known as clients. All the
reflectors inside the same AS will maintain a full-mesh of
iBGP peering sessions with each other and each reflector
also maintains an iBGP peering session with every client
in reflector’s cluster. This clustering significantly reduces
the iBGP peering sessions required. In fig.1, AS is divided
into {11, B1}, {2, B2} clusters with reflectors B; and By
respectively. Reflectors B;, B> maintain full-mesh iBGP
peering sessions and each reflector also maintains iBGP
peering session with clients in it’s cluster.

In this clustering, border routers are required to forward
chosen paths only to cluster’s reflector. Reflectors are re-
sponsible for forwarding chosen paths to other reflectors
and every cluster’s client router. Reflector advertises cho-
sen paths in the following way.

o If the reflector received a path update message from
one of its clients then the reflector advertises the cho-
sen path to all of other clients inside its cluster and to
every other reflector.

o If the reflector received a path update message from
an eBGP peer then the reflector advertises the chosen
path to all the clients inside its cluster and to every
other reflector.

o If the reflector received a path update message from
other reflector then the reflector advertises the chosen
path to every client in its cluster.

3 Related Work

Anomalies specific to the clustering can occur even with
stable eBGP and without even considering the MED values.
In [9], authors have studied the correctness of iBGP and
mentioned sufficient conditions to avoid anomalies specific
to the clustering. There are also many studies related to
the divergence problems if both MED and clustering are
considered [13, 8, 10, 11, 12]. There are few solutions
proposed to solve the divergence problem due to MED and
clustering [11, 13]. The important idea in these solutionsis
that each router, in addition to its best path, also advertises
some additional paths. These solutions are not scalable. In
this paper, we are proposing a new solution to solve the
iBGP anomalies specific to clustering. We do not consider
the MED attribute values in our solution.

4 IBGP Anomalies due to Clustering

In this section we explain the forwarding anomaly and the
divergence anomaly in iBGP with examples. These anoma-
lies occur due to improper clustering of routers and incor-
rect placement of reflectors.

CiB, I,}

C:{B,L}

Figure 1. Forwarding anomaly due to clustering.

4.1 Forwarding Anomaly

Lets us consider the interior Router /;, whose current
path to destination d is passing through the border Router
Bg. Also assume, shortest path between I; and Bk is
passing through an intermediate Router /;. But Router
I;’s current path to same destination d is passing through
a different border router B,,. IP datagrams from router /;
get deflected at router /;, which is known as the forwarding
anomaly. Forwarding anomalies complicate the protocol
debugging. In the worst case, these deflections could lead
to routing loops. Next, we will discuss an example with
routing loop.

Figure 1 shows an AS with routing loop, which is taken
from [9]. In this example, AS is divided into two clusters
{B1, 1} and {Ba, Ir}. B;(i = 1, 2) acts as the reflector in
each cluster. Router B; always chooses P; as the current
path by using the route selection process mentioned in
Section 2.1. Notice that, the route selection process favors
the external links over the internal links at the border
routers. Client /; only learns about the path P; from
its reflector B;. Ii’s current path is passing through the
border router B; and the shortest path between /; and B
is I — I — Bj. But I3’s path is passing through a
different border router Bs. IP datagrams from 7; to the
destination d get deflected at /5 and IP datagrams from /5
to the destination d get deflected at ;. Hence, there is a
forwarding loop between /7 and /5 routers. Next, we will
discuss the reasons for this anomaly and how we can avoid
loops.

Each interior router I; should choose the path through
¥(I;). But, Router 71 s path is passing through By, which
is not ¥ (I;). Similarly I5’s path is passing through the
border router By, which is not ¥(/2). Therefore, We can
avoid routing loops by making border routers as the reflec-
tors and each interior router /; is clustered with 5(/;). In
this example, each interior router chooses the path through
¥(I;), which is equal to 8(7;). The anomaly free clustering
is shown in fig. 2.

4.2 Divergence Anomaly

In the divergence anomaly, routers would exchange the
path update messages continuously. Router’s current paths
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Figure 3. Divergence anomaly due to clustering.

would change continuously without settling for the stable
set of paths. iBGP can also diverge due to combination
of clustering and MED attribute [13] [10]. But, the
divergence anomaly we are considering is specific to the
clustering of routers. Next, we will explain the divergence
anomaly with an example.

Divergence example taken from [16] is shown in the fig.3.
In this example, each I; acts as the route reflector for the
cluster {B;, I; }. B; always chooses P; as the current path
by using the route selection process mentioned in Section
2.1. Router I; always prefers P; 4 I over P;. Following
explains the divergence problem at /; routers.

1. Lets assume /;’s current path is Ps, I5’s current path

is P and I3’s current path is Ps.

2. Next, If 5 receives the path update message from /3
then I withdraws P; and changes its current path to
Ps. So I changes its current path to P;.

3. Next, If I3 receives the path update message from [y
then I3 withdraws Ps and changes its current path to
P;. So I changes its current path to Ps.

4. Next, If I receives update from 7, then I; withdraws
P, and changes its current path to P5. So I3 changes
its current path to Ps.

I; routers would continuously exchange path update
messages in the cyclic manner as above. They will never
agree on stable set of paths. Next, we will discuss reasons
for this anomaly and how we can avoid it.

"mod 3 is applied to subscripts in this example description

Ci{B, L}

G{B, 1} GI{B;L}
Figure 4. Divergence anomaly free clustering.

Border routers will have better knowledge about announc-
ing new feasible paths and withdrawing infeasible paths.
In step-2 of divergence anomaly example, /5 withdraws
the path P;. Due to which, 7; changes its current path to
P;. But P5 could still be a feasible path. 75 is unneces-
sarily withdrawing the path P5. Border router Bs has bet-
ter knowledge about whether P; is a feasible path or not?
Therefore, border routers should act as the reflectors. We
can avoid the divergence anomaly by making B; as the re-
flector and each interior router /; is clustered with 3(7;) as
shown in fig.4. Every interior router /; chooses the path
through v (7;).

5 Selective Path Dissemination (SPD) Protocol

In this section we will explain selective path dissemination
protocol, which avoids iBGP anomalies specific to the
clustering. From above discussion in examples, it seems
like we can solve iBGP anomalies by making two minor
changes to the clustering mechanism. First, by making
border routers as the reflectors. Second, each interior
router is clustered with the nearest border router. But these
changes may not solve iBGP anomalies in all situations.
In particular, if 7;’s nearest border router 3(1;) is different
from nearest feasible border routeri)(7;).

Let us consider an example shown in fig.5, to motivate
extra changes required to our protocol. In this example,
each of interior router /; (i=1,2) is clustered with its 3(I;).
Other border routers Bs and B4 form separate clusters.
Border routers B; and B, are infeasible border routers.
Border routers B; and Bs chose their paths through
their nearest border routers B3 and B, respectively. B
advertises path P3 to /; and /;’s shortest path to Bs is
I1 — Iy — Bjs. By similar arguments, 75 chooses path
Iy — I} — By. IP datagrams from 77 get deflected at I
and IP datagrams from 75 get deflected at /1. Hence, there
is routing loop between routers /; and 7. We can avoid
this loop by using selective path dissemination at border
routers.

In our method, border routers act as the reflectors. So all
border routers will have full knowledge about available
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Figure 5. Protocol Motivation Example.

paths through all other border routers. Infeasible border
routers, instead of sending chosen path to all interior
routers in their cluster, they should selectively advertise
paths through (/;) to each interior router /;. Each interior
router /; will receive an update message with path through
nearest feasible border router v (7;) from nearest border
router 5(1;).

This extra change will solve iBGP anomalies completely.
But how does border routers know about each interior
router 1;’s v(7;)? If AS is using link state routing, such
as Open Shortest Path First (OSPF), for intra-AS routing
then every router will have knowledge about the full topol-
ogy. If AS is using distance vector protocol, such as Rout-
ing Information Protocol (RIP), for intra-AS routing then
this assumption is not true. To make SPD protocol inde-
pendent from intra-AS routing protocol, infeasible border
router sends a request() message to each interior router in
its cluster. Interior router sends back a reply(sorted list)
message with the sorted list of border router identifiers.

5.1 Pseudo-code at Interior Router

Fig. 6 shows pseudo-code for SPD protocol at the inte-
rior router (ir). In this section we will present pseudo-
code for SPD protocol at interior router (ir). Each interior
router maintains a sorted list of border router identifiers
(brs) and current path (cp) variables. This list contains
routers identifiers from the nearest to the farthest border
router. Routers will use deterministic tie-breaker, such as
smallest border router identifier, to sort this border routers
list. Interior router has two events. In first event, if ir re-
ceives an update(cp) message from S(ir) then ir updates
the current path (cp) variable. In second event, If ir re-
ceives a request() message from 3(ir) then ir sends back
a reply(brs) message.

5.2 Pseudo-code at Border Router

Fig. 7 shows pseudo-code for SPD protocol at the border
router (br). Each border router maintains the current path
(ep) variable. Each border router (br) has three events.
In first event, if br receives update(p) message from
another border router then b7 does the following actions.
br updates its current path (cp) by calling best_path
function. Boolean expression (border_router(cp) = br)

Interior router (i)
Variables used:
cp : Current path
brs: Sorted list of border router identifiers
Events and corresponding actions:
Receive update(p) from G(ir)
cpi=7p
Receive request() from S(ir)
Send reply(brs) to G(ir)

Figure 6. SPD Protocol for Interior Router

is true if br router is feasible. If br is feasible then br
forwards the chosen path to all interior routers in its
cluster. Otherwise br will send a request() message to
all interior routers in its cluster. In second event, If br
receives an update message from eBGP peer then br
does the following actions. br updates the current path
(ep) by calling best_path function and If br is feasible
then br forwards the chosen path to all interior routers in
its cluster. In third event, If br receives a reply(list br)
message from interior router ir then b7 does the following
actions. br selectively finds the best path through 1 (ir) by
using function selective_best_path(brs,ir) function and
forwards this path to 7.

5.3 Correctness Proof

In this section we will formally prove the correctness of
SPD protocol

Lemma 1 Every Router R always chooses its path through
nearest feasible border router 1(R).

Proof: In SPD protocol, border router B;s are acting as the
reflectors. Every border router will have a full knowledge
of available paths to the AS. Hence, every border router
B; always chooses the path through ¢ (B;). Every interior
router /; is clustered with the nearest border router 3(7;).
Now we need to consider two types of clusters. In first case,
If the cluster’s border router is feasible then every interior
router selects path through ¢ (7;), which is equal to 3(1;).
In second case, If the cluster’s border router is not feasible
then every interior router sends a sorted list border router
identifiers to border router. Border router selectively ad-
vertises the path through 7;’s nearest feasible border router
¥(I;). Which proves the Lemma. []

Lemma 2 [f any interior router I; chooses path through
border router B; then all the routers along the shortest
path between I; and B;, including B;, should choose path
through same border router B;.

Proof: = We prove this by contradiction using fig. 8.
Lets assume Interior router /; chooses path through border
router B;. From Lemma 2, ¥([;) = B;. At some inter-
mediate router /; along the shortest path between /; and
B; chooses path through different border router B;. There-
fore, B; should be nearer to I; than B; and ([;) = B;.
Which contradicts our assumption. []



Border router (br)

Variables used:
cp : Current path.

Events and corresponding actions:

Receive update(p) from iBGP peer
ep = best_path(update(p))
If (border _router(cp) = br)
Send update(cp) to interior routers
Else
Send request() to interior routers
Receive update(p) from eBGP peer
ep = best_path(update(p))
If (border _router(cp) = br)
Send update(cp) to interior routers
Receive reply(br) from interior router ir
B(ir) = selective_best_path(br)
Send path update(3(ir)) to ir
Functions used:

o best_path(update(p)): Updates the available paths
database with information from new update mes-
sage and returns the new best path by using the
route selection process.

e border_router(path): Returns border router’s
identifier along the path.

e sclective_best _path(list, ir): Returns  path
through the router +(ir) from the available set
paths.

Figure 7. SPD Protocol for Border Router

Figure 8. Proof of Lemma 2.

Theorem 1 SPD protocol solves forwarding anomaly.

Proof: From Lemma 2, If interior router /; chooses path
through B; then all routers along the shortest path between
I; and B; also choose path through B;. IP datagrams from
I; would never get deflected. []

Theorem 2 SPD protocol solves divergence anomaly.

Proof In SPD protocol border routers are acting as reflec-
tors. Every border router will have full knowledge of avail-
able paths. Every border router chooses its path from the
same set of available paths. Therefore, paths at border
routers would never diverge. Furthermore, every interior
router J; chooses path through ¢ (7;). Therefore, paths at
interior routers would never diverge. []

6 Conclusions and Future work

BGP has been plagued with multitude of anomalies. Many
solutions have been proposed for the divergence problem in
eBGP. In this paper, we presented Selective Path Dissem-
ination protocol, which solves iBGP anomalies specific to
clustering with minor changes to clustering method. We
also proved the correctness of SPD protocol. Our solution
also solves MED based anomalies in iBGP. Due to space
limitations we are unable address MED based anomalies in
this paper. Our solution requires border routers to act as the
reflectors. In future, we want to remove this restriction and
allow any router to act as the route reflector. We also want
to investigate how our protocol adjusts to node failures and
link failures.
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