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Abstract—The stable-paths problem is an abstraction of the occurs, it is possible for BGP to diverge, that is, there are
basic functionality of the Internet's BGP routing protocol. This  AS’ms that continuously alternate between different paths to

abstraction has received considerable attention, due to the insta- T ;
bilities observed in BGP. In this abstraction, each node informs :)haethdesnnatlon’ and are perpetually unable to obtain a stable

its neighboring nodes of its current path to the destination node. . o .
From the paths received from its neighbors, each node chooses Internal BGP (IBGP), i.e., the distribution of BGP routing

the best path according to some locally chosen routing policy. information within an AS, also suffers from divergence prob-
However, since routing policies are chosen locally, conflicts may |ems [6], [7], [8], [9]. However, the IBGP Divergence problem

occur between nodes, resulting in unstable behavior. Current s jhtama| to each AS, while on this paper we focus on inter-
solutions either require expensive path histories, or prevent nodes AS routing

from locally choosing their routing policy. In this paper, we . .
present a solution with small overhead, and furthermore, each ~ Many schemes have been proposed to alleviate or avoid the

node has the freedom to choose any routing policy. However, inter-AS divergence problem of BGP. Route-flap-damping [10]
to avoid instabilities, the possibility of divergence is measured reduces the rate at which oscillations may occur, but does
using an efficient cost metric exchanged between nodes. If the ot gliminate them. Pre-checking the conflicts in routing
cost metric indicates that divergence is occurring, steps are taken - . .
to ensure convergence. pqllqles [11]_ between of Internet Service Prowders_ (_ISPs)
eliminates divergence. However, ISPs are often unwilling to
|. INTRODUCTION share their local routing policies with others, and it has been
The Internet is an inter-connected collection of Autonomoughown that checking the convergence of a routing policy is
Systems (AS’'ms). To route datagrams from one AS to anothBif?-complete [5]. Other solutions restrict the structure of the
each AS learns a path to every other AS. This learning figuting policies [12] or restrict the choice of paths [13] at
achieved by exchanging routing information between neighin time. These solutions remove the freedom the routing
boring AS’'ms. In particular, each AS informs its neighbors gfiolicy freedom of the original BGP protocol. Finally, path
its current path to each destination. Therefore, each AS stohéstories [14] may be carried with each path update message.
in memory the full path (i.e. sequence of AS'ms) that must bEnis, however, may significantly increase message and mem-
traversed to reach each destination AS. The Border Gatewaty overhead, and furthermore, it may unnecessarily remove
Protocol (BGP) [1] is the de-facto routing protocol for sharing path from the allowed set of paths of an AS.
AS path information between neighboring AS'ms. In this paper, we propose a new technigue to prevent the
BGP has been plagued by many forms of unstable behavidivergence problem in BGP. In our solution, nodes are free
In [2], it is shown how misconfigured routers and otheto follow their routing policy temporarily. During protocol
software anomalies can cause BGP to generate orderserécution, the possibility of divergence is measured using a
magnitude more routing message overhead than necesssimiple cost metric exchanged between nodes. If the cost metric
In addition, it is shown in [3] how maintaining inconsistenindicates that divergence is occurring, steps are taken to ensure
routing information in the memory of a router leads to theonvergence. However, no path is removed from the set of
slow convergence after the failure of a route. allowed paths of a node, minimizing the probability that a
Our focus in this paper is a problem of even greater impagbde becomes disconnected from the destination. Overhead is
in BGP: the permanent failure to converge to a stable setlk##pt at a minimum, since only an additional integer needs to
routes for the following reason. Given that each AS knowse added to BGP’s path-update messages.
the full path to the destination, each AS has the freedomThe paper is organized as follows. In Section II, we outline
to implement routing policies. That is, each AS has a loctie stable paths problem (SPP), defined in [5], as an abstraction
preference of one path over another. These local prefereno€8GP behavior. In Section Ill, we present examples of SPP
are often based on commercial relationships between AS’nmds/ergence. Related work is discussed in Section IV. Our
or on other factors such as security. Given that the routimgtation to specify our protocols is given in Section V. In
policies are chosen locally at each AS, it is possible th&ection VI, we present two protocols to address the divergence
neighboring AS’'ms may have conflicting routing policies. Iproblem in order of increasing complexity. Correctness proofs
is even possible for the conflicts between routing policiesf our protocols are omitted due to space restrictions. Resetting
to form a circular chain of conflicts [4], [5]. When thisour cost metric is discussed in Section VII. We conclude in



Section VIl with a summary and remarks. greedy, the node will choose the highest ranked path from
[1. STABLE PATHS PROBLEM (SPP) this set.
Griffin et. al. [4], [5], [15] defined the Stable Paths Problem Definition 2: For any pathP, P € choices(u, 7) iff
(SPP) to study the divergence problem in BGP. Although an P=_0v@3uv, (u,v) € E, P=(unr(v)))
autonomous system is a collection of multiple routers, the
behavior of all these routers is consistent. This allows an O
autonomous system to be simply represented as a single nodé)formally, setchoices(u, ) contains all rooted path orig-
and the Internet to be represented as a g@ply = (V, E), inating at nodeu that are consistent with the current paths
where the set’ of nodes represents the autonomous systen§§0sen by the neighbors af
and the seF of edges represents th(_a neighboring relationsfhipSDefinition 3: For any pathP, best(u,7) = P if and only
between autonomous systems. Without loss of generahtyif’a
zgwgletdestmatlon node is assumed. We will refer to this node vV Q, Q € choices(u, ), Q = PV Q < P)
Toot.
A path is simply a sequence of nodes. A path is said to
be rooted if it is a simple path whose last node is the root. Informally, pathbest(u, ) is the highest ranked path in
In general, the objective of each node is to find a path froshoices(u,w). Therefore, whenever the value 6fst(u, )
itself to root that is consistent with the path chosen by itshanges, node will change its rooted path tbest(u, ).
next-hop neighbor. That ig; may chose the patl®, where
P = (u,v,w,...,root), only if v currently has chosen the
path(v,w,...,root). Thus, each node stores in its memory its An instanceof the SPP problem consists of a p&i¥, < ),
chosen rooted path, and it advertises this path to its neighbovbere G is the graph representing autonomous systems and
The set of paths currently chosen by all nodes is denoted kyis the path ranking relation. Since the rank of each path
m, and in particularsr(u) denotes the path currently choseris chosen arbitrarily at each node, conflicting choices at
by nodew. It is possible thatr(u) is empty, denoted by), in neighboring nodes may prevent nodes from maintaining a
the event that no neighbor af has a path taoot. The setr stable rooted path. That is, the path chosen by some nodes
must satisfy the following conditions at all times. will vary continuously, even though neithéf nor < change.
Consider the SPP instance in Figuré The paths accept-
able to a node (i.e. ranked higher than the empty path) are

O

IIl. DIVERGENCE OFSPP NSTANCES

Constraint 1: For every nodeu,

o 7(u) is a rooted path.whose first nodeds alongside the node in order of rank. Note that each node
« For any two consecutive nodesandw in 7 (u), (v,w) € prefers longer paths over shorter paths. Ewgprefers the
E. longer path(u, v, root) over the shorter patkiu, root). This

As mentioned earlier, each autonomous system is free R3USES thg ranking of each node to be in conflict with the
king of its next hop taoot.

choose from the paths offered by its neighbors according t he cvelic relationshin between these ranking prevents an
routing policy that is locally defined at the autonomous system. ycl : P INg prev y

We represent the combined routing policy of all nodes by t ode from_ obtamlng a stable pathitaot. To see this, consider
ranking relation< on paths. In particular, i and@ are paths the foII.o.wmg steps:

from u to root, then P < Q denotes thau prefers pathg ~ * Initially u, v, and w choose the pathgu,v,root),
over pathP. The ranking relationr< must satisfy the following {v,root), and (w, root), respectively, as shown in Fig-

conditions. ure 1(a). .
e i ) i « Nodew notices thatw chose the pathw, root). Hence,
Definition 1: Relation < is defined over rooted paths and v changes its path tv, w, root). This in turn forcesu

(), and satisfies the following. to change its path tdu, root) as shown in Figure 1(b).
o =< is transitive and irreflexive. « Node w notices thatu chose the patHu, root). Hence,

« For every nodeu and every pair of rooted pathB and w changes its path t¢w, u, root). This in turn forcesv
Q originating atu, to change its path tdv, root) as shown in Figure 1(c).

» Nodeuw notices that chose the patliv, root). Henceu
P<QVvV@=<Pp changes its path téu, v, root). This in turn forces node
« For every rooted pattP, w to change its path tow, root), and the system is back
to its initial state in in Figure 1(a).
Converging to a steady state is highly sensitive to the
] o . ranking of paths. For instance, in Figure 1, if the ranking
Note that if P originates at. and P < (), thenu will never ot naths aty is reversed, then the system is guaranteed to

chooseP. _ ~ converge to a steady state. As another example, consider
Below, we formally define the set of paths from which a

node may choose its rooted path, and given that nodes ar&rhis SPP instance is known as BAD GADGET in [4], [5].

P<()vVv ()=<P



policies are conflict-free, and thus convergence is assured.
However, not all ISPs may desire to restrict their policies in
this way, and the routing policy freedom of the original BGP
w, root) protocol is removed.

In [13], although the routing policies are not restricted

@v@ @'@ § beforehand, the choice of paths at each node is restricted at
(rooh G/

<(u,v, r;ot> W, root) relationships between ISPs. This restriction ensures the routing
U, 700

run-time. This restriction is enforced at run-time via diffusing
computations. Although this ensures that the system converges
to a steady state, again, the routing policy freedom of the

@ @ @ § original BGP protocol is removed. In particular, the protocol
@) (b) ; prevents a sequence of path changes that does not necessarily
‘@ ; causes the system to diverge. Furthermore, there is the extra
Q\ <J § overhead of diffusing computations.
5 The third category of solutions avoids the divergence prob-

. lem by carrying path histories [14] with each path-update
.............................. © message. A possible divergence is detected by finding cycles
in the path histories, and selected paths are removed to ensure
convergence. This technique has several drawbacks. Path histo-
ries may significantly increase message and memory overhead.

%%’7 gb@?ft (v) 25: %Q{OO& In addition, a cycle in the path history is a necessary but not
sufficient condition for divergence, and hence, a divergence
@ may be inferred even though it is still possible for the system

Fig. 1. Diverging SPP instance.

to converge. Furthermore, a cycle in the path history may be
w, v, Toot caused by link failures and restorations and not by conflicts
éwaxvr()Ot in the routing policies. This leads the system to unnecessarily
remove a path from the list of acceptable paths at a Rode.
Lastly, path histories may partially reveal the routing policies
of ISPs, which, as mentioned above, are preferred to be kept

Figure 22 This SPP instance has the interesting property th&enfidential.

depending on timing, i.e., on the relative order in which nodesAS mentioned earlier, our protocols below do not restrict the

update their rooted path, it may either converge to a sted@yting policy that may be chosen at a node, they incur very
state, or continuously diverge. Again, if the ranking of path@nall overhead, and do not remove any paths from the set of
at u is reversed, then a steady state is always reached. [Rf@wed paths at a node. However, they do restrict the behavior
to this sensitivity to the ranking of paths, deciding if an SPPf @ node at run time, but only in the event that divergence is

instance converges is NP-complete [5]. inferred from the cost metric.

T, U, 700t
x, root)

Fig. 2. SPP Instance that may diverge or converge.

IV. RELATED WORK V. PROTOCOLNOTATION
Many solutions have been proposed to solve the divergenceB

problem in BGP. We can divide divergence solutions into three ef_ore presenting our protocols, we f|rst_ gve a short
different categories overview of the notation that we use in specifying network

. . . rotocol$. For terseness and ease of presentation, our proto-
The first category avoids the divergence problem by prée- . : )
. 2o . . ._Cols are specified using a shared memory notation. They can
checking the conflicts in routing policies [11]. Internet Servic

Providers (ISPs) are expected to publish their routing poIici?En&*(?ar::‘r):teerndEd to a message passing model in a straightforward

in centralized routing registries. However, ISPs are often .
g reg A protocol consists of a set of noddg and a set of

unwilling to share their local routing policies with others. ° . , .
Furthermore, as mentioned above, Griffin et al. [5] have shoerq.d'reCted edges. We say th_at node is a neighbor of nodg
iff (u,v) € E. Each node is able to read, but not modify,

that checking the convergence of a routing policy is an NP- ; . . . X
complete problem. the variables of its neighboring nodes. The behavior of each

The second category of solutions avoid the divergen gdg is specified by a set of actions. Every action is of the

problem by restricting the routing policies [12] or restrictin orm.
the choice of paths [13]. <guard> — <command
Gao et al. [12] proposed a set guidelines for choosing rout-
ing policies based on the hierarchical structure of commerciabrhe remove path may actually be crucial in the future if due to link failures

it is the only available path.
2This SPP instance is known as NAUGHTY GADGET in [4], [5]. 40ur notation is loosely based on the guarded command notation of [16]



node u node u
begin begin
m(u) # best(u, ) — w(u) := best(u, ) m(u) = (u, 7(next(r(u)))) —
end cost(u) :=
mazx(cost(u), cost(next(m(u))))
Fig. 3. Greedy Protocol [|

m(u) > best(u,m) A

next(m(u)) # next(best(m,u)) —
7(u) := best(u,7);
cost(u) := cost(u) + 1

A guard is a boolean expression over the variables of the
node and the variables of its neighboring nodes. An action is
said to be enabled if its guard evaluates to true. A command
is a sequence of assignment statements that assigns values to () < best(u, ) V
the variables of the node as a function of the variables of its ’
neighboring nodes.

Assignment statements are of the following form:

next(m(u)) = next(best(m,u)) —
m(u) := best(u,7);
cost(u) := cost(next(m(u)))
<variable> := <expressior end

where the variable is local to the node and the expression is Fig. 4. Divergence Detection Protocol
a function of the variables of the neighboring nodes.

An execution step of a protocol consists of arbitrarily
choosing an enabled action out of all actions of all processesssible if every node monotonically increases the rank of its
and executing the command of this action. An execution ofgath, because, eventually, the node would reach and keep its
protocol consists of a maximal sequence of execution stepighest ranking path. Therefore, during divergence, the rank of
that is, either the sequence is infinite, or it ends in a statee rooted path of diverging nodes must periodically decrease.
where no action is enabled. We use the above observation to allow nodes to infer that

We assume all executions of a protocol are weakly failivergence is occurring. In particular, each node is assigned an
That is, an action whose guard is continuously true must geger cost. Whenever the new path of a node has a lower rank
eventually executed. than its previous path, the cost of the node is monotonically
increased. In addition to the rooted path of its neighbors,
a node may read the cost of its neighbdras these costs

Before presenting our protocols, we specify the basic bgcrease, a node infers that divergence is occurring, and it
havior of the BGP protocol using our notation. Recall thabkes remedial action by restricting its choice of paths. This
each node in BGP has the objective of obtaining the highegi-further discussed in Section VI-B.
ranked rooted path. This behavior is represented by the greedw strict method to update the cost efwould be to prevent
protocol in Fig. 3. This is a simple protocol where each nodfie cost ofu from ever decreasing, and increase it by one
u contains one action. The guard of the action checks if thghenever its path decreases in rank. In this way, if cyclic
current path ofy, i.e., 7(u), is different from the best path for executions, such as those in Fig. 1, are encountered, then
u, i.e.,best(u, 7). If so, the command of the action setéu) 's cost is guaranteed to increase. The disadvantage of this,
to best(u, 7). As mentioned above, this protocol will divergehowever, is that:'s cost does not decrease even in the event
for certain SPP instances. that an alternative path is found that does not led diverge.

We next present our protocols. We do so in two step$herefore, we have chosen the method below of updating the
First, we examine how divergence occurs, and we enhangsst ofw in a manner that does allow the costwofo decrease
the greedy protocol by adding a measure of this divergenceifinsome instances when a non-diverging alternative path is
the form of a cost associated with each node. We show thgtind.
this cost grows without bound whenever the protocol diverges.The specification of the Divergence Detection Protocol
We call this protocol the Divergence Detection Protoco{ppp) is shown in Fig. 4. Each node consists of three
Finally, we place limits on the cost increase in order to ensustions. The first action simply enforces that the cost of a
convergence, resulting in the Bounded Divergence Protocohode is never smaller than the cost of its next node along its
path toroot.

i o _ ) The second action is enabled when the best path: foas

Consider again Fig. 1 and its cyclic sequence of steps..ank lower thans’s chosen pathr(u), and u will have a
Observe that the rank of the path of each node in the cyclejsy next hop node along the best path. In this cage) is

periodically decreased. For example, when the state Changﬁaated to the best path, and in addition, since the path of
from Fig. 1(a) to Fig. 1(b), the rank of(u) decreases. As

long as the execution ) co_ntinues al_o_ng this Cy_dev the ra_nl'gThis would be implemented in message passing by including the cost of
of m(u) decreases periodically. Intuitively, no divergence ise node in every path update message sent.

VI. ENFORCING CONVERGENCE

A. Divergence Detection Protocol



v, T, 700t .
§Z7z7f£§>‘)t> gv’w’ mot>> causes the rank of’s path to decrease, anehst(u) is set
9 9 ) 3

u, root) (v, root) to one. The transition from Fig. 1(b) to Fig. 1(c) causes
to increase the rank of its path, and henesst(w) is set to
cost(u), i.e., to one. Furthermore, it causes the rank db
decrease, anebst(v) is increased to one. Finally, the transition
from Fig. 1(c) to Fig. 1(a) causes to increase the rank of
its path, and hencepst(u) is set tocost(v), i.e., it remains
one. However, it causes the rankok path to decrease, and
cost(w) is set to two. Therefore, the cost of all three nodes
increases, as desired.

(w, u, v, x, root) )

(w, u, root) B. Bounded Divergence Protocol

(w,root) The DDP detected divergence, but it did not modify its

behavior to ensure convergence. We next present the Bounded

Divergence Protocol (BDP), which ensures that the system

converges to a steady state.

decreases rank increases its cost by one. _Given that costs increase when _the_ system _diverges, it is
Next, the third action action is enabled under two conggvident that the system should restrict its behavior when costs

tions. First, it is enabled when the best pathuofs ranked P€COMe large. One option is for a node to stop changing its
higher than its current path(u). In this caseu must also path,.even if a path W|th higher rank eX|sts,. whenever its own
updater(u) to the best path, but it simply sets its cost to thgost is beyond a certain threshold. The disadvantage of this

cost of the next node along the new best path. Note that$hthat if there is a path that offers an escape of the cyclic
this case the cost of may decrease. Second, the action igehavior, then once the node’s cost reaches the threshold, the

also enabled when the rank of the best patl @ lower than "0d€ would be unable to take the escape path.

the rank of its current path, but in this case, the next node is/nstéad, we choose to prevent a node from choosing a new

the same in both paths. Here, the same assignment of valig{) If the cost of its new next-hop neighbor is greater than

are performed as in the first case. Note again that the costS§ne threshold. In this case, the escape path will likely contain

u may decrease. a low cost, and therefore, the node is free to choose the escape
As an example, consider Fig. 5. The potential for a cycli@th, and the cyclic behavior is broken.

execution similar to that of Fig. 1 exists, since the SPP instance 19Ure 6 shows the specification for the BDP at nad&he

in Fig. 5 is a superset of the SPP instance in Fig. 1. Howevégemflcatmn is similar to that of DDP. For ease of presentation,

note that a stable state is always reached in Fig. 5, becaﬁ%"e, third action of the DDP has been part.itioned. into two
nodez will choose path(z, root), and this causes all otheractions, one for each case in which the third action of the

nodes to reachoot via =. Thus, if the information from: to PDP is enabled. _
v is slow to arrive, the system may execute the cyclic stepsThe first three actions are the same as in the DDP. Note that
of Fig. 1 temporarily, but as soon as the information fram " the second and third actions, the best _patin bhs a lower
arrives tov, the system converges to a steady state. rank than the current paﬂ‘(u).. Note that th|§ case only occurs
In the above example, we would like the costs of all nodes f§1€n 7 (u) is no longer available, otherwise(u) would be
become zero. In this way, the costs will not hinder the choidB€ Pest path available ta Thereforeu has no choice but to
of paths at each node. To ensure costs become zero, the tRfgPt the best path, since we are required to maintain a path
action in Fig. 4 assigns teost(u) the same cost as the cosfC the destination if one is available.
of the next-hop node of its new path. In this manner, if the ON the other hand, in the fourth action, the best path of
cost of its new next-hop is low, then the costwitself will IS ranked higher tham(u). Notice that in this case has two
be low. options: take the new path or maintain its current path. We
We must ensure, however, that even thougist(u) is choose to take the new path only if the cost of the next-hop
allowed to decrease in the third action, if the system divergd¥ighbor along the new path is less than a maximum threshold
thencost(u) must increase monotonically in order to notify C- Otherwiseu keeps its current path. The exception to this is
of divergence. This actually holds, as stated formally belowVhen(u) is the empty path. In this case, sinaés required
Theorem 1:For any nodeu in the DDP, if 7(u) changes to maintain a path te@oot, the best path is chosen irrespective

infinitely often, thencost(u) grows beyond bound. of the cost of the next-hop neighbor.
| The above restrictions ensure that the system reaches a

To quickly illustrate the above theorem, consider agaiteady state, as indicated below.
Fig. 1(a). Let this be the initial state of the system, and the Corollary 1: Starting from any arbitrary system state (i.e.,

cost of all nodes be zero. The transition from Fig. 1(a) tan arbitrary value ofr and node costs), the BDP converges to
Fig. 1(b) causes to increase the rank of its path, and hence, stable state within a finite number of steps.
cost(v) is set tocost(w), i.e., it remains zero. However, it U

Fig. 5. SPP Instance with escape path



node u

begin
7(u) = {(u, 7(next(n(u)))) —
cost(u) :=
: max(cost(u), cost(next(m(u))))
m(u) = best(u,m) A
next(m(u)) # next(best(m,u)) —
m(u) := best(u,7);
cost(u) := cost(u) + 1

m(u) = best(u,m) A
next(m(u)) = next(best(m,u)) —
m(u) := best(u,);
I] cost(u) := cost(next(m(u)))
(m(u) < best(u,m) A
(cost(next(best(u,m))) < C V w(u) = () —
m(u) := best(u,);
cost(u) := cost(next(m(u)))
end

cost, since the node will still have a path to the destination,
but it will simply not be able to follow the original routing

policy. Therefore, this reset could be done on demand and
infrequently, say, no more than once a week or once a month.

VIIl. SUMMARY AND CONCLUDING REMARKS

In this paper, we have addressed the problem of enforcing
convergence in inter-domain routing. This convergence is
enforced after divergence is being detected in the system due to
the increase in a simple cost metric. Our solution only requires
every path-update message to carry a small additional integer.
Hence, our solution has very low communication and memory
overhead compared to other dynamic solutions based on path
histories and restrictions on path selection.

In our future work, we plan to perform simulations to
evaluate the effectiveness of different value€ofin addition,
we have focused on the single-node model of an AS. An
AS, in practice, consists of a large collection of routers, and
path information is distributed from the border routers to the
interior routers using internal BGP (iBGP). iBGP also has been
known to have divergence problems, and multiple solutions
have been proposed. We plan to investigate how our solution
to the external BGP divergence problem may interact with

solutions for the iBGP divergence problem.

Fig. 6. Bounded Divergence Protocol

(1]
VII. 2]

We have shown how the cost increases ug'tm the case
of routing conflicts. However, we have not addressed how t
decrease this cost once the routing conflicts disappear. Routing
conflicts may disappear because routing policies may chandé]
or the network topology may change. [

The cost of a node will automatically reduce if it has a
neighbor whose path is ranked higher than its own, and whos@&
cost is small. However, if no such neighbor exist, we would,
still like to be able to reduce the cost of the node. This will
allow the node to follow one more time its routing policies,
and perhaps this time no conflicts will exist. (8]

In consequence, periodically, the cost of all nhodes shoulg]
be reset to zero. This can be done via a distributed reset
protocol [17]. The overhead required to perform such a reéé?]
is small. Namely, a minimum-hop spanning tree needs to he]
maintained. This tree can be maintained by each node simE%I :
storing the identity of its parent on the tree and a hop cou
to the root of the tree (namely, nodeot). Then, a command
to reset all costs to zero is propagated from the root to tHél
leaves via diffusing computations.

Once the costs of all nodes is zero, the nodes will proceed
to change their paths according to their routing policy. If ng4!
conflicts exist, the costs will remain low. If cyclic conflictsj;g
exist, the costs will again reach the threshéld

Note that doing a reset need not be done often. It co Il%]
be done only on demand, i.e., only if there is at least one
node whose cost has reached thresh6ldNote that if a [17]
node reaches its threshold, it is not urgent to reduce its

RESETTING THECOST

5
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