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Abstract

Several state-less scheduling protocols have been proposed in the literature that
achieve the same level of quality of service as state-full protocols. Thus, the schedul-
ing accuracy of state-full protocols is combined with the scalability of state-less pro-
tocols. However, these new protocols treat each flow as an independent unit. In this
paper, we present a state-less scheduling protocol that aggregates flows together in
order to increase the number of flows that can be accepted into the network with-
out violating their delay requirements. In addition, we present a state-less signaling
protocol that may be used in combination with our state-less scheduling protocol.
Contrary to sampling techniques, our signaling protocol is accurate yet requires only
a constant amount of state at each node. Finally, our protocols can be used across
multiple core networks.
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1 Introduction

In order to support future real-time applications such as voice and video, a
great deal of effort has been spent on improving the quality of service (QoS)
provided by the Internet. Two approaches have been proposed for this im-
provement: integrated services [2][18][22] and differentiated services [12][14].

In integrated services, QoS is based on earlier packet scheduling protocols, such
as virtual clock [21][24] and fair queuing [17]. To provide QoS to each flow,
each router maintains per-flow state. Although integrated services can provide
flows with high levels of QoS, questions about the scalability of integrated
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services have been raised due to the large number of flows in the Internet.
This motivated the development of differentiated services.

Differentiated services focus on core networks. Core networks consist of a set
of core routers that do not maintain per-flow state, and a set of ingress/egress
routers that receive individual flows from outside the core network and do
maintain per-flow state.

To provide different services, a few bits in each packet indicate the desired
“per-hop-behavior”. In this manner, different services may be supported, and
each flow chooses the service that best fits its needs. Due to the lack of per-flow
state at each router, the range of services provided is limited. Furthermore,
high levels of QoS and network utilization cannot be accomplished concur-
rently [19].

Several new protocols have been proposed recently for core networks. These
new protocols achieve the same level of QoS as virtual clock and fair queuing,
but without per-flow-state at the core routers [5][7][13][19][23]. To accomplish
this, both the signaling protocol and the packet scheduling protocol must be
performed without per-flow state.

In [5][7], flows are aggregated together as they cross a network. This has
two advantages: first, the number of flows is significantly reduced, and thus,
the amount of state at each router is also significantly reduced. Second, it is
possible to increase the number of flows that can be accepted into the network
without violating their delay requirements. That is, the set of flows allowed
by admission control increases. However, although the number of flows at core
routers are reduced significantly, still per-flow state is required.

In [19]]23], packet scheduling is based on “dynamic packet state”, where each
packet carries enough information to reproduce its deadline at each router,
without per-flow state. That is, the deadlines of each packet at each router are
precomputed at the ingress router, and thus, the core router need not compute
them, and no per-flow state is required. However, each flow is treated as an
individual unit, and thus, the admission control advantage of flow aggregation
is not present.

In this paper, we present a scheduling protocol that has the advantages of
both of dynamic packet state and flow aggregation. Therefore, no per-flow
state is maintained at the core routers, and flow aggregation is used to improve
admission control.

In addition to the scheduling protocol requiring no per-flow state, the sig-
naling protocol must also avoid per-flow state. Signaling protocols with no
per-flow state are in general divided into two categories: observation meth-
ods and bandwidth-broker methods. Observation methods [1][19] estimate the



resource requirements by observing the traffic through the router. This in-
herently leads to an inaccurate estimation of the rates of flows traversing the
router, since flows may temporarily generate packets at a rate lower than their
normal rate. In bandwidth-broker techniques, resource reservation is managed
by a bandwidth broker [16][23]. This only shifts the burden of managing a
large number of flows to a centralized broker, but does not reduce the amount
of state to be maintained. Furthermore, centralized brokers are vulnerable to
faults, and distributed brokers have the difficulty of maintaining their state
synchronized.

Below, we present a signaling protocol that maintains a constant amount of
state per router. Nonetheless, the signaling protocol is accurate and resilient
to process and link failures. By combining our signaling protocol with our
scheduling protocol, we obtain a complete system to provide QoS without
per-flow state.

Finally, rather than restrict ourselves to a network consisting of a single core
network, we consider a network consisting of a set of core networks inter-
connected by gateway routers. In this network, only ingress/egress routers
maintain per-flow state. Once a flow enters a domain, no state is maintained
for this individual flow as it traverses gateway routers from one domain to the
next.

The paper is organized as follows. Section 2 presents the QoS model. Flow
aggregation in a core network, along with its advantages and disadvantages,
is presented in Section 3. The application of flow aggregation to a single core
network is given in Section 4. Dynamic packet-state, and its application to an
aggregating core network is presented in Section 5. Simulation results are pre-
sented in Section 6. Extending the protocol to multiple core networks is given
in Section 7. Finally, our signaling protocol is given in Section 8. Concluding
remarks follow in Section 9.

2  Quality of Service Model

Our network model is based on the models of [5] and [11]. A network is a set
of computers connected via point-to-point communication channels. A flow is
a sequence of packets, all of which originate at the same source computer and
are destined to the same computer. All packets of a flow must traverse the
network along a fixed path.

Each flow is characterized by its packet rate and an upper bound on its end-
to-end delay. Before a source introduces a new flow to the network, enough
network resources are reserved from the network to ensure the flow’s delay



bound is not violated. If enough resources are not available, the flow is rejected.

Each output channel of a computer is equipped with a scheduler. A scheduler
receives packets from flows whose path traverses the output channel of this
scheduler. Whenever its output channel becomes idle, the scheduler chooses a
received packet and forwards it to the output channel.

A packet exits a scheduler when the last bit of the packet is transmitted by
its output channel. We adopt the following notation for each flow f and each
scheduler s along the path of f.

R; bandwidth reserved for flow f.
pri i packet of f,i > 1.
Ly; length of packet py;.
L'7**  maximum packet size of f.
L7**  maximum packet length at s.
As ¢; arrival time of py; at scheduler s.
FE i exit time of py; from s.
Cs bandwidth of the output channel of s.
s propagation delay of channel s.
We define the start-time S ;,; of packet ps; at scheduler s as follows [5][11].
Assume s were to forward the packets of f at exactly Ry bits/sec.. Then, S ¢,

is the time at which the first bit of p; is forwarded by s. More formally, let
f be an input flow of scheduler s. Then,

Ss.p1=As 1
S ri=max(As ri, i1+ Lsgi1/Ryp), i>1

Assume that scheduler s forwards the packets of an input flow f at a rate of
at least Ry. Then, each packet py; exits scheduler s not much later than its
start time, Sy ;. We refer to these schedulers as rate-guaranteed schedulers
[5][11][15]. More formally, a scheduler s is a rate-guaranteed scheduler iff, for
every input flow f of s and every 7, ¢ > 1,

Es i < Sspi+0s,pi

for some constant d, ¢;. We refer to 65 ¢, as the delay of packet py; at scheduler
s, and we refer to Sy ;; + 05 r,; as the deadline of pys; at s.



For example, by choosing 057, = Ly;/ Ry + L7'* /Cs, 0s,r; becomes the rate-
dependent delay of virtual-clock protocols [17][21][24], since the delay is related
to the rate of the flow. Otherwise, if d; 7, is chosen by flow f to be unrelated
to Ry, then we say the delay is rate-independent.

We assume all schedulers are rate-guaranteed schedulers that provide rate-
independent delay. Also, as commonly done in the literature [10][11][25], we
assume the delay is fixed for all packets of the same flow, i.e., each flow f has
a delay constant o 5 at scheduler s.

The delay of a packet across a sequence of rate-guaranteed schedulers is well
known [5][8][11][25]. Since the start-time of a packet determines its exit time
from a scheduler, then a bounded end-to-end delay requires a bounded per-hop
increase in the start-time of the packet. This bound is as follows.

Theorem 1 (End-to-End Delay)Let ty,ts, ..., t; be a sequence of k rate-guaranteed
schedulers traversed by flow f. For all 1,

k—1 k—1
Stofi < St pit Y O f+ DT, (1)
x=1 =1

Etk?fzi S Stkval + 5tk7f

To ensure packets exit by their deadline, a scheduling test must be performed
for each scheduler to determine if enough resources are available. Optimum
scheduling tests have been presented in [25]. The scheduling test for constant
packet sizes has too great of an overhead to be implemented in practice. Fur-
thermore, the Internet is likely to allow variable packet sizes. The scheduling
test that allows each flow to have variable packet sizes (up to a maximum) is
more relaxed, and is as follows.

Theorem 2 (Scheduling Test [25]) For a scheduler s, its input set of flows are

schedulable (i.e. packets may be forwarded without violating their deadlines)
iff, for every input flow f,

(S0, g S 0ugps LE™+ (Jog = bsg) - Ry)
< 5s,f . C’S _ L;naac

We will focus on the above scheduling test throughout the paper.



3 Flow Aggregation

We next describe the aggregation of multiple flows into a single flow. The
purpose of flow aggregation is two-fold [5][7]: first, to reduce the number of
flows that must be managed by each router, and second, to improve admission
control to the network. After introducing the concepts of flow aggregation, we
apply flow aggregation to the specific case of a core network.

3.1 Aggregators and Aggregate Flows

A simple flow is a potentially infinite sequence of packets generated by an
application. That is, the flows considered earlier were simple flows. A flow f
is a constituent of flow ¢ if the packets of f are a subset of the packets of g.
The reserved rate, Ry, of aggregate flow g is simply the sum of the reserved
rates of the constituent flows of g.

A scheduler that receives as inputs a set of flows fi,..., f,, and produces as
output a single aggregate flow ¢, by merging the packets of the input flows, is
called an aggregator. A scheduler whose set of input flows is the same as its
set output flows is called a non-aggregating scheduler. A separator is simply a
process that receives as input an aggregate flow, and produces as output the
set of constituents of the input flow. We assume a separator causes no packet
delay.

Although it is possible to aggregate several aggregate flows into a new aggre-
gate flow, i.e., multi-level aggregation, for purposes of this paper we consider
only single-level aggregation. That is, only simple flows will be aggregated
together. Thus, we say that flow g is the root of flow f at some point in the
network if g contains the packets of f at this point in the network. Thus, if at
some point f is aggregated into flow g, then ¢ is the is root of f, and if f is
not aggregated at this point, then f is its own root.

For each input flow g of a scheduler, the scheduler is unaware of the constituent
flows contained by g (or simply chooses to ignore them). It thus schedules the
packets of g as if g were a simple flow with reserved rate R,, and the start
and finishing times of each packet of g are defined accordingly

We assume all aggregators are start-time schedulers. Hence, every input packet
py: will exit an aggregator s no later than time Ss f; + d5 5.

Consider as an example the computer with four input/output channels de-
picted in Figure 1. Here, flows ¢ and e are the constituents of d, and they
are separated from d through a separator. Input flows f and h are aggregated
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Fig. 1. Flow Aggregation Example

together to form flow g. L.e., f and h are the constituents of g. Flows e and ¢
are forward to the output channel by a non-aggregating scheduler, and they
remain separate in the output channel.

Note that the aggregator and the scheduler are in the same computer, which
allows the aggregator to forward packets to the scheduler without delay. In this
case, we view the output channel of the aggregator as having infinite capacity.

3.2 Fair Flow Aggregation

We next investigate the end-to-end delay of a flow f as it traverses a network
containing flow aggregators and separators. To guarantee a low end-to-end
delay to each flow, the behavior of flow aggregators must be restricted, for the
following reason.

Consider again Figure 1. Scheduler ¢ is not aware that its input flow g is the
aggregation of two flows, f and h. Hence, scheduler ¢ only guarantees the exit
time of each packet p,; to be at most S;4; + ;4, and makes no guarantees
about the exit times of packets from f and h.

Since the exit time at scheduler ¢ depends on the start-time of each packet, we
would like to bound the start-time of flow g at scheduler ¢ as if no aggregation
had occurred. For example, assume instead that s is a non-aggregating sched-
uler, and thus, f, h, and e are individual input flows of scheduler ¢. Then,
from Theorem (1), and s being a start-time scheduler,

Stpi < Sspit 0sf
Let py; = py., i.e., the jth packet from g is the ith packet from f. We would

like to obtain a similar relationship between S;,; and S; ;; as the one above
between S;;;, and Sy ;. This will bound the exit time from ¢ of ps; as a



function of S; f,. We choose the bound as follows.

Stgg < Ssfi+ As s (3)

for some constant A s, As f > 0. From (3), ¢ being a start-time scheduler, and
Pfi = Dgj, we conclude,

Eifi=FEigj < Stgj+0tg < SsritAsy+t0iy

Therefore, the bound of Relation (3) above can be used to compute the exit
time of ps; at scheduler ¢ even though scheduler ¢ is not aware of flow f. We
formalize this definition next.

Definition 3 (Fair Aggregators) Let g be an input flow of scheduler s, and
let g be the parent of f. Scheduler s is fair, iff, there exists a constant A s
such that

Stigg < Ss.fi+ As.f

where t is the next scheduler of g, and py; = py-

Note that for a non-aggregating scheduler s, if s is a start-time scheduler, then
from Theorem 1, A\; s = 05 . Thus, all non-aggregating start-time schedulers
are fair.

As mentioned earlier, all aggregators are assumed to be start-time schedulers.
However, it is easy to show that the opposite is not always true, i.e., an
aggregator can be a start-time scheduler, but not a fair aggregator [5]. That
is, S 4; may diverge from S f;. Further below we present a simple technique
to implement a fair aggregator.

3.8  End-to-End Delay

We next discuss the end-to-end delay of a flow in the presence of aggregation.
If each aggregator is fair, then the increase in the start-time of each packet is
bounded as it goes through aggregation. Therefore, we expect the end-to-end
delay to be bounded in a way similar to that of Theorem 1.

Theorem 4 (Aggregate End-to-End Delay [5]) Let t1,ts, ..., t; be the path of
fair schedulers traversed by flow f. Define root(s, f,i) to be the packet of the



root flow of f at s corresponding to packet pg,;. Le., root(s, f,i) = (s,9,7),
where the root of f at s is g and py; = pyi. Then,

Sroot(tk,f,i) S Stl,f,i + Zl;;;(l) )‘root(tz,f,i)
By i < Sty + X520 Mroot(ta, ) + Oroot(ts, 1)

By comparing Theorem 1 and Theorem 4, we see that the end-to-end de-
lay obtained via flow aggregation is similar to the end-to-end delay obtained
without flow aggregation. However, the following must be stressed. Consider
a pair of flows f and h that are aggregated to form flow ¢. Since each sched-
uler cannot distinguish between f and h, both flows will experience the same
per-hop delay throughout the entire path of g. Therefore, f and h should be
aggregated together only if they have similar delay requirements.

3.4 Satisfiable Flow Sets

A set of flows is satisfiable at a scheduler if packets can be scheduled in a
manner such that the deadline of each packet is not violated. In this section,
we examine whether aggregating flows affect their satisfiability at a scheduler.
As argued above, all flows that are aggregated together will receive the same
per hop delay as long as they remain aggregated.

Theorem 5 (Scheduling Test with Aggregation [7]) Let fi, ..., fu, b1, ...\ b,
be the input flows to a scheduler s. Let each flow in fi,..., f., have the
same per-hop delay at s, denoted osy. Then, if flows fi,..., fu,hi,... °hy
are schedulable at s, then so are flows g, hq, ..., h,,, where g is the aggregation

of flows fi,..., fn, and 654 = 05 5.

From the above theorem, the same set of flows can be supported if a subset
of these flows are aggregated together. Thus, by aggregating flows together,
we reduce the total number of flows traversing a network, without sacrificing
the set of schedulable flows. However, there is a subtle drawback which is not
apparent from Theorem 5, which will be discussed in Section 4, where we
apply flow aggregation to a core network.

3.5 Implementing Fair Aggregators

One final component is necessary in our discussion of flow aggregators, namely,
the construction of fair aggregators. There are several techniques to do so [5],
each with its own advantages and disadvantages. In this paper, we present a
new fair aggregator that suits well our aggregating core network of Section 4.



Fig. 2. Aggregator-Scheduler Pair

Throughout the paper, we assume the behavior of an aggregator s is as follows.
Let fi,...,fn, be the input flows of s, and let g be its output flow. Thus,
R, =3>"_, Ry,. Let Cy, where Cs > Ry, be the capacity of the output channel
of s. Aggregator s assigns timestamps to packets in the same way as done in
the virtual clock protocol, and packets are forwarded in order of increasing
timestamp. However, aggregator s is not work-conserving, as follows. If at
time ¢ it forwards a packet of size L, then it will not forward the next packet
until R% seconds later.

We refer to the above aggregator as a vc-aggregator. In Section 4, we make
use of the configuration shown in Figure 2. Here, one computer receives a se-
quence of flows fi, ..., f,, (among other flows), and these flows are aggregated
together into a single flow ¢g. Then, flow ¢ is given to another scheduler ¢ that
forwards its packets to the output channel of the computer, and into scheduler
u of the next computer.

Theorem 6 (Aggregator-Scheduler Pair) Consider the scenario in Figure 2.
For every m and 1,

max

Sroot(u,fm,i) S Ss,fm,i + Rgi + 5t,g
f

m

A proof of this Theorem may be found in [4].

4 Single Core Network

In [5][7], we introduced the theory of flow aggregation. In this section, we
apply this theory to the specific case of a core network where each flow has
rate-independent delay.

Consider Figure 3 which depicts a core network. The core network consists of
core routers, ingress/egress routers, and access networks. Access networks are
attached to the core network via the ingress/egress routers.

10
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Fig. 3. Core Network

Our goal is to reduce the number of flows that traverse the core network, and
thus improve scalability. As flows enter through an ingress router, they are
aggregated together. Aggregate flows traverse the core routers until they arrive
to their corresponding egress router. Then, each aggregate flow is separated
into its constituent flows, who in turn continue into the access networks of
their destination.

Recall that only flows with the same start-time delay can be aggregated to-
gether. Since the scheduling test of Theorem 2 requires a linear number of
steps in the number of different start-time delays, each flow cannot choose an
arbitrary value for its start-time delay. This would significantly increase the
cost of admission control. However, it is likely that only a small set of start-
time delays will suffice for most flows. Thus, we assume there is a standard
set of start-time delays from which each flow will chose its own. We denote
the cardinality of this set by D.

According to the above, each ingress router aggregates those flows which are
destined to the same egress router and which have chosen the same start-time
delay. Thus, if there are M egress routers, each ingress routers generates a
total of D - M aggregate flows. Assuming there are also M ingress routers, the
total number of flows through the core routers is at most D - M?2. Although
not a trivial number, both M and D will be relatively small, keeping the
number of flows through the core of the network manageable. Furthermore,
assuming that we also have at least M core routers, the average number of
flows managed per core router will be about D- M, which is a sensible number.

11
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An alternative way to write Theorem 2 is as follows. Let A be the set of delay
values for scheduler s, and let F' be the set of input flows of s. The set F is
schedulable iff, for each value ¢’ € A,

(Sf, 0ap <0, LF=+4(5' —0.y)- Ry)
< 5 Cs _ Lgna:c

(4)

As an example, consider Figure 4. Let flows a4, ..., a, have a delay value of &;
and a maximum packet size L'**. Also, let flows fi, ..., f,, have a delay value
of 0, and a maximum packet size L7"**. Then, the test (4) above for §' = ¢, is
simply

n- LM < 6y - Oy — LM

and the test for &' = ¢ is simply

m - LT 4o [T S (6, — 61) - Ry,
< 6y C, — Lmaz,

Consider instead flow aggregation, and assume flows aq, ..., a, are aggregated
into a single flow b, where R, = >"""_, R,,, and flows fi,..., f,, are aggregated
into a single flow g, where R, = >_"; Ry, . Then, the test (4) above for ¢’ = ¢,
becomes

L < §y - Cy— LM,

and the test for &' = §% becomes

L7 4 L 4 (8, — 61) - Ry
= L?wx + LZ@a:p + 22:1(52 _ 51) . Raw
< 6y Cy — Lmae,

12



We can clearly see that the left-hand side of the inequality has decreased
significantly with flow aggregation. In particular, only a single packet of the
flows aq,...,a, and a single packet from flows fi,..., f,, is included. Thus,
the scheduling test becomes more relaxed, and a larger number of flows may
be supported.

There is however, a subtle issue that must be addressed. Ingress routers use the
configuration of Figure 2, and from Theorem 6, the increase in the start-time
of a packet py; traversing an ingress router s is at most

In a core network without aggregation, the increase in the start-time would
simply be ¢; , = d; . Thus, we have an additional increase of %:I in the end-

to-end delay. To compensate for this, flow f may have to choose a per-hop
delay smaller by %, where h is the number of hops traversed by f in the
core network.

For example, without aggregation, flow f may choose a per-hop delay of 4, in
Figure 4, but under flow aggregation it may have to choose d,. In principle,
the number of packets counted in Relation (4) decreases for ¢’ = d4 if f is
aggregated, and assuming there is at least one flow that chose ds, the number
of packets counted in Relation (4) for ' = 0 and for 0’ = d3 does not increase.
However, there is a total increase of (93 — d2) - Ry to the test case of ¢’ = s,
and a total of (04 —d2) - Ry is added to the test case of 0’ = d4. It can be shown

[ mazx

that either of these is about fh )

Thus, the test cases for 9; and d, remain unaffected, the test case of 93 increases
alittle, and the test case for d, decreases. In general, we expect an improvement
in the number of flows that can be accepted by a scheduler. We will investigate
this further via simulation in Section 6.

. . . . . Lsa
A final issue to consider is that due to the increase in delay of sz—f, a flow

may be unable to meet its end-to-end delay, even if it chooses the smallest
per-hop delay d;. In this case, either the flow is not aggregated (thus avoiding

[ maz

the increase of zf%f ), or the flow is rejected.

To allow the largest possible number of flows, we choose not to aggregate
the flow. However, if the flow is not aggregated, this has the potential of
increasing significantly the number of flows managed by core routers. To avoid
this increase in the state managed by core routers, we take advantage of the
dynamic packet state technique [9][19][13].

13



5 Dynamic Packet State

Dynamic packet state is a technique by which the deadline of each packet
is computed from information in the packet’s header, independently of other
packets. In this manner, no per-flow state needs to be maintained at each
router [9][19][13]. Dynamic packet state has been mostly applied to rate-
dependent delay, but it is also applicable to rate-independent delay as follows.

Consider two consecutive schedulers, s and ¢, of low f. From Theorem 1 and
the definition of S,
Apgi < Sipi < Sspit 05y + T

Assume the above is forced to be an equality, that is,

Avgi = Sspi+0sy+ s

for all ps,. Then, the following holds.

Sti = Av i = Ss,pi+ 055 + 75 (5)

Note that 0, ; is independent of other flows, and thus, py; could carry d, ¢ in
its header.

Before s forwards py; to t, s computes S r; as given in Equation (5), and stores
Siri in pyr,. Hence, t receives the value of S; s, from s. However, Equation (5)
is valid only if A, ;; = S; .. To ensure this, if py; arrives earlier than S,
it is kept in a buffer until time S; ;;, then it is considered “arrived” and may
be scheduled for transmission. Thus, the deadline S;¢; 4+ d; 5 of ps; at ¢ is
computed without per-flow state.

Using dynamic packet state solves the problem of allowing flows into the core
network that have not been aggregated. Since each packet carries all the in-
formation to compute its deadline at each hop, no per-flow state is needed in
the core routers.

Note that the M - D flows maintained by each ingress router are maintained
using a traditional state-full approach. This however does not introduce a
problem, since it is easy to show that a router may maintain some traditional
flows along with some dynamic packet-state flows without violating the dead-
line of any packet.

Note also that it is possible for the ingress router to use dynamic packet state
with each of the M - D aggregate flows it maintains, rather than using a

14



Routing algorithm | shortest path

Duration of simulation | 30 min.

Link capacity | 1 Mbit/sec.

Max. packet size | 8 Kbits

Flow arrivals | Poisson,
50 to 300 calls/sec.
Flow duration | exponential, avg. 5 min.
Flow data rate | 50 Kbit/sec. to 1 Mbit/sec.

Flow end-to-end delay | 15 to 50 msec.

Per-hop delay § | 5-1.2",0<n <9

Table 1

Simulation parameters.

traditional state-full approach across the core network. In this manner, each
core router will maintain no per-flow state, neither for aggregated flows nor
for simple flows.

6 Simulation

In this section, we simulate the behavior of our protocols and compare the
performance of a core network with and without aggregation. The topology of
our core network is shown in Figure 5, which is inspired on the early NSFNET
network topology.

We have chosen this topology for two reasons. First, it is based on a topology
actually used in practice. More importantly, it is a topology that is not well
suited for aggregation (as explained below), and thus, if aggregation is useful
in this topology, it is likely to be of use in many topologies.

The parameters of the simulation are shown in Table 1.

The source and destination of each flow is chosen at random. The end-to-end
delay requirements of the flow are chosen uniformly between its maximum and
minimum value. Likewise, the data rate of the flow is chosen uniformly. Ten
different values of ¢ are supported, with a 20% increase from one to the next,
starting with 5 milliseconds and ending in 25 milliseconds.

Note that the average value of L™ /R is 16 milliseconds. Furthermore, the
maximum number of hops is three (with an average of two). Therefore, many
calls will not be aggregated simply because this additional delay is too large,
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Fig. 5. Simulated Topology

and even with the smallest value of § it may not be possible to achieve the
desired end-to-end delay, and thus the flow must be sent without aggregation.
Furthermore, since there are so few hops, the value of L™ /R must be spread
over two hops on average, for a decrease in the value of d chosen of about
8 milliseconds. This makes call admission more difficult. Nonetheless, even
under these circumstances, the core network with aggregation outperformed
the core network without aggregation.

Figure 6 shows the total number of flows dropped as a function of the flow
arrival rate. Figure 7 shows the flows dropped as a percentage of the total
number of flows generated. With flow aggregation, the percentage of calls
dropped consistently maintained itself about 11% lower than without flow
aggregation.

7 Multi-Core Networks

We next consider a more general network topology. Rather than considering
a single core network, we consider a small set of core networks, as shown in
Figure 8. Neighboring core networks are connected via gateway routers, and
packets may traverse multiple core networks on their path to their ultimate
destination.

Our goal is to maintain a state-less network while maintaining the advantages
of flow aggregation as discussed earlier. In a multi-core network, only ingress
nodes will maintain state for each flow that enters the network. Neither gate-
way routers nor core routers maintain per-flow state. Therefore, for each flow
there is only one router that maintains detailed information about this flow,
namely, the ingress router of the flow.
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Flows are aggregated as before. That is, all flows through a core having the
same entry point, exit point, and per-hop delay are aggregated together. How-
ever, since gateways are, in addition to ingress routers, entry points into a core
network, then gateways must also be involved in flow aggregation. Since gate-
ways do not maintain per flow state, their aggregation must be done in a
state-less manner.

The use of dynamic packet-state requires each packet to include its per-hop
delay in its header. We assume that each flow is free to choose a different per-
hop delay for each core network it traverses. Therefore, each packet carries
a list of per-hop delays, one for each traversed core network. As the packet
crosses into a new core network, the next per-hop delay value in the header is
used.

Consider again Figure 2. Let the first computer be an ingress router, and an
input flow f is being aggregated to cross the core network. Since this is an
ingress router, the router maintains per-flow state for f. Before each packet of
f departs the computer, its start-time at scheduler £ must be included in its
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header to support dynamic packet-state scheduling. However, in addition, we
add to the header the start-time of the packet at the vc-aggregator s'. The
reason for this is given below.

Assume flow f exits the core network via a gateway router into a neighboring
core network. Since the gateway router does not maintain per-flow information
for f, it must be able to compute its start-time from the header of each packet.
Let ¢ be the per-hop delay of flow f for this core network. Each packet of
flow f incurs an increase in its start-time of ¢ per hop. Also, from scheduler
s to scheduler u, each packet has an increase in start-time of at most

L?sz

—— 490

Ry,

(see Theorem 6). Therefore, the total increase in per-hop delay from the vc-
aggregator at the ingress router to the vc-aggregator at the gateway router is
at most

max

S S
R, %

where h is the number of hops to the gateway router.

Hence, in addition to the value df, each packet of f carries also the value
%:z in its header. In this way, the gateway can compute the start-time of
the packet at its vc-aggregator without per-flow state. Thus, the packets of
f can be aggregated and scheduled at the gateway without per-flow state, as

desired.

8 Signaling Protocol

We next present our signaling protocol to guarantee QoS to each flow, without
maintaining per-flow state at each scheduler. We begin by examining how
much information is needed to determine if a set of flows is schedulable. Then,
we present the general method of our signaling protocol. Finally, we refine the
method for our specific case of a multi-core network.

From Relation (4), each router requires to know, for each per-hop delay sup-
ported, how many flows have chosen each delay value, and what is the sum of
their rates. Therefore, each router only needs to maintain a constant amount

1 Note that both values need not be included in their entirety. One of the values
plus the difference between them suffices.
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of information per output channel to determine if the set of flows traversing
the output channel are satisfiable.

The objective of the signaling protocol is to maintain the above information
current at each router, even though new flows arrive to the scheduler and
existing flows terminate. To achieve this in a fault-tolerant way, soft-state is
desired. That is, information about a flow should be removed from a scheduler
in the event that the flow abnormally terminates.

To maintain soft-state, each ingress router, for each flow, sends Refresh mes-
sages periodically along the path of the flow. These messages contain the
reservation information of the flow such as its per-hop delay and reserved
rate. We assume that the network will forward Refresh messages with sensible
reliability. This can be accomplished in many ways, such as reliably transfer-
ring Refresh messages across each hop, or reserving buffer space and a small
amount of bandwidth for Refresh messages. Refresh messages will not be a
performance drain for the network, since they are sent infrequently.

For each delay value 0, each scheduler s maintains a rate variable, Sum Ratess s,
where it stores the sum of the reserved rates of its flows, and a count vari-
able, SumFlowsss where it stores the number of flows with delay . Every T'
seconds, where T' is a predefined constant, s updates its state in the following
way:

SumRatess s == ShadowSumRatess s;
SumFlows, s := ShadowSumFlows; s;
ShadowSumRates, s := 0;
ShadowSumFlows, s := 0;

SwapBits, := ~SwapBits;

Each Refresh message from flow f contains R, and the delay value ¢ for each
core network traversed. The objective is to add Ry to ShadowSumRates; s
and add one to ShadowSumFlows,s exactly once before the above sequence
of assignments are done. In this way, Ry is always included in SumRates; s,
and the flow is counted only once in SumFlowsss.

The purpose of SwapBits; is to ensure flow f is added to the shadow variables
only once before each state update. The Refresh message from flow f contains
a bit, b, ¢, for each scheduler s in its path. Bit b, ; indicates the last value
of SwapBits, encountered by a Refresh message from f. The values of f are
added to the shadow variables only if the state has been updated since the
last Refresh message from f. That is, the following is performed whenever s
receives a Refresh message from f.

if b, ; # SwapBits, then
ShadowSumRatess s =

20



ShadowSumRatess s + Ry;
ShadowSumFlows, s :=
ShadowSumFlowsss + 1;
bs.s = SwapBits,
end if
forward Refresh towards the destination of f

When the destination receives this message, it returns a RefreshAck message
back to the source of f, containing all bits b, s accumulated during the traversal
of the Refresh message. A new Refresh message is not sent until a RefreshAck
is received for the previous Refresh message.

The procedure is similar when a new flow f is created. A Reserve message
is sent towards the destination. This message collects in b, ¢ the value of
SwapBits, as it traverses scheduler s. However, the information of f is added
to both the shadow variables and the regular variables of each scheduler, be-
cause this is the first time this information arrives to the scheduler.

The destination returns a ReserveAck to the ingress router of f including all
bits b, ¢ learned during the reservation. If not enough bandwidth is available,
s returns a Reject message along the path to the source of f to release the
resources of f. Upon receiving a Reject message for flow f, scheduler s performs
the following.

SumRatess s := SumRatess s - Ry;
SumFlows, s := SumRatesss - 1;
if SwapBits; = bs y then
ShadowSumRates;
= ShadowSumRates, s - Ry;
ShadowSumFlowss s
= ShadowSum~Rates s - 1;
endif
forward Reject towards the ingress router of f

As an example, consider Figure 9. In Figure 9(a), an existing flow f traverses
scheduler s, and we assume its information is included in all four variables of
the scheduler. In Figure 9(b), the Reserve message of a new flow g is received.
Since g is new, the information of g is added both to the shadow variables
and the regular variables. In addition, the source of g learns the value of
SwapBits,. In Figure 9(c), a state update occurs: the shadow variables are
assigned to the regular variables (which does not change their value since they
currently are the same), the shadow variables are reset to zero, and SwapBits;
is flipped. In Figure 9(d), f sends a Refresh message, and since SwapBits, has
changed, the information of f is added to the shadow variables, and f learns
the new value of SwapBits,. In Figure 9(e), g sends a Refresh message, and
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Fig. 9. Signaling example

likewise, the information of g is added to the shadow variables, and ¢ learns
the new value of SwapBitss. Finally, in Figure 9(f), another state update
occurs.

We next address how often the source of a flow should send a Refresh message.
We assume signaling messages include the time they were created. Further-
more, we assume a bound, D, on the time for a signaling message to traverse
the network. A signaling message created at time t is discarded by a sched-
uler if it is received at a time greater than ¢t + D. State updates of different
schedulers are not required to be synchronized. The only assumption is that
each scheduler performs updates at least 1" seconds apart.

T T
N N

r N I

I I |

| I I
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Fig. 10. Timing of Refresh messages

Consider Figure 10. Let s be a scheduler in the path of flow f. A state update
occurs in s at time ¢y, and another at time ¢5. At time t;, the source of f
transmits a Refresh message, which arrives at s in the interval (to,t5). Thus,
at least one Refresh message from f must arrive at s in the interval (fo,¢3). In
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the worst case, t; is almost equal to to, which implies that the next Refresh
message must arrive at s no later than ¢, +7, i.e., it must be sent no later than
t1 +T — D. Furthermore, the next Refresh cannot be sent until a RefreshAck is
received for the first Refresh, which at the latest will occur at time ¢; + 2 - D.
Thus, we require

t1+2'D<t1+T—D.

That is, 3- D < T, and the interval between successive transmissions of Refresh
messages should be at most T'— D.

8.1 Fault Tolerance

We next examine the effect of network faults on our signaling protocol. In
particular, we consider the following: 1) delayed or lost signaling messages, 2)
link failure, 3) process failure, 4) routing changes.

First, consider case 1). As mentioned in the previous section, a signaling mes-
sage that is excessively delayed (more than D seconds) is discarded in the
network. Consider then lost messages. If an ingress router does not receive a
RefreshAck due to a lost message, then the source terminates the flow. This
should occur rarely, since signaling messages are treated reliably. However, the
network resources of the flow must be de-allocated. This happens automati-
cally as follows. At any scheduler s, within 7" seconds, the shadow variables are
assigned to the regular variables, and the shadow variables are reset to zero.
This is performed again within 7" more seconds. Thus, within 2 - 7" seconds of
the failure, the information of the flow disappears from s.

Cases 2) and 3) are similar to 1). However, due to the failure, the path from
source to destination may change before the flow is terminated. For correct-
ness, future Refresh messages and data packets must follow the original path
where the resources are allocated.

There are multiple techniques to restrict a flow to a given path, such as [3] and
[20], among others. Due to lack of space we do not discuss their application
to our signaling protocol. Instead, as an example, we present the following
simple technique. Let d be the destination of f. Each ingress router and gate-
way router ¢ maintains a bit, Route. 4, which is flipped every time the path
across its core network to reach destination d changes. The ingress router of
f learns the value of Route.q when it reserves resources for f, and stores the
value in a bit, . s, which is included in every subsequent message (either sig-
naling or data) from f. Thus, each message carries a bitmap with a bit for
every core network along the path of f. If gateway c receives a message with
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Route.q # 7¢ 5, then the message is dropped. Thus, if the path of f changes,
its messages are dropped where the change occurred, causing the termina-
tion of f. If routing changes are rare, this should not significantly affect flow
sources significantly. This technique requires that the routing table entry of
each destination not be allowed to change more than once every 7' seconds.

8.2 Signaling for Aggregation

We enhance the above signaling scheme for the case of aggregation. Each
signaling message carries, for each core network it traverses, a bit indicating if
the flow is aggregated in this core network. If a flow is not aggregated across
a core network, then it is treated as described above.

Consider a flow that is aggregated across a core network. The signaling mes-
sage will traverse across core routers and gateway routers.

Consider the gateway router. The gateway must keep track of, for each per-
hop delay value and each outgoing router from its core network, the number
of flows being aggregated and the sum of their rates. The gateway router can
maintain this information also as described above.

The difference lies in the core routers, in particular, with respect to aggregate
flows. Note that each aggregate flow must be counted only once. Thus, if
signaling messages from the constituent flows are received, then, although
their rates should be added to the state maintained by the core router, the
count of flows should be increased only once. To ensure this, if the bit in
the header indicates that the signaling message is from a flow that has been
aggregated, then only its rate is added to the state of the core router, and the
count of flows is not increased.

This leaves us with the remaining task of how to ensure the core router counts
the aggregate flow once. To do so, the aggregating router, either an ingress
router or a gateway router, originates signaling messages of its own, by sending
a single Refresh message for each of its aggregate flows. This ensures each core
router counts the aggregate flow only once. However, these signaling messages
have a rate of zero. This is because the rate of the aggregate flow is added to
the state of the core router by the sum of the rates of the signaling messages
of the individual flows.
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9 Concluding Remarks

We presented an alternative approach to provide QoS guarantees without per-
flow state at each router. We presented a signaling protocol that maintains a
constant amount of state per router. Even though it has a constant amount of
state, the signaling protocol is accurate, and it is also resilient to process and
link failures. Our packet scheduling technique is a combination of the dynamic
packet state technique of [19] and flow aggregation techniques of [5][7].

Our earlier work focused on rate-proportional delay, namely, where ¢y = %.
Under this assumption, it can be proven that aggregation is superior to non-

aggregation.

In this work, we have focused on rate-independent delay, where the value of d;
is chosen by flow f and is independent of its reserved rate. This choice required
modifications to the way packets are scheduled and to the signaling protocol.
The additional increase of % in the delay of f when using aggregation is
a significant factor to consider especially when the number of hops through
the network is small, which prevents this delay from being amortized among
many hops. Nonetheless, we have shown that even under these conditions flow
aggregation outperforms no-aggregation.
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