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ABSTRACT

Software security becomes a critically important issue for software development when more and more
malicious attacks explore the security holes in software systems. To avoid security problems, a large soft-
ware system design may reuse good security solutions by applying security patterns. Security patterns
document expert solutions to common security problems and capture best practices on secure software
design and development. Although each security pattern describes a good design guideline, the compo-
sitions of these security patterns may be inconsistent and encounter problems and flaws. Therefore, the
compositions of security patterns may be even insecure. In this paper, we present an approach to auto-
mated verification of the compositions of security patterns by model checking. We formally define the
behavioral aspect of security patterns in CCS through their sequence diagrams. We also prove the faith-
fulness of the transformation from a sequence diagram to its CCS representation. In this way, the prop-
erties of the security patterns can be checked by a model checker when they are composed. Composition
errors and problems can be discovered early in the design stage. We also use two case studies to illustrate

our approach and show its capability to detect composition errors.

© 2009 Elsevier B.V. All rights reserved.

1. Introduction

With increasing security attacks, security becomes a critical
requirement for successful software system development. Studies
[37] have shown that design flaws and errors are commonly the
main source of security holes that are explored by attackers. There-
fore, secure software architecture and design are at the heart of
software security. Security becomes one of the most important fac-
tors that affect software quality. Security patterns [33,35] docu-
ment good practices to solve security problems arising frequently
in software development and encourage reusing expert solutions.
A security pattern is a recipe of solving a particular security prob-
lem. It is a design pattern [19] that generally describes a group of
participants as well as their relationships and collaborations,
which achieve some security goals. Each participant in the group
is defined generically in terms of the role it plays in the security
pattern. The benefits of security patterns include the reuse of secu-
rity design solutions instead of the reuse of just a piece of code,
documentation of expert design experience, recording of security
design tradeoffs, capturing of security decisions, and improvement
of communication.

Multiple security patterns can be used in large software sys-
tems to solve many security problems. Combining security pat-
terns may help to reuse expert solutions on different security
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problems in the same system. While each security pattern de-
scribes expert experience on solving a particular security problem,
the composition of these security patterns is not always a good
solution. There can be inconsistencies among security patterns
such that some critical security properties may no longer hold.
The inconsistencies between security patterns may cause problems
in the design. Discovering these problems and errors early in the
design stage is important because such design errors are very dif-
ficult to find and correct when they are transformed to implemen-
tation errors. Analysis techniques that help to find such design
errors are crucial to the quality of the software systems.

There are several automated verification techniques, such as
model checking and theorem proving. Model checking has been
initially applied in the hardware community to verify safety and
liveness properties [3,5,16]. It has also been used in the software
community, e.g., in the verifications of web service composition
[20,21,8], in distributed cache coherence analysis [38], in hyperme-
dia applications [11], and in security property analysis [23]. In this
paper, we use model checking techniques to analyze the consis-
tency of security pattern compositions. More specifically, we for-
mally specify the behavioral aspect of the security patterns in the
Calculus of Communicating Systems (CCS) [28], as well as the
properties of each security pattern. We provide a general rule for
specifying security pattern behavior modeled by a sequence dia-
gram in CCS. We define the synchronous message, asynchronous
message, and alternative flows of a UML sequence diagram and
transform them into CCS specifications. We also prove the faithful-
ness of the CCS specification with respect to the sequence
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diagrams. A model checker is used to perform the analysis and
check whether the characteristics of each security pattern still hold
after they are composed. Our analysis results show that our ap-
proach is able to find the design errors that may lead to security
holes and flaws.

The remainder of this paper is organized as follows: the next
section describes our analysis techniques on security pattern com-
positions. Section 3 presents two case studies to illustrate our ap-
proach and show the discovery of several subtle security problems
in the design. The last two sections cover related work and
conclusions.

2. Our security analysis techniques

Many security patterns have been identified to solve the recur-
ring security problems, such as authentication, authorization, and
confidentiality during communication. One of the common secu-
rity goals is secure communication between two parties. Unse-
cured communications are often exposed to eavesdropping,
spoofing, sniffer, and replay attacks. The replay attacks copy the
legitimate transactions and resend them. The sniffer attacks just
capture sensitive information for later use. Many of these attacks
can be categorized as man-in-the-middle attacks which cannot
only harm the unsecured network but also VPN where data is ex-
posed at the end points. This exposed data is still subjected to dis-
closure, modification, or duplication. Some of these attacks are
easy to carry out, even for novices. As a consequence, these attacks
may result in huge losses for businesses that need to communicate
sensitive data.

In this section, we first describe model checking techniques. We
then introduce our approach on modeling the behavior of a secu-
rity pattern, which may then be checked by a model checker. We
describe a general way to specify security pattern behavior in
CCS and prove the faithfulness of the transformation from the se-
quence diagrams of a security pattern to our specification.

2.1. Model checking

In order to analyze the compositions of security design patterns,
we apply model checking techniques. Model checking is a method
of verifying algorithmically a formula against a logic model [5].
This verification technique can be automated by model checking
tool (model checker). In our case, we assume a logic model repre-
senting the security patterns and their compositions, as well as a
logic formula representing a property of these patterns. In order
to determine whether the pattern-based system satisfies the prop-
erties, it is checked whether the formula holds in the logic model of
security pattern compositions.

There are several model checking tools, such as SMV [25], SPIN
[22], XMC [30], and CWB-NC [40]. In this paper, we will concentrate
on the CWB-NC model checker since we can use it to specify secu-
rity patterns in process algebra and analyze their composition by
model checking. CWB-NC is a software tool which is capable of
not only model checking but also behavioral equivalence verifica-
tion. As a model checker, CWB-NC requires the user to specify the
systems in CCS and the temporal properties with GCTL [29,40]
(extension of computational tree logic, CTL [17]). It will then check
whether the system satisfies the properties. In behavioral equiva-
lence verification mode, CWB-NC requires the user to specify two
systems in CCS. It will then check whether the two systems are
equivalent under certain constraints. In this paper, we will use
CWB-NC as a model checker. The syntax of CCS is as follows:

spec: binding_list
binding: “proc” id “=" agent |“set” id “=" id_set

“wn

agent: “nil”|lid |act “.” agent |agent “+” agent |agent *
|agent “\” restriction |“(" agent **)”

act: id | id

restriction: id_set

|n

agent

where the system specification consists of a list of bindings. Each
binding is a formula, which either defines a process by using key-
word “proc” or defines a set by using keyword “set”. Each agent
defines an expression of actions and operators. An action name is
a user defined id, which represents a system activity. The prime
symbol (), which is placed in front of an action name, denotes that
this action is an output of the system. The operations between
agents include sequential composition “.”, non-deterministic
choice “+”, parallel composition “|”, and restriction “\”. Restriction
is used together with parallel composition, to denote that the mes-
sages being restricted are internal messages. Let us consider an
example specification of the behavior of the Observer pattern
[19] in CCS as follows:

* observer *

proc OBSERVER=0SUBJECT|0OOBSERVER\{osetstate,oupdate}
proc OSUBJECT=osetstate.ochangestate.’notify.
OSUBJECT1

proc OSUBJECT1=notify.’ oupdate.OSUBJECT

proc OOBSERVER=ochange.’ osetstate.00BSERVER+oupdate.
ogetstate.OOBSERVERL

proc OOBSERVER1=00BSERVER

The system specification of the Observer pattern consists of two
processes, OSUBJECT and OOBSERVER. The interaction of these two
processes is that the OOBSERVER process sends out osetstate mes-
sage to the OSUBJECT which changes its state and sends out oup-
date to all OOBSERVERs. The OOBSERVER processes perform
action ogetstate to update their states and thus keep it consistent
with the OSUBJECT.

Temporal properties are expressed in GCTL, which is an exten-
sion of CTL. The syntax of GCTL is

S:=p|-p|SAS|SVS|Ap|Ep|Gp|Fp
P:=0|-0|S|PAP|PVP|XP|PUP|PRP

where S is state formula, P is path formula. p is atomic proposition,
and 0 is atomic action proposition. A is a universal quantifier which
means that the formula is true in all paths starting from the current
state. E is an existential quantifier which means that there exists a
path following the current state, such that the formula is true. G is a
path universal quantifier which means that the formula is true for
all the states along the path from the current state. F is a path exis-
tential quantifier which means the formula is true in some state in
the path from the current state. X is a path quantifier which means
the formula is true in the next state in the path from the current
state. G, F and X are always used together with A and E. We illus-
trate the use of quantifiers in Fig. 1.

2.2. Overview of our approach

Fig. 2 illustrates the main characteristics of our approach to
analyzing security pattern compositions. Initially, each security
pattern is formally specified using CCS. The security pattern spec-
ifications are generic in the sense that they capture good design
practice in a domain-independent way. These declarative repre-
sentations, which constitute the models of the security patterns,
are then instantiated into concrete domain-specific representa-
tions. In this way, security design practice can be reused. The in-
stances of security patterns are integrated to form a model X of
the composition of the security patterns, which is then submitted
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For all paths globally p is true: AG p
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Fig. 1. CTL examples.
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Fig. 2. Overview of our approach.

to a model checker. We use the model checker to check X against
the property specification @. The model checker outputs either
true, if X satisfies @, or a counterexample, if it does not.

More specifically, we provide the following guidance to formal-
izing security patterns in CCS. Each object in the security pattern is
modeled as a CCS process that inputs some messages, performs ac-
tions, and then outputs some messages. Thus, each object is nor-
mally specified as a CCS process in the following way:

P(p) ::= in().action().out()

where in() specifies that the process p receives some message from
another process. Since p corresponds to an object, it means some
operation of the corresponding object has been invoked by some
other object. A process p may have multiple in() which specifies that
some operations of the object corresponding to p have been invoked
by other objects. The action() specifies that the process performs
some action after receiving the message. The action typically
changes the internal states of the corresponding process. The pro-
cess can perform multiple actions as well. Model checking is gener-
ally applied to these state changes to verify whether a sequence of

state changes is desired. As a consequence, a process may send out
some message after performing the actions. The out() specifies that
the corresponding object of P may invoke the operations of some
other objects. Similarly, each process may send out multiple
messages.

Since the behavior of each security pattern is typically modeled
by sequence diagrams, we formalize each object in the sequence
diagram as a CCS process. In the rest of this section, we present
the steps to specify sequence diagram in CCS and prove theorems
to show the faithfulness of CCS specifications. In other words, we
show that CCS specifications maintain the information carried by
sequence diagrams.

In order to specify a sequence diagram in CCS, we first define
the formal syntax for sequence diagram in Definition 1. Based on
the formal syntax of sequence diagram, we provide Rule 1 to
introduce the steps to specify sequence diagram by CCS formula.
Then we introduce auxiliary definitions and present theorems by
which we prove the faithfulness of CCS specification. At last, we
summarize the steps to specify sequence diagram by CCS in The-
orem 4.

The following definition formalizes a sequence diagram of UML
2.0 with alternative flows.

Definition 1. The formal semantics of a sequence diagram is
represented by a tuple SD = (PT, MS, AB, FG), where PT is a set of
participating objects in the sequence diagram. A participant, p € PT,
is an object. MS is a set of messages in the sequence diagram. A
message, (c, 1, s, t) € MS, is a four-dimension vector, where ¢,r € PT,
s is the message signature and t is the message type in the
sequence diagram. The message type can be either synchronous or
asynchronous. AB is the set of activation bars in the sequence
diagram. FG is the set of sequence fragments in the sequence
diagram. A fragment f € FG can be the following value:

e (o, if, condition, m, n): a sequence of messages, {m,...,n}, are exe-
cuted by object o, if the condition is satisfied.

The following definitions provide some important notations
which are used in the theorems in this paper.

Definition 2. Suppose P is a CCS formula and a is an action. The
fact that a appears in P is denoted by a < P.
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For example, suppose b and c are other two actions, then
P=a-b-c,P=a+b+c and P=(a|b|c)\L all imply a € P.

Definition 3. Suppose P is a CCS formula and a,beP- a<:b
denotes that action a happens before action b, that is, there is a
sequential action path from a to b:

3cq,---,cn €P, st. a-c;---,cnh beP

The following rule introduces steps on how to specify sequence
diagram in CCS.

Rule 1. Let SD(X) = (PT, MS, AB, FG) be the sequence diagram of
security pattern X. The rule to derive CCS(X) from SD(X) is defined
as follows:

1. For each object o€ PT, o is specified as P(o) in CCS
(P(0) € CCS(X)). That is, each object o in sequence diagram is
specified by a CCS formula P(o).

2. For each m={c, r, s, t)eMS, c=r, m is specified as ac-
tion(m) - action(s) in P(c) (action(m) - action(s) € P(c)). That is,
for an internal message m (message caller and message receiver
are both object c), formula P(c) contains action(m) and action(s).
Note that action(s) is used to specify the signature of message
m. When no information of signature is required in analysis,
we can omit action(s).

3. For each m={(c, r, s, t)eMS, c#r, m is specified as
out(m) - out(s) in P(c) and in(m) -in(s) in P(r) (out(m) - out(s) €
P(c), in(m) - in(s) € P(r)). That is, for an outgoing message or
incoming message m, formula P(c) contains out(m)- out(s),
where out(m) denotes m is sent out by object ¢ and out(s)
denotes m has signature s. P(r) contains in(m) - in(s), where
in(m) denotes m is received by object r and in(s) denotes m
has signature s. When no information of signature is required
in analysis, we can omit in(s) or out(s).

4. Let m=(c, 11, $1, t1) € MS and n = (c, 13, S2, t2) € MS be two mes-
sages sent from the same object c. Let m and n be specified in
CCS as P(m) and P(n), respectively. Suppose n happens right
after m (m< ) in a sequence diagram. Then P(m) and P(n)
are formulated as P(m) - P(n) in P(c).

5. Let 0 € PT and alt_o = (o, if, [val; = val,], m, n) € FG be the frag-
ment denoting alternative flows of o (see Fig. 5), which means
that if val; equals val, then a sequence of messages starting
from m and ending with n will be executed. The alternative
flows with condition val; = val, can be modeled by CCS formula
P(alt.o) = (in(valy) - P(mn) - Q |out(waly) - in(valy) - Q) \ {val; }.

6. Suppose each object o € PT has been specified as P(o) following
the above steps. The CCS specification of sequence diagram
SD(X) is

CCS(X) = <H G(o)) IfI\L
oePT

where G(0)=P(0) - G(o) formulizes the recursive occurrence of

P(0). L contains all the messages sent between objects. fis an op-

tional operator used to rename messages.

Rule 1 provides the steps to specify a sequence diagram in CCS.
We then show that the synchronous messages, asynchronous mes-
sages, and alternative flows of a sequence diagram are faithfully
transformed into CCS formula by Rule 1.

2.3. Synchronous message

The synchronous messages in a sequence diagram are trans-
formed into the synchronous actions in CCS formula. Fig. 3 shows
synchronous messages used in sequence diagram of UML2.0. The
Message Caller (object a) sends out a message and waits for the re-

turn before continuing. In this case, the message sent by the Caller
is a synchronous message. We use Definition 4 to describe the
characteristic of Synchronous Messages.

Definition 4. Let SD = (PT, MS, AB, FG) be the sequence diagram
containing a message caller, object a, and a message receiver,
object b. Let m = (a, b, sig1, synchronous) be a synchronous message
from object a to object b, with signature sigl. Let r = (b, a, sig2,
asynchronous) be the return message from object b to object a, with
signature sig2. Let P(a) = P; - out(m) - in(r) - P, be the CCS formula
specifying object a, where out(m) is the action sending out message
m, in(r) is the action receiving message r, P;<ut(m), and
in(r) < (P,. Let P(b) = in(m) - Q - out(r) be the CCS formula specifying
object b, where in(m) is the action receiving message m, out(r) is
the action sending out message r, and in(m)<.Q < ,out(r). The
synchronous property w.r.t. synchronous message m is defined as
Q< P, that is, action P, will not happen until action Q is
completed.

We illustrate the synchronous message in Fig. 3. We use two
messages, m and r, to represent the synchronous message and the
corresponding return message, respectively. We use message p1 to
represent any action happens before the synchronous message and
message p2 to represent any action happens after the return
message. Message q represents any action performed by object b
before returning message r. While this synchronous property can
be observed intuitively in the sequence diagram, it is not clear
whether the derived CCS formula from Rule 1 preserves it. That is,
whether the derived action of message p2 (P,) happens after the
derived action of message q (Q) in CCS formula (Q < .P»). We use
the following theorem to prove that CCS formula preserves the
synchronous property of sequence diagram.

Theorem 1. Let SD = (PT, MS, AB, FG) be the sequence diagram con-
taining a message caller, object a, and a message receiver, object b,
and CCS(SD) be the CCS formula specifying SD. Let m = (a, b, sigl1, syn-
chronous) be a synchronous message from object a to object b, with
signature sigl. Let r = (b, a, sig2, asynchronous) be the return message
from object b to object a, with signature sig2. According to Rule 1,
P(a)=P; - out(m) - in(r) - P, is the CCS formula specifying object a,
where out(m) is the action sending out message m, in(r) is the action
receiving message r, P; is the action happens before out(m) (P; <.
out(m)) and P; is the action happens after in(r) (in(r) < ; P2). According
to Rule 1, P(b) =in(m) - Q - out(r) is the CCS formula specifying
object b, where in(m) is the action receiving message m, out(r) is the
action sending out message r, and Q is the action happening after
in(m) and before out(r) (in(m)<,Q<,out(r)). Then CCS(SD)=
P;-Q-Ps.

Proof. According to Rule 1, we know CCS(SD)= P(a)|P(b)\{m,r}.
That is

a:Message Caller b:Message Receiver

Pt i
o I
m(sig1) '
»l
r(sig2) > a
e __________________
i
I
> p2 !
T i

Fig. 3. Synchronous message.
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CCS(SD) = (P; - out(m) - in(r) - P, | in(m) - Q - out(r)) \ {m,r}

Since P; is not restricted by {m,r}, based on CCS Expansion Law
in [28], it can be taken out of the parallel operation. Hence we have
(P; -out(m) -in(r) - P, | in(m) - Q - out(r)) \ {m,r}

=Py - (out(m) -in(r) - P, | in(m) - Q - out(r)) \ {m,r}

Based on CCS Expansion law, out(m) and in(m) complement
each other and can be merged to nil, we have
(Pq -out(m) -in(r) - Py | in(m) - Q - out(r)) \ {m,r}

=Py -nil- (in(r) - P, | Q - out(r)) \ {m,r}

Since internal message nil can be omitted, we have
Py -nil- (in(r) - Py | Q - out(r)) \ {m,r}

=Py - (in(r)- Py | Q - out(r)) \ {m,r}

Since Q is not restricted by {m,r}, it can be taken out of the par-
allel operation, we have

Py - (in(r)-Py | Q -out(r))\ {m,r} =P, -Q - (in(r) - P | out(r)) \ {m,r}

Based on CCS Expansion Law, out(r) and in(r) complement each
other and can be merged to nil, we have

Pi-Q-(in(r) - Py | Q -out(r)) \ {m,r} =Py - Q - nil - (P, | nil) \ {m, }
Omitting nil and unnecessary restriction set, we have
Py-Q-nil- (P, | nil)\{m,r} =P;-Q -P
This is to say

CCS(SD) = (P; - out(m) -in(r) - Py | in(m) - Q - out(r)) \ {m,r}
=P-Q-P, O

This theorem shows that synchronous messages in a sequence
diagram are faithfully transformed into CCS because it shows that
Q always happens before P,, i.e., P; < Q < /P».

2.4. Asynchronous message

Different from synchronous message, a message is asynchro-
nous when the Message Caller can send or receive other messages
without waiting for the return message. Fig. 4 shows an example of
asynchronous message in sequence diagram of UML 2.0. In this
example, object a can send message p2 right after sending out mes-
sage m. In this case, message q and message p2 may happen in any
order. It may be possible for p2 to happen before g, and also possi-
ble for g to happen before p2. In other words, the design allows
either order of their occurrences.

a:messageCaller b:messageReceiver

p1 |
|

m(sig1)

2
> e ]

Fig. 4. Asynchronous message.

Definition 5. Let SD = (PT, MS, AB, FG) be the sequence diagram
containing a message caller, object a, and a message receiver,
object b, and CCS(SD) be the CCS formula specifying SD. Let m = (q,
b, sig1, asynchronous) be an asynchronous message from object a to
object b, with signature sigl. Let P(a) = Py - out(m) - P, be the CCS
formula specifying object a, where out(m) is the action sending out
message m, Py <:out(m) and out(m)<.P,. Let P(b) = in(m) - Q be the
CCS formula specifying object b, where in(m) is the action receiving
message m, and in(m)<.Q. The asynchronous property w.r.t.
asynchronous message m is defined as P,<:Q VvV Q<.P,. That is,
action P, may happen before or after action Q.

We illustrate the Asynchronous Property in Fig. 4. The following
theorem proves that the Asynchronous Property of sequence
diagram is preserved by CCS formula.

Theorem 2. Let SD = (PT, MS, AB, FG) be the sequence diagram con-
taining a message caller, object a, and a message receiver, object b,
and CCS(SD) be the CCS formula specifying SD. Let m = (a, b, sig1, asyn-
chronous) be an asynchronous message from object a to object b, with
signature sigl. According to Rule 1, P(a) = P, - out(m) - P, is the CCS
formula specifying object a, where out(m) is the action sending out
message m, P; is the action happening before out(m) (P; < ;out(m))
and P, is the action happening after out(m) (out(m) < (P,). According
to Rule 1, P(b) =in(m) - Q is the CCS formula specifying object b, where
in(m) is the action receiving message m, and Q is the action happening
after in(m) (in(m) < Q). Then CCS(SD)=P; -P,-Q+P;-Q - P,.

Proof. According to Rule 1, we know CCS(SD) = P(a)|P(b)\{m}. That
is
(Pq - out(m) - P, | in(m) - Q) \ {m} = CCS(SD).

Since P; is not restricted by {m}, based on CCS Expansion Law in
[28], it can be taken out of the parallel operation, hence we have

(Py - out(m) - P, | in(m) - Q) \ {m} = P, - (out(m) - P | in(m) - Q) \ {m}

Based on CCS Expansion law, out(m) and in(m) complement
each other and can be merged to nil, we have

Py - (out(m) - P, [ in(m) - Q) \ {m} = P - nil - (P, | Q) \ {m}

Since internal message nil can be omitted, we have

Py -nil- (P, | Q)\{m} =P - (P, | Q) \ {m}

Since Q and P, are not restricted by {m}, by CCS Expansion Law,
we have

(P2 |Q\{m} =P,-Q+Q P,
This is to say

CCS(SD) = Py - (P | Q) \ {m} =Py - (P,-Q + Q- P2)
=P -P,-Q+P;-Q-P, O

Theorem 2 shows that CCS formula truthfully preserves the
asynchronous property carried by asynchronous message in se-
quence diagram. Since CCS(SD)=P;-P,-Q+P;-Q P, action Q
and action P, (in CCS) can happen in any order, which demon-
strates that message p2 and message q (in Fig. 4) can be sent in
any order. That is to say message m is asynchronous message.

2.5. Alternative flows

We introduced steps to specify simple sequence diagrams in
CCS formula in Rule 1. After proving the synchronous/asynchro-
nous messages can be faithfully transformed into CCS, we next
show the transformation of alternative flows (see Fig. 5) into CCS
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and prove its faithfulness in the following theorem. Note that the
transformation of loop in a sequence diagram into CCS is out of
the scope of this paper since no security patterns and properties
with loops are considered in our case.

Theorem 3. Let SD = (PT, MS, AB, FG) be a sequence diagram. Let
0€PT and alt_o = (o, if, [val; =valy], m, n) € FG be the fragment
denoting alternative flows of o. Thus, if val; equals val, then a
sequence of messages starting from m and ending with n ({m,...,n})
will be executed. If val; and val, are not equal then message q will be
executed. According to Rule 1, the alternative flows with condition
val; = val, can be modeled by CCS formula. Let P(mn) be the action
specifying messages {m,...,n} (guarded by condition of alt_o); Q be
the action specifying message q; in(val;) and out(val,) be the auxiliary
actions used to model the conditions. Then

P(alt_0) = (in(valy) - P(mn) - Q | out(wvaly) - in(valy) - Q) \ {val }
Proof. We will construct a CCS formula which represents the alter-
native flows corresponding to alt_o. Let P(0), P(m) and P(n) be the

CCS formula specifying object o, message m, and message n,
respectively. Let Q € P(0) be the process satisfying

VX € P(0) : (P(N)<:X — Q<X) A (P(n)<Q)
That is, Q is the process that follows P(n). Let P(mn) € P(0) be
the process satisfying
P(m) € P(mn) A (VX € P(mn) : P(m)<X)
P(n) € P(mn) A (VX € P(mn) : X<.P(n))
That is, P(mn) models the scope that is guarded by the condition

of alt_o. Then the CCS formula specifying the alternative flows of
object o can be constructed as

P(alt_0) = (in(valy) - P(mn) - Q | out(wvaly) - in(val) - Q) \ {val }

We show next that P(alt_o), truthfully covers two branches:
If val; = val, that is

(in(valy) - P(mn) - Q | out(wvaly) -in(valy) - Q) \ {val }
= (in(valy) - P(mn) - Q
| out(waly) -in(valy) - Q) \ {wal;}

o:Alternative Flow

m

—

> other messages

n

—

Val1=Val2

=

Fig. 5. Alternative flows in sequence diagram of UML 2.0.

By using CCS expansion law, in(valy) and out(val,) complement
each other, hence we have
(in(valy) - P(mn) - Q | out(valy) -in(valy) - Q) \ {val }
=nil- (P(mn)-Q | in(valy) - Q) \ {val}
= (P(mn)-Q |in(val) - Q) \ {val}
Consider P(mn) and Q are not restricted by {val,}, they are taken
out of the parallel operation. Thus we have
(P(mn) - Q |in(valy) - Q) \ {vali}
= P(mn) - Q(nil | in(valy) - Q) \ {wal}
That is, when val; = val,, we have
P(alt_o) = P(mn) - Q(nil | in(val) - Q) \ {val }

If val, # val,, then according to CCS expansion law, val, is not a
restricted message. Hence Q, out(val,) and in(val,) can be taken out
of the parallel operation, thus we have

(in(valy) - P(mn) - Q | out(valy) - in(valy) - Q) \ {val; }
= out(valy) -in(valy) - Q - (in(valy) - P(mn) - Q | nil) \ {wal;}
That is, when val; # val,, we have
P(alt_0) = out(valy) - in(wvaly) - Q - (in(valy) - P(mn) - Q
| nil) \ {val,}

Finally, let T, =(nillin(val;)- Q)\{val;}, and let T, = (in(val;)-
P(mn) - Q|nil)\{val;} We obtain
P(mn)-Q - T,
out(valy) -in(valy) - Q - T,

val; = val,
1/a11 # 7/(112

P(alt o) = {

According to CCS Expansion Law, in(val;) is a restricted action
in T; and can never happen. Thus T; = (nil|in(val,)-Q)\{val,} is a
CCS process which yields no action, i.e., T, = nil. Therefore we
obtain

P(mn)-Q-T, =P(mn)-Q

According to CCS Expansion Law, in(val,) is a restricted action in
T, and can never happen. Thus T, = (in(val;).P(mn).Q|nil)\{val,} is a
CCS process which yields no action, i.e., T, =nil. Therefore we
obtain

out(valy) -in(valy) - Q - T, = out(valy) - in(valy) - Q
That is

P(mn)-Q valy = val,
out(valy) -in(val) -Q wal; # val,

P(alt-o) = {

Hence, in case val; =val,, P(alt_o) yields P(mn)-Q. In case
val, # val, there exists two extra actions (out(valy)-in(valy))
before Q. However, out(val,) - in(valy) will not influence the order
of P(mn),Q and other actions occurred in the sequence diagram,
because val, is not a message name (it is a condition name) and
cannot interact with other actions (impossible to have out(val,)
or in(valy) in other actions). Therefore P(alt_o) also models pre-
cisely the transitions of the sequence diagram in case val; #
val,, O

Informally speaking, in Theorem 3 we first construct a CCS for-
mula P(alt_o) representing alternative flow alt_o based on Rule 1.
We then prove P(alt_o) faithfully represents the alternative flows.
P(alt_o) is specially constructed to meet two criteria. First, it must
include the execution of P(mn) - Q while excluding the execution of
Q or P(mn) if val, = val,. Second, it must include the execution of Q
while excluding the execution of P(mn) if val; # val,. To prove
these two criteria, we need to show that T; and T, will terminate
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Table 1
CCS transformation of sequence diagram.

CCS formula

P(a) is a CCS formula

action(m) - action(s) € P(c) [1]

out(m) - out(s) € P(c) - in(m) - in(s) € P(r) [2]
P(alt_o) = (in(valy) - P(mn) - Qlout(valy) -
in(valy) - Q)\{val;}

Sequence diagram

aePT

m=(crs,t)eMS,c=r

m=(crs,t)eMS, c#r

alt_o = (o, if, [val; = valy], m,
n) € FG

the execution (equal to nil). To be more specific, we know each CCS
formula is actually a state transition system, and each execution of
the formula is a system transition from one state to another. In
case valy # valy, P(alt_o) will transit to Q - T, (by executing out(va-
I,).in(valy)) and then to T, (by executing Q). Since T, has no transi-
tion, the system execution is terminated. Hence we proved that Q
is executed while P(mn) is not executed.

Theorem 3 shows that the guard condition is assumed to be
val, = val,, where val; and val, are two CCS variables which can
take actual value when being executed. In general val;, = val,, is
the guard condition for the case when val; is equal or not equal
to val,. In the case that the guard condition is val; > val, or val; <
val, we can make the following transformation:

Let x = val, — val, and y = abs(val, — val,) (abs denotes the abso-
lute value of val; — val,), then the guard condition val, > val, is
equivalent to x = y whereas val; < val, is equivalent to x # y. There-
fore a general guard condition (including =, #, >, <) and the alter-
native flows led by it can all be specified by Theorem 3.

Table 1 summarizes how each element of a sequence diagram
can be modeled by CCS formula.

[1] c=rimplies that the caller and receiver are the same object,
therefore m is an action of object ¢, which is modeled as CCS
formula action(m). Signature s is modeled as action(s).

[2] tis not modeled in CCS formula because synchronous/asyn-
chronous information will be automatically preserved by
CCS formula, which was proved by Theorem 1. Signature s
is modeled as out(s) and in(s) in P(c) and P(r), respectively,
where out(s) and in(s) can be omitted as stated in Rule 1.

Since we have proved that synchronous message, asynchronous
message and alternative flows can each be truthfully transformed
into CCS formula, we will further prove that any sequence diagram
composed of synchronous messages, asynchronous messages and
alternative flows can be truthfully transformed into CCS formula.

Theorem 4. Suppose SD = (PT, MS, AB, FG) is a sequence diagram
containing synchronous messages m, and return message r. Suppose
SD contains asynchronous message n which is sent from object a to
object b. Suppose SD contains alternative flows alt. Suppose SD is
transformed into CCS formula, CCS(SD), by Rule 1. Then CCS(SD)
truthfully preserves synchronous property, asynchronous property and
alternative flows.

Proof. Without losing generality, we assume that synchronous
messages m and its return message r are sent before asynchronous
message n. According to Theorem 1, CCS(SD)=P; - Q- P,, where
Py < out(m), in(r) <P, and in(m) < .Q < ;out(r). Considering P, is
defined as the actions after in(r). Thus, P, contains the action send-
ing out asynchronous message n (out(n)) and the actions after
out(n). According to Theorem 2, P,=P3;-Q;+Q;-P3;, where
out(n) < (P3 and in(n) < ,Q; That is,

CCS(SD)=P;-Q-P,=P;-Q-(P3-Q; +Q; - P3)
=P1-Q-P;-Q+P1-Q-Q;-P3

Hence it is easy to see the synchronous property and asynchro-
nous property are preserved by CCS(SD). Suppose P(alt) is the CCS
formula specifying alt and P(guarded) is the CCS formula specifying
actions to be executed if the condition (val, = val,) is satisfied. To
maintain generality, we consider four situations: P(alt)=P,,
P(alt) = Qq, P(alt) = Q, and P(alt) = P; respectively (that is, the alter-
native flows can appear as any action).

If P(alt) = Py, according to Theorem 3, we obtain

Py-Q-P3-Q;=P(alt)-Q-P;-Q

_ [ P(guarded) -Q -P3-Q; - Ty val; = val,
~ \ out(valy) -in(valy)-Q -P3-Qq - Ty waly # val,

and
P1-Q-Qq-P;=P(alt)-Q-Q;-P;
_ [ P(guarded)-Q -Q; - P3-T; val; = val,
~ \out(valy) -in(valy)-Q-Q, -P3- T, wal; # val,
Hence,
CCS(SD)

B P(guarded)-Q-P3-Q;-T1 +P(guarded)-Q-Q,-P3-T; val,=uval,
N {out(valz) -in(val)-Q-P3-Qq -To+out(valy)-in(valy)-Q-Q; -Ps-T, wvaly # val,
Thus,
CCS(SD)*{P(guarded)'Q'(Ple.T1+Q] -P3-Ty) val; =val,
N out(val)-in(valy)-Q-(P3-Qq-T2+Q;-P5-Ty) valy # val,
It is easy to observe here Q<.P;-Q; +Q; - P35, that is Q< P,.
Hence the synchronous property is preserved. Similarly, we could
prove asynchronous property is preserved. Moreover, by Theorem
3, we could prove alternative flow is preserved by CCS(SD).

By similar way of reasoning, those properties are preserved in
case that P(alt) = Qq, P(alt)=Q, and P(alt)=P5. O

We illustrate this proof in Fig. 6. The CCS formula (bold) for each
message is added beside the message.

3. Case studies

In this section, we present two case studies to illustrate our ap-
proach. In particular, we show the detection of several subtle de-
sign errors by using our analysis techniques. More specifically,
Section 3.1 describes the Secure Pipe and Authentication Enforcer
patterns. Section 3.2 formally specifies these patterns in CCS. Sec-
tion 3.3 introduces an application of secure observer by composing
the Observer pattern with security patterns. Section 3.4 presents

a:Message Caller b:Message Receiver

p1(alter row)‘\
|

T
P1 |
I
out(m) m(syn message) : In(m)
> qa Q
r(return message)
In(r) | kemmmmmm e L out(r)
n(asyn message) |
out(n) I In(n)
P3 > p3 > Qi
T T

Fig. 6. Synchronous/asynchronous messages and alternative flows.
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Client sends request

creates

SecurePipe

Application

Fig. 7. Secure Pipe pattern class diagram.

our analysis of these security pattern compositions. Section 3.5
introduces another case study on the composition of web service
security patterns.

3.1. Security patterns

The Secure Pipe pattern provides a solution to guarantee the
integrity and privacy of data sent over the network. The secure
pipe does not require application-layer logic and provides a simple
and standard way to protect data. The task of securing a pipe is
moved to the hardware platform to reduce the complexity of
implementation. In some case, it is even moved out of the hard-
ware platform.

Fig. 7 shows a class diagram of the Security Pipe pattern related
to an application. Initially, the client may login to the application.
The application then creates a Secure Pipe at the system level. The
Secure Pipe is an encrypted communication channel over which
the client communicates with the application. The channel is se-
cure, which provides data privacy and integrity between two end-

login()

points. When the client logs out, the application destroys the
Secure Pipe.

Fig. 8 shows a sequence diagram of the Security Pipe pattern
which depicts the activities of each object in an application. When
the client wants to send information to the application in a secured
channel, it will inform the application by calling the “login” meth-
od of the application that creates a secure pipe. The client will then
call the “request” method to pass the information to the secure
pipe which encrypts the information and sends it to the
application.

Another common security problem is authentication. Only valid
users can access certain application resources. These users must be
properly authenticated. There are several different ways to authen-
ticate users, such as HTTP basic authentication, form-based
authentication, certificate-based authentication, and custom
authentication via JAAS. These authentication mechanisms can be
used jointly in the same application. Due to changes of business
requirements, application-specific characteristics, and underlying
security infrastructure, users may change the choice of these

Application

SecurePipe

create()

request()
> encrypting()
forward()
Ny > processing()
T i
! !
Lo confirm()
finishing() i !
I
! |
logout() ' !
|
> closing() '
destroy() :

___________________l

> destroying()

Fig. 8. Secure Pipe pattern sequence diagram.
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Client1 authenticates

AuthenticationEnforcer

authenticates Client2

——————————— )

Fig. 9. Authentication Enforcer pattern class diagram.

authentication mechanisms. In addition, there may be multiple en-
try points into an application, each requiring user authentication.
Therefore, the code related to authentication is duplicated in many
places making the system difficult to develop and easy to make
mistakes.

The Authentication Enforcer pattern provides a solution to cen-
tralize the user authentication processes and encapsulate the de-
tails of the authentication mechanism. The authentication logic
for verifying user identity is delegated to a helper class that
interacts with the security providers. This centralized mechanism
applies to all different kinds of authentications, such as pass-
word-based and client certificate-based authentications. The bene-
fits of centralizing and encapsulating authentication mechanisms
behind a common interface include easing authentication require-
ment evolution and facilitating reuse. The generic interface allows
the authentication to be independent from the protocols.

Fig. 9 depicts the Authentication Enforcer pattern where the
Authentication Enforcer centralizes and encapsulates the authenti-
cation logic. When two clients need to authenticate one another,
they can achieve that through the Authentication Enforcer class.
More specifically, the Authentication Enforcer class authenticates
a user by using the credential passed in the Request Context that
contains the user’s credentials. The Authentication Enforcer creates
a subject instance that represents the authenticated user.

Fig. 10 shows a sequence diagram of the Authentication Enfor-
cer pattern. When client2 wants to build a trust relationship with
client1, it calls the “start” method of client1 that sends its privacy
information to Authentication Enforcer. The identity of client1 is
verified by the Authentication Enforcer. After client1 is identified,
it calls the “start” method of client2 that will proceed the same

Client1 AuthenticationEnforcer Client2

! start()

I :
> verifying()

sendinfo(id,pwd) !
1

answer(auth result)

}_______________ L __]

]_ -
v

sendinfo(id,pwd)

> verifying()

answer(auth result)

>
>

-]

comrﬁunicate()
]
1

communicate()

Fig. 10. Authentication Enforcer pattern sequence diagram.

way to get itself identified. Since both client1 and client2 are iden-
tified by a trustworthy third party, Authentication Enforcer, they
can then trust each other.

3.2. Formal specifications

In this section, we present the formal specification of the Secure
Pipe and Authentication Enforcer patterns based on our general
specification template described in Section 2. Since the model
specification language of CWB-NC has some minor syntactical dif-
ference from our CCS representation, we do not write “in”, “out”,
“action” as the label of each message. Instead, we write the action
name directly for any “in”, “out”, or “action” message. In addition, a
prime (') symbol is prefixed before a message name for any outgo-
ing message. In the following example, “spstart” is an incoming
message, which is denoted as in(spstart) in our CCS representation,
and “’splogin” is an outgoing message, which is denoted as
out(splogin) in our CCS representation.

In particular, the behavior of each security pattern is formalized
as a group of processes and their communications based on our ap-
proach in Section 2. The behavioral specification of the Secure Pipe

pattern is presented as follows':

* sp is used as prefix toall process and action names
of the Secure Pipe pattern *
proc SECUREPIPE = (SPCLIENT|SPPIPE|SPAPP)\
{splogin,spcreate,sprequest,
spforward,spconfirm,splogout,spdestroy}
proc SPCLIENT=
spstart.” splogin.SPCLIENT1+
spnegotiate.’ sprequest.SPCLIENT1+
spconfirm.spfinishing.”’ splogout.SPCLIENT1
proc SPCLIENT1 = SPCLIENT
proc SPPIPE = spcreate.SPPIPEO
proc SPPIPEO=
sprequest.spencrypt.’ spforward.SPPIPEL +
splogout.spclosing.’ spdestroy.SPPIPEL
proc SPPIPE1 = SPPIPEO
proc SPAPP=
splogin.’ spcreat.SPAPP1+
spforward.spprocessing.’ spconfirm.SPAPP1+
spdestroy.spdestroying.SPAPP1
proc SPAPP1 = SPAPP

where the Secure Pipe pattern is specified by the parallel composi-
tion of three processes SPCLIENT, SPPIPE, and SPAPP, which refer to
client, securepipe, and application processes, respectively. The
SPCLIENT process sends out the ‘splogin’ when it starts. When it
gets the ‘spnegotiate’ message, it will send out ‘sprequest’ to the
SPPIPE process. When the SPCLIENT gets the ‘spconfirm’, it will log-
out. When the SPPIPE process gets the ‘sprequest’ from the SPC-
LIENT, it will perform an encryption action and forward the
request to the SPAPP. When the SPPIPE process gets the message

! Note that we simplify the process expressions in(X, X) and out(X, X) to in(X) and
out(X), respectively, when the port name and message name are the same. The
sequential composition (‘') has higher priority than the non-deterministic choice (‘+’)
in CCS.
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for creation, it will prepare. The SPPIPE process will create a SPPIPE
when it gets ‘spcreate’. When the SPAPP gets the request for-
warded by the SPPIPE, it will process the ‘sprequest’ and send
out the ‘spconfirm’ to the SPCLIENT. When the SPAPP receives
the request to close, it will destroy the connection.

The behavior of the Authentication Enforcer pattern is specified
in CCS as follows:

* ae is used as prefix to all process and action names
of the authentication enforcer *

proc AUTH_ENFORCER = AECLIENTI1|AEMAIN|AECLIENTZ2\
{aeidentity, aepassword, acauthresult}

proc AECLIENTI = aestartup. ’aeidentity. >aepassword +
aeauthresult. ’aelfinish+ae2finish.aelcommunicate
proc AEMAIN =
>aeauthresult
proc AECLIENTZ2 = aestartup. >aeidentity. >aepassword +
aeauthresult. >ael2finish + aelfinish.ael2communicate

aeidentity.aepassword.aeverify.

where the AECLIENT1 and AECLIENT2 processes send their
identities and passwords to the AEMAIN process when they
want to communicate with each other. The AEMAIN receives
and authenticates their information before replying with mes-
sage aeauthresult. When the clients get the authentication
results, they will start the communication. When the AEMAIN
(Authentication Enforcer) process receives the identity and
password of a client, it will verify and then send out the
authentication result.

observers

Subject Observer

subject

ConcreteSubject ConcreteObserver

Fig. 11. Observer pattern class diagram.

3.3. Secure observer

Let us consider a case of secure observer. The Observer pattern
has been introduced in [19], which addresses the problem of main-
taining consistency among different copies of the same data. In
practice, a data may have different views which present it in some
special ways. When the data is changed, all its views need to be
notified and changed. The Observer pattern provides a solution
to this problem by loosely connecting the data and its views
through an attaching and detaching mechanism. Fig. 11 shows
the class diagram of the Observer pattern. The CCS specification
of the behavior of the Observer pattern is shown in Section 2.

In normal Observer pattern, there is no security concern. How-
ever, there are many situations where both the subject and the
observers need to authenticate each other. The subject can be
viewed only by authorized observers, whereas an observer may
only intend to view trusted subject. For example, the sales infor-
mation of a company can be only viewed by the sales manager
who has the most up-to-date information. A stock market watcher
may only observe the market information from trusted source
(subject). In addition, the communication between the subject
and the observers should be secure. The sensitive data should
not be intercepted by malicious attackers. In these situations, we
need to add security solutions to the Observer pattern. In particu-
lar, the Secure Pipe and Authentication Enforcer patterns can be
applied to solve these problems. Figs. 12 and 13 depict a composi-
tion of the Observer, Secure Pipe, and Authentication Enforcer pat-
terns. The Authentication Enforcer class is used to authenticate the
subject and observers. The Secure Pipe class is used to provide se-
cure communication between the subject and observers.

3.4. Analysis of security pattern compositions

In the previous section, we introduced a composition of two
security patterns with the Observer pattern. In this section, we will
analyze this composition. We are interested in knowing whether
there are any problems or errors in the composition shown in Figs.
12 and 13.

Based on our analysis approach described in Section 2, we have
formally specified the behavior of the Secure Pipe, Authentication
Enforcer, and Observer patterns in the previous sections. Therefore,
the behavioral composition of the three patterns can be specified
based on Fig. 13 as follows:

creates SecurePipe request
| Aottt < T |\ hl
| i
| 1
: uses '
L |
| | [
| ! !
|
: Subject Authentication Enforcer Observer
L | < ____________
ConcreteSubject subject ConcreteObserver

Fig. 12. Secure Observer class diagram.
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Set Internals = {splogin,spcreate,sprequest,spforward, In our analysis, we are interested in whether the communica-

spconfirm,splogout,spdestroy,aeidentity, aepassword, tions between the Subject and the Observers are really secure in

aeauthresult,osetstate,oupdate} this composition. In particular, we are interested in the following

*integration of the Observer, Securepipe and Authen- properties:

tication patterns*

proc INT = (SUB|SPPIPE|AEMAIN|OBS)\Internals 1. The authentication between the Subject and Observer always
where the SUB, SPPIPE, AEMAIN, and OBS stand for subject process, 5 l;\appens afterfa secgrebplpte thagl; cen est.ablll shed betvtve?tn tt;le]m.
securepipe process, authentication enforcer process, and observer : ntyhm?satge ro? tltl1 Je; 0 serverfls a v(v);?)ys sen ta :rb, e;;
process, respectively. The definition of these processes can be au len 1cate iacft 0 the L. n3t1hme:.sag£e rorE t; erver to subjec
found in file int.ccs in the Appendix. 15 always sent atter they authenticate ach other.

Subject Observer
’L‘ create SecurePipe
|
request

> encrypting

forward
Authentication Enforcer .
processing
; confirm L]
sendinfo
> verifying
answer
sendinfo
> verifying
answer
SetState()
H
! > i
i
Update() T
GetState
finishing
logout
L
closing
destroy
destroying

Fig. 13. Secure Observer sequence diagram.
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3. After authentication, any message sent from Subject to Obser-
ver should always be secure.

We used the CWB-NC model checker to check Property 1, which
is implemented as ‘safe_auth_gurarantee’ (see int.gctl in the
Appendix) and found that the communication is actually not se-
cure, because the following model checking result shows that
property safe_auth_guarantee is not satisfied.

cwb-nc> chk -L gctl INT safe_auth_guarantee
Generating ABTA from GCTL* formula...done
Initial ABTA has 6 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done
Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 5 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 4 times.

Stored 0 dependencies.

FALSE, the agent does not satisfy the formula.
Execution time (user,system,gc,real):(0.016,0.000,0.000,
0.016)

After studying the composition of this application, we found the
source of the problem. When the Observer tries to authenticate it-
self to the Subject, it connects to the Authentication Enforcer and
provides its identity information to the Authentication Enforcer.
However, the problem is that the communications between the
Subject/Observer and Authentication Enforcer are not secure. They
are not protected by the Secure Pipe. To secure this communica-
tion, thus, new Secure Pipes are needed in-between the Subject/
Observer and the Authentication Enforcer. The improved integra-
tion is shown in Fig. 14, where two new Secure Pipes, Secure Pipe
A and Secure Pipe B, are added. Fig. 15 shows how the observer
verifies its identity by the authentication enforcer through a se-
cured channel. The observer sends its identity information to the

securepipe using the “request” method. The securepipe encrypts
this information and forwards it to the authentication enforcer,
which will decrypt and verify it. The interactions between authen-
tication enforcer and subject are the same. The behavioral compo-
sition of these five pattern instances is specified in CCS as follows:

*improvement of INT*

set Internals= {splogin,spcreate,sprequest,spfor—
ward,spconfirm,splogout,spdestroy, aeidentity,
aepassword, aecauthresult, osetstate, oupdate}
*integration of Observer, Securepipe and Authenti-
cation pattern*

proc INT1l= (SUB|SPPIPE|AUTH|OBS|SPPIPEA|SPPIPEB))\
Internals

where the SUB, SPPIPE, AUTH, OBS, SPPIPEA, SPPIPEB refer to pro-
cess Subject, Secure Pipe, Authentication Enforcer, Observer,
Secure Pipe A, Secure Pipe B, respectively. The details of specifica-
tion INT1 can be found in file int1.ccs in the Appendix. The follow-
ing results show that Property 1 is satisfied in the revised
composition, by checking two processes SPPIPEA and SPPIPEB
(see Appendix intl.ccs) against safe_spa_guarantee and
safe_spb_guarantee (see Appendix int1.gctl), respectively.

cwb-nc> chk -L gctl SPPIPEA safe_spa_guarantee
Generating ABTA from GCTL* formula...done
Initial ABTA has 6 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done

Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 5 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 13 times.

Stored 8 dependencies.

TRUE, the agent satisfies the formula. Execution time
(user,system,gc,real):(0.016,0.000,0.000,0.016)
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Fig. 14. Secure Observer class diagram (revised version one).
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cwb-nc> chk -L gctl SPPIPEB safe_spb_guarantee
Generating ABTA from GCTL* formula...done
Initial ABTA has 6 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done

Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 5 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 13 times.

Stored 8 dependencies.

TRUE, the agent satisfies the formula.

Execution time (user,system,gc,real):(0.016,0.000,0.000,
0.016)

We will then check integration version one against other prop-

cwb-nc> chk -L gctl INT1 safe_send_setstate
Generating ABTA from GCTL* formula...done
Initial ABTA has 6 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done
Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.
Simplification completed.

Simplified ABTA has 5 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 4 times.

Stored 0 dependencies.

TRUE, the agent satisfies the formula.
Execution time (user,system,gc,real):(0.422,0.000,0.000,
0.422)

We further studied the secure pipes in the revised design in
Fig. 14 (class diagram) and Fig. 15 (sequence diagram) by using
the CWB-NC model checker to check it against Property 3 (see
Appendix int1.gctl).

erties. The following result shows that Property 2, which is imple-
mented as safe_send_setstate (see Appendix int1.gctl), is satisfied
by integration version one.

Observer AuthenticationEnforcer
1 login() :
D create()

| SecurePipe

1

1

1
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T
il
request(id,pwd)

> encrypting()

forward()

0 > verifying()
T i
|
|

__________________E___

I
confirm(auth result)

finishing()

logout()

> closing()
destroy()

> destroying()

___________________l

Fig. 15. Part of Secure Observer sequence diagram (revised version one).
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cwb-nc> chk -L gctl INT1 secure_send_setstate
Generating ABTA from GCTL* formula...done
Initial ABTA has 11 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done
Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 9 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 5 times.

Stored 0 dependencies.

FALSE, the agent does not satisfy the formula.
Execution time (user,system,gc,real):(0.047,0.000,0.000,
0.047)

The above results showed Property 3 is not satisfied. After
reviewing the system design, we found that there is a problem
with the secure pipe between the Subject and Observer. The Sub-
ject and Observer assume wrong roles in the Secure Pipe pattern.
In Fig. 14, the Subject and Observer play the roles of Application
and Client, respectively. However, the Subject is supposed to send
notification to the Observer. Thus, the Subject should be the Client,
whereas the Observer should play the role of Application in the Se-
cure Pipe pattern. The Subject and Observer should switch their
roles. A new revised design, shown in Fig. 16, corrects this problem.

3.5. Composition of web service security patterns

In the previous sections, we introduced a case study on the
composition of the Secure Pipe and Authentication Enforcer pat-
terns. In this section, we present another case study on the compo-
sition of web service security patterns.
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Authentication is one of the most fundamental problems in web
service security. The Authentication Enforcer pattern presents a
general solution to this problem. In web service security, there
can be different methods to authenticate clients, such as the direct
and brokered authentication [42]. In the direct authentication, the
client directly proves its identity to the server. In the brokered
authentication, both client and server trust a third party that han-
dles the authentication. There are several algorithms and protocols
for brokered authentication, such as X.509 PKI, Kerberos, and Secu-
rity Token [41]. Each algorithm has its own pros and cons and is
suitable for different applications. The client may prove its identity
by using any of these algorithms and protocols. In some applica-
tions, such as e-business, it is very helpful and even essential to
let the client be able to choose among these protocols so that both
convenience and security can be achieved.

Fig. 17 illustrates the structure of the Kerberos pattern. There
are three participants, the Key Distributing Center (KDC), the Cli-
ent, and the Service. The KDC is responsible for storing and distrib-
uting certificates. The Client and Service are two interacting
participants in an application.

Fig. 18 illustrates the behavior of the Kerberos pattern, which
implements the Kerberos key change protocol. In Kerberos, the cli-
ent requests a session key in the form of ticket from the key distri-
bution center (KDC), and passes it to the service for authentication.
Then the system starts. The Client sends out ticketReq to KDC that
generates a ticket for the Client. When the Client gets the ticket, it
then sends to the Service by sendReq to ask for service. After vali-
dating the Client’s ticket, the Service will reply and begin its
service.

The processes in the Kerberos pattern can be specified as
follows:

proc Kerberos_Client =’ticketReq+servTicket+’ send-
Reg+sendResp

proc Kerberos_KDC = ticketReq.genTicket.’ servTicket
proc Kerberos_Service = sendReq.validateTicket.
> sendResp

Fig. 19 shows the structure of the X509 pattern. There are two
parts in the system, Client and Service. The Service generates cer-
tificate from the credentials provided by the Client and responds
to the Client directly. The Service may use a broker. In this case,
it is not necessary to involve a third party.

requests SecurePipe creates
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T L____ e Vl____ ____]
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SecurePipeA| Creates ' : creates |gecurePipeB
] I
e L . 5
ConcreteSubject subject ConcreteObserver

Fig. 16. Secure Observer (revised version two).
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KDC

Ticket Request

Client Service

Service Request

Fig. 17. Kerberos pattern class diagrams.

Fig. 20 shows the behavior of the X509 pattern, which
implements the X509 key exchange protocol. The client com-
municates directly to the service which retrieves the client’s
certificate from its database or a certificate provider and then
validates the certificate. In fact, the Kerberos and X509 are
two protocols with the same intent, authenticating the client
to the service. The process in the X509 pattern can be specified
in CCS as follows:

proc X509_Client=sign. ‘request.response.Kerberos_
Strategy

proc X509_8Service=request.retrieveCert.validate-
Cert. verifySignature.’ response

When the system starts, the client sends a request containing
its credentials to the service, which retrieves a certificate according

to those credentials and validates the certificate. The service will
then send a response to the client.

In order to allow the user to flexibly change different key ex-
change protocols, the Strategy pattern [19] can be applied.
Fig. 21 displays the class diagram of the Strategy pattern.

The composition of the Kerberos, X509 and Strategy patterns is
shown in Fig. 22, where either Kerberos or X509 protocol can be
used. The application of the Strategy pattern allows the user to
dynamically change the protocol being used for authentication.
Therefore, the composition of these three patterns provides multi-
ple options for brokered authentication.

Consider the processes of Kerberos and X509 defined previ-
ously. The CCS expression of the integration is as follows (note that
we name some process differently from their original names in the
X509 or Kerberos patterns):

proc KDC=ticketReq.genTicket.’ servTicket.KDC

proc KService=sendReq.validateTicket.’ sendResp.
KService
proc X_Strategy=use_ Xb09.sign.’request.response.

Kerberos_Strategy

proc XService=request.retrieveCert.validateCert.
verifySignature. ’response.XService

proc testMauth= (Strategy|Kerberos_ Strategy|X_
Strategy)\{use_kerberos, use_X509}

set L:{use_kerberos,use_X509,request,re sponse,tick-
etReq,servTicket, sendReq,sendResp}

proc Multi_Authentication=
(KService|KDC|Kerberos_Strategy|Strategy|X_
Strategy|XService)\L

where L is the set of internal messages in the integration. L actually
includes all messages used in this integration.

Client KDC Service
H T
L | |
ticketReq ' !
' !
I
|
genTicket :
I
servTicket :
|
i i
sendReq
i
i
i > validateTicket
i
sendResp

Fig. 18. Kerberos pattern sequence diagrams.

Request (client credentials)

Client

Response

Service

> Validate certificate

Fig. 19. X509 pattern class diagram.
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Client Service

sign

request

retrieveCert

validateCert

verifySignature

AV

response

Fig. 20. X509 pattern sequence diagram.

There are several properties, such as safety and liveness, which
can be checked to ensure the correctness of the composition.
The following results show that our system specification satisfies
a secure liveness property, that is, the authentication will eventu-
ally happen, either authenticated by X509 or by Kerberos. The
specification is in “testwss.ccs” and property is in “testwss.gctl”
in the Appendix. The following result shows that the composition
satisfies the secure liveness property.

cwb-nc> chk -L gctl Multi_Authentication auth_happen
Generating ABTA from GCTL* formula...done

Initial ABTA has 8 states.

Simplifying ABTA:

Minimizing sets of accepting states...done

Performing constant propagation...done

Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 5 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 35 times.

Stored 0 dependencies.

TRUE, the agent satisfies the formula.

Execution time (user,system,gc,real):(0.016,0.000,0.000,
0.016)

Besides liveness, other properties can be checked. In the follow-
ing, we show the result of checking the atomicity property in the
authentication process. A group of actions, such as retrieving certif-
icate and validating certificate, need to be performed when
authenticating. There should not be any other action that inter-
cepts this group of actions. Thus, retrieving certificate and validat-
ing certificate have to be performed together without any
interruption. This atomicity property can be specified in GCTL as
follows:

prop x_integrity = AG({retrieveCert}— > X{validateCert})

This GCTL expression represents that in all paths of the software
system, there globally holds a fact that whenever action retrieve-
Cert is performed, validateCert must be performed in the next step.
In other words, action retrieveCert and action validateCert cannot
be interrupted by any other actions. Similarly, the validateCert
and verifySignature actions should also be performed together
without any interruption by other actions. This property ensures
the successful authentication of the XService process. The detailed
specification of this property is presented in “testwss.gctl” in the
Appendix. We run the model checker to test if this property is sat-
isfied by this multi-authentication composition.

cwb-nc> chk -L gctl Multi_Authentication x_integrity
Generating ABTA from GCTL* formula...done

Initial ABTA has 9 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done

Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 6 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 17 times.

Stored 0 dependencies.

FALSE, the agent does not satisfy the formula.
Execution time (user,system,gc,real):(0.016,0.000,0.000,
0.016)

The above result shows that this property is not satisfied by
our composition, which indicates that the X509 authentication
process may be interrupted by some other actions. Thus, the vio-
lation of this property could cause serious security problems
such that some malicious actions may be inserted between the

Context strategy Strategy
+Contextlnterface() 1 *  [+AlgorithmInterface()()
JAN
ConcreteStrategyA ConcreteStrategyB ConcreteStrategyC

+Algorithminterface()

+Algorithminterface()

+Algorithminterface()

Fig. 21.

Strategy pattern.
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retrieveCert and validateCert actions by attackers. After studying
the sequence diagram of the system design, we discover that
this is a very subtle error because the cause of the error appears
in different part of the sequence diagram from the effect of the
error. As described previously, the effect of the error is that the
retrieveCert and validateCert actions may be interrupted by an
attacker. The cause of the error is actually that the messages
(useKerberos, useX509) of Strategy were designed to be asyn-
chronous messages, rather than synchronous messages, in the
sequence diagram as shown in Fig. 22. Therefore, the Strategy
can call the Kerberos authentication by sending out useKerberos
while process XService is being used for X509 authentication.
This flaw makes process XService functioning incorrectly by
breaking the atomicity of the retrieveCert and validateCert ac-
tions. In other words, the X509 authentication interferes with
the Kerberos authentication in this design. To correct the error
and improve this design, we change these messages to be syn-
chronous messages. This assures that whenever one authentica-
tion process is started, another authentication cannot be
applied unless current authentication process is completed. The
revised system design is shown in Fig. 23.

The CCS representation of the revised system design is shown in
“testwss.ccs” as Multi_Authentication1 in the Appendix. The model
checking result shows that x_integrity is satisfied by
Multi_Authentication1 in the revised design, which is shown as
follows:

cwb-nc> chk -L gctl Multi_Authentication1 x_integrity
Generating ABTA from GCTL* formula...done

Initial ABTA has 9 states.

Simplifying ABTA:

Minimizing sets of accepting states...done

Performing constant propagation...done

Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.

Simplification completed.

Simplified ABTA has 6 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 25 times.

Stored 16 dependencies.

TRUE, the agent satisfies the formula.

Execution time (user,system,gc,real):(0.016,0.000,0.000,
0.016)

In this case study, our experience shows that model checking
can help analyzing security pattern compositions and finding secu-
rity problems that are otherwise difficult for human inspection.
Even for relatively simple sequence diagrams, it is hard for human
to discover some subtle security errors by visual inspection, espe-
cially when the cause and effect of an error are apart from each
other in a sequence diagram. In the previous case when checking
the atomicity property of authentication, we could observe that
the retrieveCert and validateCert actions are on the same time line
of Xservice in the sequence diagram such that they are likely to be
executed in sequence without any interruption. However, the
model checking result shows that this visual observation is wrong.
Therefore model checking helps us to discover this hidden design
problem that is hard to find for manual inspection.

4. Related work

Existing work on security patterns is typically on the introduc-
tion of new security patterns or the applications of security pat-
terns in different systems. To the best of our knowledge, there is
no work on the analysis of security pattern compositions.

Rosado et al. provided a template to describe security patterns
and a framework to compare them in [31]. Several security pat-
terns are presented in their template. They also measure the secu-
rity degree of the patterns and indicate the level that each pattern
fulfills the properties and attributes common to all security pat-
terns. No discussion of the security pattern compositions is
presented.

To develop secure and efficient distributed systems, Yoshioka
et al. [39] propose a method that uses patterns with security taken
into account. They model the performance data associated with
each pattern and provide the selection procedures for the detailed
specifications. Their approach includes a pattern library that con-
sists of several security patterns for inter-company coordination
systems. Their patterns are applied in the environmentally con-
scious product design support system. However, their work does
not formally analyze the composition of the security patterns.

Kienzle et al. [24] introduce 29 security patterns and classify
them into either structural or procedural patterns. Structural
patterns can be implemented in an application whereas proce-
dural patterns aim at improving the development process of
security-critical software systems. Brown et al. [4] propose
authenticator, a security pattern, to describe a general mecha-
nism for providing identification and authentication to a server
from a client. Fernandez et al. [18] present the security patterns
that describe mechanisms for designing secure Voice over IP
(VoIP) systems. Their security patterns are specific for the VoIP
application domain. While these works introduce a number of
security patterns, the composition analysis of security patterns
is not in their scopes.

Several formal approaches on the specification and verification
of design patterns have been presented in [2,27,1,6,9,32,15,36,
10,34,11,12]. These works are for general design patterns. They
do not concentrate on the patterns with security concerns and
properties.

The structural and behavioral aspects of design patterns in
terms of responsibilities and rewards are formally specified in
[34]. Following the ideas of the design by contract approach
in [26], the structural and behavioral specifications are cap-
tured as responsibilities, whereas the rewards capture the ben-
efits of applying the pattern with the expected behavior in a
system.

The composition of two design patterns based on a specifica-
tion language (DisCo) has been discussed in [27]. The behavior
of each pattern is formalized as a layer in DisCo. The composition
of design patterns is defined as a refinement on the layers of
specifications.

Formal specification of design patterns and their composition
based on the Language of Temporal Ordering Specification (LO-
TOS) is proposed in [32]. In particular, the behavioral aspect of
the Command and Composite patterns and their combination is
specified.

Property patterns [14] have been proposed to provide taxon-
omy of properties written in LTL, CTL and QRE. Each property pat-
tern is defined in terms of its scope, which is the extent of the
program execution over which the pattern should hold. Property
patterns define general properties whereas we focus on security-
related properties.

A UML profile (UMLSec) on security has been introduced in [23],
which can help to model security-related concerns in UML
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diagrams. Formal semantics have also been provided for a subset of
each kind of UML diagrams. In particular, the behavioral semantics
of a simplified fragment of UML sequence diagram was presented.
However, it cannot specify alternative flows, which is common in
sequence diagram. It can only specify sequential behaviors. Model
checking has been applied to check the security properties, such as
secrecy, integrity, authenticity, and refinement, against the UML-
Sec specifications. The application of a security pattern was also
discussed. In contrast, our work focuses on security pattern com-
positions rather than just the application of a single security pat-
tern. In addition, we analyze the compositions of security
patterns with model checking techniques, instead of general secu-
rity properties checking in UMLSec specifications. Furthermore,
our behavioral semantics of sequence diagram can specify alterna-
tive flows.

A model checking framework has been presented for specifying
and verifying Web service compositions in BPEL4AWS. The Web ser-
vice specification is annotated with timing constrains, including
time points, duration, and interval constraints. It is then trans-
formed into an extended TPPN (Timed Predicate Petri-Net) for
model checking. While the paper concentrates on the specification
of the Web service model, it does not provide any concrete verifi-
cation using any model checker.

The interactions of composite web services have been modeled
as conversations that specify the global sequence of messages ex-
changed by the web services in [21]. More specifically, the BPEL
specifications of web services are translated to an intermediate
representation that is later translated to the target verification lan-
guage, Promela, the input language of the model checker SPIN. The
concept of synchronizability is proposed to allow the verification of
large class of composite web services with unbounded input
queues using a finite state model checker. In contrast, our analysis
framework concentrates on model checking security properties in
web services.

A model-based approach to verifying Web service composi-
tions has been proposed in [20]. The design can be specified
in the message sequence charts (MSC), and mechanically com-
piled into the finite state process notation (FSP). The implemen-
tations are also translated for verifying trace equivalence. The
behavior of implementation model can be verified against the
specification models and assigns semantics so as to confirm
expected results for both the designer and implementer. In par-
ticular, the semantic representation is added to the BPEL4WS
notation. A tool has been identified for verification of implemen-
tations against abstract functional specifications. While their
approach focuses on providing a general solution for verifying
web service workflow specifications, the security properties are
not concerned.

5. Conclusions

Security patterns have been adopted in the software industry to
reuse expert design experience on solving security problems.
While each security pattern presents a good solution to a security
problem, there lacks work on analyzing their compositions that
may have inconsistencies and interactions. Failure of detecting
such errors and problems may result in security holes that suffer
malicious attacks. Analysis at a high level (architecture and design)
may greatly save time and effort than that at the lower implemen-
tation level.

In this paper, we provide an approach to analyzing the compo-
sitions of security patterns using model checking techniques based
on our initial work [13]. In our approach, we presented the guide-
line to specify the behavior of security patterns in the model spec-

ification language. We define the synchronous message,
asynchronous message, and alternative flows of a UML sequence
diagram and transform them into CCS specifications. We provide
a proof on the faithfulness of our specification with respect to
the behavioral model of the security pattern in a sequence dia-
gram. We also conducted two case studies to illustrate our ap-
proach by model checking the properties of security pattern
compositions and show the detection of several security problems.
Our results showed that our approach can find several subtle errors
in the compositions.

Our approach consists of automatic process (model checking
process) and formalism (CCS specification) whose preciseness is
based on mechanism and mathematical derivation. Hence the
verification result is rigorous and trustworthy. This makes our
approach suitable for checking security problems in software
design and provides security assurance. Moreover, since model
checking process is largely automated, it reduces the potential
errors causing by manual verification. We plan to develop an
integrated tool to further automate the transformation of sys-
tem behavioral specifications from a UML sequence diagram
to CCS. This tool may take a sequence diagram as an input
and perform the transformation of the synchronous message,
asynchronous message, and alternative flows of a UML sequence
diagram into CCS specifications following our method described
in Rule 1. The output of this tool, CCS specifications of system
behavior, can be passed into the model checker for behavior
analysis.

Meanwhile, a common limitation of model checking tech-
nique is scalability due to the exponential complexity. Based
on model checking techniques, our approach may be less effec-
tive if the software design is too complex, that is, the software
system contains more states than a model checker can exhaust
(usually called state explosion). In this case, we can reduce the
complexity of the system by splitting it into several sub-systems
and apply our approach on these sub-systems. However, the
interaction of these sub-systems needs to be checked truthfully
as a tradeoff.

Our approach is not tied to a particular model checker. In-
stead, it is also applicable to other CCS-based model checker,
such as XMC as shown in [13] where we show the first case
study on the analysis of secure observer using XMC model
checker. We plan to apply other model checkers, e.g., SPIN or
Brutus [7], to verify system security. Different model checkers
present different levels of system abstractions. For instance, SPIN
needs implementation level system specifications, while CWB-NC
needs design level system specifications. In addition, we plan to
investigate any case study that includes the security patterns
and properties with loop so that we can extend our approach
to consider the transformation of loop in sequence diagrams into
CCs.

Appendix A
*int.ccs*

set
Internals={splogin,spcreate,sprequest,spforward,
spconfirm,splogout, spdestroy, aeidentity, aepassword,
aeauthresult,osetstate,oupdate}

*integration of Observer,Securepipe and Authentica-
tion pattern*

proc INT=(SUB|SPPIPE/AEMAIN|OBS)\Internals

proc SPPIPE=spcreate.SPPIPEO

proc SPPIPEO=
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sprequest.spencrypt.’ spforward.SPPIPEl+
splogout.spclosing.’ spdestroy.SPPIPEL
proc SPPIPE1=SPPIPEO
procAEMAIN=aesendinfo.verifying.’ acanswer . AEMAIN1
proc AEMAIN1=AEMAIN
proc OBS=OOBSERVER+SPCLIENT+AECLIENT2
*spclient process in securepipe pattern*
proc SPCLIENT=
spstart.’splogin.
SPCLIENT1l+spnegotiate.’ sprequest.SPCLIENT1+
spconfirm.spfinishing.’ splogout.SPCLIENT1
proc SPCLIENT1=SPCLIENT
*client2 process in authentication pattern*
proc AECLIENT2 = aestart.aestartup. ’aeidentity.
>aepassword.AECLIENT21
+aeauthresult. aeauthen_finish.AECLIENT21
proc AECLIENT21=AECLIENT2
*observer process in observer pattern*
proc OOBSERVER= ochange.’ osetstate.00BSERVERI +
oupdate.ogetstate.O0BSERVER1
proc OOBSERVER1=00BSERVER
proc SUB=0OSUBJECT+SPAPP+AECLIENT1
*subject process in observer pattern*
proc OSUBJECT=o0setstate.ochangestate.’ oupdate.
OSUBJECT1
proc OSUBJECT1=0SUBJECT
*application process in secure pipe pattern*
proc SPAPP=
splogin.’ spcreat.SPAPP1+
spforward.spprocessing.’ spconfirm.SPAPP1+
spdestroy.spdestroying.SPAPP1
proc SPAPP1=SPAPP
*clientl process in authentication pattern
proc AECLIENT1 =
aestart.’aesendinfo.AECLIENT11
+ aeanswer.’aestart.AECLIENT11
+’aecommunicate.AECLIENT11
proc AECLIENT11=AECLIENT1

*int.gctl*

* there doesn’t exist a path where no securepipe
established before authtication start *

prop safe_auth_guarantee=

not (E({- ’spfinishing}U{aestart}))

prop safe_observerl=

E F{aeauthen_finish}-> (E F {’ ochange})

prop safe_observer2=

E F{aeauthen_finish}-> (E F {’ ochangestate})

prop safe_observer3=

E F{aeauthen_finish}-> (E F {* ogetsate})

prop safe_observer =
safe_observerl/\safe_observerl /\safe_observerl
prop message_encrpytedl=

(E F{’spfinishing}-> (E F {’change}))/\safe_
observerl

prop message_encrpyted2=

(E F{’spfinishing}-> (E F {’changestate}))/\safe_
observer2

prop message_encrpyted3=

(E F{’spfinishing}-> (E F {’getsate}))/\safe_
oberver?3

prop message_encrpyteds=

message_ encrpytedl/\message_encrpytedZ/\message_
encrpyted3

*intl.gctl*

* there doesn’t exist a path where no securepipe
established before authtication start *
prop safe_spa_guarantee=
not E({-’ spa_confirm}U{aestart})
prop safe_spb_guarantee=
not E({-’ spb_confirm}U{aestart})
*any message from subject must be sent after it has
been authenticated*
prop safe_send_setstate=
not E({’ aeanswer}U{osetstate})
*after authentication, message sent from subject to
observer should always be secure*
prop secure_send_setstate=
safe_send_setstate/\ (not E({spencrypt}->{osetstate}))

*intl.ccs*

*improvement of INT*

set

Internals={splogin,spcreate,sprequest,spforward,

spconfirm,splogout, spdestroy, aeidentity, aepas-

sword, aeauthresult,osetstate,oupdate}

*integration of Observer,Securepipe and Authentica-

tion pattern*

procINT1=(SUB|SPPIPE|/AUTH|OBS|SPPIPEA|

SPPIPEB)\Internals

proc SPPIPE=spcreate.SPPIPEO

proc SPPIPEO=
sprequest.spencrypt.’ spforward.SPPIPEL +
splogout.spclosing.’ spdestroy.SPPIPEL

proc SPPIPE1=SPPIPEO

proc SPPIPEA=spa_create.SO

proc SO=SSPPIPEAO.AECLIENT1.SPPIPEAL

proc SPPIPEAO=
spa_request.spa_encrypt.’spa_forward.nil+
spa_logout.spa_closing.’ spa_destroy.nil

proc AECLIENT1=
aestart.’aesendinfo.aeanswer.’aestart.nil

proc SPPIPEA1=S0

proc SPPIPEB=spb_create.TO

proc TO=SPPIPEBO.AECLIENT2.SPPIPEB1

proc SPPIPEBO=
spb_request.spb_encrypt.’spb_forward.nil+
spb_logout.spb_closing.’ spb_destroy.nil

proc AECLIENTZ2 =
aestart.’aesendinfo.aeanswer.nil

proc SPPIPEB1=TO

proc AUTH=AEMAIN+SPA_APP+SPB_APP

procAEMAIN=aesendinfo.verifying.’ acanswer . AEMAIN1

proc AEMAIN1=AEMAIN

*SPA_APP is the application process in secure pipe

pattern*

proc SPA_APP=
spa_login.’ spa_creat.SPA_APP1+
spa_forward.spa_processing.’ spa_confirm.SPA_APP1+
spa_destroy.spa_destroying.SPA_APP1

proc SPA_APP1=SPA_APP

*SPB_APP is the application process in secure pipe

pattern*

proc SPB_APP=
spb_login.’ spb_creat.SPA_APP1+
spb_forward.spb_processing.’ spb_confirm.SPB_APP1+
spb_destroy.spb_destroying.SPB_APP1
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proc SPB_APP1=SPB_APP
proc OBS=00BSERVER+SPCLIENT+SPB_CLIENT
*spclient process in securepipe pattern*
proc SPCLIENT=
spstart.’splogin.
SPCLIENTl+spnegotiate.’ sprequest.SPCLIENT1+
spconfirm.spfinishing.’ splogout.SPCLIENT1
proc SPCLIENT1=SPCLIENT
*observer process in observer pattern*
proc OOBSERVER= ochange.’osetstate.0O0BSERVERI+
oupdate.ogetstate.O0OBSERVERL
proc OOBSERVER1=00BSERVER
*spclient process in securepipe pattern B*
proc SPB_CLIENT=
spb_start.’” spb_login.SPB_CLIENTl+spb_negoti-
ate.’ spb_request. SPB_CLIENT1+
spb_confirm.spb_finishing.’ spb_logout.SPB_
CLIENT1
proc SPB_CLIENT1=SPB_CLIENT
proc SUB=0SUBJECT+SPAPP+SPA_CLIENT
*subject process in observer pattern*
proc OSUBJECT=o0osetstate.ochangestate.’ oupdate.
OSUBJECT1
proc OSUBJECT1=0SUBJECT
*application process in secure pipe pattern¥*
proc SPAPP=
splogin.’ spcreat.SPAPP1+
spforward.spprocessing.’ spconfirm.SPAPP1+
spdestroy.spdestroying.SPAPP1
proc SPAPP1=SPAPP
*spclient process in securepipe pattern A*
proc SPA_CLIENT=
spa_start.’ spa_login.SPA_CLIENTI1+
spa_negotiate.’ spa_request. SPA_CLIENT1+
spa_confirm.spa_finishing.’ spa_logout.SPA_
CLIENT1
proc SPA_CLIENT1=SPA_CLIENT

*testwss.ccs*

proc KDC=ticketReq.genTicket.’ servTicket.KDC

proc KService=sendReq.validateTicket.’ sendResp.
KService
proc X_Strategy=-use_Xb09.sign.’request.response.

Kerberos_Strategy

proc XService=

request.retrieveCert.validateCert.
verifySignature.’ response.XService

proc testMauth= (Strategy|Kerberos_Strategy|X_
Strategy)\{use_kerberos, use_X509}

set L={use_kerberos,use_X509,request,response,tick-
etReq,servTicket, sendReq,sendResp}

proc Multi_Authentication= (KService|KDC|Kerberos_
Strategy|Strategy|X_Strategy|XService)\L

*improved multi-authentications
procStrategyl="use_kerberos.kcomp.’use_X509.xcomp.
nil

proc Kerberos_Strategyl=use_kerberos.’ticketReq.
servTicket.” sendReq.sendResp.kcomp.Kerberos_
Strategyl

proc X_Strategyl=use_Xb509.sign.’request.response.’
xcomp.X_Strategyl

proc testMauthl= (Strategyl|Kerberos_Strategyl|X
Strategyl)\{use_kerbero s,use_X509,kcomp,xcomp}

set Ll={use_kerberos,use_X509,request,response,

ticketReq,servTicket, sendReq,sendResp,kcomp,xcomp}
proc Multi_Authenticationl= (KService|KDC|Kerber-
os_Strategyl|Strategyl|X_Strategyl|XService)\Ll

*testwss.gctl*

*liveness property*

*authentication will eventually happen*

prop auth_happen=EF ({validateTicket}\/{validateCert})
*integrity property*

*no interruption between retrieveCert andValidate-
Cert*

prop x_integrity=A G({retrieveCert}->X{validateCert})
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