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Abstract

Design pattern describes a recurring problem and its
common solution, which usually is in abstract form. The
application of design pattern requires coding the generic
solution. It is necessary to assure the coding process cor-
rectly implements not only the structure but also the desired
behavior of the design pattern. This problem is called im-
plementation correctness in this paper. By providing the
definition of partial order between sequence diagrams, we
formally describe the implementation correctness. We verify
the implementation correctness with model checking by us-
ing process algebra to specify the source code and temporal
logic to specify the behavior of the pattern.
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1. Introduction

Design pattern [12] is a reusable software development
strategy. While design pattern documents expert experience,
the correctness of its implementation is critical to assure the
quality of the software system. Each design pattern is usu-
ally described by its intent, motivation, structural and be-
havioral solutions, consequences, known uses, and etc. The
structural and behavioral solutions are typically modeled by
class and sequence diagrams, respectively. In this paper, we
focus on analyzing the behavioral correctness of design pat-
tern implementation by exploiting the partial order relation-
ship between the sequence diagram of a general design pat-
tern and that of its implementation. We identify this prob-
lem as implementation correctness: given a design pattern X
and its implementation program P, is the program the cor-
rect implementation of X? For example, consider the source
code shown in [21] which is adopted from [19]. This source
code is claimed to be an implementation of the Observer
pattern [12]. However, how could we justify this? More
generally, how do we know whether the implementation of
a design pattern satisfies its behavior? To know whether the
behavior of a pattern is implemented correctly is critical in
assuring software reliability.

Formal methods have been widely used in verification
because of two advantages. First, formal verification renders
rigorous results. Second, formal verification can be facili-
tated by tool support, e.g. a model checker, thus less human
efforts and human errors are involved. However, there are

three obstacles to formally verify design pattern implemen-
tation. First, design pattern is more like guidance rather than
any concrete algorithm; hence it is not easy to formally de-
scribe what rules to be verified. Second, design pattern im-
plementation may be different from the original description,
in terms of class names, method names, class numbers,
method numbers, and so on. This makes it difficult to apply
a single algorithm to verify the correctness of different im-
plementations. Third, regarding to the correctness of behav-
ioral characteristics of patterns, software program which has
a large number of states can cause significant runtime delay
and even state explosion when using model checker.

Our approach to tackle these obstacles is based on the
following ideas. First, since the behavior of design patterns
can be normally modeled by sequence diagrams, we abstract
the verification rules from sequence diagrams and use tem-
poral logics, e.g., CTL [10] and its extensions, to specify
them. Second, we introduce anonymous specification, so
that the implementation with different class/method names
can be checked against the original design pattern. Third, we
use CCS [15] to specify the sequence diagram recovered
from the program, instead of the program itself. This makes
the resulted system less complex by involving fewer states.

There have been many researches on the formal specifi-
cation and verification of design pattern. Some approaches
[1]1[3][11][14][17] focused on the formal specification of
design pattern. Other approaches [4][5][6][8] discussed the
verification of design pattern applications, supported by
model checker. Previous works mainly focus on verifying
the properties of design patterns at the design level, e.g., the
liveness and safety properties of design pattern [6], the cor-
rectness of design pattern composition [4], or the security
design patterns [8]. Little effort on verifying design pattern
implementation has made, which is very important to assure
the reliability of software system [13].

In the next section, we introduce the partial order between
sequence diagrams, from which we can formally define the
implementation correctness problem. In Section 3, we dis-
cuss in detail how to verify the implementation against the
design pattern. Related theorems and algorithms are also
presented. In Section 4, we present a case study to demon-
strate the algorithms for implementation correctness prob-
lem, and provide other application which can be reduced to
the same problem. We conclude this paper in Section 5.



2. Partial Order of Sequence Diagrams
Sequence diagram reflects the order of the method invo-
cations in an object, and the interaction between different
objects in a software system. There are three advantages of
using sequence diagram to capture the behavior of a design
pattern or a program. First, the methods, the order of their
occurrence and their interactions are rigorously described,
which make it easy for formalizing. Second, there exist tools
which are able to recover sequence diagrams from source
code. This can release human from analyzing source code
directly. Third, sequence diagram is an abstraction of the
behavior of objects, which involves less variables and states;
hence the system derived from a sequence diagram is more
suitable for model checking [2]. Figure 1 displays the se-
quence diagram that models the behavior of the general
Observer pattern. Figure 2 shows the sequence diagram of
the source code in [21] which is an implementation of the
Observer pattern. Sequence diagrams can be automatically
generated from the source code by tools, e.g., Together [20].
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Figure 1 sequence diagram of observer pattern

Our goal can now be reduced to studying the relationship
between the sequence diagram in Figure 1 and that in Figure
2. If the sequence diagram of the implementation satisfies
that of the design pattern, it is reasonable to believe that the
implementation is correct. This relationship between two
sequence diagrams is defined in partial order in this paper.

There have been several researches on discovering design
pattern from source code [7][9][16], so that the original de-
sign decisions of the source code can be recovered. The
correctness of the recovery can actually be reduced to
checking the partial order relationship between the sequence
diagram of the recovered pattern and that of the source
code. We will discuss how the partial order is formally de-
fined in the rest of this section, how the partial order can be
automatically checked in Section 3, and how the partial or-
der can be applied to solve practical problems in Section 4.
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Figure 2 Sequence diagram of the implementation

In our approach, we found the order of the actions in a
sequence diagram is the key factor to decide the relationship
of two sequence diagrams. Hence we first define a conven-
ient notation to denote the time order between actions.
Definition 1 Suppose a and b are two actions. We use
a<b to denote a occurs before b, and a>b to denote a
occurs after b.

As the sequence diagrams may come from different
sources, e.g., from a design model by a designer or recov-
ered from a piece of source code, the actions usually are
named differently although they may define the same se-
quence of actions. Hence we are interested in the order of
two different sets of actions, rather than the action names,
from two different sequence diagrams. We define the order
of actions as follows.

Definition 2 Suppose A is a set of actions and f is a one-one
function with domain and range over A. Suppose t is a set of
actions, which are mapped into another set of actions f (t)

by function f. We say actions in t and actions in f (t) have
the same order, denoted by t= f(t) when the following
formula applies,

Vi, t, et:
(t,>t, - f(t)> Ft)) Al <t, > f(t,)< f(t,)).

This definition specifies that the renaming function f re-
serves the order of the actions in t.
Lemmallf t~ f(t) and sct,then s~ f(s).
The proof is obvious.
Definition 3 Suppose D, and D, are two sequence dia-
grams and t is a set of actions. We say D, satisfies D, with



respect to t, expressed by the formula D, >, D,, if and only

if the following conditions are observed:

1) D, contains all the actions of t, and D, contains a set
of actions t;, which can be mapped one by one onto t.
That is, there exists a one-one function f fromt tot, .

2) txf(t).

This definition states that one sequence diagram satisfies
another sequence diagram.

Theorem1 >, isa partial order.

Proof: ~ We need to prove the transitive, asymmetric, and
reflexive properties of >, .

Transitive: suppose there are three sequence diagrams, D,,
D, and D,, with D,> D, and D,> D, . Since
D, », D,, there is a one-one function f that maps the ac-
tions from t to t,. Since D, D,, there is a one-one
function f, that maps the actions fromt, tot,. Then it is
clear that f, o f is the one-one function from t to t,. On

the other hand, for any two actions a and b from t, if a oc-
curs before b in D, , then f(a) occurs before f(b) in D, be-

cause D,>,D, Then  f,(f(a)) occurs before
f,(f(b)) because D, >, D,.Hence D, > D,.
Asymmetric: it is clear that D, >, D, and D, >, D,

cannot be true at the same time. Otherwise, t may contains
actionsnotin D, .

Reflexive: it is obvious that D, >, D; .

Hence we complete the proof that >, is a partial order.

Informally, partial order describes to what extend two se-
quence diagrams are similar to each other. If a partial order
exists between two sequence diagrams, one could say the
behavior of one sequence diagram is captured or included in
another sequence diagram.

Definition 4 Suppose t,,t,,---,t, are n sets of actions, we

write D, >, ., D,tomeanthat D, > D,,..., D, > D,
hold.
3. Verify Design Pattern Implementation

In this section, we will discuss how to verify if the im-

plementation of a given design pattern is correct. We start
by formally defining the implementation correctness.

Definition 5 Given a design pattern X, whose sequence dia-
gram is D, . Given a program P, whose sequence diagram

is D, . Given n sets of actions t,t,,---,t, which occur
in D, . Then we say P is a correct implementation of X with
respectto ty,t,,---,t,,ifandonly if D, >, . Dy

n?

This definition formally specifies the implementation
correctness problem. That is, by comparing the order of the
actions in t,t,,---,t, (from the design pattern) and their
correspondent actions (from the implementation), one could
know whether the design pattern is correctly implemented.
We will then propose an approach to verify whether
DP >_t1,»~‘tn Dx .

Given design pattern X and program P. The following is
the outline of our approach.

1) For a given design pattern X, D, is known. That is,
the behaviour of a given pattern is known and is used
as the standard to be verified against.

2) For X’s implementation P, D, can be obtained
automatically by using a software tool which can re-
cover the sequence diagram from a program.

3) Forall actions in t,,t,,---,t,, we use temporal logic to
specify their existence and the order of their occur-
rence. This specification consists of a set of temporal
logic properties, which is denoted by PROP,, .

4)  Formally specify D, , using CCS that is a process cal-
culus, and obtain the formal expression of D, de-
noted by CCS,, , which is a set of processes.

5) Verify if CCS; |= PROP, is true, which will be de-
fined in Definition 6.

We use the CCS (calculus for communicating system)
[15] as the specification language. CCS is a process algebra
which describes labelled transition system where several
subsystems communicate with each other. The syntax of
CCS is shown as follows

A:=aA|a A|A|A|A+A|A\L| A[f].

where A is a CCS process. a is an incoming message and a'

is an outgoing message. a.A means after accepting message

a, process A happens, where “.” is sequential operator; A|A

means process A and A are concurrent, where “|” is parallel

composition operator; A + A means either one of the two
processes can happen, where “+” is summarization operator;

A\L means all the messages of A which are included in set L

are restricted as internal message, and “\” is restriction op-

erator; A[f] means that the messages of A are renamed by the
rule provided by f, and [] is referred as relabel operator.

Definition 6 CCS, |= PROP, holds when every property

in PROP, is satisfied by CCS, . More specifically, for
every property p;, in PROP, , there exists a process in
CCS;, which satisfies p; .

The following definition provides a way to compute
PROP, . We will specify the order of the actions in set
t,,t,,---,t,, in terms of temporal logic. These temporal logic
specifications are usually called properties. PROP, is
actually a set of these properties.



Definition 7 PROP, is a set of temporal logic properties,
which specify the existence and order of the actions in t; .
Namely, PROP, ={1<i<n|p,}. For each action a int;,
suppose f is the function defined ont; . Suppose m c t; such
that f(m)=m:

1) Let p, specify the existence of all actions in t; .

2)  Let p,specify the order of occurrence of all actions in

m by referring their names.
3) Let p, specify the order of occurrence of all actions in
t, —m without referring their names.

There are a few points about this definition that need to be
mentioned. First, it is not fully automatable and human ef-
forts are needed in every step. Second, the actions in t, —m
have different names in the implementation from those in
the design pattern, which need to be specified anonymously,
so that the name difference between design pattern and its
implementation can be tolerated in model checking.

In the rest of this section, we present two algorithms for
our approach. Algorithm 1 provides the steps to compute
CCS,; , which is an abstract model of program P. CCS, is

a set of processes specifying the actions of objects inD; .
Algorithm 2 provides steps to check CCS;, |= PROP, ,

Algorithm 1

Let us use an example to illustrate how Algorithm 1 is
used to specify a sequence diagram in CCS. Figure 3 shows
a simple sequence diagram. Its CCS process is {a.b'+c.d.e},
where a.b' is obtained through the first activation bar and
c.d.e' is obtained from the second one.

Algorithm 2

For every property r in PROP,, if there exist a process s
inCCS,, , such that s satisfies r, then r is checked by model
checker CWB-NC [18].

For each class C appearing in D, , the specification of C’s
actions, spec.. , is obtained by the following steps:

1) For each activation bar in a sequence diagram, spec-
ify its actions with sequential order. For all the out-
going actions, specify them with a prime symbol be-
fore their names. For all the other messages, just
specify them with their names.

2) Connect the specification of each activation bar with
summarization operation.

3) Add a recursion and we complete the specification of
the actions performed by C.

CCS, ={C from D, |spec.}

Object

> d

e

[}
Figure 3 A Simple Sequence Diagram

Theorem 2 Specification of D, is automatable.

Proof: This comes naturally from the existence of the Algo-
rithm 1 to specify D, .

Theorem 3 CCS; |= PROP, holds in Definition 7 if and
only if Dp =, .., Dy holds.

Proof: On one hand, if Dg> _, Dy holds, then

Dy =, Dy holds for 1<i<n. That is, t;~f(t). Let
p; € PROPy be the temporal logic property specifyingt; .
Since t, = f(t), which means the actions in t;and their
correspondence in f(t;) happen in the same order. It fol-
lows that the process containing actions in f (t;) must sat-
isfy p,. Hence CCS,; |= PROP, holds.

On the other hand, if CCS, |= PROP, holds, then all the
properties in PROP, are satisfied by P. Hence the actions

specified by the properties must happen in the same order as
their correspondence in P. This would mean that
D; >, Dy holds for1<i<n. Thus we complete the proof.

This theorem demonstrates that it is reasonable for us to
use model checking to check CCSp |= PROPy , so as to

determine whether Dp > .., Dy holds.

4. Case Study

In this section, we apply our approach presented in Sec-
tion 3 to study the case in Section 2, that is, whether the
source code is the correct implementation of the Observer
pattern. As described in [12], the behaviour of the Observer
pattern can be specified by the sequence diagram shown in
Figure 1. The basic property of the Observer pattern can be
summarized: 1) whenever the setstate in Subject is invoked,
2) the notify action must be performed, 3) the update in
every Observer must be invoked, followed by the getstate.
Hence the problem is to verify whether Dy >, Dperer » With

t={notify,update,setstate,getstate}, where we assume the

action names are case insensitive. In particular, we specify

the following properties of the Observer pattern.

e The first property states that there must be an action
that happens before “notify”. This action can be “set-



state” or named differently. Since “setstate” can have
different name in real implementation, this considera-
tion is essential.

prop subject orderl=

(E F{setstate}-> (E F{notify}))\/ (E F{-
setstate}-> (E F{notify}))

e The second property states that actions “notify” and
“update” must exist in the Subject. Symbol “*” is ap-
plied before update to denote this message is outgoing.
prop subject _exist=
E F{notify}/\ E F{ update}

e The third property states that action “update” must
happen after the “notify” action.
prop subject order2=
E F{notify}-> (E F {"update})

e The fourth property states that there must be an action
happens after the “update” action. Usually this is “get-
state”, but can have different name.
prop subject order3=
(E F{"update}-> (E F{getstate}))\/ (E
F{"update}-> (E F{-getstate}))

e The final property of process subject is the conjunction
of the above properties.
prop subject=
subject_orderl /\ subject_order2 /\
subject_order3 /\ subject exist

All these properties are specified in GCTL, which is an
extension of traditional temporal logic CTL* [10] that is
tailored for reasoning about systems whose transitions are
labelled by actions. The syntax of GCTL is
S:=p|-p|SAS|SVS|ApP|Ep|Gp|Fp
P:=0|-0|S|PAP|PVP|XP|PUP|PRP
where S is state formula, P is path formula. p is atomic
proposition, and @ is atomic action proposition. A is a uni-
versal quantifier which means the formula after A is true in
every state starts from the current state. E is an existential
quantifier which means that there exists a state following the
current state, where the formula after E is true. G is a path
universal quantifier which means the formula is true along
all the states in the path from the current state. F is a path
existential quantifier which means the formula is true in
some state in the path from the current state. G, F are always
used together with A and E. More detailed specification of
the semantics of GCTL is in [18].

A practical implementation of the Observer Pattern is
shown in [21], whose sequence diagram is recovered from
its source code in Figure 2. Note that this discovery is
automatically done by Together [20].

Then, we need to specify the behaviour of the Observer
pattern formally in CCS as follows

proc stock=setprice.notify."size."get
- "update.stockl
proc stockl=getprice. "println._stock

proc investors=
size.investorsl+get.investorl
proc investorsl=investors

proc investor=update."println.investorl
proc investorl="getprice.investor

proc printer=println_printerl
proc printerl=printin.printer

Once we obtain the CCS specification of the source code,
we could simply verify it against the properties previously
defined, with a model checker [18].

We save the properties of the Observer pattern, PROP,,

in the file “observer.gctl”. We save the system specification
of the sequence diagram of the program in the file “ob-
server.ccs”. Then we can model-check it with the following
commands and results:

cwb-nc> chk -L gctl stock subject
Generating ABTA from GCTL* formula...done
Initial ABTA has 56 states.

Simplifying ABTA:

Minimizing sets of accepting states...done
Performing constant propagation...done
Joining operations...done

Shrinking automaton...done

Computing bisimulation...

Done computing bisimulation.
Simplification completed.

Simplified ABTA has 30 states.

Starting ABTA model checker.

Model checking completed.

Expanded state-space 29 times.

Stored O dependencies.

TRUE, the agent satisfies the formula.
Execution time (user,system,gc,real):
(0.047,0.000,0.000,0.047)

proc observer=
(stock] investors|]investor|printer)\{
setprice,get,update,getprice,printin}

Comparing to a conventional approach of model check-
ing, that is, to specify the system from source code, our ap-
proach is more efficient and fast, because the system mode
is concisely built and thus involves far less states than the
model built from source code directly. Hence our approach
reduces the possibility of state explosion and increases
model checking speed. As shown in the runtime scripts
above, our system model contains as few as 56 states in total
and is simplified to only 30 states, due to the specification
from sequence diagram instead of the source code. The run-
ning time is only 0.047 seconds.



5. Conclusions and Future Work

Design patterns have been widely adopted in software
industry to reuse expert design experience. Use of design
patterns generally involves implementing them in different
forms. So far, there has been lack of methods to ensure the
correctness of the design pattern implementation.

In this paper, we provide a method to formally verify de-
sign pattern implementation. We formally define the im-
plementation correctness problem in terms of a partial order
of two sequence diagrams. We obtain the system specifica-
tion (CCS; ) by recovering the sequence diagram from the

source code, and specifying it with CCS. We generate the
properties ( PROP, ) of the design pattern by using temporal

logic to specify its behaviour, which is usually modelled by
a sequence diagram ( Dy ). We verify CCS, against

PROP, with CWB-NC model checker. Our approach pro-

vides a formal standard and concrete method to solve the
implementation correctness assurance problem. Moreover,
since CCS, is built concisely, it is easy and fast to use

model checking in our approach.

Future work includes verifying the structural correctness
of design pattern implementation and exploring other
methods of verification. One possible way of verifying the
structural correctness is to exploit the current work on de-
sign pattern recovery, which is able to extract structural in-
formation such as classes, methods, and their associations
from source codes and compare such information with gen-
eral design pattern to determine whether the system cor-
rectly implement the pattern from structural point of view.
One alternative way of verifying the behavioral correctness
is to specify design pattern and its implementation as two
systems respectively, and check the behavioral relationship
of those systems. Since specifying design pattern directly is
a better way to capture design pattern behavior than speci-
fying the summarized properties of the pattern, we could
expect more accurate result in this approach.

There are other issues that can be addressed by the im-
plementation correctness. For example, to recover design
pattern from source code is an important task in reverse en-
gineering [7][9][16]. However, there lacks research on how
to formally specify and verify the correctness of design pat-
tern recovery results. This problem may be addressed as the
implementation correctness problem because program P
correctly implements design pattern X, if and only if design
pattern X is correctly recovered from program P.
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