


measurements on the NSFNET [18]. We note that the
line y = 24 P/p—6 intersects the x-axis for ¢ = é—P/p.
In Figure 2, we find this point to be about 48 ms. Since
§ = 50 ms and P = 32 bytes, we obtain p ~ 130 kb/s.
This confirms that the transatlantic link between France
and the United States with a bandwidth equal to 128
kb/s is the bottleneck link on the path from INRIA to
UMd.

We now examine the packet delay when § is very
large, i.e. when probe packets are sent infrequently.
Figure 4 shows the phase plot of rtt, in the range
0 < n < 800 when § = 500 ms. In this case,
we have § — P/u = 490 ms. We observe that only
two points on the phase plot are located on the line
rttn41 = rit, — 490, indicating that consecutive probes
almost never accumulate behind one another. This is
expected since the maximum queueing delay measure-
ment in this experiment is 620 ms (corresponding to a
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round trip delay of 760 ms and a propagation delay of

140 ms), i.e. barely larger than the interarrival time be-
tween successive probe packets. Equation (1) indicates
that for large values of §, the points in the phase plane
should be scattered around the diagonal. This is indeed
what we observe in Figure 4.
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Figure 4: Phase plot of rtt, in the range 0 < n < 800
when 6 = 500 ms

We have examined the round trip delays of probe
packets over connections other than the INRIA-UMd
connection. In all cases, we have found that the struc-
ture of the phase plots of rit, is similar to that de-
scribed above. To illustrate this, we next present the
phase plots of round trip delays measured in May 1993
between UMd and the University of Pittsburgh. Table 2
shows the path taken by the probe packets at the time
of the experiments. It is not clear which link in the
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Table 2: Route between the University of Maryland and
the University of Pittsburgh in May 1993

path is the bottleneck link. However, it is very likely
that the bottleneck bandwidth is much higher than the
bottleneck bandwidth between INRIA and UMd in June
1992, namely 128 kb/s. Figure 5 shows the phase plot
of rtt,, in the range 0 < n < 800 when é§ = 8 ms. The
figure also shows the straight lines rtt,41 = rtt, and
rttny1 = rtt, — 8. Figure 6 shows the phase plot of
rtt, in the range 0 < n < 800 when 6 = 50 ms. The
somewhat regular spacing between the points in the
phase plane is caused by the 3 ms clock resolution of
the source host at UMd. When § is small, we observe
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Figure 5: Phase plot of rtt, in the range 0 < n < 800
when 6 = 8 ms

the same probe compression phenomenon described ear-
lier. When 6 is large, we observe that the points in the
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phase plane are scattered around the line ritt,, .1 = rtt,,.

Throughout the rest of the paper, we analyze only
those measurements taken on the INRIA-UMd connec-
tion. Next, we present an exact analysis of the queueing
model shown in Figure 3. The analysis is based on two
successive applications of Lindley’s recurrence equation
(14]. Lindley’s recurrence equation expresses the rela-
tionship between the waiting times of two successive
customers in a single channel queue. Specifically, let
wy, denote the waiting time of packet n, y, denote the
service time of packet n, and z,, denote the interarrival
time between packets n and n + 1. Then

Wp41 = {

A “graphical proof” of this equation is shown in Figure
7. Throughout the rest of the paper, we use z1 to de-

Hw,+yn—2,>0
otherwise

Wn + Yn — T

0

n
Packet arrival

Packet departure time

Woer !
Figure 7: A proof of Lindley’s recurrence equation

note max(x,0). With this notation, the above equation
can be rewritten as

Wnt1 = (Wn + yn — 2n)T

We now go back to our queueing model shown in
Figure 3. We assume that the first probe packet arrives
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at the queue at time 6, and hence that probe packet n
arrives at time né. We also assume that the Internet
stream contributes b, bits between the arrival times of
probe packets n and n + 1. We further assume that all
b, Dbits arrive at the queue at the same time ¢,, (clearly
né <tp, < (n+1)6). Let wh, denote the waiting time
of the Internet packet. Applying Lindley’s recurrence
equation to wb, and wy,, we obtain

Whn = (wn + P/p—tn)* (4)

Applying Lindley’s recurrence equation to wp4+; and
wby,, we obtain

Wnt1 = (Whn + b /pp — (6 — tn))* (5)

Substituting equation (4) into equation (5), we obtain
Wnt1 = ((wn + P/p— tn)+ +b,/p— (6~ tn))+

The term wy, + P/yu — i, is positive if the buffer does
not empty during the interval [né,#, + né]. Then the
above equation becomes

Wnpr = (Wn+ Plp—tn+ +ba/p~ (6 —1ta))F
= (wn+(P+by)/u—8)*
The term wy, + (P + b,)/p — 6 is positive if the buffer

does not empty during the interval [né,t, + né]. Then
the above equation becomes

Wn41 = Wn +(P+bn)/p'_6
and hence

bn = p(wn41 — wp +8) ~ P (6)
Thus the probability distribution of b, i.e. the proba-
bility distribution of the Internet workload over an inter-
val of length §, can be estimated from the distribution
of wp41 — wy. Recall, however, that the above equal-
ity holds only if the buffer does not empty during the
interval [né, (n + 1)8]. If the buffer does empty during
this interval, then equation (6) might not hold. How-
ever, it is clear that for a given Internet traffic (i.e. for
a given sequence of b,), the probability that the buffer
does empty in the interval [né, (n + 1)8] increases as §
increases. Therefore, it is reasonable to estimate b,, us-
ing equation (6) if § is sufficiently small, typically if the
product é4 is smaller than some average value of b,,.

Figure 8 shows the distribution of wn 41 —ws + 6 for
6 = 20 ms. From equation (6), we see that

Wit = Wa + 6= (ba + P)/p

i.e. Wpy1 — w, + 8 is the Internet workload, expressed
in ms, received by the server between in the interval
[né, (n + 1)8]. We note that wn41 ~ wp, + 6 is also the
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Figure 8: Distribution of w41 — w, + 6 for 6§ = 20 ms

interarrival time between the probe packets n and n+1
when they return to the source after their journey in
the Internet.

The same arguments used earlier to explain the
structure of the phase plot in Figure 2 can be used to ex-
plain the structure of the distribution in Figure 8. Con-
sider for example the leftmost peak in the distribution.
This peak is centered around the value P/yu, i.e. it corre-
sponds to those packets for which w, 41 —w, = P/p—é.
These are the packets that accumulated in the buffer be-
hind a large Internet packet (cf. Equation 3). The sec-
ond leftmost peak is centered around the value 6. Thus,
it corresponds to those packets for which w41 = wy,
i.e. to those packets which experience very small queue-
ing delays in the queue (cf. Equation 1). The third left-
most peak corresponds to those packets which were the
first packets in a series of probe packets to accumulate
behind a large Internet packet. Using equation (6), we
can find the size b, of this packet. We obtain

by w(wpp1 —wy, +6)— P
128 #35— 728

3904 bits =~ 488 bytes

i.e. approximately the size of one FTP packet. Simi-
larly, we find that the fourth leftmost peak corresponds
to those packets which accumulated behind 2 FTP pack-
ets, etc.

Figure 9 shows the distribution of wpy; — wy + 6
for § = 100 ms. The structure of the distribution is
similar to that found when 6 = 20 ms. However, we
note that the height of the leftmost peak relative to
that of the other peaks is much smaller than in Figure
8. This is expected, since the number of consecutive
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probe packets that accumulate behind one or more FTP
packets decreases as é increases (i.e. probe compression
becomes less frequent as § increases).

fraction

Figure 9: Distribution of wp41 — wy + 6 for § = 100 ms

5 Analysis of packet loss

The structure of the loss process in a network is typically
characterized by the packet loss probability. We let ulp
denote the (unconditional) loss probability for the probe
packets. Thus, ulp is defined by

ulp = P(rtt, = 0)

Table 3 presents the measured values of ulp for different
values of § (ignore ulp and plg for the moment). The loss

8(ms) | 8 20 50 100 200 500
ulp 023 0.16 0.12 0.10 0.11 0.97
clp 060 042 027 0.18 0.18 0.09
plg 25 17 13 12 12 1.1

Table 3: Variations of ulp, clp, and plg for different
values of é

probability increases when é becomes very small because
the contribution of the probe packets to the buffer queue
length becomes non negligible. Furthermore, if a probe
packet is lost at time ¢ because of buffer overflow, then
the next probe packet which arrives at time ¢ + § will
also be lost if 6 is less than the service time of the packet
in service. Clearly, the probability of this occurrence
increases as § decreases.



This indicates that probe losses might be correlated
and occur in bursts. It is well-known that the bursti-
ness of the packet loss process has a significant impact
on the performance of various network protocols. For
example, correlated losses decrease the effectiveness of
open-loop error control schemes such as forward error
correction (FEC) schemes, but they increase the effec-
tiveness of closed-loop control schemes such as the au-
tomatic request (ARQ) schemes [5]. In this paper, we
characterize the burstiness of the probe packet loss by
the conditional probability that a probe packet is lost
given that the previous probe packet was lost. A related
performance measure is the number of consecutively lost
probe packets, which we refer to as the packet loss gap.
We denote by clp the conditional probe loss probability,
ie.

clp = P(rtt,41 = O|rtt, = 0)

We denote by plg the packet loss gap. Assuming that
the sequence of ritt, is stationary and ergodic, plg can
be expressed in terms of clp by?

plg =1/(1 - clp)

Table 3 presents the measured values of ¢lp and plg
for different values of § (refer to the beginning of the
section). We observe that clp is greater than ulp for all
values of . This can be explained as follows. The con-
ditional loss probability is the probability that a given
probe packet, say packet n+ 1, is lost given that packet
n is lost, i.e. given that the buffer occupancy upon
arrival of probe packet n is equal to K. The uncon-
ditional loss probability is the probability that packet
n + 1 is lost, irrespective of the buffer occupancy upon
arrival of probe n. Clearly, the loss probability for probe
n + 1 increases with the buffer occupancy upon arrival
of probe n. Therefore, ¢lp > ulp. For large values of 6,
clp and ulp are almost identical. This is expected since
the states of the buffer seen by two successive probe
packets become less and less correlated as é§ increases.
Our results show that the losses of probe packets are
essentially random as long as the probe traffic uses less
than 10% of the available capacity of the connection
over which the probes are sent.

We observe that ulp stabilizes around 10% as 6 in-
creases. It is not completely clear why the stationary
loss probability would be so large. Losses of probe pack-
ets are certainly caused in part by buffer overflows (most
likely occurring at the endpoints of the transatlantic
link). In [17], it is reported that faulty Ethernet and
FDDI interface cards randomly drop packets, with a
loss rate reaching up to 3% in the Suranet mid-level net-
work. Since the path of the connection between INRIA

2 A proof of this can be obtained using results from Palm prob-
abilities (see e.g. [1, 9]).
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and the University of Maryland crosses over Suranet, it
is likely that a fraction of the observed probe losses are
caused by such faulty interface cards.

It is important to note that the loss gap stays close
to 1 even for small values of §. This result has im-
portant consequences for the design of audio and video
applications over the Internet. Audio applications send
audio packets at regular intervals. The interval length
depends on the audio sampling frequency, the number
of bits used to encode each sample, and the number of
samples aggregated in each audio packet. Typical val-
ues for the interval length range between 22.5 ms [24]
and 125 ms [27]. Our experiments indicate that an open
loop error control mechanism based on FEC would be
adequate to reconstruct lost audio packets. An example
such mechanism is described in [23]. If FEC is deemed
too expensive, then it is possible to reconstruct a lost
packet simply by repeating the previous packet.

Video applications do not send video packets at reg-
ular intervals. For example, the video codec of IVS
[27], a software codec recently developed at INRIA for
videoconference over the Internet, generates variable-
size packets at intervals ranging from 15 to 120 ms.
The interval length depends on the format of the video
picture being encoded, the movement detected between
two consecutive frames, etc. Although it is not clear
whether the conclusions above still apply in this case,
we take our results as an indication that open loop er-
ror control schemes would be useful to reconstruct lost
video frames. We are currently investigating this issue.

6 Conclusion

In [22], it was shown that the UDP echo tool was useful
to study network problems such as faulty gateway hard-
ware and software components, faulty network interface
cards, etc. In this paper, we have shown that this tool
is also useful to analyze the end-to-endcharacteristics,
over different time scales, of connections over the Inter-
net.

Our results can be interpreted using a simple single
server queueing model with 2 input streams, where one
stream represents the probe traffic and the other stream
represents the Internet traffic. We are currently analyz-
ing one such model in which the probe arrival process is
deterministic and the Internet arrival process is batch
deterministic and the batch size distribution is general.
We derive the batch size distribution from our measure-
ments using equation (6). Preliminary investigations
show that the analytical results show good correlation
with our experimental data. In particular, they bring
out the probe compression phenomenon. They also in-
dicate that probe packets are lost randomly except when
the Internet traffic intensity is very high. We are cur-



rently continuing the analysis of this model.
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