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ABSTRACT 
A major obstacle on the way to the successful deployment and 
operation of Web services on a larger scale is a lack of sophisticated 
semantics model to represent and communicate the data. To solve 
the problem, semantics-aware Web services have been proposed. 
The other major huddle for Web services is the security architecture. 
Adding semantics to data adds an extra level of security 
vulnerability because there is scope for rouge agents to retrieve data 
that are not explicit in the original sources. Our goal is to propose 
and implement a security framework to thwart such security 
problems. Not only that, additionally, we demonstrate that proposed 
semantics can be utilized to cover security instances that would be 
impossible to achieve in semantics-unaware environment. We 
define a modular access control policy framework in the context of 
geospatial data integration platforms. Geospatial semantic Web 
services can employ the framework to enforce resource access and 
intelligently make decisions about policy rules. Our framework 
allows reasoning capabilities at both the resource enforcement point 
and service discovery point.  

Categories and Subject Descriptors 
D.4.6 [Security and Protection]: Access Controls  

General Terms: Management, Design, Security. 

Keywords: Geospatial Semantic Web, Semantic Web Services, 
SOA, OWL-S, RDF. 

1. INTRODUCTION 
     With the increasing maturity in Web services architecture, it has 
evolved as the leading framework to exchange geospatial data on 
the web. Along with other researchers, we envision an integrated 
geospatial Web where data search and retrieval would be as smooth 
as browsing web pages. However, there are several impediments to 
such a vision. The most obvious one is the absence of semantics that 
hamper applications ability to carry out tasks beyond what they are 
explicitly instructed to do. Complex integration tasks require 

processing of data and dynamic decision making in a human-
unaided environment. The traditional WSDL-enabled [31] Web 
services fall short of the intended vision since it only provides a 
contract between requestor and provider; in the event one or more 
steps in the contract execution goes awry, the integration process is 
halted. To resolve the problem, semantics-aware web service 
standards have been defined that aid in the discovery and 
composition of Web services.  
   Semantic descriptions associate meaning to data that can be 
inferred by various reasoning engine. Since more intelligent 
information can be gathered about Web service providers with 
added meanings, it opens up a potential loophole for security 
breaches. For instance, consider a geospatial clearinghouse that 
provides water mains data of a city to water management personnel 
and sewer mains data to the appropriate clients. The axiomatic 
framework provided through the extra level of semantics can confer 
many different logical implications on the data derived from their 
descriptions. Since Web service profiles advertise operations that 
can be performed on the data, a water management client can use a 
reasoner to misuse the system by gaining access to sewer mains 
data. In order to prevent such semantics-exploited security 
vulnerability, we propose a modular user-centric policy language to 
control access on Web services- exposed resources.  
     The modularity of the proposed approach emphasizes 
incremental policy build-up and reuse of old security blocks. The 
intended result is two folds: first is the clarity of policies leading to 
more manageable access control even in a complex Web service 
scenario; the second is the faster rule processing by reasoning 
engine. Verbose policies with frequent rule duplications 
considerably slow down the performance of a reasoner, which leads 
to an increase in overall execution time for a requested Web service 
operation. In turn, quality of Web service suffers enough that 
deployment of reasoning engines at the enforcement points becomes 
discouraging. We employ a motivating scenario to illustrate our 
access control language and the beneficial aspects of using a 
reasoning engine on the policy constructs. The workflow in our 
implemented geospatial Semantic Web service architecture is 
executed through a service interface called DAGIS (Discovery of 
Annotated Geospatial Information Systems). The implementation 
details of DAGIS are explained first to provide the groundwork. 
Then we focus on security and inferencing aspects of Web service 
access control. 
   The rest of paper is organized as follows. Section 2 discusses the 
related works on the pertinent Web service security issues and the 
background works on Web service semantics. Section 3 provides 
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the architecture details of a semantic Web service execution in 
geospatial context. Section 4 presents our contribution on security 
for semantics-aware Web services. Inferencing mechanism is 
illustrated in section 5 with the help of a motivating example. The 
quality of service for semantic Web services is discussed in Section 
6 as they are relevant to the trust component of security framework. 
Section 7 provides conclusive remarks.  

2. RELATED WORKS 
The security whitepaper from IBM and Microsoft [1] defines a web 
service security model that unifies several popular security models, 
mechanisms, and technologies to securely interoperate in a 
platform- and language-neutral manner. XACML [4] is the OASIS 
security standard that allows developers to write and enforce 
information access policies for web services [3]. The web service 
policy language (WSPL) [6] is another proposed language for web 
services security framework. These languages lack inference and 
reasoning capabilities as they are not semantically aware 
frameworks for machine to interpret. GeoXACML is access control 
language proposed by [7] for Geospatial Web Services. Security 
framework for Semantic Web services is not yet standardized. There 
have been works involving security ontologies [8] using different 
policy representations using semantic languages: Rei [9], KAoS 
[10], Ponder [11]. These languages have been compared in [12]. 
KAoS exploits Ontologies for representing and reasoning about 
domains describing organizations of humans and agents. Rei is a 
deontic concept-based policy language in RDF-S. Ponder is an 
object oriented policy language. But there has been minimal work 
involved in the access control ontologies for geospatial domain. 
     The foundation of Semantic Web services is based on OWL-S 
(formerly known as DAML-S) [13]. OWL-S ontology is a 
collection of business service related concepts to aid in the process 
of Web service description annotation. It supports constructs for 
describing the properties and capabilities of a Web service in 
machine understandable form. The added semantics to service 
contract allows automated reasoning over the assertions embedded 
in the descriptions. 
     Since geospatial Web services have to execute tasks in a 
computing- and data-intensive environment, work-flow automation 
is highly critical. With the current Web service technology the 
overhead cost to provide volumes of data with geometric scale and 
coverage in a complex composition task becomes too expensive. 
Author of [14] presents several informal approaches to capture 
semantics of geospatial data; however in the Web service context 
these approaches are applicable in the payload of data, not in service 
metadata itself.  
     D. Liping et al. [15] proposes an abstract tree-model to perform 
Web service chaining. The model defines geo-objects that can be 
tagged to provide semantics during Web service discovery process.  
Several service discovery algorithms [16], [17] have been proposed 
in the literature. Our approach makes use of [8] since its hybrid 
mechanism seems to produce better results. The need for formally 
defining geospatial concepts to facilitate complex spatial and 
temporal reasoning has been emphasized in [18] and [19] and we 
have implemented a set of base ontology classes in that direction.  

3. DAGIS FOR GEOSPATIAL SERVICES 
DAGIS (Discovery of Annotated Geospatial Information Services) 
is a part of our on-going work to develop a web-based framework 

for seamless geospatial data integration and presentation. In DAGIS, 
we focus on devising an improved query mechanism through 
automated reasoning. The reasoning is facilitated by the semantic 
concepts defined in service ontology for geospatial services, 
establishing the proper foundation for the information exchange.  

3.1 Geospatial Web Service Query 
We explain the architectural details with a query example. “Find 
movie theaters within 30 miles of 75080” is a query posed by users 
on current geospatial information systems and search engines. This 
query is an example of the type of requests carried out by service 
providers on the web. Service providers would often embed or layer 
the geospatial data in other kinds of data (e.g., medical, temporal, 
transactions etc.). The query has geospatial operator “within”, 
geospatial reference “75080” and geographic distance in miles, 
which create several integration problems if the geospatial contexts 
of the concepts are not established properly. The following sections 
describe how DAGIS platform handles queries of this nature.  

3.2 Automatic Semantic Query Profile 
Generation 
The query submitted is disambiguated using our developed ontology 
and then OWL-S service profile is automatically generated. The 
mapping of the keywords in the query to the concepts in the 
Ontology is as shown: 
<Query>:Find <Businesses> <GeospatialOperator>                           
               <DistanceValue>  <DistanceUnit>  of 
               <GeoReference><GeoReferenceValue>            
The next step after providing definite meanings to the query is the 
automatic generation of semantic query profile using the OWL-S 
Service Profile ontology. The generated query profile will be used 
by the DAGIS agent for service discovery and selection of the 
service providers that will solve this query. The profile provides all 
the relevant information needed for the Matchmaker, which selects 
the appropriate services for the query.  

3.3 Geospatial Service Selection and Discovery 
First  
The functional and non-functional requirements of the generated 
query profile are used by the Matchmaker agent for selecting the 
appropriate service providers.  In this phase, the DAGIS agent 
communicates with the Matchmaker agent for geospatial service 
selection. Prior to the service discovery, the agents of each service 
provider advertise the respective OWL-S service profiles to the 
Matchmaker. The Matchmaker in our framework does capability 
based reasoning using the Pellet OWL-DL reasoner. The 
implemented Matchmaker for this framework is based on the OWL-
S MX Matchmaker [11], a hybrid Matchmaker that complements 
logic based reasoning with approximate matching based on 
syntactic IR based computations. 

3.4 Service Invocation 
In the third phase, the DAGIS agent has the selected Service 
Provider’s OWL-S URI from the discovery process and invokes the 
Service Provider. In this scenario, the Selected Service has an 
AtomicProcess – GetTheaterProcess. The service provider agent 
uses the same domain ontology as the DAGIS agent for semantic 
annotations of its services. 
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The DAGIS agent does the invocation of the service through OWL-
S grounding. The OWL-S grounding in turn uses WSDL grounding 
to invoke the Web Service using AXIS in our framework.  

4. SEMANTICS FOR WEB SERVICE 
ACCESS CONTROL 
This section describes the policy constructs of the semantics-aware 
access control language for Web services.  

4.1 Motivating Scenario 
For the next three sections, we would consider a campus ontology 
for an imaginary Unified Technological (UT) Institute. Because of 
the nature of sources and geo-referenced locations of the assets 
under the oversight of UT, the resources in the ontology frequently 
refer to external geospatial ontologies. The external ontologies 
belong to the so-called ‘upper ontology’ set because they define 
abstract or higher level geospatial terms. 

 

                 

 In contrast, campus ontology contains more concrete concepts 
definitions and ground facts for mainly structural assets of UT. The 
ground facts provide various types of resource instances that make 
up the root UT campus entity. Although they can be separately 
stated, in this case we chose to leave them in the ontology 
namespace because of the small number of instances declared.  
   There are two main concepts defined in the campus ontology: A 
‘Building’ and a ‘GeneratorRoom’ both of which are derived from 
upper ontology concept called _Feature. The current set of upper 
upper ontologies supported in the scenario is OWL profile of GML 
[30] and a supplementary ontology to provide syntactic sugars for 
certain concepts. Two instances of each of the above concepts are 
declared along with the property instantiations in  order to describe 
their geographic locations. The two ground facts are considered to 
be organizational resources1. The geospatial feature that 
encapsulates the details of a resource location is the geospatial 
concept called ‘Polygon’. For instance, the location of 
‘CompScience’ building is defined in Figure 3. 

 
Figure 2. Geographic Location of Computer Science Building 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                                 
1 In order to avoid confusion between the RDF term ‘resource’ 

and the word ‘resource’ used to denote organizational assets, we 
verbosely use “RDF resource” throughout to refer to the former 
usage whereas simply ‘resource’ to refer to the latter.  
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Figure 1: DAGIS System Architecture 

<campusonto:Building rdf:about="#CompScience"> 
    <gml3_owl:hasSpatialExtent> 
        <ogc-gml:Polygon> 
             <ogc-gml:exterior_Ring> 
                  <gml3_owl:gml3_LinearRing> 
                        <gml3_owl:gml3_coordinates     
                             rdf:datatype="&xsd;string">0,1 1,0 13,0   
                                                                           13,8.5 0,8.5 0,1 

Figure 3. Campus Ontology Hierarchy 
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     A Web service can expose various operations to serve the data. 
In our motivating scenario ontology, UT Web service can choose to 
accept requests to access one or more of its assets. The accesses will 
be delimited by user privileges as we will in next sections. 
Establishing the ontology allows one to work with data that are 
semantics-aware. This notion is different from working with 
semantics-aware Web services that can advertise and in turn be 
targeted by the DAGIS matchmaking agent for service invocation. 
The UT ontology is an example of back-end or payload semantics, 
that is, stored data itself is semantically annotated. Semantic Web 
services, on the other hand, are annotated through a set of service 
ontologies (OWL-S). A semantic Web service can function without 
the need for data semantics, although the ability to perform end-to-
end semantic reasoning is diminished. For this paper, the entire 
work-flow in the Web service execution is semantics-aware. More 
specifically, we define resources in a Semantic Web technology 
(e.g., RDF, OWL), and then access control constructs to operate on 
the resources are also defined in the same logical framework.  
   To elaborate on the importance of semantics-aware data sources, 
we first note that the same ground facts could have been a different 
format (e.g., in XML). If we define two properties ‘isLocatedIn” 
and ‘Houses’ that are inversely related to each other than from the 
ground fact of a building housing a generator room can also 
generate the ground fact that the said generator room is located in 
that particular building. In the event that the other format does not 
have any semantic bearing, it would not be possible to deduce this 
logical conclusion. The ability to infer implicit facts enhances the 
chances of returning more precise data to service clients, thereby 
increasing the quality of service. In terms of security, a policy 
developer might declare a ‘accept’ policy on ‘isLocatedIn’ but 
‘deny’ policy on ‘houses’. However, the inverse relationship 
between the two properties defeats the security policy since one can 
be deduced from the other. A semantics-aware Web service access 
control is able to pick up the security loophole and amend it by 
overriding the previous decision.  

4.2 SAC: Semantics-aware Access Control 
Data ownership and need for profitability requires an organization 
safeguards its information bank from others. The technical 
complexity increases several folds when the organizational domain 
consists of data that is more than texts or numbers. One such 
instance is geospatial Web services that cater to queries that need 
information security beyond the level of traditional role based 
access control (RBAC) mechanism. Safeguarding geospatial data 
requires fine granularity of access privileges, which makes RBAC a 
non-optimal solution. Our goal is to harness the axiomatic 
framework provided through OWL in order to define policy 
assertions for potential clients and let the inference engine do the 
house-keeping.  
     Not all data housed by the geospatial agencies are considered 
public in nature. For instance, the data might contain critical 
information about people, exposure of which would jeopardize their 
privacy. The problem is exacerbated in a data integration 
environment because of a lack of coherent security framework. If 
the trend towards on-the-fly data integration continues, Web 
services providers would very soon perform complicated services 
that require embedding or combining geospatial data with other 
kinds of data. However, without appropriate security architecture in 
place, there will be reluctance by clearinghouses to serve data 

liberally. In turn, the quality and effectiveness of the data is affected 
as the clients procure only partial information.  

 
Figure 4. End-to-end Semantics 

     In this paper, we distinguish between two kinds of security most 
prevalent in Web services and that form the foundations of semantic 
Web services architecture as well. The first kind deals with the 
general authorization procedures of Web services users and any 
subsequent execution of over-the-wire security criteria. Current set 
of standardized protocols for this kind of data security includes 
encryption methods, digital signature verification, certification 
generation and exchange, Web services secure exchange and so on. 
The second kind involves organizational protection of data from 
intruders or bona fide clients without proper access privileges. The 
most widely used defensive mechanism employed in this regard is 
various forms of access control languages. We propose a semantic-
rich, ontology based access control solution for geospatial data that 
can have a beneficial bearing on the surge in geospatial data 
integration across the world.  
     The security for geospatial data can be compartmentalized into 
different logical segments based on the layer of application. Our 
work in this paper concentrates on secure access of geospatial 
resources by clients or other Web services in the context of dynamic 
composition. In line with the vision of the Semantic Web, we 
propose a modular access control in a language that makes 
development of reasoning-enabled enforcement engines feasible. In 
contrast to the XML-based standards and first-order logic-based 
access controls, we define the axioms in OWL-DL and the emphasis 
on policy reuse. In our previous experience with policy-centric 
access control languages, it was observed that defining policies for 
resources on an individual basis is not well-suited for integrated GIS 
applications. If fine-grained resource access is allowed, it amasses 
policies in policy files that must be navigated by the decision or 
enforcement module, thus degenerating overall query processing 
time.  
   To improve policy decision time, our access control language 
keeps the collection of asserted rules as a separate unit. Then client 
identities can link to appropriate rules to be applied on the client. 
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The modular use of policies by referencing them minimizes rule 
duplications. Another important characteristic is the shifting of rule 
navigation from policies to client identities. The geospatial 
Semantic Web service agent in our framework accepts users with 
established identities or anonymous users. 

 
Figure 5. Modular Access Control 

The policies applicable to anonymous entities are scoped in a 
<Any>-valued subject axiom, whereas defined identities are 
designated through an id and authentication code. If client request 
contains an identity, only rules for the requesting client are 
processed by enforcement engine, eliminating the need to navigate 
the entire policy base in the repository. The core of the policy 
framework is founded on three atomic concepts defined in OWL-
DL. 

• <owl:Class rdf:about="#Action"/> 
• <owl:Class rdf:about="#Condition"/> 
• <owl:Class rdf:about="#Resource"/> 

Policies are developed incrementally over resources made available 
through Web services and actions pertinent to the resources. The 
realization of actual actions is delegated to policy developers since 
types of actions are considered to vary from one domain to another. 
Policies exist independent of the client identities that refer to them, 
enabling the modular and gradual evolution of policy repositories. 
Conditions are contextual events that restrict policies to be 
compared against condition parameters.    
     The condition parameters have open types that allow domain 
users to feed heterogeneous and complex value types to Web 
services. For instance, a highway management staff can hook a road 
topology into the condition parameter while climate center 
personnel can pass location data to the service provider. The 
condition parameters can have geospatial context in which they 
bound the values to a geometric type such as ‘polygon’ or 
‘linestring.’ Once a set of policies exist, subjects-to-policy 
references are established by linking to the proper policies. 
Although discouraged, policies can be restricted to a subject (i.e. 
client) by in-lining the policy definition within the scope of the 
subject description. The reference mechanism allows subjects in one 
policy file to link to policies in an external file.  
   Geospatial applications that are spread over multiple servers or 
part of a coalition chain can have separate policy files for each node 
and can efficiently utilize the external referencing mechanism to 
propagate resource requests. For example, a provider network can 
have a movie theater finder Web service and a live traffic Web 
service. For a higher-paid subscriber requesting for movie theaters 
in a zip code, the provider can choose to overlay traffic information 
on the displayed map even though it was not explicitly requested or 
more interestingly, the subscriber is not a client of the traffic 
service.       

   While modularity and distributed utility of our language make 
access control tasks efficient and simple, the most prominent 
advantage comes in the form of rule reasoning. The axioms, 
described in descriptive logic, can be processed by a reasoner.     

5. INFERENCING WITH ACCESS 
CONTROL POLICIES 
To explain the inferencing capability of our security proposal, we 
will work with the following query. 
     Bob requests for location information of the generator room in 
the computer science building on UT. 
     In the query, the client of the geospatial Web services is a person 
named Bob, who is looking for location information of an electric 
supply station in a building. The catalogue for all the structural 
components of the entire campus is assumed to be encoded in an 
OWL instance file. The instance file is a concrete representation of 
the concepts defined in several external ontologies, including 
concepts for geometric interpretation. A generator room is defined 
to be such a concept with some precise semantic attachment to other 
concepts. It is located in a ‘Building’, a fact which is asserted 
through ‘locatedIn’ property axiom. Any object with tangible 
physical presence is identified as a feature and therefore the root of 
all concepts – both geometric and non-geometric – is the ‘Feature’ 
class. Since the requested computer science building is an instance 
of ‘Building’, it has a geospatial extent described by a polygon 
boundary.  
    Since our goal is to enforce access control, we will assume Bob is 
an authorized client to the geospatial provider with certain access 
privileges. In other words, we do not focus on authorization or 
certificate verification for Bob and instead we pretend there is an 
authorization module within the confines of the service provider that 
performs this functionality. The access policies for Bob are defined 
with OWL geospatial access control ontology, which enables 
reasoning engine to carry out conflict checks for possible loopholes. 
In a very complex policy setting with hundreds of rules with 
intricate hierarchy of privileges, the reasoning engine will boost the 
security tremendously by suggesting potential security 
vulnerabilities in the policy repository. Bob is listed in several rules 
to enforce the following access capacity. Bob can access all 
instances of type ‘Building’ and all resources that located in these 
instances. However, Bob can access ‘GeneratorRoom’ resources 
only if they are within certain geospatial boundary captured in a 
‘Polygon’. Now the enforcement engine first has to determine the 
geometric interpretation of ‘within’. After that reasoning engine 
determines even though the computer science building has generator 
room and intuitively Bob has access on it, the generator rooms 
accessible to Bob however is restricted using a overriding set of 
policy rules. If computer science building does not fall within the 
defined ‘Polygon’, the generator room is inaccessible to Bob.  
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6. GSOM QOS MODEL FOR 
ESTABLISHING TRUST 
Trust establishment and negotiation in Service-oriented 
Architectures (SOA) is critical for real world business transactions. 
Deciding the level of trust can be determined by truthful reporting 
of the QoS parameters by the Service Providers [23]. The QoS 
based Automatic Service Selection plays a crucial role in the 
Matchmaking process when there are more than one registered 
Service Provider providing similar functionalities. In our proposed 
system, Trust calculations are established through capability based 
matching of the QoS Parameters. QoS parameters are the 
nonfunctional attributes that aid in dynamic service discovery and 
selection. This facilitates the dynamic computation of the trust level 
for the Service Provider and automatic Selection can be made for a 
better trusted service by the client. 
     Our architecture is based on agent-based trust framework where 
the different QoS Parameters characterized under different 
dimensions for describing quality are captured in the Client profile 
and Service Providers advertised profiles using OWL-S Ontology. 
The proposed Geospatial Services Ordering Metric (GSOM) for 
QoS evaluation and for establishing trust is described in the 
following section. This QoS Model for Trust evaluations coupled 
with the proposed Access control Ontologies framework provides a 
complete architecture for semantically aware Secure Web Services 
discovery, selection and orchestration of geospatial web services. 

6.1 QoS Ontology 
Our QoS Ontology is developed based on the approach based on the 
QoS Upper and Middle Ontologies as described in [24]. This 
facilitates modular development and can easily be extended for our 
geospatial domain concepts defined in the geospatial Ontology. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The main concepts in the QoS Ontology are:  

• Quality: Representing the measurable nonfunctional 
concept of a service. 

• QAttribute: The value of a Quality concept is determined 
by the type of QAttributes that constitute that concept. 

• QMeasurement: This described the measurement of 
Quality which can be subjective or objective 

• QRelationship: For describing the relationship between 
two or more Quality concepts. 

The detail description of these concepts is described in [25]. QoS 
Middle Ontology provides QoS Parameters encountered in the 
distributed systems. Security is part of this Ontology that captures 
the level of security that a provider provides. We describe the client 
and service providers QoS Policies semantically by extending the 
ServiceParameter class in the Profile Ontology of OWL-S. This is 
the major difference the way the concepts were used by [2] and in 
our framework. This establishes semantically aware trust 
calculations using the QoS Parameters whereas the previous 
approach was based on XML based policy files. 
     The proposed GSOM Metric is the composite ordering metric 
based on the functionality parameters and non- functional 
parameters. 

6.2 Architecture 
The user queries involving both the geospatial and non-geospatial 
information are semantically captured by DAGIS interface directly 
mapping the concepts with our geospatial services Ontology. The 
proposed GSOM Model was implemented on the DAGIS 
framework by extending the matchmaker to handle GSOM QoS 
calculations. 
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Figure 6. Geospatial SWS Security Architecture for the Example Query 
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     DAGIS Matchmaking algorithms were extended to find best 
services satisfying the QoS profile of the Client captured by the 
DAGIS Agent. DAGIS Agent acts intermediary between the 
Matchmaker agent and the client during the automatic service 
discovery and selection. The DAGIS Agent and the Matchmaker 
agent share the QoS parameters of the advertised Service Providers. 
Any change in the QoS parameters during actual invocation can 
thus be captured by the agents and facilitating in dynamic trust 
calculation for the provider. 

6.3 QoS Scenario 
The query “Find Movie Theaters which are within 30 miles from 
75080” with QoS Parameter: ResponseTime 30 Seconds on our 
Architecture. The DAGIS agent provides the Query Profile with 
QoS Profile. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 

 

 

 

The Matchmaker finds two service providers providing the same 
functionality with different Response Times namely 40 Seconds and 
50 Seconds. The Matchmaker chooses the Service Provider with 
Response Time 40 Seconds which is the best available service for 
this query. The Security requirements of the client and the Service 
Provider can also be established using our framework. The Client 
security requirements are semantically matched and based on the 
degree of match with the security capabilities of the registered 
Service Providers, the best provider would be selected 
automatically. 

7. CONCLUSION 
We have proposed and demonstrated a unified approach for secure 
geospatial information interchange through the DAGIS platform. 
DAGIS performs automatic discovery, selection and dynamic 
composition of geospatial information services, thus establishing the 
service semantics. Our proposed access control mechanism adds a 
security component to the architecture by allowing geospatial data 
stores to enforce resource access and performing reasoning over the 
policy rules. The QoS ontology provides qualitative performance 
indicators in service selection. 
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