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Abstract—In many cases, competing parties who potentially competing industry partners) need to share
have private data may collaboratively conduct privacy- their private data for building data analysis models that
preserving distributed data analysis (PPDA) tasks to learn enable them to understand the underlying physical phe-
beneficial data models or analysis results. For example, homena. Similarly, different pharmaceutical companies
different credit card companies may try to build better may want to combine their private research data to

models for credit card fraud detection through PPDA dict th ffecti f tein famill
tasks. Similarly, competing companies in the same industry predic € efiectiveness of some protein tfamiiies on

may try to combine their sales data to build models that Certain diseases. o
may predict the future sales. In many of these cases, ON the other hand, an omniscient data source eases

the competing parties have different incentives. Although misuse, such as the growing problem of identity theft.
certain PPDA techniques guarantee that nothing other To prevent misuse of data, there is a recent surge in
than the final analysis result is revealed, it is impossibled |aws mandating protection of confidential data, such as
verify whether or not participating parties are truthful  the European Community privacy standards [7], U.S.
about their private input data. In other words, unless oqith_care laws [12], and California SB1386. However,
proper incentives are set, even current PPDA techniques this protection comes with a real cost through both

cannot prevent participating parties from modifying their . . .
private inputs. This raises the question of how to de- added security expenditure and penalties and costs asso-

sign incentive compatible privacy-preserving data analyis ciate.d with discl.osure. For ex-ample, CardSystems was
techniques that motivate participating parties to provide terminated by Visa and American Express after having

truthful input data. In this paper, we first develop key credit card information stolen. ChoicePoint stock lost
theorems, then base on these theorem, we analyze whaR0% of its value in the month following their disclosure
types of privacy-preserving data analysis tasks could be of information theft. Such public relations costs can be
conducted in away that telling the truth is the best choice anormous and could potentially kill a company. From
for any participating party. lessons learned in practice, what we need is the ability

Index Terms— Privacy, Secure multi-party computation, to compute the desired “beneficial outcome” of data
Non-cooperative computation. sharing for analyzing without having to actually share or
disclose data. This would maintain the security provided
by separation of control while still obtaining the benefits
of a global data source.

Privacy and security, particularly maintaining confi- Secure multi-party computation (SMC) [9], [24], [25]
dentiality of data, have become a challenging issue witlas recently emerged as an answer to this problem.
advances in information and communication technologynformally, if a protocol meets the SMC definitions,
The ability to communicate and share data has mathe participating parties learn only the final result and
benefits, and the idea of an omniscient data sounsbatever can be inferred from the final result and their
carries great value to research and building accurawen inputs. A simple example is Yao's millionaire
data analysis models. For example, for credit captoblem [24]: two millionaires, Alice and Bob, want to
companies to build more comprehensive and accurédarn who is richer without disclosing their actual wealth
fraud detection system, credit card transaction data frameach other. Recognizing this, the research community
various companies may be needed to generate beltas developed many SMC protocols, for applications as
data analysis models. Department of Energy suppodiserse as forecasting [3], decision tree analysis [17] and
research on building much more efficient diesel enginasctions [19] among others.

[5]. Such an ambitious task requires the collaboration Nevertheless, the SMC model does not guarantee that
of geographically distributed industries, national labbor data provided by participating parties are truthful. In
tories and universities. Those institutions (including thmany real life situations, data needed for building data
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analysis models are distributed among multiple partie$ product.
with potentially conflicting interests. For instance, a Example 1.1:Let z; be the i* company’s sales
credit card company that has a superior data analyamount. In order to estimate the sample mean, companies
model for fighting credit card fraud may increase itaeed to calculate. = % -3 x; and similarly s =
profits as compared to its peers. An engine desigilé_ﬁl-zg‘:1 (.Z'i—,u)z for sample variance. Any company
company may want to exclusively learn the data analysigy exclusivelylearn thecorrect result by lying about
models that may enable it to build much more efficiens input. Company may report:} instead of the correct
diesel engines. An exclusive use of better data analysis Given the wrong meap’ and variance’? (computed
models for predicting drug effectiveness may reduce thased onz; and truthful values from the other parties),
drug development time for a pharmaceutical compartie companyi can calculate theorrect sample meam
which in return may translate into a huge competitiviey setting:
advantage. Clearly, as described above, building data
analysis models is generally performed among parties
that have conflicting interests. Similarly, it can calculate theorrectsample variance?
In the SMC model, we generally assume that partlﬁ-y calculating:

ipating parties provide truthful inputs. This assumption

.Z'Z‘—/-

po=p+

is usually justified by the fact that learning the correct 2 n» w2 —a? n (M'2 - MZ)

. . . =s"+ +
data analysis models or results is in the best interest of all n—1 n—1
participating parties. Since SMC-based protocols require 0

participating parties to perform expensive computationgs jllustrated above, any company may have the incen-
if any party does not want to learn data models ange to lie about its input in order to learn the result
analysis results, the party should not participate in th&cjusively, and at the same time, the correct result (e.g.,
protocol. Still, this assumption does not guarantee tm can be computed from its original input, modified
truthfulness of the private input data when participatiquut and the incorrect final result (e.g:, =/ and /).
parties want to learn the final result exclusively. FQf this situation always occurred, no company would
example, a drug company may lie about its privajgave the incentive to be truthful. Fortunately, the intiins
data so that it can exclusively learn the data analy$igture of a function determines whether or not the

model. Although SMC protocols guarantee that nothingation (demonstrated by the above example) could
other than the final data analysis result is revealeghcyr.

it is impossible to verify whether or not participating
parties are truthful about their private input data. In
other words, unless proper incentives are set, curréht
SMC techniques cannot prevent input modification by In this paper, we analyze what types of distributed
participating parties. functionalities could be implemented in an incentive
In order to better illustrate this problem, we considgtompatible fashion. In other words, we explore which
a case from management where competing comparfigactionalities can be implemented in a way that par-
(e.g., Texas Instruments, IBM and Intel) establish ticipating parties have the incentive to provide their
consortium (e.g., Semiconductor Manufacturing Teckue private inputs upon engaging in the corresponding
nology!). The companies send the consortium their sals$C protocols. We show how tools from theoretical
data, and key manufacturing costs and times. Then g@mputer science in general and non-cooperative com-
consortium analyzes the data and statistically sumnfastation [21] in particular could be used to analyze
rizes them in a report of industry trends, which is madsecentive issues in distributed data analysis framework.
available back to consortium members. In this case, itThis is significant because input modificati@annot
in the interest of companies to leamue industry trends be preventecbefore the execution of any SMC-based
while revealing their private data as little as possibl@rotocol. (Input modification could be preventddring
Even though SMC protocols can prevent the revelatidthe execution of some SMC-based protocols, but these
of the private data, they do not guarantee that companj#stocols are generally very expensive and impractical.)
send their true sales data and other required informatidie theorems developed in the paper can be adopted to
Assume that: companies would like to learn the sampl@nalyze whether or not input modification could occur
mean and variance of the sales data for a particular tyfo& computing a distributed functionality. If the answer
is positive, then there is no need to design complicated
www.sematech.org and generally inefficient SMC-based protocols.

Our Contributions



NCC Non-Cooperative Computation e .
DNCC Deterministic Non-Cooperative Computh- datg _partltlonlng sc_hemes.) I_n the case of horizontally
tion partitioned data, different sites collect the same set
PPDA Privacy Preserving (Distributed) Data of information about different entities. For example,
Analysis . different credit card companies may collect credit card
SMC Secure Multi-party Computation transactions of different individuals. Privacy-presamyi
TTP Trusted Third Party o ;
TABLE | distributed protocols have been developed for horizon-

tally partitioned data for building decision trees, [16],
mining association rules, [14], and generate k-means
clusters [15] and k-nn classifiers. (See [23] for a survey
of the recent results.)

In this paper, we assume that the number of malicious!n the case of vertically partitioned data, we assume
or dishonest participating parties can be at most 1, that different sites collect information about the same
wheren is the number of parties. This assumption is vei§et of entities, but they collect different feature sets. Fo
general since most existing works in the area of privac§¥@mple, both a university pay roll and the university’s
preserving data analysis assume either all participatiggdent health center may collect information about a
parties are honest (or semi-honest) or the majority 8fudent. Again, privacy-preserving protocols for the ver-
participating parties are honest. Thus, we extend the néi§ally partitioned case have been developed for mining
cooperative computation definitions to incorporate casagsociation rules, [22], building decision trees [6] and k-
where there are multiple dishonest parties. In additiofeans clusters [13]. (See [23] for a survey of the recent
we show that from incentive compatibility point of viewesults.)
most data analysis tasks need to be analyzed only forf0 the best of our knowledge, all the previous privacy-
two party cases. Furthermore, to show the applicabiligfeserving data analysis protocols assume that partici-
of our developed theorems, we use these theoremsP@$ing parties are truthful about their private input data.
analyze under what conditions, common data analy§§cently, game theoretical techniques have been used
tasks, such as mean and covariance matrix estimatitsh,force parties to submit their true inputs [2]. The
can be executed in an incentive compatible manner. techniques developed in [2] assume that each party has

The paper is Organized as follows: Section Il provid@ internal device that can Verify whether they are telllng
an overview of the works closely related to this paper at@e truth or not. In our work, we do not assume the
background regarding the concept of non—cooperati@éis'[ence of such a device. Instead, we try to make sure
computation. In Section Ill, we propose several impoftat providing the true input is the best choice for a
tant theorems along with formal proofs. Based on theBarticipating party.
theorems, Section IV analyzes some common distributed
data analysis tasks that are either incentive compatilyje

or not incentive compatible in the context of this paper. _ _ _
Section V concludes the paper with a discussion of Recently, research issues at the intersection of com-
possible future research directions. puter science and game theory have been studied exten-

sively. Among those research issues, algorithmic mecha-

Il. RELATED WORK & BACKGROUND nism design and non-cooperative computation are closely
related to our work.

In this section, we begin with an overview of privacy- The field of algorithmic mechanism design tries to

preserving distributed data analysis. Then we b”efg&plore how private preferences of many parties could be

discuss the concept of non-cooperative CompUtat'ocno'mbined to find a global and socially optimal solution

Table | provides common notations and terminologiz

NOTATIONS AND TERMINOLOGIES

Non-Cooperative Computation

: : " 50]. Usually in algorithmic mechanism design, there
used extensively for the rest of this paper. In addition, t Sists a function that needs to be maximized based
on the private inputs of the parties, and the goal is
to devise mechanisms and payment schemes that force
individuals to tell their true private values. In our case,
A. Privacy-Preserving Data Analysis since it is hard to measure the monetary value of the
Many privacy-preserving data analysis protocols hadata analysis results, devising a payment scheme that is
been designed using cryptographic techniques. Data exquired by many mechanism design models is not viable
generally assumed to be either vertically or horizontallg.g., Vickrey-Groves-Clarke mechanisms [20]). Instead,

partitioned. (Table Il shows a trivial example of differentve adopt the non-cooperative computation model [21]

termssecureand privacy-preservingre interchangeable
thereafter.



(a) Original dataset (b) Vertically partitioned (c) Horizo ntally partitioned
Tr# b d Tr# b Tr# T#|a b ¢ d e

a c e a c d e
X1 0 1 0 1 X |1 O X:1|11 0 1 X:|1 0 1 0 1
X, |1 0 1 0 O X, |1 O X1 0 O X1 0 1 0 O
X3|/0 0 0 O O X310 O X3 |0 0 O X310 0 O 0 O
X, 10 1 0 1 1 X, 10 1 X, 10 1 1
Xs 11 1 1 1 1 X511 1 X511 1 1 T#|a b ¢ d e
X¢ |1 1 0 1 O Xe |1 1 X6 |0 1 O Xs |1 1 0 1 O
X;10 0 0 O O X; 10 O X;10 0 O X;10 0 0 O O
Xg |1 1 1 1 1 Xg |1 1 Xg |1 1 1 Xg |1 1 1 1 1
Xo 1 1 1 1 1 Xo |1 1 X9 |1 1 1 X1 1 1 1 1

TABLE I

A BINARY DATASET ALONG WITH DIFFERENT PARTITIONING SCHEMES

that is designed for parties who want to jointly computeeconstruction of. It is also assumed that thevalues

the correct function results on their private inputs. Sin@e distributed according to some probability function,

data analysis algorithms can be seen as a special casel the probability of seeing anye D" is always non-

modifying non-cooperative computation model for ourero. In the NCC model, for calculating any party

purposes is a natural choice. function f : D™ —— R with range R, we use the
The non-cooperative computation (NCC) model cd@llowing simple protocol:

be seen as an example of applying game theoretical ideag) Each partyi sendsv; (not necessarily the correct
in the distributed computation setting [21]. In the NCC private input) to a TTP;

model, each party participates in a protocol to learn the2) The TTP computesf(v') = f(v},...,v,) and
output of some given functiorf over the joint inputs sends the results back to the participating parties;
of the parties. First, all participating parties send their 3) Each party: computesf(v) based onf(v') re-
private inputs securely to a trusted third party (TTP), ceived from TTP and;.

then TTP computeg and sends back the result to every Considering the above simple protocol does not limit

participating party. The NCC model makes the foIIowingS generality. Under the literature of SMC, the TTP

assumptions: can be replaced such that the required functionality
1) Correctness: the first priority for every participat- (represented by) is still computable without violating
ing party is to learn theorrect result; privacy regarding each participating party’s private inpu
2) Exclusiveness: if possible, every participating [11]. The next definition states the conditions a function
party prefers to learn theorrectresultexclusively needs to satisfy under the NCC model.

In other words, learning the correct result is the most Definition 2.1:[21] Let n, f be as above. Then
important objective of every party. Other factors such ds is deterministically non-cooperatively computable
privacy and voyeurism could be also considered in tENCC), if the following holds: For any party, every
NCC setting. We omit such discussion here. Addition&frategy(t;, g;), and everyy; € D, it is the case that:
details can be found in [18]. In this paper, we use the. Either Jv_; € D_;, g;(f(ti(vi),v_;),v;) #
NCC setting where each party wants to learn the data f(v;,v_;)
mining resultcorrectly, if possible prefers to learn it o OrVu_; € D_;, f(t;(vi),v—;) = f(vi,v—;)
exclusively Also, we assume that revealing only the The above definition simply states what function could
result does not violate privacy. be computed in NCC setting deterministically (i.e., com-
Under thecorrectnesandexclusivenesassumptions, putation result is correct with probability one), and no
the NCC model is formally defined as follows: Given @arty could correctly compute the correct result once
set ofn parties, for a party, we denote its private inputthe party lies about his or her inputs in a way that
aswv; € D;, where D; is the domain of the possiblechanges the original function result. In other words,
inputs of partyi. For simplicity, we assume that allif a party i replaces its true input; with v, and if
D; = D for all <. Parties joint input is represented ag'(v},v_;) # f(v;,v—;), then partyi should not be able
v = (v1,...,v,), Wherev € D". We usev_; to represent to calculate the correcf(v;,v_;) from f(v,v_;) and
(U1, ..y Vi1, Vit1,-..0y), and (v;,v_;) to denote the v;. Note that strategy(t;,g;) means that the way the



input is modified, denoted b, and the way the output Example 3.1:For instance, according to Example 1.1
is calculated, denoted by;. In Example 1.1¢; can be in Section I, the strategy can be considered as:
considered as choosing a value different from the actual ,

input, andg; can be considered as the ways the correct ti(zi) = @i te=u;

2
p ands” are computed. where ¢ could be any real number. In addition, to

~ In this paper, we mainly focus on the DNCC mode&lompyte the sample mean, the strategjs defined as:
instead of considering a probabilistic extension due to

the following observations. First, as shown in [21], if

the v; values are independent, then a boolean funétion

is in DNCC if and only if it is probabilistically non- To compute the Samp|e variance, the Strat%yis

cooperatively computable. Second, evem;ifvalues are defined as:

not independent, it is shown that if a boolean func- N (12 - 1)

tion is in DNCC, then it is also probabilistically non- g, (z; o, s?) = ¢2 ¢ L —%i (V7)o

cooperatively computable [21]. Because of these obser- n—1 n—1

vations, DNCC provides a good basis for understanding O

incentive issues in privacy preserving data analysis. Wer complex functionalities, it is very difficult to enu-

leave other possible extensions as a future work. Othmerate all possible; and g; pairs. To avoid this issue,

functions are still open. we instead develop the following theorem that describes

a simpler way to prove that a function is in DNCC:
Theorem 3.1:A function f : D" — R is in DNCC if

for any givenv; € D, for every strategy;, it is the case
As discussed previously, the teintentive compatible that:

means that participating parties have the incentive or, EitherJv_; € D_;, f(ti(vg),v_s) # f(vi,v_;) and

motivation to provide their actual inputs when they 3y , ¢ D_;, f(t;(vi),v_;) = f(ti(v;),y_;) and

compute a functionality. Although SMC-based privacy-  f(v;, v_;) # f(vi,y—_:)

preserving data analysis protocols (under the malicious, OrVv_; € D_; fti(vi),v_s) = f(vi,v_y)

adversary model) can prevent participating parties frogefore we prove the theorem, we need to emphasize

modifying their inputs once the protocols are initiatedhe fact that in DNCC setting, a party only lies if it

they cannot prevent the parties from modifying their incan always compute theorrect result from the wrong

puts before the execution. On the other hand, parties agult (based on its modified input and the other parties’

expected to provide their true inputs to correctly evaluajgputs) and its original input. Therefore, for any the

a function that satisfies the NCC model. Therefore, a@grrespondingy; is deterministic. Using this fact, it can

functionality that satisfies the NCC model is inherentIMe proved that |ff satisfies the conditions of the above

incentive compatibleinder the assumption that particitheorem, thery is in DNCC.

pating parties prefer to learn the function resiltrectly, Proof: Please note that Theorem 3.1 is very similar

and if possibleexclusively Now the question is which to Definition 2.1. The main difference is in the case

functionalities or data analysis tasks satisfy the NCighere f(t;(v;),v_;) # f(v;,v_;). This implies that

model. For the rest of the paper, we first develop certginwe can prove there existsio g; for all v; such

key theorems regarding NCC functions. Based on thag@t g, (f(¢;(v;), v_;),v;) = f(v;,v_;) then f satisfies

theorems, we subsequently analyze functionalities thgdfinition 2.1. For the case wheré(t;(v;),v_;) #

can be implemented under (or satisfy) the NCC mode}.,, v_;), from theorem 3.1, we know that for any
Based on definition 2.1, it is difficult to prove whethegiven v_;, there existsy_; € D_; flti(v),v_y) =

or not a functionf is in DNCC because the proof needs (¢;(v;), y_;) and f(vi, v_i) # f(vi, y_:). Assume there

to consider all possible; and g; pairs. In general, the exits gi(f(ts(vi),v_3),v) = flvs,v_y) for all v_; €

strategyt; defines a way to change the input, and the_,. Since ¢; is deterministic andf (t;(v;),v_;) =

strategyg; defines a method to reconstruct the actugtl(ti(vi%y_i), we know that

result based on the true input, modified input and the

result computed based on the modified input and other gi(f(ti(vi), y—i),vi) = gi(f(ti(vi),v-i),v:)

parties’ input data. = fvi,v))

x; —

gi(wi, xi, 1) = p' + =

IIl. CHARACTERISTICS OFDNCC FUNCTIONS

2The distinction between probabilistic and deterministenn Ve can conclude th@i(f(ti(vi%y—i_)avi) # f(?iay—i)_,
boolean functions is still an open problem in the literatofeNCC. becausef (v;,v_;) # f(v;,y—;). This contradicts with



our initial assumption thatg;(f(ti(vi),v—),vi) = Theorem 3.2:f f(vi,ve,...v,) = f(vi,w(v_;)) for

fv,v_y)) for all v_;. m anyi, for anywv; and for some functiony : D"~! — D
We would like to stress that Theorem 3.1 only statésen f is (n,n — 1)-DNCC for anyn if and only if f is

a sufficient condition for a function to be in DNCC.(2,1)-DNCC.

In Section IV, we show how Theorem 3.1 provides Proof: If f is (n,n — 1)-DNCC for anyn, f

guidance for proving some common functionalities tha (2,1)-DNCC (by settingn = 2). Next we need to

satisfy the NCC model. show that if f is not (n,n — 1)-DNCC for somen
(sayn = 3) then f is not (2,1)-DNCC. Supposef
A. Collusion Regarding the NCC Model is not (n,n — 1)-DNCC. Then according to Definition

) . _ 1,35 c {1,...,n}, 3(ts,gs) and Jvg such that the
When evaluating certain privacy-preserving protocofs;,

_ _ i wing holds simultaneously:

in practice, we need to consider the case where an v . ; B

adversary may control a subset of the parties involved® ’“=5" 95(f(ts(vs), v-s), vs) = f(vs,v-s)

in the protocol. Such an adversary may force the parties’ ~*—S" f(ts(vs),v-s) # f_(US’U‘S) _

it controls to submit wrong inputs. In order to analyz&/Sing Suchts, gs, we can define a cheating strategy for
functionalities that are incentive compatible when colly2; 1)-DNCC case. First set; = w(vs), and define a
sion is possible, the current DNCC model needs to BEategyti(v:) for the two party case as follows: Sineg
extended to include the possibility of collusion. In othdf €aual tow(vs), sett;(vi) = w(ts(vs)). Also we de-
words, we need to understand that giveis in DNCC, fine thegi(f(ti(vi), v_i), vi) as gi(f(ti(vi), v-i),vi) =
whether or nof is still in DNCC when collusion occurs. 95 (f (ti(vi), v—i), vs). The above strategy workst, gs

To analyze this, we continue to follow theorrectness €Xist because (without loss of generality, assyfie=
and exclusivenesassumptions under the NCC model* — 1):

Base_d on the assumptions, we next define the DNC% Fltilv),v_i),vs) = gs(flwlts(vs)),
functions for the case where an adversary controls at
mostt fixed parties.

i),vs)

= gs(f(ts(vs),v—i),vs)

Definition 3.1: Suppose t < n, f is (n,t)- = f(vs,v—i)
deterministically non-cooperatively computable (or = fw(vg),v—)
(n,t)-DNCCQ) if the following holds: For any set = flui,v_s)
S c{1,...,n} (where|S| < t), every strategyts, gs),
and everyvg = (v;,,i,, ..., ;5 ) (Wherei; € S), itis Note that in the above case s = v_;. Also we
the case that: know that f(ts(vs),v—s) # f(vs,v_g) for somev_g.
« Either Ju_g € D_g, gs(f(ts(vs),v_g),vs) # This implies that for somev_; and v; = w(vg),
Flvg,v_g) fw(ts(vs)),v—) # f(vi,v—i). m
e OrVu_g € D_g, f(ts(vs),v_g) = flvg,v_g) The effects of an adversary that controls multiple

Intuitively, the above definition indicates that any adl@rties have been studied in SMC domain extensively.
versary that controls at most parties is not able to The general results indicate that any function could be

exclusivelylearn the correct function result. Clearly, ifévaluated privately (i.e., nothing other than the function

we can prove that a function i, n — 1)-DNCC, then result is revealed) if an adversary is computationally

this implies that an adversary that controls at mest1 pounded and does not control the majority of the parties

parties is not able to exclusively learn the correct resilt€-» an adversary controls at mo&g—_lj [10]). This

by modifying the inputs. res_ult is st_lll valid if the adversary is rgtlonal [11].
For many distributed data analysis tasks, we nebt§ing the ideas from [11], we can easily show that

to compute functions that have a special structure. Ffery function in DNCC has a5 ] private evaluation

example, assuming that data sets are horizontally paiithout requiring a trusted third party.

tioned, any distributed data mining functigitdy, . . . d,,)

defined oven databasesd;, ... d, could be rewritten as IV. ANALYZING DATA ANALYSIS TASKS IN THENCC

f(di,w(d—;)), wherew(d—;) = [U;,;(d;). In general, MODEL

for any functionf(vy, ... v,) which can be rewritten as  so far, we have developed techniques to prove whether

f(vi,w(v—;)) for any: and some functions (we show or not a function is in DNCC. Combining the two

in Section IV that this is the case for most of the dai@ncepts DNCC and SMC, we can analyze privacy-

analysis algorithms), we can show thats (n,n — 1)- preserving data analysis tasks (without utilizing a TTP)

DNCC if and only if f is (2,1)-DNCC. that are incentive compatible. We next prove several



such important tasks (as function with boolean outpu, Set Operations
set operations, linear functions, etc) that either satisfy g4 operations are commonly used

: in privacy-
or do not satisfy the DNCC model. Also, note that thgeserying data analysis protocols. (See [14], [22] for
data analysis tasks analyzed next have practical S

_ _ (amples). Here, we show that common set operations

implementations. like intersection and union are not in DNCC. Let us

assume that each pariyas a seb;, a subset of publicly

known universal sel/. For example, assuming that each

party is a financial institution,S; could be a set of
From SMC literature, we know that there are fewgustomers’ social security numbers of paityand U

functions that can be evaluated if the adversary contrg@uld be the set of all 9 digit numbers. As before, let

n—1 parties. Here, we prove that functions with booleaft-: denote(Si, ..., Si—1, Sit1, ..., Sn).

outputs that are: — 1 private are not in DNCC. Theorem 4.3:Let f(Sy,...,5,) = S1U---US, be
Theorem 4.1:[4] A function from f : Dy x Dy x---x the union of setsSy, ..., S,. Then f is not in (n,1)-

D,, — {0,1} is n—1-private if there exits a protocglso PNCC.

that no coalition of size< n— 1 can infer any additional Proof: In order to prove thatf is not in (n,1)-

information from the execution, other than the functioRNCC, we need to provide a corre(t;, g;) pair that

result. Further moref is n — 1 private if and only if it Works on.S; and S_;. We also need to prove that
can be represented as: prevents the correct function evaluation for sorsie;

(i.e., 3S_; such thatf(tZ(SZ),S_Z) 75 f(SuS—z)) We

F(v1,v2, .. vp) = f1(v1) @ fa(va) B - @ fo(v,)  can definet;(S;) = S; \ S’ whereS” is any non-empty
subset ofS;. The corresponding; could be defined as:
where f;s are arbitrary functions with boolean outputs

A. Function with Boolean Output

and@ is the binary XOR operation. gi(f(t:(5:), 5-4),8i) = f(t(Si), S-) U S’
Theorem 4.2:There does not exit any non-constant = (UjaS)) U(Si\SHU S
n — 1 private function with boolean output that is in = S1U---US, = f(S;,5-)

DNCC

The abovey; works becausé’ C S; implies S; = (S;\

S’) U S’. To conclude the proof, we need to show that
there existsS_; such thatf(¢;(S;), S—;) # f(Si,S—:).
Note that for anyS” and S_; whereS’ N (U;;S;) = 0,

we know that

Proof: According to Theorem 4.1, we know
that any n — 1 private function is of the form:
flor,v2,...,00) = fi(v1) & fa(v2) & -+ @ folvn).
Clearly, for anyt;, we can define the; as:

9i(f (ti(vi), v—i), vi) = f((ti(vi), v—i)) B fi(ti(vi)) D fi(vi) f(ti(S:),S=i) = (UjziSj) U (Si\ S
Note thatg; function will always give the correct result = f(8,5-)\ 8
for all possiblev_; because: This implies thatf (;(S;), S_;) # f(Si, S_;). n
Theorem 4.4:Let f(S1,...,S,) = S1N-- NS, be the
gi(f (ti(vi), v=i),vi) = f((ti(vi),v-i)) ® fi(ti(vi))  intersection of set$y,...,S,. Thenf is not in (n,1)-
@ fi(vi) DNCC.
= (®2ifi(v)) @ fi(ti(vy)) Proof: We need to defingt;, g;) that works for
& fi(ti(v:) ® fi(vs) a chosenS; and show that there exists_; for any S;
e o such thatf (¢;(S;),S_;) # f(Si,S_;). Let S’ C U and
= (®jifi(vy)) ® fi(vi) S;n S’ = (). Definet; as:t;(S;) = S;US’. Then we can
= f(vi,v_s) definey; as:
9i(f(ti(Si),8=), i) = f(ti(Si), S-i)\ &
To complete the proof thaf is not in DNCC, we = (NS N(S;US)\ S
also need to show that there exists; such that = SN---nNS,
f(ti(vi),v—;) # f(vi,v_;). Clearly, if f is a non- — (S, 5_1)

constant function, there exits, v, for some: and for
somew_; such thatf(v;,v_;) # f(vj,v_;). Then we The g; works correctly becausg; N S’ = () and (S, U
can define;(v;) = v.. m 5\ S =S5, Also we need to show that for any;,



there existsS_; such thatf( (S:),S—i) # f(Si,S_;). jandX are notin(n,1)-DNCC. Consider Example 1.1,
Let us assume’ N (N, S;) # 0. In that case, in this example, the total number of vectors is equal to
, the total number of parties. Since the total number of

Fti(S),8-0) = (Mji8) N (S US) parties is a public information, the functions computing

= f(Si,S—) U ((N;zS;) NS the mean and the variance are not in DNCC.
Since §' N (N;%5;) # 0, we can conclude that. To prove that the functions cpmputimgandi are not

F(ti(S), S—i) # (S, S_). m N DNCCwhenN is public, we first prove that any linear

function is not in DNCC, and later on, we will show that

C. Multivariate Statistics functions computingz and X are linear functions ifv

is public.
In many distributed data mining tasks, we may need t0Theorem 4.5 Any linear function f (vy,va, ... v,) =
learn the mean and the covariance of the underlying dg{@,,, ) 1 £, (v,) -+ fo(vn) is ot in (n, 1)-DNCC.

set. For example, to build a mixture of Gaussian mode
for classification, we may want to learn the mean and
the covariance matrix of each class [8]. Let us assumg f(t;(v;),v—;),v;) = f(ti(vs),v—;)— fi(ti(vi))+ fi(v;)
that X1, Xs,... Xy are identically and independently _ _ _
distributed 1 x p row vectors (or a tuple in a dataset) Note that_gz- function will always give the correct result
where E(X},) = p andX = E((X), — 0)T(Xk — ). for all possiblev_; because

v th
W oo satinates amdss oo e O VESIORE (g ta(wn), v ) = Flda(wn),v) — fultwi)

Proof: For anyt we can define the; as follows:

N +fi(vi)
. % X, = > fiv) + filti(vi)
— i
) LN —fiti(vi)) + fi(vi)
¥ o= NZ(Xk_ﬂ)T(Xk_ﬂ) = f(vi,v—)
k=1

In our analysis, we consider two different data partil® conclude the proof, we need to show that there exists

tion cases: the horizontally partitioned data and veicalv—i Such thatf (¢;(vi),v—i) # f(vi,v—;). Clearly, if f is
partitioned data. In the case of horizontally partitioned NON-constant function, there exits v; for somei and
data, each party owns a setS; where S; N 5; = () for somev_; such thatf(% i) # f(vj,v—;). Then we
for any and j, andU? ,S; = {X1,...,Xn}. In the can definet;(v;) = vj. u
case of vertically partitioned data, for dll each party ~ Using Theorem 4.5, we can easily prove that functions

i owns all X!*,... X", wherel < k < N and computingz andX are not in DNCC.
{2)1, . 7'02‘} C {1 .. ,p} (p indicates the number of Theorem 4.6:If N is pUblIC then the functions com-

attributes or columns). puting zz and X on the horizontally partitioned data are

Example 4.1:Table Il shows an example of differentot in (r,1)-DNCC.
data partitioning schemes. Table Il (a) represents a Proof: ~ Each party i can calculateY; =
binary dataset, and Table Il (b) shows a vertical partitiofr Y- x,cs, X; locally. It is easy to see that is a linear
between two parties, where columasand b belong to function OfY' values (i.e.,i = > ;" Y;). Therefore,
one party and columns, d and e belong to another function computing/ is not in (n,1)-DNCC due to
party. Table Il (c) shows a horizontal partition betweehheorem 4.5.
two parties, where records;, X, and X3 belongto one  Similar argument is valid for the function computing
party and records(s, X7, Xg and Xy belong to another E This time, each partyi can compute theY; =
party. + ZX s (X — )T (X; — p) locally. Slmllarly, Y is

Next we discuss whethgr and X could be evaluated a linear function ofY; values (e, = Y I ,Y).
in the DNCC model on horizontally partitioned and herefore, function computing is not in (n,1)-DNCC
vertically partitioned data. due to Theorem 4.5. |

1) Horizontally Partitioned Data: For the horizon-  If we assume thaftS;| values are private (i.e., the total
tally partitioned case, we will show that if the totahumber of vectors denoted hy is a private informa-
number of vectors are private (i.€V, is private), then the tion), then we can prove that functions computipgnd
functions computing: andX are in(2,1)-DNCC. If N ¥ on the horizontally partitioned data are (in,n — 1)-
is a public information, then the the functions computinNCC. To prove the above statement, we first prove that



f:(R,Z")" — R defined as below is irfin,n — 1)- lie about theu® value as in the example given in Section
DNCC: I. Therefore, for the vertically partitioned data case, the
Y, function computingz is not in (n, 1)-DNCC.
Z% C Also, we can show that computirig is not in (n, 1)-
et DNCC. First note that,,, could be computed as

f((Yl,Cl); R (YH’CN)) =

Note that if we sety; = >y ¢ X; and C; = [Si], L
then o = f((Yl,Cl), .y (Y, Cy)). Likely, if we set ST w_ —uN(yU _ v
Yi =Yy es. (X; — )T (X, — 1), then we can compute o = 7 kZl(Xk RIS
== f(Y1,C1); - (Yo, Cn))

To prove thatf((Yl,Cl), ooy (Y, Cp)) isin (nyn

1)-DNCC, we use Theorem 3.2. Let; = (Y;,C;).
First note thatf satisfies the requirements of Theorem
3.2, due to the fact thaf(v;,v_;) = f(vi, w(v_;)) for
w(v—;) = (3,4 Yj: >, Cj). Therefore, showing that
fisin (2,1)-DNCC will automatically imply thatf is
in (n,n—1)-DNCC. Below, we prove thaf is in (2, 1)-
DNCC.

Theorem 4.7:Let Y; be a real numberY, € R)
and let C; a positive integer @; <€ Z7). Then

é(l\(liélécl)’ (Y2,C2)) = (Y1+Y2)/(C1+C2) isin (2, 1)- DNCC by specifyingt; and g; functions.

) N vk vk
Proof: If we can show that the conditions stateq, Theorem 4.8:Let f(Y3,13) =3, (7"~ ¥5") where

in Theorem 3.1 holds for any;, we can conclude that 1S alxprow vector with real number entries and
Y} be thek! column of theY;. Thenf is notin (2, 1)-
f is in (2,1)-DNCC. Assume that party 1 (W|thoutD|\ICC
!OSS of gen(?rallty) L/Jses a to mOd'fY.'tS Yl and Cy Proof: Without loss of generality and assuming
input. Let Y] and C] be those modified inputs. Now B :
consider the case wherg(t (Y1, Cy). (Yo, Ca)) — 1, tl_(Y,-) = « - Y; wherea is a non-zero scalar number.
f((Y1,C1), (Ya, C3)) = u, andu’ # v for someu/ andu. fsollrllgv?li(tl(yl)’yé) = a-f(11,¥3), we can defing, as
Note thatf(t1(Y1, Ch), (Y2,C2)) = f(t1(Y1,Ch), (Y2 + '
ku',Cy + k)) = o for any positive integerk. This gi(f(t1(Y1),Y2), Y1) = f(t1(V1), Y2)/cx
implies that givent;(v;) = (Y{,C}), we can find
V2 = (Yé702) and Y2 = (Yé + ]{TU,,CQ + k)) that
satisfies thef (t;(v;),v—;) = f(t(v;),y—;) requirement < Also, note thatf(Y1,Y2) # f(t1(¥1),Y2) for any
of Theorem 3.1. Next we consider whether or ndft(yl’yé) # 0. .
flui,v—;) # f(v;,y—;) requirement is satisfied. Without
loss of generality and assuming = 1, f(vi,v;) = D. Privacy Preserving Association Rule Mining
flor,y2) iff (Y14Y2)/(C1+C2) = (Yi+Ya+1u')/(CL+ In this section, we first summarize the association rule
(Cy + 1)). This implies thatf(vi,v2) = f(v1,92) iff mining and analyze whether the association rule mining
= (Y1+Y32)/(C1+C2) = u. This contradicts the initial can be done in an incentive compatible manner over
assumption that’ # u. Therefore, we can conclude thahorizontally and vertically partitioned databases.
f(vi,v2) # f(vi,y2). ] 1) Overview of Association Rule MiningEhe asso-
Although, in the above proof, we assumed thatis a ciation rules mining problem can be defined as follows
real number, the above proof could be directly appligd]: Let I = {i,42,...,i,} be a set of items. LeDB
if Y; € RP*P, be a set of transactions, where each transadfios an
2) Vertically Partitioned Data: In the case of itemset such thaf” C I. Given an itemsefX C I, a
vertically partitioned data, each party owns all transactionT' contains X if and only if X C 7. An
X', ..., X", wherel < k < N and{vy,...,v;} C association rule is an implication of the for& = Y
{1,...,p}. Note that thev’” column of thezi can be whereX C I,Y CTandXNY =0. The ruleX = Y
calculated by the party who owns aN; values, for hassupports in the transaction databageB if s% of
1<k<N (.e,p’= % fo:l X}¢. Thus, in order to transactions inDB containX UY. The association rule
estimateq, each party could calculate th# for v values holds in the transaction databa®&3 with confidence:
it owns and announce the results. Clearly, each party dar% of transactions inD B that contain X also contain

If party i knows all the X} and X} values, it can
calculate theX,, locally. If party i knows all the X}
values and party knows all theX; values, they may
Jomtly computeX,,,.. Unfortunately, even in that case,
the function that computes,,,, is not in (2,1)-DNCC.
Since computing:,,, can be seen as a dot product
of two vectors, we can show that computiig,, is
not in (2,1)-DNCC by showing that computing the dot
product of vectors of real numbers are not (ia 1)-
DNCC. As before, we show that computing the dot
product of vectors of real numbers are not (ia 1)-

Clearly, (¢;,9;) works for any non-zero scalar number
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Y. An itemset X with k items calledk-itemset. The (3°7(Y;) > 0) for Y; = (X.sup, — s - |DB;|). Note
problem of mining association rules is to find all rulethat for w(Y_;) = >, Y;, we get f(Y;,Y_;) =
whose support and confidence are higher than certdift;, w(Y_;)). Based on Theorem 3.2, to shoyv is
user specified minimum support and confidence. (n,n — 1)-DNCC, it is sufficient to show thaf is in
In this simplified definition of the association ruleg2,1)-DNCC. For the two party case, we can define the
that we use in this paper, missing items and negatipeedicate asf(Y7,Y2): (Y1 > —Y3). As a result, we
guantities are not considered. In this respect, trangactimerely need to show that the comparison function is in
databaseDB can be seen a8/1 matrix where each (2,1)-DNCC for arbitrary real number inputs.
column is an item and each row is a transaction. If we can show that the conditions stated in Theo-
2) Horizontally Partitioned Data:The above problem rem 3.1 hold, then we can conclude thats in (2,1)-
of mining association rules can be extended to distribut€dNCC for anyt;. Supposev; = Y; (v2 = —Y3) is the
environments. Let us assume that a transaction databiage input of the first (second) user. We definév,) as
DB is horizontally partitioned among parties where the modified input of party 1 and let(v,) —v; = r, for
DB = DBy UDByU---UDB,,, andD B; resides at party some valuer. Whenr is 0, we sayt; is the identity
i's site (I < i < n). The itemsetX haslocal support function, and for the identity function, the condition
count of X.sup; at party: if X.sup; of the transactions “Or Yv_; € D_;, f(ti(vi),v—;) = f(vi,v—;)" holds
contain X. The global support count ofX is given automatically. For the rest of the proof, we consider the
as X.sup = Y i, X.sup;. An itemsetX is globally situation where' # 0. Based on the value, we consider
supportedf X.sup > s->""" , |DB;|. Global confidence two cases:

of aruleX = Y can be given a$X UY'} .sup/X.sup. 1) Assumer > 0, consider the case whetg + r >
The set of large itemsefs ;) consists of alk-itemsets vy > v; > yo. Note thatf(t1(v1),v2) = f(v1 +

that are globally supported. The aim of distributed asso-  r,vs) = f(vy + r,y2), but f(vy,v2) # f(v1,y2).

ciation rule mining is to find the sets, for all £ > 1 Also f(ti(v1),v2) # f(v1,v2). This implies that

and the support counts for these itemsets, and from this, the first condition of the theorem 3.1 is satisfied.
association rules with the specified minimum support and2) Assumer < 0, consider the case whegg > v, >
confidence can be computed. vy > v1 + r. Note thatf(t1(v1),v2) = f(v1 +
In [14], authors discuss how to convert a fast dis-  r,vy) = f(v1 + r,y2), but f(vi,v9) # f(v1,y2).
tributed association rule mining algorithm to a privacy-  Also f(t1(v1),v2) # f(v1,v2). This implies that
preserving association rule mining algorithm. As dis- the first condition of the the theorem 3.1 is satis-
cussed in [14], to enable privacy-preserving version, it  fied.
is enough to privately check whether or not a candidat® a result, we conclude thgtis in (2,1)-DNCC. =
large itemset is globally supported. Therefore, for our Again as shown in [14], we can use tifedescribed
purposes, it is sufficient to show that checking if above to check whether the confidence threshold is
candidate itemset is globally supported is in DNCGatisfied for any candidate rule of the forkh= Y.
First note that, to check if a candidate itemse€tis 3) Vertically Partitioned Data:Given the transaction
supported globally, all we need to know is whethetatabaseDB as(0/1 matrix, where each column is an
X.sup > s - |DB|. The following allows us to reduceitem and each row is a transaction, thé3 is considered
this to a comparison against the sum of local values (thertically partitioned if different parties know differen
excess suppow t each party): columns of theDB. To mine association rules over
N vertically partitioned data, it has been shown that you
X.sup > sx|DB|=s- Z |DB;| need to calculate a dot product witki1 vectors, where

i=1 each vector represents whether a certain set of items are
n present in a transaction or not [22]. Therefore, if we can
> (X.supi—s-|DBi) > 0 show that functions calculating dot product with binary
=1 vectors is in DNCC, then using the results from [22],

Let Y; be the local excess support at party(i.e., we can conclude that calculating an support count of an
Y; = (X.sup; — s-|DB;|)). We next show the predicateitemset is also in DNCC.

f(Y1,....Y,): (O2F(Y;) > 0) is in (n,n — 1)-DNCC, Below we show that calculating the dot product of
Theorem 4.9:Given a candidate itemsef, checking non-zero binary vectors is irf2,1)-DNCC. (In this
X.sup > s-|DB|is in (n,n —1)-DNCC. context, we call a vector, non-zero vector if at least

Proof: As noted above checking.sup > s-|DB| one of the entries is non-zero.) Before we proceed with
is equivalent to evaluate the predicaféY;,...,Y,): the proof, we stress that the following theorem is not a
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contradiction with our earlier result that shows that the Case 15, N C = ): Implies that some zero values in
function computing dot product of real valued vectors, are converted to one hy:

is not in DNCC. Note thatt; described for the dot j j

product of real valued vectors will no longer work in the Ftr(vr),v2) = Z vyt Z U2

context of binary vectors since you can only multiply €5 jec

each entry with zero or one. Another important detaljow considery, and v, such thaty" .. (U%’ _ yg)

to note is we assume that the binary vectors are NQhis is possible becaus® + ) andy"
zero vectors. This assumption is important because_iff |1 s easy to see that

we allow zero vectors, the dot product result could be

1

jeC(U% —y) =

exactly determined even without any computation by the f(¢1(v1),v2)) = Z vy + Z vy

owner of the zero vector. Thus, the owner of the zero JES jec

vector cogld lie about its input egsily. _ = Z (W) +1+ Z(yg) -1
We believe that the assumption of non-zero binary €S, jec

vectors is realistic because with fairly large databages, i = F(ti(v1),y2)

is highly likely that there exists at least one transaction o

that supports the required item. Clearly, f (v1,v2) # f(v1,y2) sinced_ cq (v3—y3) = 1.
Theorem 4.101et f be denoted asf(vy,vy) =  C@se 251 NC # 0: Now consider any, andv, such

>4, v} - v}, wherev; is a non-zero binary vector with that g, = vy for j ¢ SNC, andvy =1 andy; = 0
k rows andv’ is the value of thejt" row of vectoru;, for j € SNC. Note thatf(t1(v1),v2) = f(t1(v1),y2)
then £ is in (’2 1)-DNCC. becausey, andy;, are exactly the same excepe SNC.

Proof: LetU be the set of indexes frod, ..., k}. Also note thatf (v, vz) # f(v1, 92)

. J _ > >
Let S; be any subset ot/ s_uch th_atv] € S1,v = 1. Z vl # Z Y3
Also we know thatS;| > 0 sincev; is a non-zero vector. jesinC jesinC
Without loss of generality, we assume thatmodifies j j j j
some subset of the,’s rows. (Note that any; that Z vt Z w7 Z vt Z &
transformsv; could be represented as the set of indexes
that are negated.) Lef' be the set of indexes negated flor,v2) # flor42)

by #1. SupposeC' # ), and becaus€ = ) implies Therefore, we can conclude thais in (2,1)-DNCC. m
t1(v1) = v1, we can rewritef (v, v2) as:

JESI\C jesinC JESI\C jesinC

V. FUTURE WORK

k
fv1,v9) = Z(u{ v)) = Z v) Even though privacy-preserving data analysis tech-
j=1 jES, nigues guarantee that nothing other than the final result

' is disclosed, whether or not participating parties provide

Note that allvJs, wherej ¢ Sy, are equal to zero, and alltruthful input data cannot be verified. In this paper,
v{s, wherej € S;, are equal to one. Similarly, given we have investigated what kinds of PPDA tasks are
and the associated s€t we can represent(t1(v1),v2) incentive compatible under the NCC model. Based on

as: our findings, there are several important PPDA tasks
. ' that are incentive driven. As a future work, we will
flti(vy),v9) = Z vy + Z vy investigate incentive issues in other data analysis tasks,
jesi\C JEC\S: and extend the proposed theorems under the probabilistic
NCC model.

Note that allv{ values, wherg € S;NC, are converted The PPDA tasks analyzed in the paper can be reduced
to zero byt;. Also the v{ values, wherej € C'\ S;, to evaluation of a single function. Now, the question is
that are zero are converted to one by We next how to analyze whether a PPDA task is in DNCC if it
show that for anyt;, we can findys, and v, such that is reduced to a set of functions. In other words, is the
flt1(v1),v2) = f(t1(v1),y2) and f(v1,v2) # f(v1,y2). composition of a set of DNCC functions still in DNCC?
In addition, if f(¢1(v1),v2) # f(v1,v2), then the first We will formally answer this question in the future.
condition of Theorem 3.1 would be satisfied. Otherwise, Another important direction that we would like to pur-

it means thatf(t1(v1),v2) = f(v1,v2) for all vo. To sue is to create more efficient SMC techniques tailored
prove the existence of sucip andve for any ¢t;, we towards implementing the data analysis tasks that are in
consider two different cases: DNCC.
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