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Abstract— We propose a method for user-interface design
for a MIMO LTI human-automation system by solving a
corresponding sensor placement problem. We derive suitable
metrics for optimization by transforming human factors guide-
lines for human-automation interaction into objective functions
and constraints. We consider operation under 1) both nominal
and off-nominal conditions, which have vastly different user
requirements, and 2) noisy and noise-free sensors. The resulting
optimization problems are combinatorial. We analyze optimal
solutions, and provide algorithms to construct sub-optimal
solutions when optimal solutions are not readily available. We
apply this method to the problem of designing a user-interface
for the remote operation of a fleet of UAVs.

Index Terms— User-interface design, human-automation in-
teraction, observability, sensor placement, output synthesis

I. INTRODUCTION

Problems in human-automation interaction have con-
tributed to major failures in expensive, high-risk, and safety-
critical systems (including aircraft and other transportation
incidents and accidents, overdosage via biomedical devices,
power grid distribution systems, nuclear power generation).
A key element of any human-automation system is the user-
interface, which provides information about the system to
the user. Large human-automation systems are prohibitively
complex for intuitive design of user-interfaces. While certain
aspects of user-interface design are rightly in the domain
of human factors, engineering psychology, and human-
computer interaction, the information content of the user-
interface should be dynamics driven. We consider the user-
interface to be an output map of a dynamical system, and
pose the question of user-interface design as one of sensor
placement: we aim to identify a reduced representation of
the system which is optimal with respect to well estab-
lished human factors design constraints for “good” human-
automation interaction. These design constraints could in-
clude operational conditions (e.g., well known, nominal
scenarios or rarely encountered, off-nominal scenarios), the
user’s situational awareness and trust of the automation, and
human-computer interaction guidelines (e.g., not providing
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too little or too much information in the user-interface), for
example.

User-interface design has historically been approached via
human-computer interaction heuristics [1], however the need
for formal methods is well established in aerospace [2] and
other application domains [3]. For discrete event systems
(or discrete abstractions of hybrid systems), model-checking
can provide guidance for redesign of faulty interfaces for
discrete event systems [4], [5], [6], and finite-state machine
reduction [7], [8] has been used to synthesize user-interfaces
of minimal cardinality. Our prior work has addressed analysis
of an existing interface for a (hybrid) LTI system under
shared control [9], [10], [11]. However, no methodological
approaches exist for design of user-interfaces for continuous
or hybrid dynamical systems.

User-interface design can be interpreted as a problem of
sensor selection. Sensor selection problems arise in many
applications, including robotics [12], [13], wireless surveil-
lance networks [14], and power systems [15], [16], and can
be posed as combinatorial optimization problems. Research
on sensor selection often focuses on identifying appropriate
metrics for distinguishing a given selection [17], [18]. Find-
ing an optimal selection for a specific metric is challenging
and in general requires exhaustive search, which quickly
becomes intractable even for moderate problem sizes. The
main heuristics are convex relaxation [19], [20] and purely
combinatorial algorithms that avoid a full exhaustive search
[21], [22], [23]. Convex relaxation approaches utilize sparsity
inducing regularizers (e.g., `1 norms) to obtain sparse designs
from continuous variables that have relaxed binary choices.
Purely combinatorial approaches utilize simple greedy al-
gorithms and other graph theoretic approaches [22], [23],
[24]. For some problem classes (e.g., cardinality-constrained
submodular set function maximization [21], [25]), these
algorithms yield provably optimal or near-optimal sensor
selections. However, none of the methodological approaches
for sensor selection consider criteria and constraints for
human-automation interaction.

The main contribution of this paper is user-interface
synthesis for human-automation systems under a “manual”
control configuration in which the user provides the high-
level input commands, and the automation synthesizes the
corresponding low-level actuator commands [10]. We focus
on MIMO LTI dynamical systems with and without measure-
ment noise and pose the problem of user-interface design
as one of the selection of an output map that is optimal
with respect to certain design constraints that represent
“good” human-automation interaction. The solution is based



on methods for sensor placement, but since the problems
formulated in this paper do not map easily to standard
algorithms, we characterize the sets in which the optimal
solution is guaranteed to lie.

The paper is organized as follows: We define the problem
and the design constraints for user-interface design in Sec-
tion II. Section III formulates the four user-interface design
problems (nominal/off-nominal and with/without measure-
ment noise) as combinatorial optimization problems. We
apply our methods to an example of remote control of a
fleet of UAVs in Section IV, and provide conclusions and
directions for future work in Section V.

II. PROBLEM FORMULATION

Consider the dynamical system,

ẋ(t) = Ax(t) +Bu(t)

y(t) = CSx(t) + v(t)
(1)

with state x(t) ∈ Rn, input u(t) ∈ Rm, output y(t) ∈ Rp,
measurement noise v(t) ∈ Lp2

(
[0,∞)

)
with finite energy

‖v(t)‖2 ≤ V 2, and matrices A ∈ Rn×n and B ∈ Rn×m.
We consider a finite set of N sensors S = {s1, · · · , sN},

with the ith sensor denoted as si ∈ Rn. That is, each sensor
is represented as a measurement which is a linear combina-
tion of states. Then the set of possible sensor combinations is
the power set 2S . The output matrix CS ∈ Rp×n is a matrix
whose rows consist of the p = |S| elements of the sensor
combination S ∈ 2S .

Without loss of generality, B is assumed to have full
column rank and m, p ≤ n. For the case in which there
is no measurement noise v(t), system (1) reduces to

ẋ(t) = Ax(t) +Bu(t)

y(t) = CSx(t)
(2)

As in [9], [10], we make the following assumptions:

Assumption 1. The user understands the outputs of the
system and can comprehend its higher derivatives.

Assumption 2. The automation is designed correctly and
will track a given reference trajectory.

Assumption 1 is an interpretation of situational aware-
ness, a key element of effective human-automation interac-
tion [26], [27]. This assumption suggests that an input-output
model of (2) can capture the user’s interaction with the sys-
tem, as both an observer and controller. This assumption also
guides the development of optimization metrics presented in
Section III. For systems with relative degree smaller than
the order of the system, the transformation to an input-
output model will generate zero dynamics. Assumption 2
helps in establishing the stability of the zero dynamics,
since the stability of a system is invariant under similarity
transformation.

Let ρ(M) represent the rank of a matrix M , N (M)
be the null space of M , R⊥(M) be the row space of
M , and basis(R⊥(M)) be a matrix-valued function which
removes the linearly dependent rows of M . The result of this
operation is not unique.

A. Transformation to normal form

For an output matrix CS defined using S =
{s1, s2, . . . , s|S|} ∈ 2S where |S| is the cardinality of S,
we transform the system (2) to normal form[

ξ(t)
η(t)

]
=

[
T (S)
T⊥(S)

]
x(t), T (S) ∈ Rγ(S)×n (3)

where by definition, [T (S)> (T⊥(S))>] ∈ Rn×n is non-
singular [28], [29]. The relative degree of the system γ(·) :
2S → {1, 2, · · · , n} is a set function,

γ(S) = ρ(T (S)). (4)

For the system (2), the transformation given in (3) gives

ξ̇(t) = A1ξ(t) +A2η(t) +Bmu(t)

η̇(t) = Aξξ(t) +Aηη(t)

y(t) = Ip×γ(S)ξ(t)

(5)

with matrices A1 ∈ Rγ(S)×γ(S), A2 ∈ Rγ(S)×(n−γ(S)),
Bm = T (S)B ∈ Rγ(S)×m, Aξ ∈ R(n−γ(S))×γ(S)

and Aη ∈ R(n−γ(S))×(n−γ(S)). Here, the linear
transformation T (S) is defined such that T (S) =

basis(R⊥([T (s1)> T (s2)> . . . T (s|S|)
>]
>

)) and

T (si) =
[
si (s>i A)

>
(s>i A

2)
>
. . . (s>i A

γ(si)−1)
>]>

for every si ∈ S. Also, γ(si) is the relative degree
associated with an output channel yi(t) = s>i x(t), and
γ(s) for any sensor s ∈ S can be computed using Markov
parameters. The linear transformation T⊥(S) is defined
such that T⊥(S)B = 0 [29].

By definition, T (S) is the basis of concatenated similarity
transforms corresponding to each si ∈ S. If CS has full
row rank, we can enforce, without loss of generality, the
constraint that the first |S| rows of T (S) are CS since
basis(·) is not unique. This allows for the definition of y(t)
in (5). Note that the transformation of (1) results in similar
dynamics, with extra terms due to noise v(t).

For a multi-output system, let γt(S) =
∑
si∈S γ(si),

and by definition, γt(S) ≥ γ(S). We presume
a differentiable reference trajectory yR(t) =[
ỹ1(t) ỹ2(t) . . . ỹ|S|(t)

]
with ỹi(t) the reference

trajectory for the ith output yi(t) = s>i x(t). We
define dỹi(t) =

[
ỹ

(1)
i (t) ỹ

(2)
i (t) . . . ỹ

(γ(si)−1)
i (t)

]
and

ξref(t) =
[
yR(t) dỹ1(t) dỹ2(t) . . . dỹ|S|(t)

]>
, with

dynamics

ξ̇ref(t) = Arefξref(t) +Bref ȳR(t)

ξR(t) = Cref(S)ξref(t), Cref(S) ∈ Rγ(S)×γt(S)
(6)

The matrix Cref(S) is defined such that T (S) =
Cref(S)[T (s1)> T (s2)> . . . T (s|S|)

>] and ȳR(t) is the
vector when the ith term in yR(t) differentiated γ(si) times.
The matrices Aref ∈ Rγt(S)×γt(S) and Bref ∈ Rγt(S)×p are
defined to have appropriate structure [10]. The output ξR(t)
serves as the reference trajectory for ξ(t) when the human
input is yR(t).



The external dynamics in (5) can be made to track
ξR(t) by solving a LQR tracking problem with Q =[
Iγ(S)×γ(S) 0

0 0

]
and R = Im×m [30]. Hence, the low-

level automation input is

u(t) = −Kξ(t)
(
ξ(t)− ξR(t)

)
−Kη(t)η(t) + ufw(t) (7)

where ξR(t) is determined from the high-level human
input yR(t) using (6). Using (7) and defining ξc(t) ,
BmKξ(t)ξR(t) +Bmufw(t), the system (5) becomes

ξ̇(t) = (A1 −BmKξ(t)) ξ(t) + (A2 −BmKη(t)) η(t)

+ ξc(t)

η̇(t) = Aξξ(t) +Aηη(t)

y(t) = Ip×γ(S)ξ(t)

(8)

where [Kξ(t) Kη(t)] = B>MP (t) and P (t) is the time-
varying solution to the corresponding Riccati equation. The
feedforward signal ufw(t) is defined as ufw(t) = −B>Mb(t)
for b(t) = [

∫∞
t
φb(t, τ)P (τ)Cref(S)eAref (τ−t)dτ ]ξref(t)

with φb(t, τ) defined as the state transition matrix for the
time-varying system ḃ(t) = −[AM − BMB

>
MP (t)]>b(t)

with matrices AM =

[
A1 A2

Aξ Aη

]
∈ Rn×n and BM =[

Bm
0

]
∈ Rn×m. By construction, ufw(t) and ξc(t) can

be computed causally [30].
The definition of u(t) restricts the observable states of

(2) to ξ(t), and hence, the dimension of observable space is
γ(S) [28]. From Assumption 2 and the equivalence of the
systems (2) and (5), it is evident that the zero dynamics η(t)
are stable as ξ(t)→ ξR(t).

B. Task space and availability of a user interface

Tasks can be defined as a safety or liveness specifica-
tions [10]. We formulate the set of states for which the
specified task is feasible as

F(t) = {x(t) : l (Ctaskx(t)) ≥ 0}, Ctask ∈ Rw×n

with the (possibly nonlinear) function l : Rw → Rν with
ν subtasks, and the task matrix Ctask is defined using a
possible combination of sensor placements Stask ∈ 2S . For
tasks involving safety, the state x(t) must lie in F(t) for all
time in order for the task to be successfully completed. For
liveness tasks, the task is successfully completed when x(t)
enters the set F(t) at some time. We denote the task space
T by the row space of Ctask, i.e, T = R⊥(Ctask). Clearly,
T is the subset of the domain of l that the user needs to be
aware of. Hence, the information required to complete the
specified task (l, Ctask) is completely characterized by Stask.

The user-interface to a system (2) under a “manual”
control configuration is said to be available for a given
task specified by Stask if the corresponding task space T ⊆
XO ∩XP where XO is the user-observable space and XP is
the user-predictable space of (2), e.g., the states that the user
can reconstruct and the state derivatives that the user can
reconstruct, respectively, with information available to the

user [9]. This design constraint ensures that the user-interface
provides the user with adequate information to successfully
accomplish the task [10]. In short, these conditions assure
that the relevant parts of the system are both reconstructable
and predictable by the human operator, and take into account
not only the information available to the user, but also
limitations in how the user can process information about
their own input.

C. Design constraints for the optimal output map

We wish to design user-interfaces that satisfy the following
design constraints, in order of importance:

1) Availability of user-interface for the specified task
2) User trust of the automation
3) Minimization of information presented to the user

Constraint 1 ensures that the information presented to the
user is sufficient for completing the task. Constraint 2 is
important because it is often compromised in off-nominal
scenarios, as the user may be unsure of the automation’s
intent and actions. Constraint 3 guarantees conciseness, to
help prevent high workload due to excessive information.
Taken together, these three design constraints ensure that the
user-interface has the appropriate amount of information to
complete the specified task, depending on the user’s trust
of the automation. We map these design constraints to an
optimization problem in which the objective function arises
from Constraint 3 and the optimization constraints arise
from Constraints 1 and 2. Hence, we consider the following
framework to construct an optimal user-interface:

minimize J(S) (information objective)

subject to

 S ∈ 2S

S ∈ Savail ⊆ 2S

S ∈ Strust ⊆ 2S

(possible outputs)
(availability constraint)
(trust constraint)

Given a task Stask, the objective is to identify the output
map CS∗ associated with the optimal set of sensors S∗ (from
the possible set of choices 2S ) which meets all three design
constraints for the MIMO system (1) or (2), respectively. We
will define the sets Savail and Strust and the objective J(·)
for each of the four scenarios considered, in Section III.

III. USER-INTERFACE DESIGN VIA SENSOR PLACEMENT

The most important design constraint that a user-interface
must satisfy is that of availability. This constraint is common
to all four scenarios we consider: nominal/off-nominal oper-
ation and noise-free/noisy measurements. For the system (8)
with a controller that ensures ξ(t) tracks ξR(t), the method
in [10] computes the user-observable and user-predictable
subspaces, that is, it reconstructs both the current state and
the current state derivative.

Lemma 1. The external dynamics of the system (8) are user-
observable, implying XO = Rγ(S).

Proof. The external dynamics ξ(t) associated with output
map CS , S = {s1, s2, . . . , s|S|} ∈ 2S are comprised of
the output channels yi(t) = s>i x(t) and higher derivatives



y
(j)
i (t), 1 ≤ j ≤ γ(si) − 1, 1 ≤ i ≤ p. By Assumption 1,
ξ(t) is user-observable, and XO = Rγ(S). �

Lemma 2. The user-predictable space associated
with the external dynamics of (8) is XP =
T (S)N

(
(A2 −BmKη(t))T⊥(S)

)
when the user-interface

displays ξc(t) = BmKξ(t)ξR(t) +Bmufw(t).

Proof. The term ξc(t) in (8) is a function of the system
parameters and ξR(t). Hence, if the user-interface displays
ξc(t), then ξ̇(t) can be estimated from the user-observable
space whenever (A2 − BmKη(t))η(t) = 0. When ξc(t) is
provided to the user, the user-predictable space is XP =
T (S)N

(
(A2 −BmKη(t))T⊥(S)

)
. �

Hence, the task specified using Stask is feasible only if
Stask ∈

(
T (S)N

(
(A2 −BmKη(t))T⊥(S)

) )
∩ Rγ(S) or

Stask ∈ T (S)N
(
(A2 −BmKη(t))T⊥(S)

)
. Therefore, a

necessary condition for the task to be feasible is Stask ∈
R⊥(T (S)). Sufficient conditions would require more in-
formation regarding A2, Bm, and Kη(t). If the choice of
S results in A2 = 0, then the zero dynamics and the
external dynamics are decoupled in (5). This allows for the
simplification of the LQR tracking problem, and the resulting
system can be shown to have XO = XP = Rγ(S). Hence,
under the hypothesis A2 = 0, we translate the user-interface
availability constraint as S∗ ∈ Savail,

Savail = {S ∈ 2S : Stask ∈ R⊥(T (S))}. (9)

Next, we simplify Savail for efficient computation. Let
T (Stask) be the similarity transform that converts the MIMO
system (1) or (2) to an input-output form when the output
map is Ctask. Clearly, Stask ∈ R⊥(T (Stask)). By definitions
of R⊥(·) and T (·),

R⊥(T (S ∪ Stask)) = R⊥(T (S)) ∪R⊥(T (Stask)). (10)

Lemma 3. If S ∈ Savail, then R⊥(T (Stask)) ⊆ R⊥(T (S))
and γ(Stask) ≤ γ(S).

Proof. If Stask ∈ R⊥(T (S)), then for 1 ≤ i ≤ |Stask|, every
row ci ∈ R1×n of Ctask can be defined as ci =

∑γ(S)
j=1 αijrj

where rj are the rows of T (S) and αij ∈ R are the coeffi-
cients. By definition, for every i, R⊥(T (Stask)) covers the
output channels yi(t) = c>i x(t) and their higher derivatives
till their corresponding relative degrees γ(ci) where these
higher derivatives satisfy the condition ciA

kB = 0 for
0 ≤ k ≤ γ(ci) − 1. Using the definition of ci, rjAkB = 0
for j ∈ Iij = {j ∈ [1, γ(S)] : αij 6= 0}. This implies that
rjA

k are the higher derivatives of the output channels of S
which are uninfluenced by the input and are also be spanned
by R⊥(T (S)). Therefore, R⊥(T (Stask)) ⊆ R⊥(T (S)). By
definition of γ(·), γ(Stask) ≤ γ(S). �

Proposition 1. R⊥(T (S ∪ Stask)) = R⊥(T (S)) if and only
if S ∈ Savail.

Proof. ‘If’ statement: Straightforward using (10) and
Lemma 3. ‘Only if’ statement: If R⊥(T (S ∪ Stask)) =
R⊥(T (S)), we conclude R⊥(T (Stask)) ⊆ R⊥(T (S)) using
(10). Since Stask ∈ R⊥(T (Stask)), S ∈ Savail. �

Lemma 4. R⊥(T (S ∪ Stask)) = R⊥(T (S)) if and only if
γ(S ∪ Stask) = γ(S).

Proof. ‘If’ statement: Given γ(S ∪ Stask) = γ(S), assume
for contradiction, R⊥(T (S ∪ Stask)) 6= R⊥(T (S)). Us-
ing (10), we know that R⊥(T (S)) ⊂ R⊥(T (S ∪ Stask))
implying γ(S) < γ(S ∪ Stask), a contradiction. ‘Only If’
statement: From definitions of γ(·) and R⊥(T (·)). �

From Proposition 1 and Lemma 4, we redefine (9) as

Savail = {S ∈ 2S : γ(S ∪ Stask) = γ(S)} (11)

where γ(·) is computed using the Markov parameters. We
note that Savail 6= {∅} since Stask ∈ Savail.

To facilitate computation of the optimal interface, we
exploit the fact that γ(S), the dimension of the external
dynamics, is monotone increasing. Recall that a set function
ψ(S) : 2S → {1, 2, 3, . . . , n} is said to be monotone
increasing if for all sets S1, S2 ⊆ S , S1 ⊆ S2 implies
ψ(S1) ≤ ψ(S2) [23].

Proposition 2. γ(S) is monotone increasing.

Proof. Follows from the definitions of γ(·) and T (·). �

A. Nominal operation with noise-free measurements

For a task specified using Stask with Stask ∈ 2S , Con-
straint 1 requires γ(S) = γ(S∪Stask) from (11). To address
Constraint 2, we exploit the fact that under nominal operating
conditions, a trained user can rely on the automation to
perform as expected. In other words, we presume that the
user trusts the automation. We therefore aim to delegate
authority to the automation, by reducing the cardinality of
the user-observable subspace (and increasing the cardinality
of the subspace that is unobservable to the user). Lastly, to
address Constraint 3, we aim to construct an output map of
minimal cardinality, hence

J(S) = |S|. (12)

These three constraints are translated into a constrained
optimization problem for the user-interface design for (8)
in nominal operation with noise-free measurements:

Problem 1a (Nominal operation, noise-free measurement).

minimize |S|

subject to

 S ∈ 2S

γ(S) = γ(S ∪ Stask)
γ(S) ≤ γ(S′), ∀ S′ ∈ 2S

Problem 1a is a constrained combinatorial optimization
problem. While J(S) is a modular function, constrained opti-
mization problems are hard to approximate using established
algorithms when they do not have a special structure [31].
Therefore, we resort to computing the conditions for opti-
mality and perform an exhaustive search in a smaller subset
of 2S . Let γmin = minS∈2S γ(S), implying

Strust = {S ∈ 2S : γ(S) = γmin} (13)

By Proposition 2, computation of γmin requires a one-pass
search in S as opposed to 2S . For Problem 1a, we can



constrain our search, based on (11) and (13), to the set of
feasible solutions, defined as

Sfeas = Savail ∩ Strust

= {S ∈ 2S : γ(S) = γ(S ∪ Stask) = γmin}. (14)

Hence, the optimal solution S∗, if it exists, is an element of
Sfeas with the smallest cardinality.

Proposition 3. If Sfeas is not empty, then Stask ∈ Sfeas.

Proof. If Sfeas 6= {∅}, then ∃ S ∈ Sfeas such that γ(S ∪
Stask) = γmin. By Proposition 2, γmin ≤ γ(Stask) ≤ γ(S ∪
Stask) = γmin. Hence, Stask ∈ Sfeas. �

Corollary 1. Let Sfeas 6= {∅}. An optimal solution S∗ for
Problem 1a is an element with the smallest cardinality of the
set

S1a = Sfeas ∩ {S ∈ 2S : |S| ≤ |Stask|}. (15)

The set S1a is restricted to S ∈ 2S such that |S| ≤
|Stask| because Stask ∈ Sfeas whenever Sfeas 6= {∅} by
Proposition 3. For a given system (8) and the set of sensors
S, the cardinality of S1a depends on Stask.

In the event that Strust = {∅} which implies Sfeas = {∅},
we relax the constraint provided by Constraint 2 to γ(S) ≤
γ(Stask) so that the set of feasible solutions is no longer
empty. We define the relaxation of Strust as

S+
trust = {S ∈ 2S : γ(S) ≤ γ(Stask)} 6= {∅}. (16)

Problem 1b (Relaxation for Problem 1a).

minimize |S|

subject to

 S ∈ 2S

γ(S) = γ(S ∪ Stask)
γ(S) ≤ γ(Stask)

Since Stask ∈ Savail ∩ S+
trust, an optimal solution always

exists for Problem 1b. We define the relaxation of Sfeas as

S+
feas = {S ∈ 2S : γ(S) = γ(S ∪ Stask) = γ(Stask)}. (17)

Lemma 5. S+
feas = Savail ∩ S+

trust.

Proof. By definition, S+
feas ⊆ (Savail∩S+

trust). If S ∈ Savail∩
S+

trust, γ(S∪Stask) = γ(S) and γ(S) ≤ γ(Stask) by (11) and
(16). By Lemma 3, γ(Stask) ≤ γ(S) ⇒ γ(Stask) = γ(S).
Hence, S ∈ S+

feas. �

Proposition 4. The optimal solution S∗ for Problem 1b is
the element with the smallest cardinality of the set

S1b = S+
feas ∩ {S ∈ 2S : |S| ≤ |Stask|}. (18)

Corollary 1 and Proposition 4 substantiate the intuition
that for a human-automation system in which the user trusts
the automation completely, the user-interface should provide
minimal information that is sufficient for the task at hand.
We define the set in which the optimal solution is guaranteed
to lie, Snom, as

Snom =

{
S1a Sfeas 6= {∅}
S1b otherwise

. (19)

Algorithm 1 Nominal operation with noise-free measure-
ments
Input: Stask, Snom defined in (19)
Output: S∗

1: procedure NomOpt(Stask,Snom)
2: if |Stask| is 1 then
3: S∗ ← Stask

4: else
5: S∗ ← Smallest cardinality element in Snom

6: end if
7: end procedure

Irrespective of the cardinality of Sfeas, if |Stask| = 1, S∗ =
Stask by Propositions 3 and 4. Since we want the minimum
cardinality set S∗ ∈ Snom, the exhaustive search in Snom

can be done by searching in 2S in the increasing order of
cardinality until a member of 2S is found which satisfies the
constraints defining Snom. Note that |Snom| ≤

∑|Stask|
i=1

(|S|
i

)
,

a polynomial in |S| of the order |Stask|, which is much
smaller than 2|S| as |S| increases.

As in Algorithm 1, the user-interface for nominal operation
with noise-free measurements is

S∗ = NomOpt(Stask,Snom). (20)

B. Off-nominal operation with noise-free measurements

Off-nominal conditions occur in unusual (and often highly
unlikely) situations, in which the user is often unfamiliar with
the automation’s behavior (e.g., the user’s mental model may
be inaccurate or highly uncertain). Additionally, the automa-
tion may not actually perform as intended (as documented in
many aircraft incidents and accidents). Hence, in off-nominal
scenarios, the user often has little trust in the automation,
because the automation can appear to have unpredictable
behavior. User-interfaces must satisfy vastly different design
constraints in off-nominal scenarios.

In particular, the lack of trust in the automation leads to
the need to increase the user-observable subspace. Unlike in
nominal operation, in which responsibility is delegated to the
automation, in off-nominal scenarios, the user should have
more authority because the automation is not trusted. This
is equivalent to maximizing the dimension of the external
dynamics, or, equivalently, to reducing the dimension of the
zero dynamics. Constraints 1 and 3 remain the same as in
the nominal case: user-observability and user-predictability
must be assured, and minimal cardinality of information in
the user-interface is desirable.

For the MIMO system (8) with a task specified using
Stask, the optimal output map for off-nominal operation
scenarios is the solution to the following:

Problem 2a (Off-nominal operation, noise-free measure-



ments).
minimize |S|

subject to

 S ∈ 2S

γ(S) = γ(S ∪ Stask)
γ(S) ≥ γ(S′), ∀ S′ ∈ 2S

This problem can be recast as a set covering problem [32].
First, let the dimension of the largest user-observable space
attainable be γmax , maxS∈2S γ(S). Using Proposition 2,
we have γmax = γ(S), which mitigates the need for
performing any sort of search in 2S . Hence

Strust = {S ∈ 2S : γ(S) = γmax} 6= {∅}. (21)

All the states of (2) are observable for CS∗ when γmax = n.

Proposition 5. For Strust in (21), Strust ⊆ Savail.

Proof. If S ∈ Strust, then R⊥(T (S)) is the largest observ-
able space that can be constructed from S . Hence, for any
Stask ∈ 2S , R⊥(T (Stask)) ⊆ R⊥(T (S)). By Proposition 1
and (10), S ∈ Savail. �

Corollary 2. For off-nominal operation, user-interface de-
sign does not depend on the task Stask ∈ 2S .

From Proposition 5, an optimal solution S∗ ∈ Strust

always exists for Problem 2a. Corollary 2 arises since Strust

(21) is independent of Stask. We now define the set covering
problem equivalent to Problem 2a using [32, Problem 2.1].

Problem 2b (Set covering problem equivalent to Prob-
lem 2a). From a collection of subspacesR⊥(T (S)) ⊆ Rγmax

where S ∈ 2S , find the minimum cardinality set S∗ such that
R⊥(T (S∗)) = Rγmax .

The solution to Problem 2b is the minimal cardinality
set of sensors which achieves the maximum observability
possible amongst the set of feasible sensor combinations.
Algorithm 2 is the best greedy algorithm to find a sub-
optimal solution S+ to Problem 2b [32].

Proposition 6 (Based on [32, Theorem 2.4]). If S∗ is an
optimal solution of Problem 2b, S+ is such that γ(S+) =

γ(S∗) and |S∗| ≤ |S+| ≤ |S∗|
∑|S|
k=1

1
k .

Using Proposition 6, we define the set in which the optimal
solution is guaranteed to lie, Soff−nom, as

Soff−nom = Strust ∩ {S ∈ 2S : |S| ≤ |S+|}
= {S ∈ 2S : γ(S) = γmax, |S| ≤ |S+|}. (22)

Similar to the analysis of noise-free measurements under
nominal operation, S+ is optimal if |S+| = 1. If |S+| > 1,
we must perform an exhaustive search in Soff−nom. We
complete the search in 2S in increasing cardinality, until a
solution is found which satisfies (22). Hence, using Algo-
rithm 1,

S∗ = NomOpt(S+,Soff−nom). (23)

Note that |Soff−nom| ≤
∑|S+|
i=1

(|S|
i

)
, a polynomial in |S|

of the order |S+|, which is much smaller than 2|S| as |S|
increases. By Corollary 2, S∗ is independent of Stask.

Algorithm 2 Greedy algorithm for sub-optimal solution S+

for Problem 2b
Input: S, γ(·)
Output: S+

1: procedure OffGreedy(γ(·),S)
2: S+ ← {∅}
3: smax ← arg max

s∈S
γ(s)

4: do
5: S+ ← S+ ∪ {smax}
6: smax ← arg max

s∈S\S+
(γ (S+ ∪ s)− γ (S+))

7: while γ(S+ ∪ smax) > γ(S)
8: end procedure

C. Nominal and off-nominal operation with noisy measure-
ments

Noisy measurements (due to e.g., sensor noise or other
errors) introduce additional complexity in the design of user-
interfaces under both nominal and off-nominal scenarios.
With noisy measurements, the information the user has
access to is unreliable. One way to mitigate the effect of
the uncertainty is to minimize the influence of the noise v(t)
on the observable state ξ(t) in the system (1).

We presume the human to be a minimum mean-square
error (MMSE) estimator, so our interpretation of Constraint
3 differs from the noise-free cases. Here, we aim to minimize
the volume of the uncertainty ellipse Eerr = {e ∈ Rn :
e>WS

V 2 e ≤ 1} where WS is the observability gramian
associated with output matrix CS and e is the error in
estimation of ξ(0). The volume of Eerr is

Volume(Eerr) =
(π)

ρ(WS)

2 V
2

ρ(WS)

Γ(ρ(WS)
2 + 1)

ρ(WS)∏
i=0

λi(WS)


−1

ρ(WS)

,

(24)

where λi(WS) are the non-zero eigenvalues of WS [33].
For nominal operation, Sfeas and S+

feas are the sets of
sensor combinations consistent with Constraints 1 and 2.
For off-nominal operation, Strust (21) is the set of sensors
consistent with Constraints 1 and 2 by Proposition 5. Con-
straint 3 now captures minimization of uncertainty (instead of
minimization of cardinality) in the information presented to
the user. Inspired by [19], [22], [23], we define the objective
function to be minimized as

J(S) = −
ρ(WS)∑
i=1

log(λi(WS)) (25)

The optimal output maps for nominal and off-nominal sce-
narios, respectively, for the system (1) with a task specified
using Stask, are the solutions the following problems.

Problem 3a (Nominal operation, noisy measurement).

maximize
ρ(WS)∑
i=1

log(λi(WS))

subject to S ∈ Sfeas



Noise-free Noisy

Nominal

Prob. 1a or 1b,
based on Sfeas

Prob. 3a or 3b,
based on Sfeas

S∗ = NomOpt(Stask,Snom)

(Optimal: Algorithm 1)
Search in Sfeas

or S+
feas (Optimal)

Off-
Nominal

Prob. 2b Prob. 4
S+ = OffGreedy(γ(·),S)
(Sub-optimal: Algorithm 2)

Search in
Strust

(Optimal)S∗ = NomOpt(S+,Soff−nom)
(Optimal: Algorithm 1)

TABLE I: Summary of Section III

Fig. 1: Remotely controlled fleet of UAVs

Problem 3b (Relaxation for Problem 3a).

maximize
ρ(WS)∑
i=1

log(λi(WS))

subject to S ∈ S+
feas

Problem 4 (Off-nominal operation, noisy measurement).

maximize
ρ(WS)∑
i=1

log(λi(WS))

subject to S ∈ Strust = {S ∈ 2S : γ(S) = γmax}
Note that Strust and Sfeas are equivalence classes with

respect to relative degree, since γ(·) takes on the values
γmax and γmin, respectively. Since ρ(WS) = γ(S), ρ(WS)
is constant for all feasible S in Problems 3a and 4, J(S)
is submodular and monotone increasing. Unfortunately, the
greedy heuristic for submodular maximization [22], [23] is
applicable only to unconstrained optimization. The optimal
solutions to Problems 3a, 3b, and 4 are found using ex-
haustive searches which may pose a higher computational
burden as compared to the noise-free scenarios, depending
on the values of |Sfeas|, |S+

feas|, and |Strust|, since we do not
perform the search in 2S in increasing cardinality.

Table I summarizes the results from all four scenarios.

IV. SIMULATIONS USING REMOTELY CONTROLLED FLEET
OF UAVS

Consider a remotely controlled fleet of four homogeneous
UAVs, as in [10]. The fleet has a leader-follower formation,
with communication structure as shown in Figure 1. The
UAVs move only in the horizontal direction and are individ-
ually modelled as double integrators. For the ith UAV, the
dynamics are given by ẋiv = Avx

i
v +Bvu

i, with UAV state

xiv ∈ R2, input ui ∈ R, and matrices Av =

[
0 1
0 0

]
and

Bv = [0 1]
> for i ∈ {1, 2, 3, 4}.

We define the state of the fleet as x ∈ R8. The human
operator controls the leader, and the follower vehicles au-
tonomously maintain a formation h = hp ⊗ [1 0]

>, with
hp ∈ R4 the desired position of the fleet [34]. We presume

a hierarchical control scheme, with an inner control loop to
achieve the required formation h, and an outer loop to track
the desired trajectory. As in [10], the fleet dynamics are

ẋ(t) = I4 ⊗Avx(t) + ΓL ⊗BvF (x(t)− h)

+ ΓF ⊗Bvz(t) (26)

where F = [−1 − 4] and z(t) ∈ R × {0}3 is the external
control input which affects only the leader. The gain F is
chosen such that Av − BvF is Hurwitz [34]. The matrices
ΓL,ΓF are

ΓL =


0 0 0 0
−1 −1 0 0
−1 0 1 0
0 0 −1 1

 , ΓF =


1 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0


We transform the state to x̄(t) = x(t) − h, and write the

fleet dynamics (with measurement noise)

˙̄x(t) = Āx̄(t) + B̄z(t)

ȳ(t) = C̄x̄(t) + v(t)
(27)

with matrices Ā = I4 ⊗ Av + ΓL ⊗ BvF , B̄ = ΓF ⊗ Bv ,
and with v(t) ∈ L2([0,∞)) where ‖v(t)‖2 ≤ V 2.

We define the set of possible outputs to be the position
and speed of each vehicle, S = {s1, s2, . . . , s8}, where
si ∈ R1×8 and si = ei, the unit vector in direction
i. We wish to construct the optimal user-interface C̄ for
both nominal and off-nominal operation, in the presence
and absence of measurement noise. Consider two control
objectives of moving the fleet: 1) waypoint tracking in which
the leader moves to a specific waypoint (or set of waypoints),
and 2) trajectory tracking in which the leader tracks a
time-varying profile of position and speed. We define the
tasks for waypoint tracking and trajectory tracking using
Swaypoint = {s1} and Strajectory = {s1, s2} respectively.

Constraint 1 ensures availability of a user-interface for
the specified task — for waypoint tracking, γ(S) = γ(S ∪
Swaypoint) and for trajectory tracking, γ(S) = γ(S ∪
Strajectory). Constraint 2 under nominal operation (e.g.,
no unusual disruptions, disturbances, or other unexpected
phenomena) requires the user-interface to have the least
possible dimension of the user-observable space, γmin. Under
off-nominal operation (e.g., the fleet flies close to a restricted
area and triggers envelope protection schemes, or other
control algorithms that are unfamiliar to the operator), Con-
straint 2 requires the largest possible dimension of the user-
observable space, γmax. In off-nominal operation, Constraint
2 is sufficient for Constraint 1 by Corollary 2. Using (13) for
nominal operation, Strust = {s2}. Since s2 6∈ Savail, Sfeas =
{∅} by (14). Hence, we compute S+

feas = {{s1}, {s1, s2}}
using (17) for both Swaypoint and Strajectory. Constraint 3 is
captured in the cost function (12) or (25) for noise-free or
noisy measurements, respectively.

1) Noise-free case: For the nominal operation, the zero
dynamics are decoupled from the external dynamics for every
S ∈ S+

feas, which means that the user-interface availability
is equivalently captured by γ(S) = γ(S ∪ Stask). For



both waypoint and trajectory tracking, S∗ = {s1} from
Algorithm 1. Knowledge of the position of the leader UAV
is sufficient when the user trusts the automation.

For off-nominal operation, since γ(S) = γmax, the optimal
output map will make the system user-observable. From
Algorithm 2, we obtain S+ = {s3, s7} and γ(S+) = 8.
Since ∀ s ∈ S , γ(s) < 8, we have |S∗| > 1, and by
Proposition 6, we conclude S∗ = S+ for both tasks. Since
the user may not not trust the automation, the user will need
to estimate the position of all the UAVs.

2) Noisy case: For nominal operation, S∗ = {s1, s2}
solves Problem 3b. Thus, under nominal operation, the veloc-
ity of the leader UAV is required (unlike nominal operation
in the noise-free case).

For off-nominal operation, Strust consists of all sensor
combinations that contain the position or speed of each of
vehicles 2 and 4 (the vehicles furthest from the leader in the
communication structure). We select the combination with
the fewest elements and least differentiations of the output
y(t), that is, S∗ = {s4, s8} (speeds of vehicles 2 and 4).

V. CONCLUSION AND FUTURE WORK

This paper identifies design constraints which translate
human factors guidelines for good human-automation in-
teraction in manual control systems, to sensor placement
problems. The user-interface design problem is posed as
a combinational optimization. We construct optimal output
maps for nominal and off-nominal operation of a MIMO
LTI system, with and without noisy measurements. These
output maps enable synthesis of user-interfaces which will
satisfy necessary (and in some cases, sufficient) conditions
for effective operation. Sub-optimal solutions were obtained
for these problems, and the necessary conditions for the
optimal solutions to these problems were characterized.

Future work includes the development of more efficient
algorithms, extensions to hybrid LTI systems, and to multi-
modal user-interfaces.
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