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Abstract— In a Cognitive Radio (CR) network, MAC-
layer con�guration involves determining a common set of
channels to facilitate communication among participating
nodes. Further, the availability of multiple channels and
frequent channel switchesadd to the complexity of route
selection.Knowledgeof the global network topologycan be
used to solve the above-describedproblems.In this paper,
we propose a distributed algorithm for gathering global
network topologyinformation for a CR network. We outline
approachesthat utilize the gatheredtopologyinformation for
MAC-layer con�guration and ef�cient routing of packets.
In addition, situation awarenessis achieved by sharing the
physical location information among the nodesin the net-
work. The proposedalgorithm determinesthe global network
topology in �����	��
 timeslots, where � is the maximum
number of nodesdeployed.With 80 available channels for
communication,the algorithm terminateswithin ��
�� second.

I . INTRODUCTION

Cognitive Radio (CR) technology[11] offers a new
mechanismfor �e xible usageof radio spectrum.Even
though the number of available frequency bands is
decreasing[6], considerableportions of the frequency
spectrumat a givenplaceat any given time arenot fully
utilized [7], [16]. The CR approachallows secondary
users to operate in such under-utilized licensed fre-
quency bandsin an intelligent way without constraining
the privileges of licensed(primary) users[16]. A CR-
enabledsecondaryuser (referred to as a node in the
rest of paper) is capableof periodically scanningand
identifyingavailablechannelsin thefrequency spectrum.
Channelc is said to be available if a secondaryuser
cantransmitandreceive messageson c for a reasonable
amountof time without interferenceto/from the primary
users.Defenseandrelief operationscouldgreatlybene�t
from such a communicationinfrastructure.As the set
of available channelscould changeover time and from
oneregion to another[7], it is necessaryto usedynamic
channelassignmentschemesfor communicationamong
the CR nodes.

�

Supportedin part by NSF CAREERgrantno. CCR-0093411and
by STTR Grantsfrom NIST andONR.

In a CR network,eachnodescansthe radio spectrum
and determinesthe set of available channelsindepen-
dently. This gives rise to the following MAC-layer
issues:

(i) How do nodesidentify their neighborsandcommu-
nicatewith them?

(ii) How do nodesdecideon the setof channel(s)that
can be used for communicationacrossthe entire
network?

In this paperwe addresstheabove-mentionedissuesand
proposea distributedMAC-layer con�guration scheme.
We also consider the problem of routing in a CR
network. As opposed to traditional networks, a CR
network hasthe ability to use multiple communication
channelswithin the samenetwork.Sincetransmissions
on different channelsdo not interferewith eachother,
usingmultiple channelsin parallelincreasesthenetwork
throughput.In a CR network, the numberof available
channelsis not �x ed and the available channelscan be
anywherein theentirespectrum.This is in contrastto the
existing useof multiple channels,wherethe numberof
channelsandtheir positionsin thefrequency spectrumis
�x ed.Whenthenetworkhastheability to utilize multiple
channels,traditional routing metricssuchas numberof
hops,congestion,energy usedetc., are not suf�cient to
makecorrectroutingdecisions.A CRnetworkintroduces
somenew routemetricsfor a link. Theseinclude:

1) Numberof channelswitchesalonga pathfrom the
sourceto destinationnodes.

2) Frequency of channelswitcheson a link. In a CR
network,thereis no guaranteethat a channelwill
be available for use for the entire communica-
tion duration betweentwo nodes.A channelcan
becomeunavailable due to the return of primary
user or due to congestion.If a channelbecomes
unavailable on a path, then that link will be con-
sideredbrokenandall thepacketsfor that link will
be dropped.Therefore,it is importantto consider
how often a channelbecomesunavailable on a
link while computingthepathbetweensourceand
destinationnodes.



A. Motivation

Wireless communication among nodes in a CR-
network can be facilitated by (i) a channelcommonto
all the nodesto exchangecontrol information,(ii) a set
of channelsat eachnode that it can use to exchange
datawith its neighbors,(iii) the ability to determineand
use an alternateglobal control channelif the original
control channel is jammed, and (iv) a mechanismto
determineef�cient routesbasedonthechannelsavailable
on eachlink in the network.Eachnodein the network
is initially assumedto be aware of a globally common
controlchannelandthesetof channelsavailableto itself
for data communication.The set of channelsthat the
node then usesfor exchangingdata with its neighbors
caneitherbe a setcommonto all nodesin the network
(referredto astheglobal channelset, � , in this paper)or
a setthat is commonto its k-hopneighborhood(referred
to asthek-local channelset, ��� , in this paper).Notethat

������� , where � is the diameterof the network.The
incentivesfor �nding the set � are the following:

� At the site of a natural disasteror in a military
operation, multiple groups of nodes that handle
speci�c (and most likely separate)functionscould
be deployed.Control informationamongthe nodes
in eachgroup shouldpropagatewithout any inter-
ference from other groups in the vicinity. Thus,
eachgroup needsto choosea unique channelfor
communicationamongits members.Notethata few
nodesin eachgroupcouldactasgatewaysfor inter-
groupcommunication.

� Switching from one channelto anotherresults in
non-zerodelay. This channelswitching delay de-
pendson the relative positionsof the two channels
on the radio spectrum.For example,tuning delays
could be of the order of ���! for a �#"%$�&('

stepin the frequency range )*"!$+&(' - ,.-/&(' [5].
By using a single globally common channel for
communication,such switching overheadscan be
avoided.

� For mobile adhoc networks(MANETs), wherethe
network topology changesdynamically, a globally
commonchannelfor communicationamongall the
nodesis preferable([12], [15]) and numerousre-
searchersin the MANET communityhave assumed
this model.

� If the globally commoncontrol channelbecomes
unavailable, one of the channelsfrom � can be
selectedas the new control channel.

The reasonsfor �nding the set �
� are the following:

�

� may be an empty set. However, that does not
preclude data communicationamong the nodes.

Note that a non-empty �10 at each node in the
network is suf�cient for effective communication.

� Goodutilizationof availablechannels.Usinglocally
commonchannelsenablesparallel communication
among nodes in close proximity if they employ
different frequenciesto avoid interference.

Determining � , and �2� for any arbitrary 3 can be
doneeffectively by providing the nodeswith the global
network topology. In addition, by exchangingGPSpo-
sitional data among nodes, each node can be made
awareof the physicallocation of the othernodesin the
network.This informationis particularlyusefulin hostile
andchaoticenvironmentssuchas urbanwarfare,where
correctlyidentifying a friend from a foe is of paramount
importance.

B. Our contribution

Let 4 be the total numberof possiblenodesand $

be the total number of possiblechannels(in addition
to a control channel)the nodescan operateon. In this
paper, we proposea MAC-layer con�guration protocol
thatenablesthenodesto dynamicallydiscover theglobal
network topology in a distributed manner, provided all
nodesare aware of 4 and $ . We also presentrouting
strategies based on the number of channel switches
along a path and frequency of channelswitchesover
a link. The proposedMAC-layer con�guration requires

576

498�: timeslots. For as many as ;<" nodes1 and =�"

channels[13] andthe timeslotdurationbeing "?>A@ msec,
the con�guration protocol terminatesin "?>A= second.As
a byproductof our algorithm,situationawareness(SA)
datais alsopropagated.

Key contributionsof this paperare:
� The proposedMAC-layer con�guration algorithm

enablesnodesto dynamically discover the global
network topology and physical location of each
nodein thenetwork.Thephysicallocationis useful
for SA.

� The con�guration algorithm identi�es the set of
channelsthat are commonto all the nodesof the
network.

� The proposedrouting strategy enablesthe use of
routing metrics such as the number of channel
switchesalong a path and frequency of channel
switchesover a link for �nding “best” routesand
thusaddressesconstraintsuniqueto CR networks.

The rest of this paper is organizedas follows. Sec-
tion II presentsthe systemmodelandassumptions.The
proposedMAC-layer auto-con�guration protocol and
routing strategies are describedin detail in SectionIII.

1In an army, a platoonconsistsof aroundforty soldiers([4], [2]).
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We discussalternatives to the proposedprotocol for
certainscenariosin SectionIV andSectionV concludes
the paper.

I I . SYSTEM MODEL

Throughoutthis paper, we considera mobile multi-
hop wirelessnetworkformedby a groupof CR-enabled
nodes.

A. Nodecharacteristics

Weassumethat 4 is �x edandknown apriori to all the
nodesin the network.This assumptionis justi�ed asthe
applicationsunderconsiderationare military and relief
operations,wherethe maximumnumberof soldiersin a
platoonor themaximumnumberof �remen assignedfor
a relief task is known a priori. The identitiesof nodes
areuniqueandarepre-assignedfrom therange BC��>D>#>E4GF .
Thenodesareassumedto beGPS-equipped[9] to enable
physical location awarenessand time synchronization
amongnodes.This is a reasonableassumptionconsider-
ing thatit hasbecomea standardprocedurefor personnel
involved in military and disaster relief operationsto
carry devices that have GPScapability ([8]). Eachnode
is equippedwith one con�gurable HJIKIKIL=�"*)?>C���#M [3]
wireless card in addition to a transceiver capableof
operatingover the frequenciesavailable for a CR net-
work. The HJIKIKIN=�"�)?>O���#M cardsprovide the nodeswith
a globally commoncontrol channelthat the nodesare
aware of as soon as they are turnedon. The cardsare
con�gurablein thesensethat they will usea contention-
free slotted schemefor communicationinsteadof the
usualcontention-basedschemeemployedby suchcards.
Pleaserefer to SectionII-C for thedetailsof thescheme.

B. Mediumcharacteristics

The communicationmedium is assumedto be loss-
free. In a lossy environment,the proposedalgorithm is
assumedto runon topof a reliablecommunicationmech-
anism.Let PRQTS#UWVX�ZY#[�0T\][

8

>#>#>^[`_.a betheuniversalset
of channelsthatarepotentiallyavailableto a nodein the
CR network.Thus, $b�dc PRQTSDUWVec . We assumethat PRQTS#UWV

is known a priori to all the nodesin the network. For
example,PRQTSDUfV canbecomposedof a setof =�" channels
in the , - @(-/&(' frequency range.A unique identity is
assignedto every channeland the identitiesare known
in advanceto all nodes.In addition to the channelsin

P/QTS#UWV , a separatecontrol channelis usedfor exchanging
control messages.
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Fig. 1. Operationcycle of the network

C. Networkoperation

At any given instantof time,nodesin theCR network
are operating in either of the following two modes:
(i) control channelbasedMAC-layer con�guration and
normal operation, or (ii) normal operation only. The
nodesrepeatMAC-layercon�guration protocolevery m

time units, as illustrated in Figure 1. The time instant
at which eachexecution of the con�guration protocol
is invoked is assumedto be known a priori to all the
nodesin the network. Such an assumptionis feasible
becauseof the presenceof GPScapability in the nodes.
Thevalueof m couldbehard-wiredinto thenodesor set
just beforedeploymentof the nodes.During the MAC-
layer con�guration operation, nodes use customized

HJInIKI�=�"�)?>O���#M cardsfor exchangingcontrol messages.
Employing HJInIKIb=�"�)?>C�*�#M cards ensuresthat every
nodeis tunedto the samecontrol channelduring MAC-
layer con�guration operation.Thesecardsare specially
con�gured to use TDMA-basedslotted mechanismin-
steadof thestandardCSMA/CA protocol.During MAC-
layercon�guration,nodeslearntheglobalnetworktopol-
ogy aswell asthe global channelset, � . Nodebehavior
during normal modeof operationis comparableto that
of a nodein othermulti-hop wirelessnetworks,suchas
MANET [17] or meshnetworks[10]. We require that
thenodesinvokethe MAC-layercon�guration operation
every m time units to maintainaccuracy despitechanges
in network topology, changesin channelavailability set
maintainedby individualnodes,and/ornodemovements.
Whena CR nodeis turnedon, it remainssilentuntil the
�rst executionof the MAC-layercon�guration protocol.

I I I . MAC-LAYER CONFIGURATION AND ROUTING

During MAC-layer con�guration, time is split into
intervals referred to as framesas shown in Figure 1.
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Eachframe is further divided into 4 timeslots, eachof
equal length. The slot assignmentfor a node,say o , is
donein advanceaccordingto its identity. For simplicity,
we assumethat the identity of node o is o . Node o is
allowed to transmit during the oEp�q slot in each frame
(seeFigure 1 ) andall othernodesare in receive mode
(during the o

p�q slot). This ensuresthat every nodein the
network getsone chanceto transmit without collisions
during eachframe.

A. Data structures

The following datastructuresaremaintainedat every
node o :

r

HJ�

U An 4 -elementarrayof nodeidentities
P

U An arrayof 4 elementswherethe s

ptq element,
P

U

u correspondsto the channelavailability set
of node s asknown to node o

v

�xw

U An arrayof 4 elementswherethe s

ptq element,
v

�xw

U

u correspondsto the adjacency list of node
s asknown to node o

-/y�z

U An arrayof 4 elementswherethe s

ptq element,
-/y�z

U

u correspondsto the GPSlocation of node
s asknown to node o and is a @ -tuple of the
form {%|}M*~•o€~••ƒ‚J„�\…|}M�~†o}~†•ƒ‚J„n‡ˆ„#�!o^ ]‰ƒ‡ˆ„#Š‹„�\

|}ŒŽ•••ƒo}~†•ƒ‚J„�\`|}Œ‹••••o€~••ƒ‚J„/‡ˆ„#�!o^ ]‰ƒ‡ˆ„#Š‹„�\…‡ƒ„#o‘••‡•~“’

2

� Global channelset

P

U

U

and -/y�z

U

U

of every node o arepopulatedas a boot-
strapprocessprior to the initiation of the con�guration
protocol. Initially,

r

HJ�

U

U

�”o ,
r

H<�

U

u

�–•��!—�sd˜ �”o ,
P

U

u

�š™K—!s›˜ �No and -/y�z

U

u

�N™R—›s!˜ �šo .

B. MAC-layer con�guration

1 2 N
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k

A
k

ADJ i

k
GPSi

k
i

Fig. 2. Packettransmittedby nodei

Every node o transmitsa packetof the form illustrated
in Figure 2 during o

p�q timeslot of each frame. The

2Latitude, œ ddmm.mmmm• , where d and m representdegrees
and minutes respectively; latitude hemisphere(N/S); Longitude,

œ dddmm.mmmm• ; longitudehemisphere(E/W) andheight,[-9999.9,
99999.9][1].

transmittedpayloadis dividedinto 4 segments.Segment
3 correspondsto whatnode o knowsaboutnode3 . At the
time of transmission,if node o is unawareof node3 , then
thecorrespondingsegmentconsistsof asequenceof zero
bits. This is referredto as z�IK-/" . During the remaining
time slots of a frame, node o is in the receive mode.
At the end of eachframe, node o updates

r

HJ�žU , P/U ,
v

�ŸwJU and -/y�z U by using eachpacketreceived during
that frame. For a packetreceived from node s , node o

updatesits datastructuresas follows:
begin
for 3¡�¢� to 4

If 3Jp�q received segment ˜�¢z£In-R" and
r

HJ�

U

�

�¢•�� ,
then

r

HJ�

U

��¤

3

P

U

� ¤

P

u

�

v

�xw

U

�

¤

v

�xw

u

�

-/y�z

U

�

¤

-/y�z

u

�

end
Thus,at the endof 4 frames,eachnode o knows the

availability sets,GPSlocationsand adjacency informa-
tion of all thenodesin thenetwork.Node o thensetsthe
global channelset � to ¥§¦

uš¨ª©

�2«

¬]­

®ª¯

0

P

U

u andconstructs
the global network topology basedon received data.
The datastructuresareresetto their initial valuesevery

m time units before the initiation of the con�guration
algorithm.This is doneto ensurethat the datastructures
are properly updatedand retain only the information
obtainedfrom the latest execution of the con�guration
protocol.

C. Complexity analysis

The channelavailability set and adjacency list infor-
mation of each node requiresa total of $ bits and

4 bits respectively. The number of bits required for
the GPS positional data of each node can be calcu-
lated as follows. The latitude information is sent as
the binary equivalent of the integral number obtained
as

6

‚J‚x°±�!�(>²�!�!�!�!³�´�"�:Kµ��#"‹¶ (see Section III-A
for explanation). Since the maximum possible value
is ·*"�"�"�"�"*"�" , the binary representationof latitude will
require )�¸ bits. Similarly, the longitude information is
sent as the binary equivalent of the integral number
obtainedas

6

‚<‚J‚¹°š�!�(>A�!�!�!�!³�´�"�:£µ%�D"

¶ . Here, the
maximumpossiblevalue is �#=�"�"�"*"�"�"�" andwill require

)�= bits in binary representation.The latitudeand longi-
tude hemispheresinformation are eachsentas one bit.
The height information is sentas the binary equivalent
of a ´ -digit integer with a maximumvalue of ·�·*·�·�·�· .
This will require )?� bits including the sign bit. Thus,
the GPSlocation information of a single noderequires
a total of ¸�= bits ( )�¸…°N�2°%)*=`°N�2°%)?� ). For 4º��;<" ,
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$ � =�" , during each timeslot, a total of ¸�·�)*" bits
[ c

6

-/y�z»U¼c}°!$½°!4(:?¾E4¿�

6

¸�=À°!=�"ª°x;<"�:?¾};J" ] needto be
transmitted.At a transmissionrate of @‹; Mbps [3], this
information can be transmittedin about "?>O�#@ msec.To
accountfor the preamblerequiredto establishmessage
bit synchronization,andguardbandsfor synchronization
errorandpropagationtime [3], wewill assumea timeslot
durationof "•>A@ msec.The MAC-layercon�guration op-
erationrequires4 frames( 4(8 timeslots)for completion.
Thus, the running time of the MAC-layer con�guration
operationis �#´�"*"KÁÂ"?>A@¡�! D„#Ã`�N"•>A=¡ #„DÃTŒ‹•Ä‚J .

D. Routing

Basedon the global topology information collected,
eachnode can computethe “best” routes to all nodes
in the network. In addition to using the number of
hopsas metric for route selection,we proposethe use
of other routing metricsmentionedearlier in the paper
such as the numberof channelswitchesalong a route
and/orfrequency of channelswitchesover a link. Based
on the thesetwo metrics,we proposetwo new routing
strategies.

1) Routing basedon minimum latency: Considera
node o along the path from sourceto destination.
If the incoming and outgoinglinks of node o use
different channels,then thereis a channelswitch
at node o . A channelswitch incurssomeoverhead
and increasesthe latency and end-to-enddelay.
The time requiredfor a channelswitch depends
on the relative positionsof the two channelson
theradiospectrum.Switchingtakesnegligible time
if the two channelsare very closeto eachother;
otherwise,the switching time can be signi�cant.
Note that the shortestpath in termsof the number
of hopsmay not alwaysyield the pathwith min-
imum numberof channelswitches.On the other
hand, a path with minimum number of channel
switchesmay be very long for practicalpurposes.
Therefore,the route computationhasto be based
on a trade-off betweenthe length of the pathand
the numberof channelswitches.Using the global
topology informationcollectedduring MAC-layer
con�guration process,a sourcenodecancompute
the routeto destinationasthe paththat minimizes
the overall latency. Overall latency of a packet
transmissiononapathcanbecomputedasfollows.
Supposea path, y , from sourcenode z£Å…[ to
destinationnode �ŸzÆm , consistsof ‚ hops and

 channelswitches.Let ~

qTÇ€È

and ~†É}Ê be the 1-
hop propagationdelay and channelswitch delay
respectively. Thenthe overall latency, mªË²Ì

p

of y is

given by

mÀËAÌ

p

�N‚	µ!~

qTÇ€È

°% �µ!~†É}Ê

The sourcenode will select the path with mini-
mum m Ë²Ì

p

and forward the packetto the next hop
node along the selectedpath3. Since every node
knows the global topology, the next hop nodecan
performpathcomputationfrom z£Å…[ to �ŸzÆm in-
dependently. The fact that all nodeshave identical
data(at the endof eachMAC layer con�guration
period)ensuresthat thereis no inconsistency and
there will be no loops when packetsare routed
using the resultsof the routing algorithm.

2) Routing basedon frequencyof channel switches
over links: To account for the possibility of a
link becomingunusable,every node maintainsa
weightedaverageof the duration for which each
channel is available along each outgoing link.
Based on the weighted averagesmaintained,a
node can compute the probability of a channel
being available on a link. Every time a node
has a packet to transmit, it selectsthe channel
with the highest probability3. Since every node
makesa local decisionabout the channelto use
for transmission,this strategy might result in a
path with high numberof channelswitches.The
appropriatestrategy would be to usethis approach
in conjunctionwith the routing schemedescribed
earlier.

E. SituationAwareness

The commonly usedde�nition for Situation Aware-
ness (SA) is “the perceptionof the elementsin the
environment within a volume of time and space,the
comprehensionof their meaningand the projection of
their statusin the nearfuture”[14]. SA is importantfor
effective decisionmaking and performancein warfare
and emergency rescueand relief operations,whereCR
networksare likely to be deployed.During the MAC-
layer con�guration protocol describedin this paper,
besidesexchangingnetworktopologyinformation,nodes
also propagateGPS positional data. Thus, every node
in the network is aware of the physical locations of
othernodesin the networkandcanbe said to possessa
limited amountof SituationAwareness.This information
could be extremely useful in military operations in
chaoticenvironmentswheredistinguishinga friend from
a foe is a majorchallenge.Recentfriendly-�re incidents
involving U.S troops and its allies in Afghanistanand

3Thetransmittingnodeinformsthereceiving nodeon whatchannel
the packetwill be transmittedby using the control channel.
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Iraq that have resultedin tragic lossof livesunderscore
the importanceof SA. Note that the periodicre-running
of theMAC-layercon�gurationprotocolensuresthat the
physicallocation information is fairly up-to-date.

IV. DISCUSSION

Althoughthe @ GHz bandemployedby =�"�)•>C���#M is not
as heavily usedas the )?>�; GHz bandusedby the more
popular =�"�)•>C���#Í and =�"*)?>C����• standards,theremight be
situationswhere the =�"�)?>O���#M cardsmay not be usable
or may even be deliberatelyjammed.In suchscenarios,
the auto-con�guration protocol describedin [13] can
be used.The protocol describedin that work assumes
that the nodesare equippedwith only one transceiver,
which is effectively the casewhen the =*"�)?>C���DM bandis
jammed.At any given instantin time, the nodescanbe
engagedeitherin auto-con�gurationoperationor normal
operationandnot both.The auto-con�gurationprotocol
determines� in

576

4Î¾

6

$Ï°N�x:]: timeslots,where �

is the diameterof the network. The auto-con�guration
protocolconsistsof two phases.The secondphase( �x4

timeslots) is almost identical to the protocol described
in this paper. The main differenceis that insteadof all
nodestransmittingon a singlecommoncontrol channel
in their respective timeslots,eachnodetransmitson the
channelthat is commonto itself andits neighborsi.e. a
channelin �10 . The �rst phase( $�4 timeslots)involves
determining �10 at every nodeand propagatingit to its
neighbors.Thedetailsof theauto-con�gurationprotocol
appearin [13].

V. CONCLUSION

In this paper, we addressedthe MAC-layercon�gura-
tion androutingproblemin a CR networkandpresented
a distributed algorithm for obtaining global network
topologyandphysicallocationof nodesin the network.
We assumedthat nodes have no prior knowledge of
their neighborhoodand are aware of a globally com-
mon control channel.Using our algorithm,all nodesin
the network determinethe global network topology in

576

4

8

: timeslots. For reasonablenetwork deployment
scenarios,the time taken is less than a second.Nodes
coulddeterminetheglobalchannelsetusingthenetwork
topology information. In scenarioswhere this set is
empty, the proposedalgorithm enablesevery node to
computethe set of channelsthat is common to itself
and all other nodes within its 3 -hop neighborhood.
Suchlocally commonchannelsetsfacilitateestablishing
communicationinfrastructureamong subsetsof nodes
connectedthroughgateways.We also proposedrouting
strategies using metricsthat are particularly relevant to
CR networks.A byproductof our algorithm is that SA

information is readily available to all the nodesin the
network.
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