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Researchers in telesurgical robotics and security collaborated to develop the Secure ITP, a security enhance-
ment to the Interoperable Telesurgery Protocol (ITP). The ITP defines the structure for communication be-
tween telesurgery robots and controllers and has been adopted and tested by fourteen research groups in
telesurgical robotics. The Secure ITP uses open source software tools and follows guidelines in Federal Infor-
mation Processing Standards (FIPS) documents published by the National Institute of Standards and Technol-
ogy (NIST) to create asecurity enhancement prototype for demonstration purposes and tofacilitate the
development of new security technologies which addressthe stringent requirements of telesurgery.
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1. Introduction

Next generation surgical robots under development at the Univer-
sity of Washington BioRobotics Laboratory (BRL) and at SRI Interna-
tional will allow surgeons to perform robotic based Minimally
Invasive Surgery (MIS) remotely [1,2,3]. Teleoperated surgical robots,
or telesurgical robots, will allow highly trained medical personnel to
provide skilled care from distant locations [1,3]. This capability may
be used in civilian settings to allow surgeons to care for patients in
underserved remote locations or in disaster areas. Ultimately, telesur-
gical robots will be deployed into the battlefield to provide nearly im-
mediate medical assistance to wounded soldiers [1,2].

These possibilities cannot be realized without developing telesurgi-
cal robots specifically to function securely. The University of Texas at
Dallas (UTD) collaborated with the BRL to develop a security enhance-
ment to the Interoperable Telesurgery Protocol (ITP). The ITP standard-
izes communication between telesurgical robot hardware (slaves) and
telesurgical robot controllers (masters) so that slaves may interchange-
ably operate different masters [4,5]. Fourteen telesurgery research
groups have adopted the standard and participated in a successful test
of interoperability conducted by the BRL [6]. The Secure ITP addresses
security issues for ITP based telesurgical robots allowing security to be
deeply implemented in these complex cyberphysical systems. It ad-
dresses four security elements: communication, authentication, autho-
rization, and security policy development and enforcement.
The project uses software to simulate the hardware and unmodi-
fied control code from the BRL's RAVEN telesurgical robot [7] (see
Fig. 1). OpenSSL provides several security tools for used to begin the
development the Secure ITP.
2. Background

Surgical robots, such as the daVinci® by Intuitive Surgical Incorpo-
rated of Sunnyvale, CA, are being used for a growing number of sur-
geries. These robots allow surgeons to perform Minimally Invasive
Surgery (MIS) by indirectly controlling MIS instruments using robotic
manipulators. Non-robotic MIS sometimes requires surgeons to place
the surgical instruments in difficult and uncomfortable orientations
in order to access the surgical site. The arms of a surgical robot may
be placed in any configuration to reach the surgical environment.

Surgeons manipulate the surgical environment from a control con-
sole by using a controller and by viewing the surgical environment on
a monitor. This abstracts surgery to the exchange of information be-
tween the surgeon and robot through the controller station and renders
the physical location of the surgeon virtually irrelevant [3].

Federal Food and Drug Administration approved surgical robots are
not designed for teleoperation, but have been modified to allow sur-
geons to teleoperate the robot. One telesurgery has beenwell documen-
ted, but far from common [8]. Next generation surgical robotics
research seeks to develop surgical robots specifically for telesurgery.

The BioRobotics Laboratory at the University of Washington has
developed the RAVEN, a next generation telesurgical robot prototype
[9]. SRI International has also developed a next generation telesurgi-
cal robot, called the M7. Both the RAVEN and M7 prototypes have
been teleoperated in functionality experiments over dedicated
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Fig. 1. Themonitor on the left displays a graphical representation of the simulated RAVEN
surgical robot pose in the upper screen and ITP communication information for the slave
in the lower screen. The laptop on the right displays the ITP communication console for
the telesurgery master which transmits position data from the two Falcon® haptic
displays.

1 Video is currently handled outside the ITP.
2 The PlugFest 2009 event to test the interoperability of ITP communication was con-

ducted at 100 Hz.
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communications networks and the public Internet by surgeons using
master controllers located thousands of miles away [1,10].

The Army Telemedicine and Advance Technology Research Center
(TATRC) and the DARPA Trauma Pod programs seek to develop tele-
surgical robots for military applications, including deployment to
the theater of battle [1,2]. Telesurgical robots will also benefit civilian
medicine by allowing highly specialized surgeons to intervene where
typically they could not; or by allowing groups of surgeons to provide
care in disaster areas where their physical presence would place
greater strain on scarce local resources. The feasibility and usability
of telesurgery in these scenarios, however, depends not only on the
design of the robot mechanism and timely communications, but
also the ability for telesurgical robots to function securely in un-
known and possibly adversarial environments.

The BRL and SRI research groups are collaboratively developing a
communications standard for telesurgery called the Interoperable Tele-
surgery Protocol (ITP). The standard specifies how themaster and slave
components communicate. It allows master and slave devices to oper-
ate interchangeably and it also allows independent development of
master and slave devices. The protocol is still under development, how-
ever, fourteen telesurgical robot projects have adopted the protocol and
participated in a successful test of interoperability [6].

Cyberphysical systems, such as telesurgical robots, have been
identified by the Department of Homeland Security (DHS) as a class
of devices which must develop hardware, software and security con-
currently [11]. The decision by developers to transmit unencrypted
live video data from the Predator drone exemplifies the need for the
independent but concurrent development of security commensurate
with the task and environment [12]. Knowing that seemingly safe
systems assumed to be beyond the reach of adversaries still fall victim
to attack; that telesurgical robots are specifically designed to be
deployed to diverse and uncontrolled environments, and that security
is best developed by security experts concurrently with hardware de-
velopment indicates the need for developing security for telesurgery
now.

3. Project description

The Secure ITP draws on established security guidelines to provide
a proof of concept prototype and security framework for security in
telesurgical robotics. The security measures and secure communica-
tion links for ITP based communications work in concert with the
unmodified ITP communication. The Secure ITP established a
framework which allows new security technology for telesurgical ro-
botics to be developed concurrently with, but independent of the ro-
botic hardware.

Leveraging the existing ITP standard to build the security solution
without external dependencies facilitates the adoption of the Secure
ITP by many projects already using the ITP. The open source software
package, OpenSSL, provides tools for creating secure communication
links and to provide other types of security for the telesurgical robots.

The Secure ITP applies authorization levels to the telesurgical mas-
ter and slave hardware through the use of certificates used to authen-
ticate the devices for secure communications. These same types of
certificates also provide authentication and authorization for the sur-
geon and patient. The authorization levels allow security policies to
be defined to demonstrate the need for thoughtful and complete se-
curity solutions to meet the specific needs of telesurgery.

As more advanced security techniques and tools are created to
meet the requirements of telesurgery, they will replace the existing
implementations in a manner nearly invisible to the telesurgical ro-
bots researchers. Regardless of future innovations, all security mea-
sures will be provided by the Secure ITP instead of external tools.
New and specifically designed security technology will be provided
by the Secure ITP which meet the technical requirements of telesur-
gery that current standards and technology cannot meet. Providing
the security for telesurgery in a single software package simplifies
its implementation and minimizes the possibility of misconfiguration.

3.1. Communications

The ITP protocol specifies two communications channels between
the surgical robot master and slave [5]. One is a Transmission Control
Protocol (TCP) based supervisory channel which requires all commu-
nications reach the destination, but is tolerant to moderate delay. The
second channel carries the commanded inputs from the master to the
slave and information from the slave back to the master.1 This chan-
nel transmits data every millisecond.2 The data on this channel must
experience minimal delay, but is resilient to small amounts of inter-
mittent packet loss and therefore uses the User Datagram Protocol
(UDP).

Transport Layer Security (TLS) is the protocol suggested by the
National Institute of Standards and Technology (NIST) for secure
communication over TCP [13]. This is the TCP based protocol used
for secure web transactions. Datagram TLS (DTLS) is a form of TLS
adapted for use with UDP communication. The Secure ITP uses TLS
and DTLS to Secure ITP communication on the corresponding chan-
nels (see Fig. 2).

TLS and DTLS communication may use any of a number cipher al-
gorithms, however, the Secure ITP only uses of the Advanced Encryp-
tion Standard (AES) to encipher communication between the master
and slave. The National Security Agency has published a policy that all
key lengths specified in the published AES standard (128, 192, and
256 bits) may be used to protect information classified up to and in-
cluding the level of SECRET and key lengths of 192 and 256 bits are
adequate to protect information classified up to and including TOP
SECRET [14]. Enciphering the communications between the telesurgi-
cal robot master and slave using AES protects the privacy and integri-
ty of the transmitted data to a level commensurate with both
operational military and civil environments and can be accomplished
using currently available computing hardware.

New secure communication technology specifically for telesurgery
is becoming available [15]. This technology attempts to provide the
same level of privacy and integrity as AES based TLS and DTLS while
using less computational resources and increasing redundancy and



Fig. 2. Communication between the telesurgical robot master and slave requires two
channels. One channel uses TCP and TLS, while the other channel uses UDP and DTLS.

Fig. 3. The telesurgical robot master and slave devices exchange certificates for each
device to authenticate the other.
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robustness. Because of the modularity for the Secure ITP framework,
this technology could be used replace TLS and DTLS communication
in the Secure ITP when functionality is verified. Any ITP based project
using the Secure ITP will then be able to take advantage of this new
communication technology by updating the Secure ITP framework
in their project with minimal disruption.
3.2. Authentication

The TLS and DTLS protocols use X.509 certificates for authentica-
tion. These certificates contain identity information about the certifi-
cate holder. A Certificate Authority (CA) digitally signs a certificate to
verify the authenticity and to prevent any alteration of the certificate.
In the Secure ITP specification, all parties exchange certificates to
allow each to verify the authenticity of the others3 (see Fig. 3). All
parties to a telesurgery are provided with the root certificate from
the CA which contains information used to verify the signatures.

Besides the master and slave devices, the surgeon and patient are
authenticated using certificates. Other surgical resources will soon be
authenticated using this X.509 certificates (e.g. medical support staff,
medical instrumentation, surgical instruments, medications, etc.). The
need to authenticate resources formally increases for telesurgery and
certificate based authentication addresses this need.
Table 1
Authorization levels and corresponding acceptable uses currently defined for master
and slave devices by the Secure ITP.

Authorization level Acceptable uses
3.3. Authorization

Version three of the X.509 certificate specification (X.509V3) defines
certificate extensions. Extensions expand x.509 certificates to include
custom information. The Secure ITP defines a custom field to assert an
authorization level for the certificate holder. For instance, the certificate
presented by amaster to the slavemay indicate that the surgical robot is
intended for non-human surgery only. Security policieswill dictate how
to use this information for security (see Section 3.4). Preliminary autho-
rization levels which exist at this time include MAINTENANCE, NON-
SURGICAL, NON-HUMAN, HUMAN, and OVERRIDE to indicate the ac-
ceptable uses for master and slave devices (see Table 1).

Authorization for other devices can be included in the X.509 certifi-
cates assigned to them. For instance, an authorization level for a sur-
geon could indicate the surgical procedures the surgeon may perform
or the maximum time delay the surgeon may tolerate in telesurgery.
A certificate for a patient can include specific procedure to be per-
formed, allergies, and even the authorized surgeons. Assumptions like
these acceptable for local surgery require formal, standard and system-
atic protocols in telesurgery.
3 Typical implementations, as in secure web servers, authenticate the server with a
certificate and the client with a username and password pair.
3.4. Security policies and enforcement

Authentication, authorization levels and policy enforcement are
critical for secure operation of telesurgical robots. Security policies
and enforcement mechanisms exist currently only as proofs of con-
cept in the Secure ITP. Preliminary authorization levels for the master
and slave devices form the basis of preliminary security policies. For
instance, the authorization levels of the master and slave must be
compatible for the surgical robot to be used (see Tables 1 and 2).
Other information may also be included in an X.509V3 certificate to
facilitate security policy development.

The Secure ITP project provides a Certificate Authority tool to gener-
ate certificates with the custom fields for telesurgery used to authenti-
cate and determine authorization levels of the entity bearing the
certificate. It also generates the root certificate whichmust be distribut-
ed to all devices participating in Secure ITP operation to allow them to
verify certificates.

Future methods for creating a secure telesurgical robot are expected
to grow beyond this preliminary development. Software attestation
techniques developed for the demanding telesurgery environment
will become part of the Secure ITP once functionality is verified [16].

4. Discussion

The Secure ITP draws upon established security techniques and le-
verages the existence of a commonly used robotic telesurgery specific
communication protocol to begin development of security of telesur-
gery. The result illustrates the need to develop security specifically for
telesurgery and the need to develop that security concurrently with
the development of the robotic telesurgery cyberphysical systems.

While the Secure ITP uses well known standards for secure commu-
nication, these protocols only ensure privacy and information integrity
on individual communication channels. The communication between a
telesurgical master and slave will require a highly robust, redundant
MAINTENANCE Maintenance only
NON-SURGICAL Testing and maintenance
NON-HUMAN Non-human medical
HUMAN Human medical
OVERRIDE No restrictions

image of Fig.�2
image of Fig.�3


Table 2
The table shows preliminary security policies concerning the combinations of authori-
zation levels for master and slave devices. M=MAINTENANCE, N S = NON-SURGICAL,
N H = NON-HUMAN, H = HUMAN, O = OVERRIDE, ✓ = Compatible, ✗ = Not
Compatible.

Master

M N S N H H O

Slave M ✓ ✗ ✗ ✗ ✓

N S ✓ ✓ ✗ ✗ ✓

N H ✓ ✓ ✗ ✗ ✓

H ✗ ✗ ✗ ✓ ✓

O ✓ ✓ ✓ ✓ ✓
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and secure communication link. A protocol to meet these requirements
does not yet exist. A new communication protocol which begins to ad-
dress requirements specific to telesurgery is currently under develop-
ment [15]. The Secure ITP also functions as a framework to allow new
technology protocols, such as this one, to be developed independently
and implemented once mature. Telesurgical robotics researchers may
immediately benefit from the new security technology.

Authentication and authorization measures provided for the Secure
ITP by the X.509 standard also requires further development to address
telesurgery. Time stamping or similar method will be added to the Se-
cure ITP protocol to address the time based security needs of telesurgery.
Also, a means to track the number of uses of surgical instruments which
may only be used a fixed number of times will need to be developed. An
infrastructure to accommodate these security measures must be created
to accompany these tools. It is possible that new technology may be
developed that does not resemble X.509V3 and it could be adoptedwith-
out impacting development of the robotic systems.

Security policies for telesurgery must be developed which are not
only sound from a security perspective, but they must also be com-
patible with surgical and operating room practices and not impact
the technical performance of a complex telesurgical cyberphysical
system. The described policies illustrate the need for development
to begin now. Policies must establish how many aspects of a telesur-
gical robot, and telesurgery will function. It must accommodate
future aspects of telesurgery, such as telementoring, and respond to
compromise and failure and policy enforcement must adapt to the
situation and be understandable by surgeons with limited security
training. All this must be accomplished without distracting the
surgeon from the primary task of surgery.

Software and hardware attestation and verification are aspects of
security in telesurgery which recent development of the Secure ITP
has only begun to address using OpenSSL tools. Current development
further demonstrates the need for these tools and provides the frame-
work for future development. Research applicable to telesurgery for
advanced software integrity verification has begun [16]. Methods of
hardware verification and attestation, however, remain unaddressed.
An initial framework for these tools being developed for the Secure
TIP will allow robotics researchers to accommodate the architecture
such methods and measures may require during hardware develop-
ment as well as for use in security policy development.
5. Conclusion

The University of Texas at Dallas collaborated with the University
of Washington to implement a security enhancement to the Interop-
erable Telesurgery Protocol. The Secure ITP provides a proof of con-
cept and a framework for the future development of advanced and
dedicated security to meet the stringent requirements of the telesur-
gery environment. It currently implements secure communication,
authentication, authorization and preliminary security policies and
enforcement based on published standards. This preliminary solution
may be implemented by ITP based projects without the need for sec-
ondary configurations.

The Secure ITP enciphers communications between the master
and slave using techniques and protocols specified by Federal Infor-
mation Processing Standards (FIPS) documents published by NIST.
The communications use the TLS and DTLS protocols and the AES ci-
pher. Certificates based on the X.509 standard provide authentication
for the telesurgical master and slave devices, as well as for the sur-
geon and patient. Authorization levels are also included in extended
fields of the certificates. Preliminary security policies use authoriza-
tion levels to further secure the telesurgical robot master and slave
devices.

As a proof of concept, the Secure ITP illustrates the possible scope
and the need for the development of technology to specifically ad-
dress the requirements of secure telesurgery. It also provides a frame-
work for the development of future technology. New technology for
security in the delicate environment of telesurgery can replace exist-
ing functionality provided by the Secure ITP with a minimal disrup-
tion to the telesurgery cyberphysical system research projects.

The development of the Secure ITP in concert with the design of
the Interoperable Telesurgery Protocol and telesurgical robot directly
addresses the DHS assertion that security should be developed con-
currently with hardware and that it be designed by security experts.
Separating the development of security from the development of tel-
esurgical robotics allows all researchers involved to focus on core
competencies, thus, resulting in better solutions developed concur-
rently and preventing the problems caused by non-expert developed
and/or retrofitted security measures.

The research conducted at the BRL and at SRI has the stated pur-
pose of developing telesurgical robots capable of being deployed to
the battlefield and disaster areas. Telesurgical robots may be
deployed in the most adversarial and uncontrolled of situations, or
in the most secure of settings, however, attacks and security compro-
mises must be anticipated. Regardless, secure operation must be
maintained in every environment. Robotics engineers, security ex-
perts, and surgeons must collaborate to develop solutions which
meet the requirements of the complex telesurgery cyberphysical sys-
tem. By establishing the Secure ITP as a framework early in the devel-
opment process, the design of the robotic hardware and security will
be simultaneously address to provide a solution which meets the
needs of every element. Whereas system architecture developed in-
dependently of security may lead to incompatibility between security
and hardware, the concurrent development of security and hardware
will provide a comprehensive and well integrated solution which ad-
dresses the technical needs of the robotic hardware, the functional
andmedical needs of surgeons, the structure indicated by security ex-
perts and the level of sophistication which results from long term, fo-
cused development. Telesurgery will not be viable without it.
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