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ABSTRACT 

Payment card fraud is causing billions of dollars in losses for the card payment industry. 

Besides direct losses, the brand name can be affected by loss of consumer confidence due 

to the fraud. As a result of these growing losses, financial institutions and card issuers are 

continually seeking new techniques and innovation in payment card fraud detection and 

prevention. This paper provides an overview of payment card fraud and begins with 

payment card statistics and the definition of payment card fraud. It also describes various 

methods used by identity thieves to obtain personal and financial information for the 

purpose of payment card fraud. In addition, relationship between payment card fraud 

detection and terrorism funding is provided. Finally, some solutions for detecting 

payment card fraud are also given. 

This is the fifth in a series of reports we are writing on Security Studies and the application of 

information technology for providing security and combating terrorism at the Cyber Security 

Research Center. We will include papers on both cyber security and national security. The 

purpose of these series of reports is to guide us in the technologies we are developing for both 

cyber security and national security. The technologies include systems for assured information 

sharing and assured cloud computing and tools for secure social network analysis and data 

mining for security application such as malware detection. Our research to develop these 

technologies is supported by the Air Force Office of Scientific Research.  

 

DISCLAIMER: The Views and Conclusions contained in this report are those of the authors 

and do not reflect the policies and procedures of the University of Texas at Dallas, the United 

States Government or the Air Force Office of Scientific Research.  

 



  3

 

1. Introduction 

In the modern world, plastic cards are becoming the primary payment method for in-

person and online purchases. Due to the popularity of payment cards, the market for 

credit and debit cards is continuously growing. According to the U.S. Census Bureau, the 

number of U.S. credit and debit cards is expected to reach 585 and 1,278 million 

respectively in 2011. However, as the use of payment cards has become more 

widespread, so has the amount of fraud related to these cards. Fraudsters are becoming 

more organized and are using increasingly sophisticated methods to obtain and misuse 

consumer personal and financial information.  

Payment card fraud is causing billions of dollars in losses for the card payment industry. 

Besides direct losses, the brand name can be affected by loss of consumer confidence due 

to the fraud. As a result of these growing losses, financial institutions and card issuers are 

continually seeking new techniques and innovation in payment card fraud detection and 

prevention. 

This paper describes various types of payment fraud and provides some solutions. 

Section 2 provides an overview of payment card fraud and begins with payment card 

statistics and the definition of payment card fraud. Section 3 describes various methods 

used by identity thieves to obtain personal and financial information for the purpose of 

payment card fraud. Section 4 provides an overview of fraud types. In Section 5, payment 

card fraud as a type of terrorist financing is discussed. Section 6 addresses prevention and 

detection techniques. The paper is concluded in Section 7,  

 
2. Payment Cards Fraud: Overview 

Technological and financial innovations in the payment industry affect consumers’ 

choice of payment vehicles by offering more convenient payment methods. Consumers 

now use electronic payment methods more extensively than in the past. A recent Federal 

Reserve payments study found that in 2009 electronic payments exceeded three-quarters 

of all noncash payments, with sixty percent attributed to payments made with payment 

cards, such as debit, credit and prepaid cards. 
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Source: 2010 Federal Reserve Payments Study1  

 

As consumer spending patterns are changing, the global card market has expanded 

rapidly in recent years. Cards are useful and convenient for consumers, widely accepted 

by merchants, and one of the most efficient ways of payments. They have replaced cash 

and checks to a great extent. It is estimated that there are 10,000 payment card 

transactions made every second around the world2.  

According to data from the U.S. Census Bureau, there were 176 million credit card 

holders and 181 million debit card holders in the United States in 2008. These numbers 

are projected to grow to 183 and 188 million respectively in 20113. The number of U.S. 

credit and debit cards continues to grow and is expected to reach 585 and 1,278 million 

respectively in 20114.  

On the one hand, innovation in payments has resulted in greater consumer convenience 

and efficiency. On the other hand, innovations and new technologies also created more 

complexity and introduced new risks factors presented by new products, new providers, 

and new technologies. Unfortunately, as cards have become the primary payment vehicle 

in retail transactions, they have also become an enticing target for criminals.  

                                                        
12010 Federal Reserve Payments Study. December 2010. Available at: 
http://www.frbservices.org/files/communications/pdf/press/2010_payments_study.pdf  
2 Source: American Bankers Association, March 2009. Quoted at creditcards.com 
http://www.creditcards.com/credit-card-news/credit-card-industry-facts-personal-debt-statistics-
1276.php#ixzz1MT3nucHz 
3 U.S. Census Bureau, Statistical Abstract on the United States: 2011. Available at: 
http://www.census.gov/compendia/statab/2011/tables/11s1186.pdf 
4 Ibid. 
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Payment card fraud existed since the introduction of cards into the payment system. As 

the card market has expanded rapidly in recent years, the fraud level associated with 

payment cards has increased as well.  

Each year, card fraud costs billions of dollars, and figures continue to rise. According to a 

report released in January 2010 by Aite Group LLC, “card fraud costs the U.S. card 

payments industry about $8.6 billion per year.  Although just 0.4% of the $2.1 trillion in 

U.S. card volume per year, this number remains a troubling area for the industry due to 

the volatile nature of fraud” 5. 

In addition to actual financial losses, payment card fraud affects consumer confidence in 

electronic payments systems and card-issuers’ reputations. For example, Visa stated in its 

annual performance report (10K) “an increase in fraudulent and other illegal activity  

 

 

involving our cards could lead to reputational damage to our brands and reduce the use 

and acceptance of our cards”6. 

In the U.S., credit and debit card fraud is the number one fear. Concerns about fraud are 

greater than that of terrorism, computer and health viruses and personal safety.7 

Payment card fraud is related to identity fraud and its definition can be derived from the 

identity fraud definition. As defined in the Javelin identity fraud survey report8, identity 

theft occurs when someone’s personal information is taken by another individual without 

explicit permission. Identity fraud is the actual misuse of information for financial gain 

and occurs when illegally obtained personal information is used to make payments, create 

new accounts and attempt to obtain services such as employment or health care. 

Therefore payment card fraud can be defined as a misuse of personally identifiable 

information obtained by another individual without explicit permission for financial gain. 

                                                        
5 Available at: http://www.aitegroup.com/Reports/ReportDetail.aspx?recordItemID=625  
6 Visa Annual 10K 2010. Available at  http://investor.visa.com/phoenix.zhtml?c=215693&p=irol-sec 
7 Unisys Security Index: United States, March 2009 Quoted on-line at http://www.creditcards.com/credit-
card-news/credit-card-industry-facts-personal-debt-statistics-1276.php#ixzz1LOzXVkuS  
8 2011 Identity Fraud Survey Report: Consumer Version. Javelin Strategy & Research 
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Modern fraudsters are organized professionals using increasingly sophisticated methods 

to capture cardholder account information. Criminals continue to develop new attack 

methods, using all kinds of sophisticated techniques. A number of attendees of the 

payment cards conference held in 2008 noted criminal fraud rings employ models that 

mirror legitimate business models: databases that mirror credit bureaus; and database 

time-sharing operations through Internet sites that provide access to stolen confidential 

information for a finite period of time for a set fee9.  

As card fraud has become a significant problem for the payment industry, financial 

institutions are facing an ongoing search for effective measures of reducing card fraud to 

prevent financial losses and associated reputational damages to the bank’s brand while 

protecting their customers. 

 

 

3. Methods of Identity Fraud for the Purpose of Payment Card Fraud 

As defined earlier, payment card fraud is a misuse of personally identifiable information 

obtained by another individual without explicit permission for financial gain. 

There are numerous methods of identity theft committed for the purpose of payment card 

fraud. Here are some methods commonly used by the criminals to obtain personal 

information: 

3.1. Lost or Stolen Wallet  

Most people carry bank cards and personal identification cards in their wallets.  This 

information can be used to commit a fraud or it can be sold to criminals. As illustrated in 

Exhibit 2, payment card fraud is most often a result of a lost or stolen wallet or purse. 

3.2. “Shoulder Surfing”  

Identity thieves can simply use observation techniques, such as looking over someone's 

shoulder to obtain personal information when an unsuspecting individual fills out a form 

                                                        
9Conference Summary “Maintaining a safe environment for payment cards: Examining evolving threats 
posed by fraud”, Susan Herbst-Murphy April 2008. Available at: http://www.philadelphiafed.org/payment-
cards-center/events/conferences/2008/PCCAprEvolvingThreatsFraud.pdf 
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or uses a PIN number. Shoulder surfing is particularly effective in crowded places 

because it makes it easier to observe someone. 

3.3. “Dumpster Diving”  

Dumpster diving is one of the very popular methods used for identity theft. Thieves dig 

through trashcans or garbage dumpsters searching for pieces of personal information such 

as discarded trash for credit card offers, bank statements, medical statements and other 

papers that contain personal information. The average American uses 650 pounds of 

paper a year. Americans receive almost 4 million tons of junk mail every year10 most of 

which goes to the landfill unopened. Carelessly thrown away documents, bills, credit card 

and banking statements, and other personal papers can make a public dumpster or a 

personal trash a goldmine of information for the identity thief. Besides consumers, 

businesses and organizations such as hospitals, accounting firms and profitable 

corporations discard millions of pounds of paper containing personal information. 

Currently, businesses use about 21 million tons of paper every year. That’s about 175 

pounds of paper for each citizen11. Not always are reasonable steps taken to destroy 

personal financial information and personal identification numbers issued by government 

entities. As a result, personal information ends up in the hands of criminals. The simple 

solution to the problem is to use a shredder to destroy documents and papers containing 

personal information that might be used by the fraudsters. 

Exhibit 2. Source: Javelin Strategy & Research 200612 

                                                        
10 Washington State Office of the Attorney General  http://www.atg.wa.gov/ConsumerIssues/ID‐
Privacy/DumpsterDiving.aspx  
11 Ibid. 
12 Terri Bradford, Bruce Cundiff  “Payments Fraud: Consumer Considerations” May 2006. Federal Reserve 
of Kansas City Available at 
http://faculty.ksu.edu.sa/ALFURAIH/Credit%20Card%20Fraud/PSR_Briefing_May06.pdf  
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Note: The sample size was 182 respondents. The base was those who knew how their information was 

obtained. 

3.4. Mail Theft  

Fraudsters intercept mail to steal newly issued credit or debit cards, bank statements, 

credit offers, new checkbooks and tax forms. The theft of mail from businesses is also 

growing. Incoming and outgoing mail can contain checks, new checkbooks, financial 

records from the firm's CPA, bank cards and bank statements, employee payroll records 

and other important information. 

3.5. Imposters 

Thieves can pose as someone else to commit identity theft. For example, in a number of 

raids in California, discarded postal employee uniforms were found amongst bags of 

stolen mail, suggesting that impersonating mail carriers is an effective tactic for thieves13. 

Another example is “pretexting” when criminals call a bank posing as a customer in order 

to find out personal information.  

3.6. Home or Workplace 

Unfortunately, family members, friends, co-workers and in-home employees can steal 

personal information in our homes and workplaces. As illustrated in Exhibit 3, Javelin 

Strategy & Research data indicates that quite often fraud victims personally knew the 

perpetrator, who was either a friend, relative, or in-home employee. This is especially 

                                                        
13 http://www.privacymatters.com/identity‐theft‐information/mail‐theft.aspx  
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true for fraud victims with less than $50,000 in annual household income. Such 

occurrences highlight the need for consumers to protect information not only at the point 

of transaction, but also in the home. 

 

Exhibit 3. Source: Javelin Strategy & Research 200614. 

 

Note: The sample size was 182 respondents 

3.7. Inside Sources  

As shown in Exhibit 2, 15% of personal information obtained by identity thieves is 

received through corrupt and dishonest business employees with access to sensitive data 

such as personal records, payroll information, insurance files, account numbers, sales 

records, etc. Reports have shown that over 80% of financial institutions in the U.S. have 

been affected by employee fraud, and 65% recognize that the threat is becoming more 

serious.15   

 

                                                        
14 Terri Bradford, Bruce Cundiff  “Payments Fraud: Consumer Considerations” May 2006. Federal Reserve 
of Kansas City Available at 
http://faculty.ksu.edu.sa/ALFURAIH/Credit%20Card%20Fraud/PSR_Briefing_May06.pdf 
15 Is this the future for Fraud risk management across the payments industry” Alaric Systems Ltd., and 
Stratus Technologies October 2007 Available at: 
http://www.stratus.com/~/media/Stratus/Files/Library/WhitePapers/FraudRiskManagement.pdf  
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3.8. Data Breaches  

New technologies and the Internet have created new means for criminals to gain access to 

consumers’ personal information. One of the "high-tech" methods of identity theft is 

hacking. Some criminals have the ability to break into computer databases at e-commerce 

merchants, credit card processors, or payment gateway service providers to gain large-

scale access to customer personal information that can be used to commit payment card 

fraud. Databases at financial institutions, hospitals, retailers, government agencies, 

schools, libraries have all been breached, leaving millions of Americans potentially 

exposed to fraud involving compromised data. Several data breaches have been discussed 

in the media in the last few years. For example, in January 2007, the T.J. Maxx Company 

reported that 45.7 million credit and debit card numbers were compromised, along with 

455,000 merchandise return records containing customers' driver's license numbers16. In 

March 2007, nearly 8.6 million records of customer information were stolen from Dai 

Nippon printing company, including names, addresses, and credit card numbers. In 

January 2008, GE Money, which handles credit card operations for J.C. Penney and 

many other retailers, disclosed the loss of computer data backup tape containing 150,000 

social security numbers and in-store credit card information from 650,000 retail 

customers17. Heartland Payment Systems, one of the largest payment processors in the 

U.S., announced that its processing systems were breached in 2008 by self-taught 

computer hacker, Albert Gonzalez. The breach impacted an estimated 130 million 

credit/debit cards - the largest such incident ever reported18. The most recent massive data 

breach was experienced by Sony Corporation in 2011.  The breach resulted in the theft of 

personal data for more than 100 million online accounts.  

Data breaches are not always a result of computer hacking. A significant number of data 

losses happen due to logistical difficulties in handling consumer information.  For 

                                                        
16“T.J. Maxx data theft worse than first reported” March 29, 2007 Available at  
http://www.msnbc.msn.com/id/17853440/  
17 Credit card data breach could affect 650,000 January 17, 2008 Available at  
http://www.msnbc.msn.com/id/22718442/ns/technology_and_science-security/t/credit-card-data-breach-
could-affect/ 
18 Hacker Sentenced to 20 Years in Massive Data Theft, March 27 2010 Wall Street Journal Available at 
http://online.wsj.com/article/SB10001424052748703416204575146152576681126.html?KEYWORDS=H
eartland+Payment+Systems  
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example, data can be misplaced by employees, exposed through an error, or lost in 

transport. Therefore, attention should be paid to how data is stored, transported and 

handled19.   

3.9. Skimming  

The most commonly known type of payment card fraud involves skimming card details. 

Skimming is copying the data held in the magnetic strip on the back of the payment card. 

This data is then used to make purchases where the card itself is not present or to 

replicate the card. This type of crime is hard to detect, as victims may not be aware of 

fraudulent payments until their next statement arrives. Skimming can occur both at the 

point-of-sale (especially in restaurants, bars and gas stations where the card is often out 

of the cardholder’s control for some time) as well as at ATM machines. A corrupted 

employee would use your card with an unauthorized device that records the data 

contained on the magnetic strip. Alternatively, the skimming device might be fitted 

around the card entry slot of a cash machine so that the card's data is copied when it is 

inserted into the ATM machine. A pinhole camera is placed above the PIN pad, so that 

the PIN is also recorded for use in a fraudulent transaction. Skimmed data is often 

collected from hundreds of cards and sold to criminal organizations who then 

manufacture the cloned cards. 

In 2010, a skimming ring was broken up in Boston, Massachusetts. Five men were 

accused of skimming bank cards from ATM machines and then withdrawing money. The 

men allegedly withdrew approximately $146,000 from customers of Citizens Bank, Wells 

Fargo Bank and BNY Mellon Bank, according to court papers. 20  A T.G.I Friday’s 

restaurant waiter in Coon Rapids, West St. Paul, Minnesota was arrested for skimming 

customers’ payment cards. His skimming scam affected at least 15 victims with losses 

totaling in excess of $30,00021. 

                                                        
19 Legislative Responses to Data Breaches and Information Security Failures by Philip Keitel December 
2008 Federal Reserve Bank of Philadelphia Available at http://www.philadelphiafed.org/payment-cards-
center/publications/discussion-papers/2008/D2008DecemberLegislativeResponsesToDataBreaches.pdf  
20 “Bulgarians accused of ATM skimming remain in jail” by Keith Phucas 01.21.2011. Available at: 
http://www.pottsmerc.com/articles/2011/01/21/news/srv0000010696484.txt  
21 “Suspect linked to restaurant worker accused of stealing credit card data” by Boyd Huppert 02.17.2010. 
Available at: http://www.kare11.com/news/news_article.aspx?storyid=841597&catid=391  
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3.10. Phishing   

More sophisticated criminals are “fishing” for personal and financial information through 

phishing schemes. Although the loss from phishing is relatively low, it is one of the 

fastest growing crimes on the Internet.   Phishing involves creating authentic-looking e-

mails that appear to be from legitimate businesses, such as an Internet service provider 

(ISP), bank, online payment service, or even a government agency. These e-mails might 

include official-looking logos and marketing slogans and other identifying information 

taken directly from legitimate websites. They also might include convincing details about 

your personal history that criminals found on your social networking page. The e-mail 

often describes a situation that requires immediate attention and includes threat of 

account closure unless the recipients “verify”, “update”, “validate,” or “confirm” their 

account information immediately by clicking on a provided web link. Consumers then are 

re-directed to a bogus website, where victims are persuaded into providing sensitive 

information, including account information, usernames or passwords, Social Security 

numbers, credit/debit card number, CVV code, ATM card PIN, place of birth, mother’s 

maiden name and other identifiable information. There are some new versions of 

phishing such as “smishing” and “vishing”. A smishing scam involves SMS text 

messages instead of e-mail. As in traditional phishing, the victim is told that an urgent 

matter needs to be discussed. The text redirects the victim to a legitimate looking website 

that asks you to "confirm" your personal or financial information, or instructs the 

recipient to call a toll-free number for confirmation. A phone number normally directs 

victims to a legitimate sounding automated voice response system, similar to the voice 

response systems used by many financial institutions, which will ask for the same 

personal and financial information. Vishing is another form of phishing and uses a 

combination of e-mail and telephone, or just telephone. Just like with online phishing 

attacks, which direct consumers to phony web sites, recipients of the scam e-mails or 

recorded phone messages are instructed to call a toll-free number where victims are lured 

to provide personal and financial information. Because most people are more apt to trust 

text messages and phone messages than suspicious-looking emails, smishing and vishing 

provide fraudsters another area for attack. 

3.11. Social Networking 
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Social networking websites such as Facebook, Twitter, MySpace, LinkedIn and Flickr are 

growing in popularity. As of November 2009, more than half of all U.S. consumers 

indicated they have used or are using social networking sites22.  Social networking brings 

millions of people together around the world; however, it also creates new opportunities 

for cyber-crime. Banking and payments activity on the social networking web sites has 

attracted the attention of criminal hackers, fraudsters, spammers and scammers. 

There are many dangers in social networking. One of them is that personal pages can 

expose sensitive, personally identifiable information that can be used by fraudsters to 

commit identity theft. Identity thieves are spending a lot of resources and time on these 

networks and, because of this, the danger of social networking has taken a sharp increase 

in the last few years.  

Another danger is that most people use the same password to get into work computers, e-

mail accounts, online bank accounts, Facebook and other social networking web 

accounts. "Crooks understand that most users use the same password for everything," 

says Tom Clare, head of product marketing at Blue Coat, an Internet security company 

that does annual reports on web threats. "If they can get your user credentials for your 

Facebook account, there is a good chance that they have the password for your bank 

account."23  

People tend to trust social networking sites more than in any other online activities 

because these sites are built for helping people to make friends and to communicate. 

However, privacy and security controls are weak on these websites. Therefore, identity 

thieves will continue to target social networking sites to get personal information. 

Phishing scams are quite common on Facebook. They appear as Facebook games and 

quizzes. For example, “Who knows you best?” quiz, which is supposed to show you 

which of you friends knows you better. The answers to the questions in this quiz are 

possibly clues to your passwords or security questions to your bank accounts.  For 

example, my middle name, my birthday, my best friend, my first pet, my hometown, my 
                                                        
22 2010 Identity Fraud Survey Report: Consumer Version. Available at: 
https://www.javelinstrategy.com/uploads/files/1004.R_2010IdentityFraudSurveyConsumer.pdf  
23 “Biggest Security Threat: Facebook and You” by Kathy Kristof  03.18.2011 Available at: 
http://moneywatch.bnet.com/saving-money/blog/devil-details/biggest-security-threat-facebook-
you/4079/?tag=content;col1  
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favorite book, my favorite food, my mom’s name, etc.  

One very common and one of the most dangerous spam messages on social networking 

websites is one that is tricking the user into downloading a malware that actually records 

the keystrokes and records your sign-in and password information with all of your online 

accounts. The common example is when a user clicks on the link, they receive a message 

that the video player or Adobe Flash needs to be upgraded.  When they choose “upgrade” 

button they also download the malware onto their computer. 

 
4. Categories of Payment Card Fraud  

Payment card fraud comes in a variety of forms. The most commonly known type 

involves skimming card details. However, as payment systems have experienced a 

number of changes and the use of credit and debit cards has risen, payment card fraud has 

become more sophisticated and more widespread. According to the Aite Group report on 

card data security "the greatest threats to the card industry are malware, counterfeit card 

fraud and CNP (card-not-present) fraud"24. Commonly known types of payment card 

fraud are: 

4.1. Credit Card Application Fraud  

Credit card application fraud is a form of identity fraud and occurs when a criminal uses 

victim’s personal information to obtain a credit card in the name of a legitimate user, and 

upon receiving the card uses it without the victim’s knowledge. This may occur if a 

criminal can obtain enough personal information about the victim to completely fill out 

the credit card application, or is able to create convincing counterfeit documents. This 

form of fraud is difficult to detect and often results in large fraud amounts and serious 

difficulties for re-establishing the victim’s credit history. Consumers can prevent this type 

of fraud by regularly monitoring their credit reports for activity or accounts that are not 

immediately recognized.  

4.2. Account Takeover  

Account takeover happens when fraudsters try to take over an existing account, first by 

                                                        
24 http://www.aitegroup.com/Reports/ReportDetail.aspx?recordItemID=572 
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obtaining personal information about the victim, and then contacting their card issuer 

while impersonating the legitimate cardholder to notify of address change and asking for 

mail to be redirected to a new address. The criminal then reports the card lost and asks for 

a replacement to be sent. Bank statements also will be sent to this new address, making 

victims unaware of the fraud. 

4.3. Lost or Stolen Cards  

This type of fraud is the oldest form of payment card fraud used by criminals. When 

criminals obtain cards, either because they were lost or because they were stolen, they 

can impersonate the victim in order to buy goods and services, whether in person or 

online. As shown in Exhibit 4, the most common methods of fraud used by criminals are 

through making in‐store and online purchases.  

Exhibit 4: Common Methods of Payment Card Fraud 
Source: 2010 Identity Fraud Survey Report: Consumer Version25. 

 
 

 

4.4. Card-not-Received Fraud  

Card-not-Received fraud occurs when legitimate cards are intercepted while in transit 

between manufacturer and cardholder. Losses attributable to card-not-received fraud have 

                                                        
25 2010 Identity Fraud Survey Report: Consumer Version. Available at: 

https://www.javelinstrategy.com/uploads/files/1004.R_2010IdentityFraudSurveyConsumer.pdf  
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declined as a result of card activation programs, where cardholders must contact their 

financial institution to confirm their identity. The bank runs a series of security questions 

before the card is activated. These security questions aim to confirm certain details of the 

individual, such as date of birth, address, mother's maiden name and other personal 

details that the issuer may have on file regarding the account holder.  

4.5 Counterfeit Cards  

A counterfeit, cloned or skimmed card is one that has been printed, embossed or encoded 

with genuine card details. Card details are obtained from data breaches, card skimming, 

or purchased from other criminals. As described earlier, skimming is a process where 

card data on the magnetic strip is copied electronically onto another card. Organized 

criminals are now using the latest computer devices (embossers, encoders, and decoders 

often supported by computers) to read, modify, and clone magnetic strip information on 

counterfeit payment cards. Counterfeit cards can be used anywhere from ATM cash 

withdrawals to in-person transactions at a point-of-sale. In 2009, eight foreigners were 

indicted on charges of card fraud. Thieves hacked into computer system at RBS 

WorldPay Inc., the U.S. payment processing division of Royal Bank of Scotland Group 

PLC, and stole account and PIN numbers for 44 prepaid payroll accounts, which were 

used by companies to distribute salaries to debit cards.   Then they cloned prepaid ATM 

cards, which thieves then used to withdraw $9.4 million cash from 2,100 ATMs in 280 

cities around the world, including in the U.S. The unprecedented coordinated operation 

took no more than 12 hours26.  

4.6. ATM Fraud  

According to Javelin Strategy & Research, in 2009, 10% of fraud victims in the U.S. 

were victims of fraudulent ATM withdrawals (Exhibit 4). This usually involves 

skimming devices being installed in the ATM machines. Besides skimming and using 

cloned cards at the ATM, there are other forms of card fraud that occur at ATM 

machines. One of them is called “Lebanese loop”. Lebanese loop is a deceptive tactic 

                                                        
26 “Hackers Indicted in Widespread ATM Heist” by Siobhan Gorman and Evan Perez 11.11.2009 
Wall  Street  Journal .  Avai lable  at :  
h t tp : / /onl ine.wsj .com/ar t ic le /SB125786711092441245.html?KEYWORDS=Hear t land+P
ayment+data+breach  
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where the criminal inserts a device made of bent metal, plastic, or videotape sleeve into 

the ATM machine leaving only a tiny flap sticking out. When the victim uses the 

machine, the card becomes trapped when inserted. The criminal then tricks victim into 

entering the PIN in their presence, while they 'help' to fix the machine. When the victim 

leaves to report the broken ATM machine, the criminal returns to the ATM, disables the 

device, removes the card and using the PIN, withdraws funds. Another ATM fraud 

involves 'shoulder-surfing'. A criminal will watch a victim enter a PIN number at the 

machine by looking over the victim’s shoulder, then steal the card by distracting the 

victim or pick-pocketing and withdraw money from the victim’s account. The losses 

from these low-tech methods are usually limited to daily withdrawal amounts. 

4.7. Card-not-Present Transaction  

Card-not-present transaction (CNP) is a transaction made using a payment card that is not 

physically present at the point-of-purchase. It could be a mail order/telephone order 

(MOTO) or an online sale. As these types of transactions are becoming more popular 

with customers, they are also creating many opportunities for credit card fraud. In CNP 

transactions, perpetrators do not need a physical card to make a purchase. In transactions 

made in-person, customers using a credit card may authenticate themselves by providing 

a signature that also authorizes the transaction. Customers using a debit card can 

authenticate themselves and authorize the transaction by providing a personal 

identification number (PIN) or by providing a signature. In card-not-present transactions 

there is no opportunity to physically check the card to determine its authenticity or the 

identity of the cardholder, therefore there is always some risk of payment fraud. Fraud 

committed without the actual use of a card accounts for more than 60% of fraud cases 

according to Javelin Strategy & Research (Exhibit 4). To confirm the consumer’s identity 

in the CNP transaction, the merchant can require the customer to provide information 

such as name of card holder, billing address, account number, expiration date, and the 

card security code/verification value (CVV) that is imprinted on the card.  

In fraud committed in connection with card-not-present transactions, criminals are often 

using stolen account information resulting from security breaches of systems that store 

cardholder or account data, including systems operated by merchants, financial 
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institutions and other third-party data processors. Underground payment card shops and 

illegal websites are set up by criminals to sell compromised payment card data. These 

shops are advertised in fraudsters’ forums and accessible to registered users. Initially, 

these shops were offering information obtained through data breaches or skimming 

devices. However, as “demands” grew, other information, such as full identities including 

SSN, addresses, account information, e-mail accounts, commonly used passwords, and 

mother’s maiden names became available. According to Symantec, stolen credit card 

information is available at a cost as low as 6 cents when they are purchased in bulk. Bank 

account credentials are sold at a cost of $10 to $1000 per account number27. Vladislav 

Horohorin, arrested in 2009, was managing such underground websites for hackers. He 

used criminal forums such as “CarderPlanet” and “carder.su” to advertise stolen data and 

directed buyers in the buying process. "The network created by the founders of 

CarderPlanet, including Vladislav Horohorin, remains one of the most sophisticated 

organizations of online financial criminals in the world," Michael Merritt, assistant 

director for investigations at the Secret Service, said in a statement, "This network has 

been repeatedly linked to nearly every major intrusion of financial information reported 

to the international law enforcement community."28 

5. Terrorism Funding 

Funding is crucial for terrorist groups. They need money to perform their deadly attacks, 

recruit and train new members. Terrorist attacks are relatively cheap. Estimates suggest 

that al Qaeda spent $500,000 on the 9/11 attacks. The Madrid bombings of 2004 used 

only $10,000-$15,000, and the London bombings of 2005 were even cheaper: $2,000. 

However, terrorist groups require significant funding for their day-to-day operational 

expenses.  

There has been a lot of concern regarding credit card fraud as one of the means of 

terrorism financing. Although there is no exact statistics on the amount of credit card use 

                                                        
27 Symantec Global Internet Security Threat Report Volume XiV, published April 2009 Available at: 
http://eval.symantec.com/mktginfo/enterprise/white_papers/b-
whitepaper_internet_security_threat_report_xiv_04-2009.en-us.pdf  
28 “One of 'world's most wanted cyber criminals' caught on French Riviera” by Ian Sparks  
08.12.2010 Available at: http://www.dailymail.co.uk/news/worldnews/article-1302413/Vladislav-
Horohorin-One-worlds-wanted-cyber-criminals-caught-Riviera.html  
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by terrorists, there are a number of cases and reports showing “vulnerability of credit 

cards to misuse for terrorist financing purposes”29.  "We don't have any way to know how 

much of that credit card fraud is related to terrorism. It may be higher than we even know 

about," says Debra Geister, director of Fraud Prevention & Compliance Solutions with 

LexisNexis's Risk & Information Analytics Group in New London, Minnesota30.  

There is a lot of evidence that many of al Qaeda cells were actively using credit card 

fraud. "Terror groups and criminal organizations use credit card cloning and skimming to 

fund themselves," says Loretta Napoleoni, author of Modern Jihad: Tracing the Dollars 

Behind the Terror Networks. "Cloning is done primarily via the Internet. Skimming 

requires use of the actual card, so it is done in restaurants and stores," she says. "It is a 

very popular and easy technique." 31  Credit card details can be skimmed in shops, 

restaurants and ATM machines or bought on the black market, and then counterfeit cards 

are produced which are used to drain accounts.  

In Europe, al Qaeda’s financial network relies heavily on credit card fraud. An Algerian 

cell discovered in Britain in 1997 raised nearly $200,000 in six months.32 There even 

were special camps established in Afghanistan to provide training in financial fraud 

including credit card counterfeiting33. In 2003 in the U.K., two Algerian followers of 

Osama bin Laden, besides recruiting new members for terrorist organization, were also 

part of an international credit card fraud scheme aimed to fund terror organizations such 

as al Qaeda. The pair collected the names and credit card details of almost 200 different 

bank accounts. Then counterfeit cards were sent to associates across Europe, allowing 

them to fraudulently raise more than £200,000 for terrorist causes.34 Another credit card 

fraud case in the U.K. took place in 2008. Detectives were investigating a sophisticated 

credit card fraud that could have been linked to extremists in Pakistan. Small devices 

                                                        
29 “Terrorist Financing” Financial Action Task Force February 2008 Available at: http://www.fatf-
gafi.org/dataoecd/28/43/40285899.pdf  
30 “The credit card-terrorism connection. How terrorists use cards for everyday needs and to fund 
operations” by Jeremy M. Simon 05.15.2008 Available at: http://www.creditcards.com/credit-card-
news/credit-cards-terrorism-1282.php  
31 Ibid. 
32 Rohan Gunaratna, “Inside al Qaeda: Global Network of Terror” 
33 Ibid. 
34 “Two al-Qaeda terrorists jailed for 11 years” The Telegraph 04.01.2003 Available at: 
http://www.telegraph.co.uk/news/1426290/Two-al-Qaeda-terrorists-jailed-for-11-years.html  
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inserted into the stores’ “chip and pin” credit card readers were reading and storing credit 

card information. Then the information was transmitted by wireless technology to 

Lahore, Pakistan. The stolen information was used to clone the cards and use them to 

make repeated bank withdrawals and Internet purchases, such as airline tickets, in several 

countries including the U.S.35   

Imam Samudra, a member of the al Qaeda linked terrorist group Jamaah Islamiah in 

Indonesia and the mastermind behind the Bali nightclub bombings in 2002, also was 

involved in credit card fraud. Samudra purchased items online, especially jewelry, using 

stolen credit card numbers and then resold the items.36 

In 2010 and in March 2011 in Australia, two skimming syndicates were brought down. It 

is said that syndicates committing large-scale identity fraud around Australia may have 

links with Sri Lankan terrorists. Australia was warned by Sri Lanka about card skimming 

at least four years ago. Concerns intensified that stolen funds could be supporting Tamil 

Tiger terrorists after the arrest of several Tamils over Eftpos37 fraud in Western Australia. 

There is no evidence that Australian money has ended up with Tamil terrorists, but 

similar skimming schemes in Canada and Britain have given funds to the group38. 

In 2002 and 2003 in the U.S., an elaborate multi-million dollar credit card fraud scheme 

operated by Pakistani descendants was discovered in the Washington, D.C. area. 

Members of the group were involved in identity fraud and credit card fraud. Proceeds 

from the numerous fraud schemes were wired to Pakistan. Telephone numbers in 

Pakistan contacted by group members were identifiable with al Qaeda operatives.39 

One of the key goals of defeating terrorism is to cut off the source of their funding. As 

there is plenty of evidence that payment card fraud is used by terrorist groups, it is 

important to detect and prevent credit card fraud. Financial institutions are playing an 

                                                        
35 Fraudsters' bugs transmit credit card details to Pakistan by David Leppard October 12, 2008 Sunday 
Times Available at http://www.timesonline.co.uk/tol/news/uk/crime/article4926400.ece 
36 “Funding Terrorism in Southeast Asia: The Financial Network of Al Qaeda and Jemaah Islamiyah” by 
Zachary Abuza The National Bureau of Asian Research Available at: 
http://www.apgml.org/frameworks/docs/7/Z%20Abuzer%20-%20TF%20in%20SE%20Asia%20Dec03.pdf  
37 FTPOS is an Australian system for processing payment card transactions at “points of sale” an at ATMs  
38 “Skimming fraud funding terrorists” by Carly Crawford From:�Herald Sun March 28, 2011 Available 
at: http://www.heraldsun.com.au/news/more-news/skimming-fraud-funding-terrorists/story-fn7x8me2-
1226029081612  
39 “Terrorism and Credit Card Information Theft: Connecting the Dots” by Dennis M. Lormel September 
2007 Available at: http://www.shift4.com/pdf/s4-wp0806_terrorism-and-credit-card-information-theft.pdf  
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important role in combating terrorism. Consumers can also play an active role in 

preventing terrorist funding by staying alert to credit card fraud.  

 
6. Detection and Prevention 

6.1. Impact of Payment Card Fraud 

Interestingly enough, cardholders are the least affected party in the card fraud. This is due 

to the fact that cardholder liability is limited. However, there are some differences in the 

liability amounts for credit and debit cards. 

Cardholder’s maximum liability under federal law for unauthorized use of their credit 

card is $50. The liability under federal law for unauthorized use of the ATM or debit card 

depends on how quickly the cardholder reports the loss. If a stolen/lost card was reported 

before it is misused, the card issuer cannot hold the cardholder responsible for any 

unauthorized transfers. If unauthorized use occurs before a stolen/lost card was reported, 

the liability under federal law depends on how quickly the loss is reported. For instance, 

if the loss is reported within two business days after the card went missing, the cardholder 

will not be responsible for more than $50 for unauthorized use. However, if the loss is not 

reported within two business days after the loss was discovered, the liability can be up to 

$500 because of an unauthorized transfer. There is a risk of unlimited loss in case a 

cardholder fails to report an unauthorized transfer within 60 days after the bank statement 

containing unauthorized use is mailed to him/her. Because debit cards, like checks, 

access checking accounts, in this unfortunate case, a cardholder can lose all the money in 

the checking account. However, for unauthorized transfers involving only debit card 

number (not the loss of the card), the liability occurs only for transfers that take place 

after 60 days following the mailing of the bank statement containing the unauthorized use 

and before the loss was reported40. 

Merchants are the most impacted party in payment card fraud, especially in CNP 

transactions where merchants cannot inspect cards for authenticity or confirm that a 

customer has possession of the card. According to a 2009 LexisNexis Risk Solutions 

report, U.S. merchants are incurring $100 billion in fraud losses due to unauthorized 

                                                        
40 Federal Trade Commission http://www.ftc.gov/bcp/edu/pubs/consumer/credit/cre04.shtm  
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transactions and fees associated with chargebacks, nearly 10 times the identity fraud cost 

incurred by financial institutions41.  

Payment card issuer losses remain relatively well-contained despite the continuing 

evolution of card fraud. Loss of consumer confidence can be devastating. As fraud 

continues to grow, issuers are forced to increase their investments in new technology to 

better protect against fraud.  

6.2. Fraud Prevention and Detection 

Preventing fraud can be achieved by using a number of anti-fraud techniques and 

practices, such as card activation, card verification codes, consumer education, address 

verification services, and real-time POS authorization, to name but a few. 

In card-present transactions, the merchant can verify the validity of the payment 

information provided be the customer by verifying both the cardholder’s identity and the 

card’s authenticity. Payment card fraud becomes more difficult when point-of-sale (POS) 

is chip-enabled. The Chip and PIN verification should help to reduce card fraud. The chip 

on the card verifies the authenticity of the card and the PIN verifies the cardholder. Use 

of PIN number is more secure than using a signature.  

While solutions such as the EMV 42  card standard or PIN technology have been 

introduced in most European countries, as well as in Canada and Mexico, it is not 

commonplace in the U.S. 

Chip and PIN cards have been proven to be successful in reducing certain types of fraud 

such as lost/stolen card and use of counterfeit cards. However, in card-not-present 

transactions, they are not useful. 

In CNP transactions, there can be signs that indicate that fraud is involved such as first-

time shopper, unusual quantities of order, items with high resale value, multiple 

transactions on one card over a very short period of time, etc. Merchants should train 

their personnel to recognize fraud indicators. Being able to recognize suspicious orders 

                                                        
41 “U.S. Retailers Face $191 Billion in Fraud Losses Each Year” 11/9/2009 Press Release Available at: 
http://www.lexisnexis.com/risk/newsevents/press-release.aspx?id=1258571377346174  
42 EMV stands for Europay, Mastercard and Visa. EMV standard defines technical rules and protocols that 
use chips. EMV standard is also accepted by American Express, Discover and JCB. 



  23

may be particularly important for merchants involved in telephone sales; therefore, 

employees should be given clear instructions on the steps to verify these transactions. 

New techniques developed to reduce fraud in CNP transactions include Card Verification 

(CVV2/CVC2) and the Address Verification Service (AVS).  

Address Verification Service (AVS) verifies the cardholder's billing address on file with 

the card issuer. However, if a fraudster knows the victim’s address, the address 

verification fails to prevent fraud. Card Verification Value/Code compares the card 

security value/code, the 3- or 4-digit numeric code on the payment card, with the issuer's 

value on file. This helps to verify that the customer is in physical possession of a valid 

card during a card-not-present transaction.  

Visa and MasterCard offer 3D authentication such as “Verified by Visa” and “Secure 

Code”. MasterCard Secure Code and Verified by Visa enable cardholders to validate 

themselves to their card issuers through the use of personal passwords they create when 

they register their cards with the programs.  

To address issue of data breaches and mass data compromise, the Payment Card Industry 

Security Standards (PCI DSS) have been developed. All organizations that transmit, store 

or process credit card data must be compliant with the requirements of the PCI standard, 

which sets the rules for data security management, policies, procedures, network 

architecture, software design and other protective measures.  

6.3 Technology Solutions 

Detecting fraud is essential once prevention mechanisms have failed. There are a number 

of algorithmic solutions for fraud detection. These include data mining techniques such 

as decision trees, clustering techniques, and artificial neural and Bayesian networks43.    

For example, consider a decision tree-based classification approach. The goal is to train a 

decision tree to detect various types of fraud. In the simple case, the decision tree would 

learn to detect whether the patterns are a fraudulent activity or not. That is, the decision 

tree will be trained to recognize one of two classes: Yes to mean that it is a fraudulent 

                                                        
43 “Credit card fraud and detection techniques: a review” Linda Delamaire, Hussein Abdou, Join Pointon. 
Banks and Bank Systems. Volume 4, Issuer2, 2009 Available at: http://usir.salford.ac.uk/2595/1/BBS.pdf  
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activity and No to mean it is a benign activity. Then the decision tree is tested with the 

test data and it will detect whether the activity is fraudulent or not. More sophisticated 

decision trees can be built to detect multiple classes. That is, in the case of fraudulent 

activity, the tree would detect the type of fraud, such as credit card fraud or bank account 

fraud.   

One issue with data mining solutions is the existence of false positives and negatives. 

Due to fact that the amount of data to be processed is often very large, the techniques 

have to extract only the useful features and carry out the training. This will likely result in 

false positives and false negatives. Therefore, a major goal of the data mining researchers 

and developers is to reduce the number of false positives and negatives.  

 
7. Conclusion 

This paper first provided an overview of payment card fraud which began with payment 

card statistics and the definition of payment card fraud. It then described various methods 

used by identity thieves to obtain personal and financial information for the purpose of 

payment card fraud. Next an overview of fraud types was given. This was followed by a 

discussion of payment card fraud as a type of terrorist financing.  Finally, prevention and 

detection techniques including data mining solutions were discussed.  

As more and more of the financial and other data are digitized, the opportunities for 

payment card fraud will continue to increase exponentially. Furthermore, the thieves are 

also getting more and more sophisticated and learning new fraudulent techniques. They 

are also trained to thwart the defensive mechanisms imposed. That is, the adversary will 

learn the patterns utilized by the solutions and attempt to develop methods to thwart the 

solutions. Therefore, in addition to the technological solutions, we also need to learn the 

behavior of the adversary. Appropriate game theoretic strategies have to be investigated 

so that we can win the games against the thieves. Ultimately, we need to develop and 

integrate solutions that will use data mining, risk analysis, game theory and adversarial 

learning so that we can be one step ahead of the thieves, hackers and the terrorists.  
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