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Abstract—Evaluation of network security is an essential step in
securing any network. This evaluation can help security professionals
in making optimal decisions about how to design security coun-
termeasures, to choose between alternative security architectures,
and to systematically modify security configurations in order to
improve security. However, the security of a network depends on
a number of dynamically changing factors such as emergence of
new vulnerabilities and threats, policy structure and network traffic.
Identifying, quantifying and validating these factors using security
metrics is a major challenge in this area. In this paper, we propose
a novel security metric framework that identifies and quantifies
objectively the most significant security risk factors, which include
existing vulnerabilities, historical trend of vulnerability of the
remotely accessible services, prediction of potential vulnerabilities
for any general network service and their estimated severity and
finally policy resistance to attack propagation within the network.

We then describe our rigorous validation experiments using real-
life vulnerability data of the past 6 years from National Vulnerability
Database (NVD) [10] to show the high accuracy and confidence
of the proposed metrics. Some previous works have considered
vulnerabilities using code analysis. However, as far as we know,
this is the first work to study and analyze these metrics for network
security evaluation using publicly available vulnerability information
and security policy configuration.1

I. INTRODUCTION

Each network can be regarded as a collection of systems that
provide various services to its clients or users. When considering
security, the measurement approach must be able to evaluate each
of these systems individually. Apart from service vulnerabilities,
global security policy configuration of the network defines how
deeply security breaches will affect the network.

In this paper, we present a new framework for network
security policy evaluation that can quantitatively measure the
security of a network based on two critical risk aspects - the risk
of having a successful attack and the risk of this attack being
propagated within the network. All these risk factors and their
scope can be seen in Figure 1. We have, therefore, modeled our
framework as a combination of two parts. The first part measures
the security level of the services based on vulnerability analysis.
The analysis considers the presence of existing vulnerabilities,
the dormant risk based on
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Fig. 1. Network risk measurement framework

previous history of vulnerabilities and future predictions. Our
second part measures the security of the network from policy
perspective. The degree of penetration or impact of successful
attacks is considered in this measure. From the service risk
components, we get the threat likelihood and at the same time
the attack propagation provides us with the risk impact to the
network of interest. When the risk impact is combined with the
cost of the damage, we get the contribution of network policies
in the total risk. The threat likelihood and the risk impact
obtained from the two parts are significant indications of total
network risk.

The proposed evaluation metrics can help in comparing security
policies with each other to determine which policy is more
secure. It is also possible to judge the effect of a change to
the policy by comparing the security metrics before and after
the change. This framework will also allow networks to be
evaluated and hardened automatically by constantly monitoring
dynamic changes in the network and service vulnerabilities.
Using the National Vulnerability Database published by NIST,
we performed extensive evaluation of our proposed model. The
results show high level of accuracy in the evaluation.

Our framework is novel as the existing tools and previous
research works only scan or analyze a given network to find out
allowed traffic patterns and existence of vulnerabilities, and do not
predict the future security state of the network. Works that do try
to predict future vulnerabilities are only beginning to emerge [4].
But this work requires inside knowledge of the studied software.
Our prediction model is general and can work using only publicly
available data.
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The organization of the paper is as follows. First, we discuss
related works in Sect. II. Then, we discuss the service risk
analysis part and the network policy risk of our security metric
in Sect. III and Sect. IV respectively. We then present our
experiments and results in Sect. V and conclusions in Sect. VI.

II. RELATED WORK

Keeping the network secure is of utmost importance to any
organization. Many organizational standards have evolved to
evaluate the security of an organization [12]. Proffessional or-
ganizations as well as tools like Nessus, Retina and others that
perform vulnerability analysis also exist. There has also been
some research in the security policy evaluation and verification.
A. Atzeni et al. discuss the importance of security metrics
in [6]. Evaluation of VPN, Firewall and Firewall security policies
include [2], [3], [7], [8]. Attack graph [5] is another technique
that is used to assess the risks associated with network exploits.

There has been some research focusing on the attack surface
of a network. Mandhata et al. in [9] have tried to find the
attack surface from the attackability of a system. In [11] Pamula
propose a security metric based on the weakest adversary (i.e.
the least amount of effort required to make an attack successful).
In [4], Alhazmi et al. present their results on the prediction of
vulnerabilities. Sahinoglu et al. propose a framework in [13] for
calculating risk. They consider present vulnerabilities in terms
of threat represented as probability of exploiting a vulnerability
and also the lack of counter-measures. But all these work do
not represent the total picture as they predominantly try to find
existing risk and do not address how risky the system will be in
the near future or how policy structure or network traffic would
impact on security.

In our previous work, published as a short paper [1], we
performed a preliminary investigation of measuring the existing
vulnerability and explored some historical trends. This work was
still limited in analysis and scope as many other evaluation mea-
sures that we have discussed in this paper were left unexplored.

III. NETWORK SERVICE RISK ANALYSIS

In this section, we describe and discuss in detail the calculation
method of our vulnerability analysis for service risk measure-
ment. This analysis comprises of Existing Vulnerability Measure,
Historical Vulnerability Measure and Probabilistic Vulnerability
Measure.

Existing vulnerability is important for networks in which
the services are left unpatched or where there are no known
patches available. Also, when a vulnerability is discovered, it
takes time before a patch is introduced for it. During that time
the network and services are vulnerable to outside attack. The
Existing Vulnerability Measure (EVM) measures this risk toward
the services within the network.

The EV M is a measure of the severity of the vulnerabilities
present in the network. It has been studied and formalized in
our previous work [1]. There are a multitude of commercial and
open source network vulnerability scanning softwares for finding
vulnerabilities present in the network for such measurement
purposes.

Therefore, we can use EV M as part of the proposed frame-
work based on our previous work or other similar works. How-
ever, finding the risk to fully patched services based on historical

trend and future prediction is one of the major challenges where
we contribute in this paper.

A. Historical Vulnerability Measure

The Historical Vulnerability Measure (HVM) measures how
vulnerability prone a given service has been in the past, based on
the vulnerability history report of the service. Considering both
the frequency and recency of the vulnerabilities, we combine the
severity scores of past vulnerabilities so that a service with a high
frequency of vulnerabilities in the near past has a high HV M .

We first need to determine the HV M of individual services.
We divide the vulnerabilities of service S, into three groups –
HVH(S), HVM (S) and HVL(S) for vulnerabilities that pose
high, medium and low risks. We assign progressively high to low
weight to them. During evaluation, the vulnerabilities discovered
a long time ago should carry smaller weight, because with time
these would be analyzed and patched. Our analysis of vulnera-
bilities found the service vulnerability to be more dependent on
recent vulnerabilities. And this dependency is not linear. Hence,
we apply an exponential decay function of vulnerability age.

DV (vi) = SS(vi).e
−βAge(vi) (1)

Here the parameter β controls how fast the factor decays with
age. In computing the HV M of individual services, we sum
up these decayed scores in each class, and take their weighted
sum. Finally, we take its natural logarithm to bring it to a more
manageable magnitude. Mathematically,

HV M(S) = ln


1 +

∑
X∈{H,M,L}

wX .
∑

vi∈HVX (S)

DV (vi)


 (2)

In order to evaluate the aggregated HV M of a system, we
take all the services exposed to the network, and combine
their HV Ms. If the set of such services in a system A is
SERV ICES(A), then the aggregated measure, AHV M(A) is
calculated as

AHV M(A) = ln


 ∑

si∈SERV ICES(A)

eHV M(si)


 (3)

This equation is designed to be dominated by the highest HV M
of the services exposed by the policy. We take the exponential
average of all the HV Ms so that the score will be at least equal
to the highest HV M , and will increase with the HV M ’s of the
other services. If arithmetic average was taken, then the risk of
the most vulnerable services would have been undermined. Our
formalization using the exponential average is validated through
our conducted experiments.

B. Probabilistic Vulnerability Measure

The Probabilistic Vulnerability Measure (PVM) combines the
probability of a vulnerability being discovered in the next period
of time and the expected severity of that vulnerability to give an
indication of the risk faced by the network in the near future.

Using the vulnerability history of a service, we can calculate
the probability of at least one new vulnerability being published
in a given period of time as well as the probability distribution of
the severities of the vulnerabilities affecting the service. From this
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probability distribution, we can compute the expected severity of
the vulnerabilities exposed in the next period of time.

We define a new measure, Expected Risk (ER) for a service as
the product of the probability of at least one new vulnerability
affecting the service in the next period of time and the expected
severity of the vulnerabilities. Given a score of X for the ER of
a service, we can then say that the service has a 100% probability
of getting at least one new vulnerability of severity X in the next
period of time.

First, we construct the list of the interarrival times between the
previous vulnerabilities affecting each service. Then we compute
the probability of the interarrival time being less than or equal to
a given period of time, T . We find Psi

, the probability that dsi
,

the number of days before the next vulnerability of the service
si is exposed, is less than or equal to a given time interval, T .
The value of T that results in the best accuracy is determined
experimentally from the vulnerability database used. To compute
the expected severity, we build the probability distribution of the
severities. Using X as the random variable corresponding to the
severities, we can define the expected risk, ER, of a service si

as in Eqn. 4.
ER(si) = Psi

× E[Xsi
] (4)

Where E[Xsi
] is the expected value of X for service si. We

compute PV M for all services S in the network as in Eqn. 5

PV M (S) = ln
∑
si∈S

eER(si) (5)

Exponential Distribution is the first method that we have
analyzed to calculate PV M . We can fit the interarrival times
to an exponential distribution, and then we can find the required
probability from the Cumulative Distribution Function (CDF). If
λ is the mean interarrival time of service Si, then the interarrival
times of service Si, dSi

, will be distributed exponentially with
the following CDF:

Psi
= P (dSi

≤ T ) = FdSi
(T ) = 1 − e−λT (6)

The next method, that we have analyzed is Empirical Dis-
tribution. Here, the frequency distribution is used to construct
a Cumulative Distribution Function (CDF). Let fi (x) be the
number of times the value x occurs in the interarrival time data of
the service Si. Then, the empirical CDF of the interarrival time,
dSi

, will be:

Psi
= P (dSi

≤ T ) = FdSi
(T ) =

∑
x≤T fi (x)∑

fi (x)
(7)

IV. NETWORK POLICY RISK ANALYSIS

The network policies determine the extent to which a network
will be exposed to outside world. The degree to which a policy
allows an attack to spread within the network is given by the
Attack propagation (AP) metric. This measure assesses how
difficult it is for an attacker to propagate an attack through
the network, using service vulnerabilities as well as security
policy vulnerabilities. This measure complements the other three
measures introduced earlier, to form a comprehensive metric that
can help analyze specific areas to improve the security of a given
network where different security policies may interact.

For the purpose of this measure, we define a general network

having N hosts and protected by k firewalls in terms of the
following sets:
D = {d ∈ N : d is a host running a service
that is directly reachable from outside the network}
Sn = {s ∈ S : host n runs service s}
P = {ps : ps is the combined vulnerability measure for
service s ∈ S}
Here, ps will be a decreasing function of both EV M and HV M
of service s and has the range (0, 1) .

1) The Attack Immunity of a Service: For our analysis, we
define a measure, Is, that assesses the attack immunity of a given
service, s, to vulnerabilities based on that service’s EV M and
HV M . Is is directly calculated from the combined vulnerability
measure of a service s, ps as:

Is = − ln(ps) (8)

Is has a range of [0,∞), and is used to measure the ease with
which an attacker can propagate an attack from one host to the
other using service s. Thus, if host a can connect to host b using
service s exclusively, then Is measures the immunity of host b
to an attack initiating from host a. Assuming that the combined
vulnerability measure is independent for different services, we
can calculate a combined vulnerability measure psmn

and define
the combined attack immunity Ismn

as:

Ismn = − ln(psmn) × PL (9)

Here PL is the protection level. For protection using firewall, this
level is 1, and for protection using IDS, this is a value between
0 and 1 that is equal to the false negative rate of the IDS.

After measuring the immunities, we map the network of
interest to a Service Connectivity Graph (SCG). The SCG is
a directed graph that represents each host in the network by a
vertex, and a directed edge from m to n for each pair m,n ∈ N
indicates connectivity from m to n through a service.

2) Calculating the Attack Propagation: To assess the security
of a network, for each node d in D, we want to find how difficult
it is for an attacker to compromise all the hosts within reach from
d. To do that, we build a minimum spanning tree for d for its
segment of the SCG. We define Service Breach Effect (SBEd)
to be the weight of the tree rooted at d in D. It actually denotes
the damage possible through d. SBEd is calculated as in Eqn. 10

SBEd =
∑
n∈N

(
∏

m∈nodes from d to m

psdm) × Costn (10)

Here Costn indicates the cost of damage when host n is
compromised and N is the set of hosts present in the spanning
tree rooted at host d. Finally, the attack propagation metric of the
network is:

AP (D) =
∑
d∈D

P (d) × SBEd (11)

Where, P (d) denotes the probability of the existence of a
vulnerability in host d. The equation is formulated such that
it provides us with the expected cost as a result of attack
propagation within the network.
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(a) (b) (c)

Fig. 2. (a) Accuracy of the HVM for different values of β and minimum number of vulnerabilities. (b) Results of ER validation with training data set size vs.
accuracy for different test data set sizes. (c) Results of ER validation with test data set size Vs. accuracy for different training data set sizes.

V. EXPERIMENTS AND RESULTS

In our experiments, we used the National Vulnerability
Database (NVD) published by National Institute of Science and
Technology (NIST) [10]. The NV D provides a rich array of
information that makes it the vulnerability database of choice. All
the vulnerabilities are stored using the standard CVE (Common
Vulnerabilities and Exposures) name. For each vulnerability, the
NV D provides the products and versions affected, descriptions,
impacts, cross-references, solutions, loss types, vulnerability
types, the severity class and score, etc. We have used the database
snapshot updated at 04/05/2007. For each vulnerability in the
database, NV D provides CV SS [14] scores in the range 1 to
10.

A. Validation of HVM

We conducted an experiment to evaluate the HV M score
according to Eqn. 2 with the hypothesis that if service A has
a higher HV M than service B, then in the next period of time,
service A will display a higher number of vulnerabilities than B.

In our experiment, we used vulnerability data up to 06/30/2006
to compute the HV M of the services, and used the rest of the
data to validate the result. We varied β so that the decay function
falls to 0.1 in 0.5, 1, 1.5 and 2 years respectively, and observed the
best accuracy in the first case. Here, we first chose services with at
least 10 vulnerabilities in their lifetimes, and gradually increased
this lower limit to 100 and observed that the accuracy increases
with the lower limit. As expected of a historical measure, better
results have been found when more history is available for the
services and observed the maximum accuracy of 83.33%. The
graph in Fig. 2(a) presents the results of this experiment.

B. Validation of Expected Risk (ER)

The experiment for the validation of Expected Risk, ER, is
divided into a number of parts. First, we conducted experiments
to evaluate the different ways of calculating the probability. Our
general approach was to partition the data into training and test
data sets, compute the quantities of interest from the training data
sets and validate the computed quantity using the test data sets.
If these computed values were close enough, we regarded the
measurement as accurate. Here, we obtained the most accurate
and stable results using exponential CDF.

The data used in the experiment for exponential CDF was the
inter-arrival times for the vulnerability exposures for the services

in the database. We varied the length of the training data set and
test data set for both the probability and Expected Severity. In
this case, we considered only the data with T = 90.

In the experiment for exponential CDF, we constructed an
exponential distribution for the interarrival time data using Eqn. 6.
For each training set, we varied the value of T from 15 days to
90 days in 15 day increments, and ran validation for each value
of T with the test data set. Finally we took the average of the
accuracies for each combination of training data set size and test
data set size.

a) Results: The results of the ER experiment are presented
in Figs. 2(b) and 2(c). In Fig. 2(b), we present the accuracy along
the Y axis as a percentage against the training data set sizes.
In Fig. 2(c) we present the same accuracies but with respect to
test set sizes. Fig. 3(a) presents the accuracy of the computed
probabilities using Exponential CDF method. For the test data set
size of 12 months, we observed the highest accuracy of 78.62%
with the 95% confidence interval being [72.37, 84.87] for the
training data set size of 42 months and prediction interval of
90 days. We present the results of the experiment for Expected
Severity in Fig. 3(c). The maximum accuracy obtained in this
experiment was 98.94% for the training data set size of 3 months
and test data set size of 9 months.

b) Discussion Of Results: From the graph in Fig. 3(a) and
Fig. 3(b), it is apparent that the accuracy of the Exponential
CDF model is not much sensitive to training data set sizes but
increases with T . This implies that this method is not sensitive
to the volume of training data available to it. From Fig. 3(c), it is
readily observable that the accuracy of the Expected Severity is
not dependent on the test data set size. It increases quite sharply
with decreasing values of training data set size for small values.
This means that the expectated values calculated from the most
recent data is actually the best model for the expected severity in
the test data. And from Fig. 2(b) and Fig. 2(c), we can observe
that the accuracy of the Expected Risk (ER) is slightly correlated
with the training data set size but strongly correlated with the test
data set size.

C. Running Time Evaluation Of Attack Propagation Metric

To assess the feasibility of calculating the AP under different
conditions, we ran a MATLAB implementation of the algorithm
for different network sizes, as well as different levels of network
connectivity percentages (the average percentage of the network
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(a) (b) (c)

Fig. 3. (a) Training Data Set Size Vs. Accuracy graph for the Exponential CDF method for probability calculation, test set size = 12 months. (b) Prediction Interval
Parameter (T ) Vs. Accuracy graph for the Exponential CDF method for probability calculation, test set size = 12 months. (c) Training data set size Vs. Accuracy
graph for the Expected Severity calculation for different values of the test data set size.
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Fig. 4. The average running times for different network sizes and %connectivity

directly reachable from a host). The machine used to run the
simulation was a 1.9GHz P-IV processor with 768MB RAM. The
results are shown in figure 4. For each network size, we generated
several random networks with the same %connectivity value. The
running time was then calculated for several hosts within each
network. As can be seen from the figure, the quadratic growth of
the running time against network connectivity was not noticeably
dependent on the network %connectivity in our implementation.

VI. CONCLUSIONS

A unified policy evaluation metric will be highly effective
in assessing the protection of the current policy, and justifying
consequent decisions to strengthen security of a network. In
this paper, we present a novel approach to quantitatively evalu-
ate network security by identifying, formulating and validating
several important factors that greatly affect the security of a
network. Our experiments validate our hypothesis that if a service
has a highly vulnerability prone history, then there is higher
probability that the service will become vulnerable again in the
near future. These metrics are useful not only for administrators
to evaluate policy/network changes and, take timely and judicious
decisions, but also for enabling adaptive security systems based
on vulnerability and network changes.

Our experiments provide very promising results regarding our
metric. Our vulnerability prediction model proved to be up to 78%
accurate, while the accuracy level of our historical vulnerability
measurement was 83.33% based on real-life data from National

Vulnerability Database (NVD). The accuracies obtained in these
experiments, vindicate our claims about the components of our
risk measurement framework and proves its effectiveness.
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