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1   Introduction 

Email worm, as the name implies, spreads through infected email messages. The worm 
may be carried by attachment, or the email may contain links to an infected website. 
When the user opens the attachment, or clicks the link, the host is immediately infected. 
Email worms use the vulnerability of the email software of the host machine and sends 
infected emails to the addresses stored in the address book. In this way, new machines 
get infected. Examples of email worms are “W32.mydoom.M@mm”, “W32.Zafi.d”, 
“W32.LoveGate.w”, “W32.Mytob.c”, and so on. Worms do a lot of harm to computers 
and people. They can clog the network traffic, cause damage to the system and make the 
system unstable or even unusable.  

There has been a significant amount of research going on to combat worms. The  
traditional way of dealing with a known worm is to apply signature based detection. 
But the problem with this approach is that it involves significant amount of human   
intervention and it may take long time (from days to weeks) to discover the signature. 
Since worms can propagate very fast, there should be a much faster way to detect 
them before any damage is done.  

This research work deals with the problem of detecting new email worms without 
discovering their signatures. Thus, we are concerned with automatic (i.e., without any 
human intervention) and efficient detection of novel worms. Our work is inspired by 
Martin et. al.’s two-layer approach [1] to detect novel worms. In this approach differ-
ent features of the email (e.g.: no. of chars in body etc) are extracted and the email is 
classified as clean or infected based on these features. Their goal is to reduce both the 
false positive and false negative rate. To achieve this, they employ two classifiers in 
series. The first classifier in the series is Support Vector Machine (SVM), which 
works as a novelty detector. The next classifier in the series is Naïve Bayes (NB). 
They report a very high accuracy, leading to very low false positive and false negative 
rate on the data set. But the problem with their experiment is that it does not apply a 
balanced data set to test the accuracy , nor does  it report any cross validation result. 
Our contributions to this research work are as follows: First, we apply a NB classifier 
and an SVM classifier and compare their individual performance with SVM + NB 
series implementation. We have shown that both NB and SVM alone gives better ac-
curacy than the combined method. So, we claim that one of the layers of the two-layer 
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approach is redundant. Second, we rearranged the data set so that it becomes more 
balanced. We then divide the data set into two portions: one containing only known 
worms (and some clean emails), the other containing only novel worm. Then we ap-
ply a three-fold cross validation on the first portion of the data set, and test the accu-
racy on the novel worms on each of the learned classifiers.  

2   Results 

Table 1 reports the accuracy of the cross validation and novel detection for each data 
set. The cross validation accuracy is shown under the column accuracy and the accu-
racy of detecting novel worms is shown under the column novel detection accuracy. 
Each worm at the row heading is the novel worm for that data set. We have shown 
that either NB or SVM alone is more effective than the SVM+NB series method.  For 
example, in the last row of table 1, we report the overall accuracy of these methods, 
and notice that the novel detection accuracy of NB and SVM are much higher than 
that of NB+SVM. The choice between NB and SVM is in fact a trade off between  
simplicity and accuracy. When optimum accuracy is a premium, we should prefer 
SVM, on the other hand, NB can be trained much faster than SVM and very easily 
implemented, but sacrificing accuracy up to a certain amount. 

Table 1. Comparison of accuracy of different classifiers on the worm data set 

 NB SVM SVM+NB 

Worm Type Accuracy 
(%) 

Novel  
detection 
Accuracy 

(%) 

Accuracy 
(%) 

Novel    
detection 
Accuracy 

(%) 

Accuracy 
(%) 

Novel      
detection 
Accuracy 

(%) 

mydoom.m 99.42 21.72 99.58 94.03 99.38 21.06 

sobig.f 99.11 97.01 99.77 97.01 99.27 96.52 

Netsky.d 99.15 97.01 99.69 65.01 99.19 64.02 

mydoom.u 99.11 97.01 99.69 96.19 99.19 96.19 

bagle.f 99.27 97.01 99.61 98.01 99.31 95.52 

bubbleboy 99.19 0 99.65 0 99.31 0 

Overall 99.21 68.29 99.67 75.04 99.28 62.22 
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