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Abstract The improvement of many applications such
as web search, latency reduction, and personalization/
recommendation systems depends on surfing prediction.
Predicting user surfing paths involves tradeoffs between
model complexity and predictive accuracy. In this paper,
we combine two classification techniques, namely, the
Markov model and Support Vector Machines (SVM),
to resolve prediction using Dempster’s rule. Such fusion
overcomes the inability of the Markov model in pre-
dicting the unseen data as well as overcoming the prob-
lem of multiclassification in the case of SVM, especially
when dealing with large number of classes. We apply fea-
ture extraction to increase the power of discrimination
of SVM. In addition, during prediction we employ do-
main knowledge to reduce the number of classifiers for
the improvement of accuracy and the reduction of pre-
diction time. We demonstrate the effectiveness of our
hybrid approach by comparing our results with widely
used techniques, namely, SVM, the Markov model, and
association rule mining.

1 Introduction

Surfing prediction is an important research area upon
which many application improvements depend. Appli-
cations, such as latency reduction, web search, person-
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alization/recommendation systems, etc., utilize surfing
prediction to improve their performance.

Latency of viewing with regard to web documents
is an early application of surfing prediction. Web cach-
ing and prefetching methods are developed to prefetch
multiple pages for improving the performance of World
Wide Web systems. The fundamental concept behind all
these caching algorithms is the ordering of various web
documents using some ranking factors such as popular-
ity and the size of the document according to server lo-
cal existing knowledge. Prefetching the highest ranking
documents results in a significant reduction of latency
during document viewing [1–4].

Improvements in web search engines can also be
achieved using predictive models. Surfers can be viewed
as having walked over the entire WWW link structure.
The distribution of visits over all WWW pages is com-
puted and used for re-weighting and re-ranking results.
Surfer path information is considered more important
than the text keywords entered by the surfers; hence,
the more accurate the predictive models the better the
search results [5].

In recommendation systems, collaborative filtering
(CF) has been applied successfully to find the top k users
having the same tastes or interests based on a given tar-
get user’s records [6]. The k-Nearest-Neighbor (kNN)
approach is used to compare a user’s historical profile
and records with profiles of other users to find the top
k similar users. Using the association rules, Mobasher
et al. [7] propose a method that matches an active user
session with frequent itemset sessions and predicts the
next page that user is likely to visit. These CF-based tech-
niques suffer from very well-known limitations, includ-
ing scalability and efficiency [7,8]. Pitkow and Pirolli [9]
explore pattern extraction and pattern matching based
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on a Markov model that predicts future surfing paths.
Longest repeating subsequences (LRS) are proposed to
reduce the model complexity (not predictive accuracy)
by focusing on significant surfing patterns.

There are several problems with the current state of
the art solutions. First, the predictive accuracy using a
proposed solution, such as the Markov model, is low;
for example, the maximum training accuracy is 41% [9].
Second, prediction using association rule mining (ARM)
and LRS pattern extraction is done based on choosing
the path with the highest probability in the training set;
hence, any new surfing path is misclassified because the
probability of such a path occurring in the training set
is zero. Third, the sparsity nature of the user sessions,
which are used in training, can result in unreliable pre-
dictors [6,10]. Fourth, WWW prediction is a multiclass
problem and prediction can resolve into too many clas-
ses. Most multiclass techniques, such as one-VS-one and
one-VS-all, are based on binary classification. To resolve
prediction, it is required to consult with all classifiers. In
WWW prediction, we generate large number of classi-
fiers because the number of classes is very large (11,700
classes in our experiments). Hence, prediction accuracy
is low [11] because the prediction model fails to choose
the correct class. Finally, many of the previous methods
have ignored domain knowledge as a mean for improv-
ing prediction. Domain knowledge plays a key role in
improving the predictive accuracy because it can be used
to eliminate irrelevant classifiers or to reduce their effec-
tiveness by assigning them lower weights.

In this paper, we combine two powerful classification
techniques, namely, support vector machines (SVM) and
the Markov model, to increase the predictive accuracy
in WWW prediction. The Markov model is a powerful
technique for predicting seen data; however, it cannot
predict unseen data (see Sect. 6). On the other hand,
SVM is a powerful technique, which can predict not
only for the seen data but also for the unseen data.
However, when dealing with too many classes, predic-
tion might take long time because we need to consult
large number of classifiers. Also, when there is a possi-
bility that one data point may belong to many classes
(for example, a user after visiting the web pages p1,
p2, p3, might go to page 10, while another might go
to page 100), SVM predictive power may decrease. To
overcome these drawbacks with SVM, we apply feature
extraction to extract relevant features from web pages
to train SVM. We also extract domain knowledge from
the training set and incorporate this knowledge in the
testing set to improve the prediction of SVM. By fusing
both classifiers, namely SVM and the Markov model,
we overcome major drawbacks in each technique and
improve the predictive accuracy.

The contribution of this paper is as follows. First, we
overcome the drawbacks of SVM in WWW prediction
by applying feature extraction from the user paths. Also,
we incorporate domain knowledge in SVM prediction.
Second, we fuse SVM and Markov model classifiers
in a hybrid prediction approach using Dempster’s rule
[12] to overcome drawbacks in both classifiers. Finally,
we compare our approach with different approaches,
namely, Markov model, ARM, and SVM on a standard
benchmark dataset and demonstrate the superiority of
our method.

The organization of the paper is as follows. In Sect. 2,
we discuss related work regarding the surfing prediction
problem. In Sect. 3, we present the feature extraction
process. In Sect. 4, we present different prediction mod-
els used in surfing prediction. In Sect. 5, we present a new
hybrid approach combining SVM and Markov models
in WWW prediction using the Dempster’s rule for evi-
dence combination. In Sect. 6, we compare our results
with other methods using a standard benchmark train-
ing set. In Sect. 7, we summarize the paper and outline
some future research.

2 Related work

Several predictive methods and/or models are devel-
oped in order to first accurately predict the surfing path
and then reduce the latency of viewing web documents.
Various techniques of caching and prefetching [1–4] are
some of the early methods developed in order to reduce
surfing latency. The most advanced and intelligent meth-
ods [9,13,14] for predicting the surfing path are devel-
oped using the knowledge acquired from a surfers’
previous path history. In this section, we first discuss
in detail several well-known and widely used web surf-
ing path prediction techniques and their usefulness in
recent practice.

The fundamental concept behind caching and pre-
fetching algorithms is to order various web documents
using some ranking factors such as popularity and the
size of the document according to server local exist-
ing knowledge. The highest ranking documents are then
prefetched in advance, which results in a significant
reduction of latency during document viewing. Yang
et al. [1] further use so-called “page replacement pol-
icy”, which specifies some conditions under which a new
page will replace an existing one. To further improve the
accuracy of the ability to cache and prefetch web doc-
uments, this web caching algorithm is combined with
web log-mining technique [9]. Chinen and Yamaguchi
[2] present an interactive method to reduce network
latency by only prefetching popular documents. They
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use embedded hyperlinks to prefetch the referenced
pages. This method is later improved by Duchamp [3]
by associating the frequency factor of those hyperlinks.
Chen and Co-workers [4,15] propose integration of web
caching and prefetching algorithm (IWCP). The IWCP
is a cache replacement algorithm that takes into consid-
erations the prefetching rules governed by the prefetch-
ing schemes. Hence, it is an integration scheme of both
caching and prefetching.

As the caching techniques started to lose its lustre,
several recent studies were done in order to develop
some intelligent methods for prefetching web documents.
Pandey et al. [13] present an intelligent prefetching
method based on a proxy server. This predictive model
is based on association rules. A proxy server has the full
cooperation of the server and access to the server data.
The job of this proxy server is to generate association
rules after formatting the logs by filtering and processing
the server data. These association rules are later used to
predict the browsers’ surfing path.

Several other recent studies have developed different
methods of using sequential data mining, path analysis,
Markov model, and decision tree based on the knowl-
edge that is captured during the user’s web surfing. Su
et al. [14] propose a WhatNext predictive method that
uses an n-gram model. In this model, an n-gram, where
n is greater than or equal to four, is first built from
the existing domain knowledge. Using these n-grams, a
future surfing path is forecast.

Nasraoui and Pavuluri [16] propose a Context Ultra-
Sensitive Approach based on two-step Recommender
system (CUSA-2-step-Rec). Their system tries to over-
come the drawbacks of the single-step profile prediction
recommendation procedure. In CUSA-2-step-Rec, neu-
ral network, profile-specific URL-predictor, is trained
to complete the missing parts of ground truth sessions.
This learning process is applied for each profile indepen-
dently with separate set of training data. Recommenda-
tion is done in two steps. First, a user session is mapped
to one of the prediscovered profiles. Second, one of the
profile-specific URL-predictor is used to provide the
final recommendations.

Our work differs in two ways. First, while the focus
in [16] is to provide recommendations (many pages),
we focus on predicting the next page only, however, our
method can be generalized easily to predict for the next
n pages. This can be done by considering the Demp-
ster’s rule output as a score and choosing the top n
pages with the highest scores. Second, the main reason
to use a set of URL predictors in [16] is to overcome
the high complexity of architecture and training in case
one neural network is used. We use a hybrid model

for prediction to improve the accuracy using different
prediction techniques.

Nasraoui and Co-workers [17,18] propose a web
recommendation system using fuzzy inference. After
preprocessing the log files to obtain user sessions, clus-
tering is applied to group profiles using hierarchical
unsupervised niche clustering (H-UNC) [18–20].
Context-sensitive URL associations are inferred using a
fuzzy approximate reasoning based engine.

Joachims et al. [21] propose a WebWatcher system.
The WebWatcher is a learning tour guide software agent
that assists users browsing the Web. The WebWatcher
extracts knowledge from two sources: previous user
clicks and the hypertext structure, i.e., the relationship
between web pages traversed by the user. Furthermore,
the user can provide the WebWatcher with her favorites
and interests (domain knowledge). A target function,
that maps a page to a set of relevant pages, is learned
using the nearest neighbor approach.

Another technique applied in WWW prediction is
ARM. A recommendation engine, proposed by
Mobasher et al. [7], matches an active user session with
the frequent itemsets in the database, and predicts the
next page the user is likely to visit. The engine works
as follows. Given an active session of size w, the engine
finds all the frequent items sets of length w+1 satisfying
some minimum support (minsupp) and containing the
current active session. Prediction for an active session
A is based on the confidence (�) of the corresponding
association rules.

There are two problems in ARM technique. First,
when using global minimum support (minsupp), rare
hits, i.e., web pages that are rarely visited, will not be
included in the frequent sets because they will not
achieve enough support. One solution is to have a very
small support threshold; however, we will then end up
with very large frequent itemsets, which are computa-
tionally hard to handle. Second, the ARM considers
an unordered itemset; hence, the support for a spe-
cific itemset is evaluated based on the frequencies of
all combinations of that itemset. For example, the sup-
port of the user path 〈1, 5, 9〉 is computed by adding
up the frequencies of all combinations of that path,
i.e., 〈1, 5, 9〉, 〈1, 9, 5〉, 〈5, 9, 1〉, 〈5, 1, 9〉, 〈9, 5, 1〉, 〈9, 1, 5〉.
Although, it is evident that all these paths are not the
same, ARM treats them all as one path or set; hence, a
lot of user patterns can be lost. In our work, we consider
each path as a separate instance.

Grcar et al. [10] compare SVM with kNN using differ-
ent datasets. Their main focus is to study the sparsity
problem and data quality using different prediction mod-
els. The final finding is that SVM performs better in case
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of high sparsity data sets, while kNN outperforms SVM
in case of low sparsity data sets.

Our work is related to the n-gram model [14] and
the LRS model [9]. However, our approach differs from
them in the following ways. First, with WhatNext, the n-
gram based algorithm ignores all the n-grams with length
less than four. This eliminates some important data that
could well be helpful for predicting user surfing paths.
Similarly, the LRS algorithm only uses the LRS com-
bined with a Kth-order Markov model. Therefore, it will
eliminate a set of segments of user information, which
can adversely affect the prediction accuracy. In addition,
the main focus of LRS is to reduce modeling complexity
by reducing the data set. Furthermore, all these models
are probabilistic. Therefore, they might fail to predict
for unobserved data points.

In this paper, we employ SVM classification tech-
nique, which shows greater accuracy in predicting not
only for the seen surfing paths but also for the unseen
ones. We improve the accuracy of SVM by applying fea-
ture extraction and by utilizing domain knowledge in
prediction. We also combine Markov model and SVM to
achieve the maximum predictive power and to overcome
the drawbacks of each model by fusing the two outcomes
using Dempster’s rule. To the best of our knowledge, no
one has combined SVM and Markov model in WWW
prediction. This is the first attempt in this area.

3 Feature extraction

In Web prediction, the available source of training data
is the users’ sessions, which are sequences of pages that
users visit within a period of time. In order to improve
the predictive ability using different classification tech-
niques, we need to extract additional features besides
the pages’ ids. In this section, we first introduce some of
the problematic aspects of the data set we are handling,
namely, the user sessions logs. Next, we discuss the fea-
ture extraction process and introduce the definition of
each feature.

In mining the Web, the only source of training exam-
ples is the logs which contain sequences of pages/clicks
that users have visited/made, time, date, and an esti-
mated period of time the user stays in each page. Notice
that many of these features, such as date and time, are
not relevant. It is evident that we have very few features
in the logs; however, we can extract useful features that
might increase the prediction capabilities. Also, many
models [7,9] such as Markov model, ARM, as well as
our approach, apply a sliding window on the user ses-
sions to unify the length of training paths. If we apply
a sliding window, we will end up with many repeated

instances that will dominate the probability calculations.
Furthermore, the page ids in the user sessions are nomi-
nal attributes. Nominal attributes bear no internal struc-
ture and take one of a finite number of possible values
[11]. Many data mining techniques, such as SVM, require
continuous attributes because they use a metric measure
in their computations (dot product in the case of SVM).
In our implementation, we use bit vectors to represent
page ids.

3.1 User session features

We use a set of features to represent each user session.
These features are computed using a frequency matrix
as shown in Fig. 1. The first row and column represent
the enumeration of web page ids. Each cell in the matrix
represents the number of times (frequency) that users
have visited two pages in a sequence. freq(x, y) is the
number of times that users have visited page y after x.
For example, cell (1,2) contains the number of times that
users have visited page 2 after 1. Notice that freq(1,2) is
not necessarily equal to freq(2,1) and freq(x, x) is always
equal to 0.

We extract several features from user sessions. In
addition, we apply a sliding window of size N to break
long user sessions into N-size sessions, and we apply fea-
ture extraction on each one of these sessions. To further
elaborate about the sliding window concept, we present
the following example.

Example 1 Suppose we have a user session A=〈1, 2, 3, 4,
5, 6, 7〉, where 1,2,…,7 are the sequence of pages some
user u has visited. Suppose, also, that we use a slid-
ing window of size 5. We apply feature extraction to
A = 〈1, 2, 3, 4, 5, 6, 7〉 and end up with the following
user sessions with five page length: B = 〈1, 2, 3, 4, 5〉,
C = 〈2, 3, 4, 5, 6〉, and D = 〈3, 4, 5, 6, 7〉. Notice that the
outcome/label of the sessions A, B, C, and D are 7, 5, 6,
and 7, respectively. This way, we end up with four user
sessions, A, B, C and D, respectively. In general, the

Fig. 1 Frequency matrix
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total number of extracted sessions using sliding window
of size w and original session of size A is | A | −w + 1.

Most of the features we extract are based on the fre-
quency matrix that we generate from the training set
(see Fig. 2). We define the transition probability from
page x to page y as the probability that users visit page
y after page x, or,

pr(x → y) = freq(x, y)/

N∑

t

freq(x, t) (1)

where N is the total number of pages traversed by all
users and freq(x, t) is the frequency value obtained from
the frequency matrix of cell (x, t). For example,
pr(1 → 2) equals the freq(1,2) divided by the total
sum of frequencies of row 1 (i.e.,

∑N
t freq(1, t)) in the

frequency matrix. Notice that the transition probability
sum for each row equals 1 (

∑N
t pr(x → t) = 1). Also,

going from one page to another is treated as an inde-
pendent event. Note that in (1), source page (x) is fixed,
and the destination page varies. This makes sense here,
unless there is domain knowledge that relates the transi-
tion from one page to another with some condition, for
example, users who traversed pages x, y, z should visit
page w next. We also, define the weighted transition
probability (WTP) from page x to page y as in Eq. 2,

wpr(x → y) = pr(x → y)
∑N

t pr(t → y)
(2)

where N is the total number of pages that users have
visited. Notice that the wpr is a way to weight the tran-
sition probability by dividing it by the total sum of tran-
sition probabilities of all other transitions that go to
the same destination page. For example, wpr(1 → 2)

is the transition probability of going from page 1 to 2
(pr(1 → 2)) divided by the total transition probabili-
ties of all transitions to page 2 (

∑N
t pr(t → 2) ). Note

that in (2), the denominator y is fixed. We would like
to take into consideration that source page will vary but
the destination page will be the same.
The features we extract are as follows:

1. Outcome probability (OP): This is the transition
probability of the outcome of the session. For a ses-
sion X = 〈x1, x2, . . . , xN−2, xN−1〉, the outcome prob-
ability is computed as in (3), where xN is the label of
the session, x1, . . . , xN−1 is the sequence of pages tra-
versed before reaching xN page. Intuitively, the OP
helps to distinguish between long and small sessions
having the same outcome/label because the outcome
probabilities will be different. Notice that, in general,
the longer the session is, the less likely the OP of
being the same is.

OP(X) = pr(x1 → x2) × pr(x2 → x3)

× · · · pr(xN−2 → xN−1). (3)

2. Weighted outcome probability (WOP): This is the
product of the WTP for each transition up to the
outcome/label of the session. For a session X =
〈x1, x2, . . . , xN−1, xN〉, the WOP is computed as in (4).

WOP(X) = wpr(x1 → x2) × wpr(x2 → x3)

× · · · wpr(xN−2 → xN−1) (4)

where wpr(x → y) is the WTP defined as in (2). The
WOP might be used to distinguish between sessions,
however, in contrast to the outcome probability; we
weight the transition probability pr(x → y) by divid-
ing it by the summation of all transition probabilities
to the same page y. This gives a different value of
the outcome probability, i.e., different values which
discriminate between sessions.

3. Number of hops: Here, we consider the number of
hops in each session. The number of hops is defined
as the number of transitions in a user session (it cor-
responds to the order of Markov model as we will
see in Sect. 4.1). For example, the numbers of hops,
in Example 1, of A, B, C, and D are 5, 3, 3, and 3,
respectively. Recall that we treat the last page as the
outcome.

4. Probability sum (PS): This is the PS of each transi-
tion probability in the session.

PS(〈x1, x2, . . . , xN〉) =
N−2∑

i=1

pr(xi → xi+1) (5)

where 〈x1, x2, . . . , xN〉 is the user session. This feature
boosts longer sessions over smaller ones. Longer ses-
sions embed better information than smaller ones,
because they carry more information about the
pattern of going from one page to another [9].

5. Weighted probability sum (WPS): This is the WPS of
each transition probability in the session.

WPS(〈x1, x2, . . . , xN〉) =
N−2∑

i=1

wpr(xi → xi+1) (6)

where 〈x1, x2, . . . , xN〉 is the user session and wpr is
defined as in Eq. 2.

6. K previous pages (KPP): This is the last K pages a
user traversed before he/she has visited the last page
(outcome/label). For example, in the previous exam-
ple, the 2PP of A, B, C, and D are 〈5, 6〉, 〈3, 4〉, 〈4, 5〉,
and 〈5, 6〉, respectively.
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Fig. 2 Sample of training set using sliding window of size 2

Figure 2 shows a snap shot of the training set using slid-
ing window of size 2. Notice that the last attribute is the
outcome (or the label) that this instance belongs to.

4 Prediction models

In this section, we present various prediction models.
First, we present the Markov Model; next, we present
the SVM model along with improvement modifications.

4.1 Markov model

The basic concept of Markov model is that it predicts the
next action depending on the result of previous action
or actions. In WWW prediction, the next action corre-
sponds to prediction of the next page to be traversed.
The previous actions correspond to the previous web
pages to be considered.

The zeroth-order (7) Markov model is the uncondi-
tional probability of the state (or webpage). In (7), Pk
is a web page and Sk is the corresponding state. The
first-order Markov model can be computed by taking
page-to-page transitional probabilities or the n-gram
probabilities of {P1, P2}, {P2, P3}, . . . , {Pk−1, Pk} as in
(8). In the following, we present an illustrative exam-
ple of different orders of Markov model and how it can
predict.

Pr(Pk) = Pr(Sk) (7)

Pr(P2 | P1) = Pr(S2 = P2 | S1 = P1). (8)

Example 2 Imagine a web site of six web pages: P1, P2,
P3, P4, P5, and P6. Suppose we have user sessions as in
Table 1 that depict the navigation of many users of that
web site. Figure 3 shows the first-order Markov model,
where the next action is predicted based on only the last
action performed, i.e., last page traversed, by the user.
States S and F correspond to the initial and final states,

Table 1 A collection of user
sessions and their frequencies Sessions Frequency

P1, P2, P4 5
P1, P2, P6 1
P5, P2, P6 6
P5, P2, P3 3

Fig. 3 First-order Markov model

respectively. The probability of each transition is esti-
mated by the ratio of the number of times the sequence
of states was traversed and the number of times the
anchor state was visited. Next to each arch in Fig. 3, the
first number is the frequency of that transition, and the
second number is the transition probability. For exam-
ple, the transition probability of the transition (P2 to P3)
is 0.2 (i.e., 0.2 = 3/15).

Similarly, the Kth-order Markov model is where the
prediction is computed after considering the last Kth
action performed by the users. In WWW prediction, the
Kth-order Markov model is the probability of user visit
to Pk page given its previous K − 1 page visits.

pr(PN | PN−1, . . . , PN−k)

=pr(SN =PN | SN−1 =PN−1, . . . , SN−k = PN−k).

(9)

Figure 4 shows the second-order Markov model that
corresponds to Table 1. The order of Markov model is
related to the number of hops, previously mentioned

Fig. 4 Second-order Markov model
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in Sect. 3.1. The Kth order Markov model corresponds
to K − 1 hops, that is because a hop corresponds to a
transition in the Markov model.

In WWW prediction, Markov models are built based
on the concept of n-gram. The n-gram can be repre-
sented as a tuple of the form 〈x1, x2, . . . , xN〉 to depict
sequences of page clicks by a population of users surfing
a website. Each component of the n-gram takes a spe-
cific page id value that reflects the surfing path of a spe-
cific user surfing a webpage. For example, the n-gram
〈P10, P21, P4, P12〉 for some user U depicts the fact that
the user U has visited the pages in the following order:
page 10, page 21, page 4, and finally page 12.

4.2 Support vector machines

Support Vector Machines are learning systems that use
a hypothesis space of linear functions in a high dimen-
sional feature space, trained with a learning algorithm
from optimization theory. This learning strategy, intro-
duced by Vapnik et al. [22], is a very powerful method
in a wide variety of applications. SVM is based on the
ideas of hyper-plane classifier, or linear separability, and
margin maximization.
The linear separating hyper-plane classifier, assuming
binary classification, is represented in (10), where w is
the weight vector, and b is the bias.

f (x) = sign(wx − b) (10)

{
min(w,b)

1
2 wTw

subject to yi(wxi − b) ≥ 1
(11)

max L(w, b, α) = 1
2

wTw −
N∑

i=1

αiyi(wxi − b)+
N∑

i

αi

(12)

f (x) = sign(wx − b)

= sign

(
N∑

i=1

αiyi(xxi − b)

)
. (13)

SVM optimization problem can be formalized as in (11).
Instead of solving the primal representation (11), the
dual representation can be solved (12). In (12), αi repre-
sent the Lagrangian multipliers to be found (see [22]
for more details). When we solve αi in (12), we get
w = ∑N

i αiyixi and we classify a new object x using (13).
Note that the training vectors occur only in the form of
dot product; and that there is a Lagrangian multiplier αi

for each training point, which reflects the importance of
the data point. When the maximal margin hyper-plane is

found, only points that lie closest to the hyper-plane will
have αi > 0 and these points are called support vectors.

4.2.1 Multiclass SVM

In case of multiclass data sets, there are two primary
schemes, namely, one-VS-one and one-VS-all. Both are
extensions to the binary classification upon which SVM
is based.

The one-VS-one approach creates a classifier for each
pair of classes. The total number of classifiers computed
is n(n−1)/2, where n is the number of classes in the data
set. A new instance x belongs to the class upon which
most classifiers agree, i.e., majority voting.

One-VS-all creates a classifier for each class in the
data set against the rest of the classes. A new instance
x is predicted by assigning it to the class that its classi-
fier outputs (14) the largest positive value (i.e., maximal
margin) as in (15). In (15), M is the number of classes,
x = 〈x1, x2, . . . , xn〉 is the user session, and fi is the clas-
sifier that separates class i from the rest of the classes.
The prediction decision in (15) resolves to the classifier
fc that is most distant from the testing example x. This
might be explained as fc has the most separating power,
among all other classifiers, of separating x from the rest
of the classes.

It is evident that the disadvantage of one-VS-one
compared to one-VS-all is that we need to generate a
large number of classifiers. On the other hand, the size of
the training set is larger for one-VS-all than for one-VS-
one scheme because we use the whole original training
set to compute each classifier.

f (x) = wx − b =
N∑

i

αiyi(xxi − b) (14)

prediction(x) = arg max
1≤c≤M

fc(x) (15)

4.2.2 Domain knowledge and classifier reduction

With regard to WWW surfing, the number of classifiers
used to predict one new instance using one-VS-all is still
very high. One way to reduce it is to use the domain
knowledge that we already possess. The domain knowl-
edge here is the frequency matrix shown in Fig. 1. We
use the frequency matrix to reduce the number of clas-
sifiers needed to predict an instance. Specifically, for a
testing example X = 〈x1, x2, . . . , xn〉 and a classifier Ci,
we exclude Ci in the prediction process if freq(xn, i) = 0
in the frequency matrix, where xn is the last page id the
user has visited in the testing session. There are two pos-
sibilities when the freq(x, y) is 0 in the frequency matrix.
First, there is no hyperlink of page y in page x. Second,



408 M. Awad et al.

no user has visited page y directly after page x. We do
not distinguish between these two events and simply
exclude any classifier fi when freq(xn, i) = 0.

5 Multiple evidence combination for WWW prediction
using Dempster’s rule

In this section, we present a hybrid model for WWW pre-
diction using the SVM and the Markov model as bodies
of evidence based on the Dempster’s rule for evidence
combination. Figure 5 shows that the resolution of a
class that an outcome (i.e., testing point) belongs to is
based on the fusion of two separate classifiers, namely,
the SVM and the Markov model. Recall that predic-
tion using SVM has an extra advantage over the Mar-
kov model, i.e., SVM can predict for the unseen data,
while the Markov model works better with the seen data.
Hence, this hybrid model takes advantage of the best of
both models in making a final prediction.

Dempster’s rule is one part of the Dempster–Shafer
evidence combination frame for fusing independent
bodies of evidence. In Dempster’s rule, the sources of
evidence should be in the form of basic probability. The
output of SVM classifier, (14) and (15), is the signed dis-
tance of an instance to the hyperplane. Since this out-
put is not probability [23], we first need to convert/map
this output into a posterior probability P(class|input). In
this section, we present, first, a method to convert SVM
output into a posterior probability by fitting a sigmoid
function after SVM output [24]. Next, we will present
the background of Dempster–Shafer theory.

5.1 Fitting a sigmoid after support vector machine

The output value produced by SVMs, (14) and (15), is
not a probability [23]. Output must be mapped to a pos-
terior probability before SVM output can be used in
Dempster’s rule.

A number of ways in which this can be accomplished
have been presented [23–25]. Vapnik [23] proposes
decomposing the feature space F into an orthogonal

Fig. 5 A hybrid model using the Dempster’s rule for evidence
combination

and a nonorthogonal directions. The separating hyper-
plane can then be considered. First, the direction that is
orthogonal to the hyperplane is examined and, second,
the N − 1 other directions that are not orthogonal to
the separating hyper-pane are reviewed. As a param-
eter for the orthogonal direction, a scaled version of
f (x), t, is employed. A vector u is used to represent all
other directions. The posterior probability is fitted using
the sum of cosine terms, and depends on both t and u:
P(y = 1|t, u):

P(y = 1|t, u) = a0(u) +
N∑

n=1

an(u) cos(nf ). (16)

This promising method has some limitations since it re-
quires a solution of a linear system for every evaluation
of the SVM. The sum of the cosine terms is not restricted
to lie between 0 and 1 and is not constrained to be mono-
tonic in f. In order to consider the probability P(y = 1|f ),
there is a very strong requirement that f be monotonic
[24].

Hastie and Tibshirani [26] fit Gaussians to the class-
conditional densities p(f |y = 1) and p(f |y = −1)4. Here,
a single tied variance is estimated for both Gaussians.
The posterior probability P(y = 1|f ) is a sigmoid, whose
slope is determined by a tied variance.

One can compute the mean and the variance for each
Gaussian from the data set and apply the Bayes rule to
obtain the posterior probability as follows:

P(y = 1|f ) = p(f |y = 1)P(y = 1)∑
i=−1,1 p(f |y = i)P(y = i)

(17)

where P(y = i) are prior probabilities computed from
the training set and f is as defined in (14). The posterior
is an analytic function of f with the form:

P(y = 1|f ) = 1
1 + exp(af 2 + bf + c)

(18)

The problem of this method is that (18) is not mono-
tonic and the assumption of Gaussian class-conditional
densities is often violated [24].

In this study, we implement a parametric method
to fit the posterior P(y = 1|f ) directly instead of esti-
mating the class-conditional densities p(f |y). It follows
that class–conditional densities between the margins
are apparently exponential [24]. Bayes’ rule (17) on
two exponentials suggests using a parametric form of
sigmoid:

P(y = 1|f ) = 1
1 + exp(Af + B)

(19)

where f is as defined in (14). This sigmoid model is
equivalent to assuming that the output of the SVM is
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proportional to the log odds of a positive example. The
parameters A and B of (19) are fit using maximum like-
lihood estimation from a training set (fi, ti), where the ti
are the target probabilities defined as

ti = yi + 1
2

. (20)

The parameters A and B are found by minimizing the
negative log likelihood of the training data, which is a
cross-entropy error function:

min −
∑

i

ti log(pi) + (1 − ti) log(1 − pi) (21)

where

pi = 1
1 + exp(Afi + B)

. (22)

The minimization in (21) is a two-parameter minimiza-
tion. Hence, it can be performed using many of opti-
mization algorithms. For robustness, we implement the
model-trust minimization algorithm based on the Leven-
berg–Marquardt algorithm [27], whose pseudocode is
shown in Appendix.

5.2 Dempster–Shafer evidence combination

Dempster–Shafer theory (also known as theory of
belief functions) is a mathematical theory of evidence
[12] which is considered to be a generalization of the
Bayesian theory of subjective probability. Since a belief
function rather than a Bayesian probability distribution
is the best representation of a chance, the Dempster–
Shafer theory differs from the Bayesian theory. A fur-
ther difference is that probability values are assigned
to sets of possibilities rather than single events. Unlike
Bayesian methods, which often map unknown priors
to random variables, the Dempster–Shafer framework
does not specify priors and conditionals.

The Dempster–Shafer theory is based on two ideas.
First, the notion of obtaining degrees of belief for one
question based on subjective probabilities for a related
question. Second, Dempster’s rule for combining such
degrees of belief when they are based on independent
items of evidence. Since we use two independent sources
of evidence, namely, SVM and Markov model, we are
interested in the latter part of the Dempster–Shafer the-
ory, namely, Dempster’s rule. We use it to combine two
bodies of evidence (SVM and Markov model) in WWW
prediction. The reader is referred to [28,29] for more
details regarding this theory and its applications.

5.2.1 Dempster’s rule for evidence combination

Dempster’s rule is a well-known method for aggregating
two different bodies of evidence in the same reference
set. Suppose we want to combine evidence for a hypoth-
esis C. In WWW prediction, C is the assignment of a
page during prediction for a user session. For example,
what is the next page a user might visit after visiting
pages p1, p3, p4, and p10. C is a member of 2�, i.e., the
power set of � , where � is our frame of discernment. A
frame of discernment � is an exhaustive set of mutually
exclusive elements (hypothesis, propositions). All of the
elements in this power set, including the elements of �,
are propositions. Given two independent sources of evi-
dence, m1 and m2, Dempster’s rule combines them in
the following frame:

m1,2(C) =
∑

A,B⊆�,A∩B=C m1(A)m2(B)
∑

A,B⊆�,A∩B�=φ m1(A)m2(B)
. (23)

Here, A and B are supersets of C, they are not neces-
sarily proper supersets, i.e., they may be equal to C or
to the frame of discernment �. m1 and m2 are functions
(also known as a mass of belief) that assign a coefficient
between 0 and 1 to different parts of 2�, m1(A) is the
portion of belief assigned to A by m1. m1,2(C) is the com-
bined Dempster–Shafer probability for a hypothesis C.
To elaborate more about Dempster–Shafer theory, we
present the following example.

Example 3 Consider a website that contains three sep-
arate web pages B, C, and D. Each page has a hyperlink
to the two other pages. We are interested in predicting
the next web page (i.e., B, C, or D) a user visits after
he/she visits several pages. We may form the following
propositions which correspond to proper subsets of �:

PB: The user will visit page B.
PC: The user will visit page C.
PD: The user will visit page D.
PB, PC: The user will visit either page B or page C.
PD, PB: The user will visit either page D or page B.
PD, PC: The user will visit either page D or page C.

With these propositions, 2� would consist of the
following:

2� = {{PD}, {PB}, {PC}, {PD, PC}, {PB, PC},
{PD, PC}, {PD, PB, PC}, φ}

In many applications, basic probabilities for every
proper subset of � may not be available. In these cases,
a nonzero m(�) accounts for all those subsets for which
we have no specific belief. Since we are expecting the
user to visit only one web page (it is impossible to visit
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two pages in the same time), we have positive evidence
for individual pages only, i.e.,

m(A) > 0: A ∈ {{PD}, {PB}, {PC}}.
The uncertainty of the evidence m(�) in this scenario

is

m(�) = 1 −
∑

A⊂�

m(A). (24)

In (23), the numerator accumulates the evidence which
supports a particular hypothesis and the denominator
conditions it on the total evidence for those hypotheses
supported by both sources. Applying this combination
formula to Example 3 assuming we have two bodies of
evidence, namely, SVM and Markov Model, would yield

msvm,markov(PB) = W∑
A,B⊆�,A∩B�=φ msvm(A)mmarkov(B)

where W = msvm(PB)mmarkov(PB) + msvm(PB)mmarkov
({PC, PB}) + msvm(PB)mmarkov({PD, PB}) + · · ·

5.2.2 Using Dempster–Shafer theory in WWW
prediction

There are several reasons we use Dempster’s rule in
WWW prediction. First, Dempster’s rule is designed to
fuse two (or more) independent bodies of evidence. The
basic idea, in Dempster–Shafer theory, is that the argu-
ments for/against a hypothesis should be separate rather
than considering one to be the complement of the other.
Such key idea is important because it suits WWW pre-
diction application and other real-time applications such
as satellite image segmentation [30], medical data min-
ing [31], etc. Note that, in WWW prediction, the uncer-
tainty is involved because so many parameters, such
as user behavior, web site changes, etc., are involved
in computing the belief, i.e., there is a certain amount
of ignorance in computing our belief because of these
various changing parameters. Hence, events and their
complements should be separate. Second, the domain
knowledge can be incorporated in Dempster’s rule in
the uncertainty computations [see (24)]. Furthermore,
Dempster’s rule is adaptable when the domain knowl-
edge changes, for example, when new data arrives. In
WWW prediction, the domain knowledge changes be-
cause new clicks are logged, new customers are come,
and new web pages are created. This makes the appli-
cation of Dempster–Shafter justifiable/appropriate. Fi-
nally, the output of Dempster’s rule is a confidence mea-
surement; hence, there is no need to adopt a new confi-
dence measurement.

We have two sources of evidence: the output of SVM
and the output of the Markov model. SVM predicts the
next web page based on some features extracted from
the user sessions while the Markov model counts on the
conditional probability of the user session. These two
models operate independently. Furthermore, we assume
that for any session x for which it does not appear in the
training set, the Markov prediction is zero. If we use
Dempster’s rule for combination of evidence we get the
following:

msvm,markov(C)=
∑

A,B⊆�,A∩B=C msvm(A)mmarkov(B)
∑

A,B⊆�,A∩B�=φ msvm(A)mmarkov(B)
.

(25)

In the case of WWW prediction, we can simplify this
formulation because we have only beliefs for singleton
classes (i.e., the final prediction is only one web page
and it should not have more than one page) and the
body of evidence itself (m(�)). This means that for any
proper subset A of � for which we have no specific belief,
m(A)=0. For example, based on Example 3, we would
have the following terms in the numerator of (25)

msvm(PB)mmarkov(PB),

msvm(PB)mmarkov({PC, PB}),
msvm(PB)mmarkov({PD, PB}),
msvm(PB)mmarkov(�),

mmarkov(PB)msvm({PC, PB}),
mmarkov(PB)msvm({PD, PB}),
mmarkov(PB)msvm(�).

Since we have nonzero basic probability assignments
for only the singleton subsets (i.e., the final prediction
should resolve to one web page and it should not have
more than one page) of � and the � itself, this means
that

msvm(PB)mmarkov(PB) > 0,

msvm(PB)mmarkov({PC, PB}) = 0 since mmarkov({PB, PC}) = 0

msvm(PB)mmarkov({PD, PB}) = 0 since mmarkov({PD, PB}) = 0

msvm(PB)mmarkov(�) > 0,

msvm({PB, PC})mmarkov(PB) = 0, since msvm({PB, PC}) = 0,

msvm({PB, PD})mmarkov(PB) = 0, since msvm({PB, PD}) = 0,

msvm(�)mmarkov(PB) > 0.

After eliminating zero terms, we get the simplified
Dempster’s combination rule:

msvm,markov(PB) =
msvm(PB)mmarkov(PB)+msvm(PB)mmarkov(�)+msvm(�)mmarkov(PB)

∑
A,B⊆�,A∩B �=φ msvm(A)mmarkov(B)

.

(26)
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Since we are interested in ranking the hypotheses, we
can further simplify (26) because the denominator is
independent of any particular hypothesis (i.e., same for
all) as follows:

msvm,markov(PB) ∝ msvm(PB)mmarkov(PB) +
msvm(PB)mmarkov(�) +
msvm(�)mmarkov(PB). (27)

The ∝ is the “is proportional to” relationship. msvm(�)

and mvmarkov(�) represent the uncertainty in the bodies
of evidence for SVM and Markov models, respectively.
For msvm(�) and mmarkov(�) in (27), we use the fol-
lowing. For SVM, we use the margin values for SVM
to compute the uncertainty. Uncertainty is computed
based on the maximum distance of training examples
from the margin as follows.

msvm(�) = 1
ln(e + SVMmargin)

(28)

SVMmargin is the maximum distance of a training exam-
ples from the margin and e is Euler’s number. For Mar-
kov model uncertainty, we use the maximum probability
of a training example as follows.

mmarkov(�) = 1
ln(e + Markovprobability)

(29)

Markovprobability is the maximum probability of a train-
ing example. Note that, in both models, the uncertainty
is inversely proportional to the corresponding maximum
value.

Here, we would like to show the basic steps in our
algorithm to predict WWW surfing using multiple evi-
dence combination:

Algorithm: WWW Prediction Using Hybrid Model

6 Evaluation

In this section, we present experimental results for
WWW surfing prediction using four prediction mod-
els, namely, the Markov model (LRS model), SVM, the
association rule model, and a hybrid method (HMDR)
based on Dempster’s rule for evidence combination.

Here, we first define the prediction measurements
that we use in our results. Second, we present the data
set that we use in this research. Third, we present the
experimental setup. Finally, we present our results.

In all models, except for SVM, we used the N-gram
representation of paths [7,9]. The N-grams are tuples of
the form 〈X1, X2, . . . , Xn〉 that represents a sequence of
page clicks by a set of surfers of a web page. One may
choose any length N for N-grams to record. In the SVM
model, we apply feature extraction as shown in Sect. 3.
Note that the N-gram is embedded in the fifth feature,
namely, KPP (Fig. 2).

The following definitions will be used in the following
sections to measure the performance of the prediction.
Pitkow et al. [9] have used these parameters to measure
the performance of the Markov model. Since we are
considering the generalization accuracy and the training
accuracy we add additional two measurements that take
into consideration the generalization accuracy, namely,
Pr(Hit|MisMatch) and overall accuracy.

• Pr(Match), the probability that a penultimate path
(i.e., second to last in a series or sequence),
〈xn−1, xn−2, . . . , xn−k〉, observed in the validation set
was matched by the same penultimate path in the
training set.

• Pr(Hit|Match), the conditional probability that page
xn is correctly predicted for the testing instance
〈xn−1, xn−2, . . . , xn−k〉 and 〈xn−1, xn−2, . . . , xn−k〉
matches a penultimate path in the training set.

• Pr(Hit)=Pr(Match)×Pr(Hit|Match), the probability
that the page visited in the test set is the one esti-
mated from the training as the most likely to occur.

• Pr(Miss|Match), the conditional probability that
page is incorrectly classified, given that its penul-
timate path 〈xn−1, xn−2, . . . , xn−k〉 matches a penul-
timate path in the training set.

• Pr(Miss)=Pr(Match) Pr(Miss|Match), the probabil-
ity that a page xn with a matched penultimate path
is incorrectly classified.

• Pr(Hit|MisMatch), the conditional probability that a
page xn is correctly predicted for the testing instance
〈xn−1, xn−2, . . . , xn−k〉 and 〈xn−1, xn−2, . . ., xn−k〉 does
not match any penultimate path in the training set.
This measurement corresponds to the generalization



412 M. Awad et al.

accuracy and it is considered more accurate than the
training accuracy (represented by Pr(Hit|Match)).

• Overall Accuracy A = Pr(Hit|Mismatch) ×
Pr(mismatch) + Pr(hit| match) × Pr(match). A is the
overall accuracy that combines both matching/seen
and mismatching/unseen testing examples in com-
puting the accuracy.

The following relations hold for the above measure-
ments:

Pr(Hit|Match) = 1 − Pr(Miss|Match) (30)

Pr(Hit)/Pr(Miss) = Pr(Hit|Match)/Pr(Miss|Match)

(31)

Pr(Hit|Match) corresponds to the training accuracy, be-
cause it shows the proportion of training examples that
are correctly classified. Pr(Hit|Mismatch) corresponds
to the generalization accuracy because it shows the pro-
portion of unseen examples that are correctly classified.
The overall accuracy A combines both.

6.1 Data processing

In this section, we will first give the process used to col-
lect raw data and then the steps for processing this data.
These preprocessing steps include collecting informa-
tion from users’ sessions, data cleaning, user identifica-
tion, and session identification. As the details of each of
these preprocessing tasks can be found in [32], in this
section, we will briefly discuss them for the purpose of
understanding the structure of the processed data set.

For equal comparison purposes, and in order to avoid
duplicating already existing work, we have used the data
collected by Pitkow et al. [9] from Xerox.com for the
date May 10, 1998 and May 13, 1998.

During this period, about 200 K web hits are received
in each day on about 15 K web documents or files. The
raw data is collected by embedding cookies to the users
desktop. In cases in which cookies did not exist, a set of
fallback heuristics was used in order to collect users web
browsing information.

Several numbers of attributes are collected using the
above method which includes the IP address of the
user, time stamp with date and starting time, visiting
URL address, referred URL address, and the browser
information or agent.

Once we have the access logs’ data for an intended
period, the next step is to uniquely identify users and
their sessions. Without identifying unique users with
their sessions, it is impossible to trace the path they have
visited during surfing. Specially, the modern web pages

with hidden cookies and embedded session IDs. Session
identification is the most crucial element for data pre-
processing. This task is quite complicated, since any two
or more users may have same IP addresses. Pirolli et al.
solve this problem by looking into the browser informa-
tion [33]. If the IP addresses for two log entries in the
access logs and if their browser information shows two
different browsing software and/or operating systems,
then it can be concluded that the IP addresses represent
two distinct users. By the same token, if a log entry has
the same IP address as other log entries, but its visiting
page is not in any way hyperlinked to the pages visited
by the previous entries, it can also be concluded that the
new entry is for separate user information. Also, any
user can surf the web for a short period of time and then
return for browsing after a significant amount of wait.
To manage this situation, a default time of 30 min is used
in order to identify a session for that particular user. For
example, if the time between page requests for a user
exceeds more than 30 min a new session is considered
for this particular user [32].

6.2 Experiments Setup

In this section, we present the setting of our experiments.
All our experiments are executed using a multiproces-
sor machine of two 900 MHz Pentium III processors and
with 4 GB memory.

We use the LIBSVM [34] for SVM implementation
and use the ν-SVM with RBF kernel. In our experi-
ments, we set ν very low (ν = 0.001). Since we address
the problem of multiclass classification, we implement a
“one-VS-all” scheme due to its reduction of the number
of classifiers need to be computed over “one-
VS-one” classification. In addition, we train SVM using
the features we described in Sect. 3. Also, we incorpo-
rate the domain knowledge we previously mentioned in
Sect. 4.2.2 in prediction.

In ARM, we generate the rules using apriori algo-
rithm proposed in [35]. We set the minsupp to a very
low value (minsupp = 0.0001) to capture pages rarely
visited. We implement the idea of the recommendation
engine, proposed by Mobasher et al. [7].

We divide the data set into three partitions. Two par-
titions will be used for training and the third will be used
for testing/prediction. Table 2 presents the distribution
of the training and testing data points for each hop.

6.3 Results

In this section we present and compare the results of
prediction using four different models, namely, ARM,
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Table 2 The distribution of the training and testing sets for each
hop

Number of Size of Size of
hops training set testing set

1 23,028 12,060
2 24,222 12,481
3 22,790 11,574
4 21,795 10,931
5 20,031 9,946
6 18,352 8,895
7 16,506 7,834

SVM, Markov models, and the multiple evidence com-
bination model.

Regarding the training time, it is important to men-
tion that we assume an off-line training process. On one
hand, the training time for Markov model and ARM is
very small (few minutes). On the other hand, training
SVM using One-VS-All is an overhead. That is because
we need to generate large number of classifiers (See
Sect. 4.2.1). In our experiments, we have 5,430 different
web pages; hence, we create 5,430 classifiers. The total
time of training for SVM is 26.3 h.
Even though, in all prediction models, we need to con-
sult large number of classifiers in order to resolve the
final prediction outcome, the average prediction time
for one instance is negligent as we can see from Table 3.

We consider up to seven hops in our experimental
results for all models. Recall that we break long sessions
using a sliding window. Sliding window of size 3 corre-
sponds to one hop because the surfer hops once before
reaching an outcome, i.e., last page. Results vary, based
on the number of hops, because different patterns are
revealed for different number of hops. Also, we show the
effect of including domain knowledge on the accuracy
of prediction using SVM.

Table 4 shows the prediction results of all techniques
using all measurements with one hop. The first col-
umn of Table 4 presents the different measurements
we mentioned above. Subsequent columns correspond
to the prediction results of ARM, Markov, SVM, and
Dempster’s rule. There are several points to note. First,
the value of Pr(Match|Mismatch) is zero for both ARM

Table 3 Average prediction
time for all methods Method time

(ms)

SVM 49.8
Markov 0.12
ARM 0.10
Dempster’s rule 51.1

Table 4 Using all probability measurements with one hop

ARM Markov SVM Dempster
rule

Pr(Match) 0.59 0.59 0.59 0.59
Pr(Hit|Match) 0.09 0.153 0.136 0.177
Pr(Hit) 0.05 0.091 0.081 0.105
Pr(Miss|Match) 0.91 0.846 0.863 0.822
Pr(Miss) 0.53 0.501 0.511 0.487
Pr(Hit|Mismatch) 0.0 0.0 0.093 0.082
Pr(Hit)/Pr(Miss) 0.1 0.181 0.158 0.215
Overall accuracy 0.05 0.091 0.119 0.138

and Markov models because neither model can predict
for the unseen/mismatched data. Second, the Demp-
ster’s rule method achieves the best scores using all
measurements. For example, the training accuracy
(Pr(Hit|Match)) for ARM, Markov, SVM, and Demp-
ster’s rule are 9, 15, 13, and 17%, respectively. The over-
all accuracy for ARM, Markov, SVM, and Dempster’s
rule are 5, 9, 11, and 13%, respectively. This proves that
our hybrid method improves the predictive accuracy.
Third, even though the Pr(Hit|Match) in SVM is less
than that in Markov model, the overall accuracy of SVM
is better than that in Markov model. That is because the
Pr(Hit|Mismatch) is zero in case of Markov model while
it is 9% in case of SVM. Finally, notice that the ARM
has the poorest prediction results. The ARM uses the
concept of itemsets instead of item list (ordered item
set); hence, the support of one path is computed based
on the frequencies of that path and the frequencies of all
its combinations. Also, it is very sensitive to the minsupp
values. This might have caused important patterns to be
lost or mixed.

Figure 6 depicts the Pr(Hit|Match) for all prediction
techniques using different numbers of hops. The x-axis
represents the number of hops, and the y-axis repre-
sents Pr(Hit|Match). In this figure, the Dempster’s rule
method achieves the best training accuracy using differ-
ent numbers of hops. The Pr(Hit|Match), i.e., training
accuracies, using three hops for ARM, SVM, Markov,
and Dempster’s Rule are 10, 13, 17, and 23%, respec-
tively. Notice that the SVM training accuracy is less than
Markov model training accuracy because we are only
considering the accuracy among seen/matched data. The
Pr(Match) in general is high, as we can see from Table 5.
Recall that we break the data set into two parts for
each number of hops; two-thirds are used for training
and one-third for testing. The Pr(Match) is the proba-
bility that an example in the testing set is also in the
training set. Since we get different data set for each
different number of hops, the Pr(Match) is different.
The Pr(Match) is 37% regardless of techniques in the



414 M. Awad et al.

Fig. 6 Comparable results of all techniques based on
Pr(Hit|Match)

Table 5 The Pr(Hit), i.e.,
probability of seen data, in the
data set using different num-
ber of hops.

Number of Pr(Match)
hops

1 0.59
2 0.40
3 0.37
4 0.29
5 0.25
6 0.21
7 0.22

case of three hops. When we increase the number of
hops (sliding window is larger), the number of training
points decreases, since Pr(Match) is adversely affected.
Note that the probability of match values is valid for all
prediction models, namely, SVM, Markov, ARM, and
multiple combination.

Figure 7 represents the generalization accuracy for all
techniques. The x-axis represents the number of hops,
and the y-axis depicts the Pr(Hit|Mismatch). Recall that
the generalization is the ability to predict correctly based
on unseen data. The ARM and Markov models have
zero generalization accuracy because they are proba-
bilistic models. Dempster’s rule method has gained its
generalization accuracy from SVM fusion. The high-
est generalization accuracy achieved is 10% using three
hops for both the SVM and Dempster’s rule. In general,
the prediction accuracy in WWW surfing is low; hence,
this increase of the generalization accuracy is considered
very important.

In Fig. 8, we show the overall accuracy (represented
in the y-axis) of all techniques using different number of
hops (represented in the x-axis). Notice that Dempster’s
rule achieves the best overall accuracy, SVM comes
second, Markov model is third, and finally the ARM.
For example using five hops the overall accuracies for
ARM, Markov, SVM, and Dempster’s rule are 1, 7, 10,
and 14%, respectively. Notice that SVM has outper-

Fig. 7 Generalization accuracy (i.e., Pr(Hit|Mismatch)) using all
prediction methods

Fig. 8 Comparable results based on the overall accuracy

formed Markov model based on overall accuracy. This
is because SVM generalizes better than Markov model.
Dempster’s rule proves to combine the best in both the
SVM and Markov models because it has kept its supe-
riority over all techniques, using all measurements, and
using different number of hops.

Figure 9 shows the results of all methods measured
with the Pr(Hit)/Pr(Miss). It is very similar to the Fig. 6
because of the relationships between these two mea-
surements [see (30) and (31)]. The reason we are using
this measurement is because it does not depend on the
Pr(Match) which might vary from one data set to an-
other [see (30) and (31)]. As we can see, Dempster’s rule
method outperforms other techniques using almost all
hops. For example, using three hops the Pr(Hit|Match)
for all models are 12, 15, 23, and 28% for ARM,
SVM, Markov, and Dempster’s rule models, respectively.
Figure 10 shows the results of all methods measured with
the overall ratio of Hit/Miss, i.e.,

overall(Hit/Miss) = number of correct predictions
number of incorrect predictions

.

The x-axis depicts the number of hops while the y-axis
represents the overall hit/miss ratio. It is very similar to
Fig. 8 as both consider the generalization accuracies. As
we can see, the Dempster’s rule method outperforms
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Fig. 9 Pr(Hit)/Pr(Miss) for all methods and using different
number of hops

Fig. 10 Overall hit/miss accuracy using different number of hops

other techniques using almost all numbers of hops. For
example, using seven hops the overall hit/miss ratios for
ARM, SVM, Markov, and Dempster’s rule models are
0.6, 12, 8, and 18%, respectively. Larger overall hit/miss
means we have higher hit value and lower miss value.
Therefore, this confirms the superiority of Dempster’s
rule over other techniques.

One important remark is that, in all figures, the num-
ber of hops affects the accuracy. The larger number of
hops is, the higher the accuracy is. Recall that number
of hops reflects the portion of user history. Intuitively,
when we use larger portion of the user history in training,
we expect more accurate results. This is not unexpected
and similar result can be found in [7]. Another remark
is that even though the accuracy has improved using our
hybrid model, accuracy is still low. The reason might be
the large number of classes/pages each instance might
resolve to. In addition, we should predict only the most
probable page/class that the user might visit. Recall that
we consider prediction of the next page the user might
visit, contrast to the recommendation systems which
provide a list of recommended/relevant pages the user
might visit. Furthermore, conflicting training paths can
be found in the training set, for example, we can have
two outcomes, P1 and P2, that correspond to one path
〈P4, P3, P8〉, i.e., a user after traversing pages P4, P3,

and P8 visits pages P1 in one session, and in another
session she visits P2 after traversing the same path. This
not only confuses the training process and the prediction
process but also affects the prediction results.

7 Conclusion and future work

In this paper, we use a hybrid method in WWW predic-
tion based on Dempster’s rule for evidence combination
to improve the prediction accuracy. The improvements
in WWW prediction contribute to many applications
such as web search engines, latency reduction, and rec-
ommendation systems.

We used two sources of evidence/prediction in our hy-
brid model. The first body of evidence is SVM. To further
improve the prediction of SVM, we applied two ideas.
First, we extracted several probabilistic features from
the surfing sessions and trained SVM with these features.
Second, we incorporated domain knowledge in predic-
tion to improve prediction accuracy. The second body
of evidence is the widely used Markov model, which is
a probabilistic model. The Dempster’s rule proves its
effectiveness by combining the best of SVM and the
Markov model demonstrated by the fact that its predic-
tive accuracy has outperformed all other techniques.

We compared the results obtained using all tech-
niques, namely, SVM, ARM, Markov model, and Hy-
brid method against a standard benchmark data set. Our
results show that the hybrid method (Dempster’s rule)
outperforms all other techniques mainly because of the
incorporation of domain knowledge (applied in SVM),
the ability to generalize for unseen instances (applied in
SVM), and the incorporation of the Markov model.

We would like to extend our research along the fol-
lowing directions. First, we would like to extend the
work that will address incremental prediction of WWW
surfing. In other words, training set will take into con-
sideration user surfing patterns can change over time.
Second, we intend to use other classification techniques
such as neural networks. Third, we would like to extend
this work for real-time prediction in various domains. Fi-
nally, we would like to investigate an automation method
for re-training and re-prediction when the behaviors of
surfers change with time.

Appendix A: pseudo-code for the sigmoid training

This appendix shows the pseudo-code for the training of
SVM. The algorithm is a model-trust algorithm, based
on the Levenberge–Marguardt algorithm [27].

ALGORITHM SVM-Sigmoid-Training
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